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Abstract
In this seminar, we give an introduction to lattice-based cryptography, which is one of the

most promising foundations for future cryptographic schemes.

In [Sho94], Shor showed how quantum computers can be used to efficiently compute the
prime factorization of large numbers; a problem which to date seems inaccessible to classical
computers. Hence, current cryptographic algorithms may be subject to attacks by quantum
computers. This opens the question, whether it is possible to define cryptographic protocols
that resist attacks by quantum computers. This branch of research is called post-quantum
cryptography.

There are few foundational primitives on which post-quantum cryptography is based; hash
functions, isogenies of supersingular elliptic curves, multivariate polynomial functions of degree
2, linear codes, and lattices. In this seminar, we focus on lattice-based cryptography.

First, we introduce the background from cryptography and quantum computing, and
develop the mathematical foundations of the theory of lattices. We introduce the computational
problems on which the protocols are grounded. Afterwards, we analyze lattice-based key
encapsulation mechanism and signature schemes with concrete examples of the currently most
popular lattice-based protocols. The security of cryptographic protocols can be attacked via
physical tools. We will discuss such attacks in the case of lattice-based cryptography.

Examination. The speakers are required to prepare a detailed report of their talk, which
is due two weeks after the last talk. An initial draft is supposed to be prepared and discussed
with the advisor a week before the talk.

Distribution of the topics. Please contact Samed Düzlü until the 30th of August with
at least 3 topics you would be interested to present in case you would like to present one of
the remaining topics.

Prerequisites. All talks require a basic understanding of (linear) algebra. Further prereq-
uisites are listed for the talks below.

Literature. We give hints to literature that may be helpful for preparing the talks. Contact
us, if you do not have access to relevant sources. You may use other sources.

Master thesis. If the seminar topics arouse your interest and you would like to write your
master thesis in lattice-based cryptography (or in another area of post-quantum cryptography),
we are happy to develop an interesting topic for you.

Remark. Feel free to attend the talks if you are interested, even if you do not participate
actively by giving a talk.
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1 Public-Key Cryptography
Advisor. Patrick Struck
Date. 18 October 2022

This talk gives a basic introduction in public-key cryptography, which is the cryptographic founda-
tion of the constructions of the later talks.

Content. Recall the definition of public-key encryption (PKE), key encapsulation mechanism
(KEM), key exchange, and digital signatures. Define the relevant security notions for these crypto-
graphic primitives. Describe the Rabin encryption scheme and present the reduction from prime
factorization to breaking the Rabin encryption.

Literature.

[KL20] Katz and Lindell. Introduction to modern cryptography.

[Bin+] Bindel et al. “Hybrid key encapsulation mechanisms and authenticated key exchange”.

[Rot] Rothe. Rabin’s Public-Key Cryptosystem.

2 Quantum Computing and Shor’s Algorithm
Advisor. Patrick Struck
Date. 8 November 2022

Quantum computers and the application of Shor’s algorithms is the main motivation for post-
quantum cryptography. This talk gives a basic introduction to the theory of quantum computing
and discusses Shor’s algorithm to motivate the later talks. Moreover, reductions in post-quantum
cryptography sometimes make use of quantum computation, which we will see in a later talk.

Content. Present the basics of quantum computers. Specifically, discuss the notions superpo-
sition, entanglement, and measurement. Present either the quantum period finding algorithm by
Shor, or the classical reduction from factoring to period finding. Present the basic idea of the other
result.

Literature.

[Sho94] Shor. “Algorithms for quantum computation: discrete logarithms and factoring”.

[Aar] Aaronson. Introduction to Quantum Information Science Lecture Notes.

[NC] Nielsen and Chuang. Quantum computation and quantum information.

[Wal] Wallach. Quantum computing and entanglement for mathematicians.

3 Introduction to Lattice Theory
Advisor. Oscar Lapointe
Date. 15 November 2022

The objects of lattice-based cryptography are discrete subgroups of a finite-dimensional Euclidean
vector space, in other words, lattices. This talk sets up the foundations: the basic definitions, main
examples, and first properties. The focus lies the theory necessary to develop the computational
problems required in the cryptographic applications.
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Content. Define lattices as discrete subgroups of (finite-dimensional) Euclidean spaces, and
sketch characterizations, in particular, that a lattice admits a basis representation. Our focus lies
on full rank lattices. Introduce the determinant of a lattice and the fundamental parallelogram,
and show their relationship. Discuss examples, such as unimodular lattices, q-ary lattices, and dual
lattices. Define (successive) minima of a lattice. Recall the Gram-Schmidt process and describe the
connection to determinants and minima of a lattice. Prove the first Minkowski Theorem and state
and sketch the second Minkowski Theorem. State the shortest vector problem (SVP) and describe
the relation to Minkowski’s Theorem.

Literature.

[MG02] Micciancio and Goldwasser. Complexity of lattice problems.

[Lan21] Lange. Video Lectures on Lattice-based Cryptography. – for brief introduction.

Prerequisites. A background on analysis and algebra is helpful.

4 NP-completeness of SVP
Advisor. Samed Düzlü
Date. 22 November 2022
Speaker. L. K.

SVP is one of the basic problems used in lattice-based cryptography. Another important problem is
the closest vector problem (CVP). Solving CVP and SVP exactly is a highly difficult problem, more
precisely, these problems are NP-complete. These complexity theoretic results will be discussed in
this talk. In the next talk, algorithms for approximative solutions for SVP will be presented, when
the approximation factor is large enough.

Content. Define the search and decision versions of CVP and SVP. Follow [MG02, Chapter 3]
and discuss the equivalence of the search and decision versions of CVP, its NP-completeness and
the relationship between CVP and SVP.

Literature.

[MG02] Micciancio and Goldwasser. Complexity of lattice problems.

Prerequisites. Some background in complexity theory will be helpful.

5 Lattice Reduction Techniques and Concrete Hardness of
SVP and CVP

Advisor. Juliane Krämer
Date. 29 November 2022
Speaker. D. K.

In lattice-based cryptography, the security of the protocols is based on the hardness of (approximate)
SVP or CVP. Therefore, it is an important task to understand the concrete difficulty of these
problems depending on approximation factors. We will discuss one of the main algorithms, the
LLL algorithm. There are extensions of the LLL algorithm, the BKZ algorithm and BKW algorithm.
These algorithms output a good basis for a given lattice, which can be used to compute short/close
vectors. The two approaches for the latter step are via enumeration and sieving, which are discussed
in this talk.

3



Content. Recall SVP and CVP. Present the block reduction of a lattice to achieve a good
basis, specifically, discuss the LLL algorithm. Explain the basic ideas of enumeration and sieving
algorithms for solving SVP and CVP. List different variants of enumeration and sieving algorithms
and state the quality of their result and their complexity. Present the pruning technique to make
enumeration faster in practice.

Literature.

[Mic12] Micciancio. Lattice Algorithms and Applications - The LLL Algorithm.

[HPS11] Hanrot, Pujol, and Stehlé. “Algorithms for the Shortest and Closest Lattice Vector Problems”.

[Vou11] Voulgaris. Algorithms for the closest and shortest vector problems on general lattices.

[GNR10] Gama, Nguyen, and Regev. “Lattice Enumeration Using Extreme Pruning”.

[LMV] Laarhoven, Mosca, and Van De Pol. “Finding shortest lattice vectors faster using quantum
search”. – especially Table 1

6 Discrete Gaussians and Smoothing Parameter
Advisor. Michael Meyer
Date. 6 December 2022

In lattice-based schemes, we often need to sample random error vectors. This is usually done via
sampling from a discrete Gaussian distribution. Smoothing parameters are a tool for such sampling
methods in order to prove a close-to-uniform distribution of the output.

Content. Introduce Gaussians and discrete Gaussians as in [MR07], and sketch a sampling
method for discrete Gaussians from [Pre15]. Follow [MR07] and introduce smoothing parameters.
Explain and motivate the results from Section 4 of [MR07], in order to set the scene for the
worst-case to average-case reduction in Talk 8.

Literature.

[Pre15] Prest. “Gaussian sampling in lattice-based cryptography”.

[MR07] Micciancio and Regev. “Worst-case to average-case reductions based on Gaussian measures”.

Prerequisites. Basic knowledge in probability theory.

7 The Short Integer Solution Problem and Learning With
Errors Problem

Advisor. Samed Düzlü
Date. 13 December 2022
Speaker. M. W.

So far, we have seen SVP and CVP as computational problems on lattices. However, cryptographic
protocols make use of mainly two different computational problems, the Short Integer Solution (SIS)
problem, and the Learning With Errors (LWE) problem. These are computationally equivalent
problems, with one reduction being quantum (i.e., makes use of quantum computers). These
problems and the reductions will be covered in this talk.

Content. Give the definitions of the SIS and LWE problems, For LWE, describe the search and
decision problems and state their equivalence. Show that there are reductions from SIS to LWE
and vice versa. The reduction of SIS to LWE is easy. For the quantum reduction of LWE to SIS,
see [Ste+09, Theorem 4.1].
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Literature.

[Reg05] Regev. “On lattices, learning with errors, random linear codes, and cryptography”.

[Ste+09] Stehlé et al. Efficient Public Key Encryption Based on Ideal Lattices.

Prerequisites. A basic understanding of quantum computing might be helpful.

8 Worst-Case to Average-Case Reductions
Advisor. Samed Düzlü
Date. 20 December 2022

The computational lattice problems SVP and CVP as discussed in Talk 5 and the cryptographic
problems SIS and LWE from Talk 7 are related via a worst-case to average-case reduction. This
reduction is the most important result supporting the security of LWE and hence, the security of
lattice-based protocols based on the LWE problem.

Content. Begin with explaining the concepts of worst-case and average-case. Follow [MR07,
Section 5] and show the worst-case to average-case reduction of SIS to SVP. Note that GapSVP
in [MR07] is the approximate version of SVP. Give definitions of the intermediate problems and
sketch the reductions from SIS to the intermediate problems and SVP.

Literature.

[MR07] Micciancio and Regev. “Worst-case to average-case reductions based on Gaussian measures”.

Prerequisites. Background on complexity theory may be helpful.

9 Structured Lattices
Advisor. Oscar Lapointe
Date. 10 January 2023
Speaker. G. T.

In designing cryptographic protocols, one is confronted with the problem of balancing between
security and efficiency. General lattices as introduced before, require large memory and high
computational efforts. This is remedied by the introduction of additional structure on the lattices,
specifically, algebraic structure from ideals in number fields. While we focus on the algebraic
perspective in this talk, the details on the computational advantages are discussed in Talk 10.

Content. Introduce the number fields, embeddings to real and complex fields and the associated
Euclidean space, which we call Minkowski space. Define the ring of integers and (fractional) ideals;
and show that (fractional) ideals define lattices in the Minkowski space. Show that under a suitably
chosen modulus q, the ring of integers modulo q decomposes into a product of copies of Z/q. This
is called Number Theoretic Transform (NTT). In particular, motivate the chosen number field and
modulus. Describe ring versions of the lattice problems discussed in previous talks. Show bounds
for ideal lattices like [Ste12, Slide 12, Properties 1, 2]. Briefly introduce module lattices and discuss
their motivation. Conclude with the cryptanalysis of lattice problems on structured lattices.

Literature.

[Ste12] Stehlé. Cryptography from Ideal Lattices.

[LM06] Lyubashevsky and Micciancio. “Generalized Compact Knapsacks Are Collision Resistant”.

[LPR13] Lyubashevsky, Peikert, and Regev. “A Toolkit for Ring-LWE Cryptography”.
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[LPR10] Lyubashevsky, Peikert, and Regev. “On Ideal Lattices and Learning with Errors over Rings”.

[LS15] Langlois and Stehlé. “Worst-case to average-case reductions for module lattices”.

Prerequisites. Some knowledge in algebra and algebraic number theory may be useful.

10 Optimizations
Advisor. Thomas Aulbach
Date. 17 January 2023

The structured lattices introduced in the previous talk allow more efficient algorithms. In particular,
one can use a Fast Fourier Transform (FFT) and the NTT. We will discuss the implementation
level details of these optimization steps in this talk.

Content. Recall the FFT and NTT, and describe their advantage in terms of the number of
operations and compare these to direct approach via polynomial multiplication and matrix multi-
plication in the unstructured case. Discuss the trade-off between size and efficiency. We discussed
the discrete Gaussian distribution as error-distribution for LWE. Describe the binomial distribution
and state the variants of LWE problems in terms of binomial distributions. Finally, discuss the
choice of symmetric primitives and hash functions in lattice-based protocols.

Literature.

[BB13] Bansarkhani and Buchmann. “Improvement and Efficient Implementation of a Lattice-Based
Signature Scheme”.

[Sco17] Scott. “A Note on the Implementation of the Number Theoretic Transform”.

[How+19] Howe et al. “Optimised Lattice-Based Key Encapsulation in Hardware”.

11 Dilithium and Kyber
Advisor. Thomas Aulbach
Date. 24 January 2023

Kyber (PKE/KEM) and Dilithium (Signature) are both chosen to be standardized, as a result of the
3rd round of NIST’s PQC standardization process. They are both based on structured lattices and
considered to have a good balance between key sizes and performance.

Content. Start with a note on the NIST PQC standardization process. Introduce the Kyber
KEM with the key generation, encapsulation and decapsulation algorithms. Show that the basic
version of Kyber is CPA-secure and describe the FO-transform which makes Kyber to a CCA-secure
KEM. Introduce the Dilithium signature scheme with the key generation, signing and verification
algorithms. Discuss parameter choices, the design rationale, performance and key-sizes for both,
Kyber and Dilithium.

Literature.

[NIST17] National Institute of Standards and Technology. Post-Quantum Cryptography Standardization
Process.

[HHK17] Hofheinz, Hövelmanns, and Kiltz. “A Modular Analysis of the Fujisaki-Okamoto Transfor-
mation”. – FO-Transform.

[BG14] Bai and Galbraith. “An Improved Compression Technique for Signatures Based on Learning
with Errors”.
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[GLP12] Güneysu, Lyubashevsky, and Pöppelmann. “Practical Lattice-Based Cryptography: A Signa-
ture Scheme for Embedded Systems”.

[Bos+18] Bos et al. “CRYSTALS - Kyber: A CCA-Secure Module-Lattice-Based KEM”.

12 NTRU and FALCON
Advisor. Michael Meyer
Date. 31 January 2023

NTRU (PKE/KEM) and FALCON (Signature) are competitors of Dilithium and Kyber. While
FALCON will be standardized alongside Dilithium, NTRU is kept as a backup option, and will be
standardized by NIST in the case that patent issues connected to Kyber cannot be resolved. They
are both based on structured lattices and considered to have a good balance between key sizes and
performance.

Content. Introduce the NTRU problem and sketch its relation to other lattice problems. Describe
the NTRU KEM with its key generation, encapsulation and decapsulation algorithms. Similarly,
describe the FALCON signature scheme with its key generation, signing and verification algorithms.
Show the security reduction of one of the protocols to the NTRU problem. Discuss the parameter
choices, design rationales, and performances and compare the key-sizes with the protocols of the
previous talk.

Literature.

[Che+19] Chen et al. NTRU – Submission to the 3rd round of the NIST post-quantum project.

[HPS98] Hoffstein, Pipher, and Silverman. “NTRU: A Ring-Based Public Key Cryptosystem”.

[Pre+20] Prest et al. FALCON – Submission to the 3rd round of the NIST post-quantum project.

13 Physical Attacks on Lattice-based Protocols
Advisor. Juliane Krämer
Date. 7 February 2023

In addition to mathematical cryptanalysis, in practical applications cryptographic schemes are
threatened by so-called physical attacks, i.e., side-channel and fault attacks. For lattice-based
cryptography, it is especially difficult to protect Gaussian sampling against timing attacks, which
is a very practical kind of side-channel attacks.

Content. Start with providing a short introduction to side-channel and fault attacks (independent
of lattice-based cryptography). Then explain how learning Gaussian samples helps an attacker to
break a scheme. Go on and present different apporaches for Gaussian sampling (CDT, Rejection,
Knuth-Yao), together with attacks against them and helpful countermeasures.

Literature.

[Krä15] Krämer. “Why cryptography should not rely on physical attack complexity”. – specifically,
Chapter 2.3 and 2.4.

[DN12] Ducas and Nguyen. “Faster Gaussian Lattice Sampling Using Lazy Floating-Point Arith-
metic”.

[Pei10] Peikert. “An Efficient and Parallel Gaussian Sampler for Lattices”.

[Kar+19] Karmakar et al. “Pushing the speed limit of constant-time discrete Gaussian sampling. A
case study on the Falcon signature scheme”.
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