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Preface

Microsoft Teams, released in 2017, is a communication platform that evolved from
Microsoft's Skype for Business. In a single platform, Teams integrates most of the services
included in Microsoft 365 and offers the perfect solution for chat, video calling, and file
storage while still providing extensibility endpoints that allow anyone to build business
processes and applications inside Microsoft Teams.

Who this book is for

This Microsoft Teams book is for power users and business professionals looking to
use Teams to improve collaboration in an enterprise environment. It will also be

useful to Office 365 administrators interested in implementing Microsoft Teams
effectively by gaining knowledge and picking up expert tips and best practices to ensure
good governance.

What this book covers

Chapter 1, Microsoft Teams Basics, enumerates each individual element of Microsoft
Teams. These are the key concepts that you need to get to grips with in order to
understand how to use the platform. The chapter also explains what other platforms from
Microsoft 365 are used when a team is created in Teams. This helps you understand how
things are connected inside the Microsoft ecosystem and how they are exposed and made
available in a single location inside Microsoft Teams.

Chapter 2, Microsoft Teams' Core Features, covers all the default features that exist in
Microsoft Teams out of the box. It provides a detailed explanation of all the features,
including search, filters, commands, and the calendar, and explains where the data
generated by each of the features is stored.

Chapter 3, How to Use Microsoft Teams — Chats and Conversation, explains the base
features that make Microsoft Teams one of the best collaboration platforms o n the
market. It goes through all the details associated with the chat feature for 1:1 and
team chats.
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Chapter 4, How to Use Microsoft Teams — Meetings and Live Events, covers meeting
functionalities in detail, from scheduling meetings to sharing screens. It also gets into
the admin options for enabling meeting features for guest users, such as remote control
during a meeting.

Chapter 5, Public versus Private — Teams and Channels, covers teams and channels and the
levels of privacy that can be defined for each. It highlights the differences between public
and private channels and dives into the details of the architecture with scenarios that help
you to understand when to use various channels.

Chapter 6, Extending Microsoft Teams Using Apps, introduces Microsoft Teams apps and
teaches you how the platform can be extended using the five different types of apps.

Chapter 7, Extend Microsoft Teams Using Custom Apps and Microsoft 365, looks at custom
apps. Even though Microsoft Teams offers an app store to extend the platform, it will
probably not be enough for most businesses. Large organizations each have their own
business processes that won't be catered for exactly by standard products. This chapter
guides you on how to enable and install custom apps on Microsoft Teams.

Chapter 8, Build Your Own App for Microsoft Teams Using App Studio, covers Microsoft
Teams App Studio, a "development" app that empowers any end user to build their own
custom apps directly inside Microsoft Teams.

Chapter 9, Building Your Own Bot for Microsoft Teams, covers the creation of bots,
powerful automated agents that will help you to accomplish daily tasks in an efficient way
using natural language. Even though it sounds futuristic and complex, building a bot is
accessible to everyone and does not require code. This chapter includes a step-by-step
guide to creating and deploying a bot on Microsoft Teams.

Chapter 10, Microsoft Teams PowerShell - a Tool for Automation, explores PowerShell.
Microsoft Teams admins will end up doing repetitive tasks to create and configure teams;
this chapter introduces the PowerShell modules available for the platform that allow the
automation of tasks.

To get the most out of this book

To get the most out of this book, you should have a Microsoft Teams account (free or
business) and you should have the application installed on your computer and
mobile phones.

The final chapter of the book covers the use of PowerShell, which requires the installation
of the Microsoft Teams and Skype for Business modules. It's assumed that you are familiar
with basic programming concepts.
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Software covered in the book OS requirements

Windows, macOS X, or Linux

Microsoft Teams Android or iOS

Microsoft Teams PowerShell module | Windows

Skype for Business PowerShell

Windows
module ‘

If you are using the digital version of this book, we advise you to type the code yourself
or access the code via the GitHub repository (link available in the next section). Doing so
will help you avoid any potential errors related to the copying/pasting of code.

Download the example code files

You can download the example code files for this book from your account at www .
packt .com. If you purchased this book elsewhere, you can visit www . packt . com/
support and register to have the files emailed directly to you.

You can download the code files by following these steps:

1. Login or register at www . packt . com.
2. Select the Support tab.

3. Click on Code Downloads.

4

Enter the name of the book in the Search box and follow the onscreen instructions.

Once the file is downloaded, please make sure that you unzip or extract the folder using
the latest version of:

o WinRAR/7-Zip for Windows
» Zipeg/iZip/UnRarX for Mac
» 7-Zip/PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https://github.com/
PacktPublishing/-Hands-On-Microsoft-Teams. In case there's an update to
the code, it will be updated on the existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos available at
https://github.com/PacktPublishing/. Check them out!


http://packt.com
http://packt.com
https://www.packtpub.com/support
https://www.packtpub.com/support
http://packt.com
https://github.com/PacktPublishing/-Hands-On-Microsoft-Teams
https://github.com/PacktPublishing/-Hands-On-Microsoft-Teams
https://github.com/PacktPublishing/

x Preface

Conventions used

There are a number of text conventions used throughout this book.

Bold: Indicates a new term, an important word, or words that you see on screen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"Select System info from the Administration panel.”

Tips, important notes or scenarios

appear like this.

A block of code is set as follows:

SteamName= "Project Y"

SteamDescription= "The new generation of electric skateboards"
SteamOwner= "joao@funskating.com"

SteamVisibility= "Private"

SteamEditMessagesPolicy= $false

SteamDeliteMessagesPolicy= S$false

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book
title in the subject of your message and email us at customercareepacktpub. com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www . packtpub. com/support/errata, selecting your
book, clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the internet,
we would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packt . com with a link to the material.


https://www.packtpub.com/support/errata

Preface xi

If you are interested in becoming an author: If there is a topic that you have expertise in,
and you are interested in either writing or contributing to a book, please visit authors.
packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about
our products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt .com.


http://authors.packtpub.com/
http://authors.packtpub.com/
http://packt.com
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Microsoft Teams
Basics

Microsoft Teams is a new collaboration tool that is transforming the way people work and
collaborate around the world. It reached more than 44 million active users in 2020 Q1 and
does not show any signs of slowing down.

Workers spend part of their day switching between platforms to chat with their peers,
access the project’s documentation, schedule meetings, share files, and more. All of these
tasks can be finally centralized in a single workspace, and that workspace is Microsoft
Teams.

Microsoft has a lot of experience with communication and collaboration tools and
Microsoft Teams is an evolution of their previous solutions. Teams inherits all the
experience and know-how acquired from other Microsoft enterprise solutions over the
last 20 years and is the natural successor of Microsoft Lync and Skype for Business.

If you are reading this book, you have probably asked yourself - Why Microsoft Teams?

Microsoft Teams connects the dots between other Microsoft services and applications
used in business environments, empowers users to achieve more, reduces the associated
costs, and boosts employee engagement.

If you want to embrace the modern workplace journey and give your teams a boost using
Microsoft Teams, this book is for you.
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In this chapter, we are going to cover the following topics:

Accessing Microsoft Teams

How to sign in on Microsoft Teams
What does Microsoft Teams look like?
What is a team?

What is a channel?

What is a tab?

Accessing Microsoft Teams

First things first, before we start digging into Microsoft Teams concepts, you need to know
how and where you can access it so that you can begin working with Teams right away.

Microsoft Teams plans

Microsoft Teams has two different plans: a free version that is available for anyone to use
and a paid version that is included in the Office 365 Business plans.

If you do not have access to an Office 365 subscription and still want to implement
Microsoft Teams, you can start with the free version, but be aware of its limitations. The
following table shows a comparison between the free and paid versions that might help
you decide which version suits your needs:

Free Office 365 Business
Unlimited Messages and Yes Yes
Chat
Guest Access Yes Yes
Maximum Users 300 Unlimited *associated
with the number of
Office 365 licenses
Online Video and Audio Yes Yes
Calls
Schedule Meetings No Yes
Meeting Recordings No Yes
File Storage 2 GB/User 1 TB/User
10 GB of shared storage
Multifactor Authentication | No Yes
Support No Yes
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As you can see, the free version of Microsoft Teams has some limitations and it might not
suit all scenarios. However, if you are building a proof of concept to drive the adoption
of the platform, it can be a starting point. A detailed and updated comparison of all the
Teams versions can be found online at https://products.office.com/en/
microsoft-teams/free.

Microsoft Teams clients

To get started with Microsoft Teams, first, you need to know how to access it.

Teams is available for a variety of platforms. You can use it through any of the following:

o A web browser
o A desktop application

« A mobile application

Each version has its own specifications and features, so be aware that your experience of
Teams might be different if you're using it on multiple devices. To get the best experience
while using Microsoft Teams, it's recommended to use the native clients for mobile

and desktop.

Web clients

Microsoft Teams is available as a web app and can be accessed directly from a browser by
going to https://teams.microsoft .com. The web version allows you to use the
main functionalities of Microsoft Teams, but you might face some limitations, depending
on the browser you are using:

Calls Meetings

Audio Video Sharing | Audio Video Sharing
Internet % % % ® x *1
Explorer 11
Edge RS2 v v #1 g v %1
Edge v v v v v v
(Chromium)
Google v v v v v v
Chrome
Firefox x x % % x %1
Safari 11.1+ | x x x * x 1

*PSTN coordinates are required to attend the meeting.

*'Incoming sharing only.


https://products.office.com/en/microsoft-teams/free
https://products.office.com/en/microsoft-teams/free
https://teams.microsoft.com

16 Microsoft Teams Basics

When accessing the Microsoft Teams web app for the first time, you will have to bypass
the download app screen by clicking the Use web app instead link:

i Microsoft Teams

o os://teams.microsoft.cc

Microsoft Teams

An-: =
wlie  c-
L ]

3 -

>
@ -

Download the Teams desktop app
and stay better connected.

Get the Windows app

Use the web app instead *

Figure 1.1: Selecting the web app

If your browser is not compatible with the web version of Microsoft Teams, access to the
app will be blocked and you will see a message asking you to download the app for your
operating system.

Desktop clients

The full-feature experience of Microsoft Teams can be only achieved when using the
desktop clients available for Windows, macOS, and Linux.
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The Microsoft Teams client for Windows supports 32-bit and 64-bit architectures; unlike
other office apps, it is agnostic of the architecture of the version of Microsoft Office you
have installed and does not require administrator privileges to be installed. This is because
the application is deployed in the user’s profile folder, that is, AppData.

To install Microsoft Teams on Windows, you need to have the minimum requirements
listed in the following table:

Component Requirements
Processor Minimum 1.6 GHz, 32-bit or 64-bit
Memory RAM 2.0 GB (4 GB is recommended for live events)
GPU 128 MB
Disk Space 3 GB available
Screen 1,024 x 768 or higher
Operating System Windows 10, Windows 8.1
Devices Camera, microphone, speakers
macOS

The Microsoft Teams client for macOS is available as a PKG installation file and
requires administrator privileges to be installed; the application is deployed to the
/Application folder.

To install Microsoft Teams on macOS, you need to have the minimum requirements listed
in the following table:

Component Requirements

Processor Intel Core 2 Duo or higher

Memory RAM 2.0 GB (4 GB is recommended for live events)
Disk Space 1.5 GB available

Screen 1,280 x 800 or higher

Operating System macOS X 10.11 El Capitan or higher

Devices Camera, microphone, speakers
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Linux

The Microsoft Teams client for Linux is available for Debian distributions and for Red
Hat-based distributions. The installation packages are provided in DEB format (for
Debian) and RPM format (for Red Hat).

Linux has a lot of different distributions but among the most used ones are Ubuntu, which
are based on the Debian distribution package, and CentOS and Fedora, which are based
on the Red Hat distribution package.

To install Microsoft Teams on Linux, you need to have the minimum requirements listed
in the following table:

Component Requirements

Processor Intel Core 2 duo or higher

Memory RAM 2.0 GB (4 GB is recommended for live events)

GPU 128 MB

Disk Space 3 GB available

Screen 1,024 x 768 or higher

Operating System Ubuntu 16.04 LTS or higher LTS version, CentOS 8, Fedora
30, RHEL 8

Devices Camera, microphone, speakers

Mobile clients

As a platform that aims to facilitate communication and collaboration in the modern
workplace environment, Microsoft Teams is also available for Android and iOS.

Android

The Android version of Microsoft Teams is available for download on the Google Play
Store and is compatible with the last four major versions of Android.

For example, at the time of writing, Android is on version 10, which means that Microsoft
Teams is officially supported on Android 7 or higher.

Depending on the evolution of the Android operating system, the support for Microsoft
Teams can be extended to older versions. To find out what the latest version supported is,
you can check the requirements for Microsoft Teams on the Google Play Store.



How to sign in to Microsoft Teams 19

i0S

The iOS version of Microsoft Teams is available for download on the Apple App Store and
is compatible with the last two major versions of iOS. Microsoft Teams is compatible with
all i0S devices, including iPhone, iPad, and iPod Touch.

For example, iOS is on version 13, which means that Microsoft Teams is officially
supported on iOS 11 or higher.

Depending on the evolution of the iOS operating system, the support for Microsoft Teams
can be extended to older versions. To find out what the latest version support is, you can
check the requirements for Microsoft Teams on the Apple App Store.

How to sign in to Microsoft Teams

After installing Microsoft Teams, you will need to sign in to the application. You can do
this using your work, school, or Microsoft account.

When you first open the Microsoft Teams application, you will be asked for your email,
as shown in the following screenshot. Once you've typed in your email, click on Sign in.
When you do this, the application will request your password:

Microsoft Teams

Enter your work, school,
or Microsoft account.

Sign-in address

Not on Teams yet? Learn more

Sign up for free

Figure 1.2: Sign in window when using the Microsoft Teams client
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After providing your credentials, the application will take a few seconds to load all your
teams and conversations. Then, you will be ready to communicate with your colleagues.

When using the web version of Microsoft Teams, the sign-in process is a bit different. The
first thing you need to do is type https: //teams.microsoft . com into the address
bar of your browser.

If you are not authenticated with your email account for any Microsoft service, you will be
redirected to the default federation authentication page, which looks as follows:

® This site uses cookies for analytics, personalized content and ads. By continuing to browse this site, you agree 1o this use. Learn more

BY Microsoft

Sign in

Terms of use  Privacy

Figurel.3: Sign-in window when using the web application
You will need to provide your email and click on Next. After doing that, provide your
password and click on Sign in.
Like the desktop client, the application only takes a few seconds to load after a successful
sign in.

The sign-in process in the mobile client is fairly similar and you will need to provide your
email and password to go through the authentication process.


https://teams.microsoft.com/
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What does Microsoft Teams look like?

Now that you have Microsoft Teams installed on one or more devices, it is time to take a
look at the application layout and learn how it is organized.

The following screenshot represents the web or desktop version of Microsoft Teams. All
the major components are identified with numbers:

Microsoft Teams 4 & Search for or type a command

aims m Retail > General - bl

3 * =

Files  Retail Display Kickoff 2 m

ore

Your teams

Need more help v

Digital Initiative Public... -« @ Nk Lk

visual merchandising? Want to know better ways to place products on shelves
o n to learn how planagrams can help you

in u o k

our training se

ising to maximize sales.

Planogram Traning
Tuesday, 24 Seplember 2019 £ 2300

= D, Alex Wikber
Gengeral # | agree, Nest: ¢, | think v 0 d to consider our plans for the next release of
MNCARD Sales Contoso's technology. We
splays are ready t

to ensure stores have products and store

mappings and ¢
Contoso IT
E @ Megan Bowen
Excellent ideas. Johanna Lorenz and Nestor Wilke let's make sure we discuss these concemns

General
in our next team meeting

Deployment

Start a new conversation. Type @ to mention someone

8 Join or create a team & b & B B B S - B

Figure 1.4: Main window of Microsoft Teams

Let’s take a look at the different components, all of which have been numbered in the
preceding screenshot:

1. App bar: By default, the app bar shows Activity, Chat, Teams, Calendar, Calls, and
Files. These are the main default features of Microsoft Teams. This bar can be
customized, and a Microsoft Teams administrator can add more apps to it and
define the position of new apps. However, the default apps cannot be removed. If a
new app is added to the first six positions, the default app is moved to the submenu,
which can be accessed through the ... icon.

2. Left pane: The context of the left pane changes according to the app that is selected.
From this pane, you can access your contacts, chats, and teams. The left pane is not
used by all Microsoft Teams apps; apps such as the calendar only make use of the
stage section.
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3. Stage: The stage is where the main content of the app is displayed. It is from this
section that you will chat with your colleagues and send or download files, among
other things.

4. New Chat: This button allows you to start a new conversation with one user or with
multiple users. The conversations will then appear in the Chat app.

5. Search and Commands: The search box has two functionalities built into it. It
allows you to perform a global search on Microsoft Teams for files, people, and
messages and also allows you to use commands to perform common tasks. To use a
command, type / into the text box and choose a command from the list.

6. Profile and settings: Your avatar allows access to personal settings. From this
option, you will be able to change your current status, which indicates your
availability. It also allows you to access your saved messages and configure the global
options of the Microsoft Teams app.

7. Filters: The filter option works in the context of the app you have selected, and it
will show the results in the left pane.

Microsoft Teams is also available for mobile devices, but because of the smaller screen
size, the app's layout is different. Not all desktop features are available in the mobile
version, though Microsoft is adding them gradually to mobile apps. The following
screenshot represents the mobile version of Microsoft Teams. All the main components
are identified with numbers:

Pre Season

CHAT

n the Flex play, feel free to ask your

-

Figure 1.5: Microsoft Teams mobile layout
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Let’s take a look at the different components, all of which have been numbered in the
preceding screenshot:

1.

App bar: By default, the app bar shows Activity, Chat, Teams, Calendar, Calls, and
these apps cannot be modified. To view the other apps, you need to swipe the app
bar up and the app icons will appear inside a panel.

Stage: The stage on mobile displays the information from the desktop left pane and
from the stage area. The stage has several levels and allows you navigate inside of
your teams or chats.

Tab: By default, the app shows the Chat and Files tabs. Any other tabs that exist in
the channel are displayed when you click on More.

Menu: The menu allows you to access the personal settings. From here, you will be
able to change your current status, which indicates your availability. It also allows
you to access your saved messages and configure the global options of the Microsoft
Teams app. From the menu, you can also select all the tenants where you logged on
to Microsoft Teams. This option allows you to switch between organizations and
currently is only available on the mobile app.

Search and tools: The search icon a magnifying glass, allows you to search globally
in the Microsoft Teams app. The cog icon allows you to select the Teams you want to
see by default, while the + icon allows you to join or create a team.

Follow channel: This option allows you to receive notifications from the channels
you follow to avoid losing important information.

Now that you are familiar with the look of Microsoft Teams on desktop and mobile, it’s
time to understand its main components as explained in the following sections.

What is a team?

A team is a group of people that can represent a department, a project, a class, or even
a sports team. Besides grouping people, Teams also gathers a set of tools that allows
members to share information and work together.

The following scenarios will be used to explain the ways you can tailor team creation for a
specific team’s requirements. I've tried to add as many examples as possible from multiple
sectors, even though they may not fit in the overall setup of the book, just so that you are
be able to connect these scenarios with your own realities.



24  Microsoft Teams Basics

Team Scenario #1 ~Mary the marketing manager

Mary is the marketing manager for a multinational company leading a global
marketing team currently working on a worldwide campaign for the holidays.
Mary has created a team in Microsoft Teams that allows her to do the
following:

« Keep conversations about the campaign with other members of the marketing
department.

o Share documents about the campaign.

« Invite guest members to the team who will produce the TV commercials to
keep them updated with the campaign ideas.

o Access the campaign tasks to each member.

Team Scenario #2 — Geno the basketball coach

Geno is a college basketball coach preparing for a new season. As the head
coach, he wants to make communicating and sharing information between
team members easier.

Geno has decided to create a team on Microsoft Teams that allows him to do
the following:

o Keep all the team members, players, coaches, and physical therapists in
communication with each other on the same channel.

o Schedule practices.

o Share the games calendar.

« Share the results from other teams and the standings.

« Share scouting videos.

Creating a new team

Creating a new team is the first step to taking advantage of the collaborative features
Microsoft Teams offers. This can be done from all app types, although the options might

appear in different locations, depending on the operating system you’re using.

To create a new empty team using the web or desktop version of Microsoft Teams, do the

following:
1. Open the Microsoft Teams App.
2. On the app bar, click on Teams.
3. Click on Join or create a team or click on the Create a team tile, as shown in the

following screenshot:
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[ Search or type a command harePoint ~

Teams Y Join or create a team
(Ot HANDS ON Teams h i
Hidden teams Create a team Join a team with a code

. . . Enter code

Figure 1.6: Join or create a team

4. On the Create your team popup, you can choose between the options shown in the
following screenshot:

Create your team

Build a team from scratch

. » Create from...
An existing Office 365 group or team

Figure 1.7: Create team options
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Let’s explain these options in more detail:

(a) Build a team from scratch: This option will create an empty team with a chat, a
document library, and a wiki.

(b) Create from an existing Office 365 group or team: This option allows you
to create a team from an existing Office 365 group or use an existing team as a
template for your new team.

5. Asateam owner, you can choose from three different levels of privacy for the team,
as shown in the following screenshot:

What kind of team will this be? X
N Private
4 Peaple need permission to join
o Public
LA Anyone in your org can join
Org-wide

Everyone in your organization automatically joins

Figure 1.8: Privacy selection

Let’s explain these options in more detail:

(a) Private: People need to be added by a team owner and the team cannot be
discovered on the Microsoft Teams app by default.

(b) Public: Anyone in the organization can join and the team can be discovered
through the Microsoft Teams app.

(c) Org-Wide: Everyone in the organization is added to the team automatically and is
kept in sync with the Active Directory as more users join or leave the organization.
This option is only available for environments with less than 5,000 users and only
global admins will be able to create org-wide teams.
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6. Provide a name and a description for your team and click the Create button:

Some quick details about your private team X

Team name

Women's Basketball Team 19/20 ©)

Description

This team is the central hub for collaboration for the 2019/2020 season

Figure 1.9: Team name and description

7. Wait a few seconds for the success message to appear. Now, you are ready to start
adding members to your newly created team.

If your organization is already using Office 365 groups and you want to create a team out
of it or you want to use an existing team as a template for your new team, do the following:

1. Follow the preceding steps until step 4.
2. Select Create from an existing Office 365 group or team.

3. Select either Team or Office 365 group. Both options will show you a list of the
teams or groups that you have access to:

Create a hew team from something you already own X

* Team

|] Office 365 group

Figure 1.10: Create team from existing content
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4. Pick the desired team or group:

Which team do you want to use? X

Copy apps, settings, and channels over to your new team. Your existing team won't be
changed.

Contoso IT
9 members

Retail

20 members

Mark 8 Project Team
) 20 members
Digital Initiative Public Relations
HO

21 members

Contoso Finance &
9 members

Sales and Marketing

H 20 members

HR Leadership Team &

20 members

. HR - Onboarding Exp VTeam &

10 members

< Back

Figure 1.11: Team selection

5. When a new team is created from an existing team, you will have the option to
control everything that is related to it. This includes the following:

(a) Name

(b) Description
(c) Privacy

(d) Members
(e) Tabs

(f) Channels
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You are using “Women's Basketball Team 19/20" as a X
template for a new team

Men's Basketball Team 19/20‘ ©
Description

Let people know what this team is all about
Privacy

Private - Only team owners can add members \Ve

Choose what you'd like to include from the original team
Messages, files and content won't be copied. You'll need to set up tabs and connectors
again.

Apps

Tabs D Members

< Back Create

Figure 1.12: Create new team from template

6. When a new team is created from Office 365 groups, it inherits the settings from the
group, namely the following:

(a) Name

(b) Description
(c) Privacy

(d) Members

7. Click the Create button. Now, you are ready to start using your new team.
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What happens when | create a team?

Microsoft Teams is tightly connected to other Office 365 applications and makes use
of some of them to provide a rich collaboration environment every time a new team is
created. The following are created when you create a team:

+ A new Office 365 group

o A SharePoint site collection

o A shared calendar and a shared mailbox
o A OneNote notebook

« A Microsoft Stream group

« A Microsoft Forms group

o These can be seen in the following diagram:

S8

Site
Collection

Shared
Mailbox

Stream
Group

Figure 1.13: Microsoft Teams connected platforms
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Adding members to the team

To add members to a team, do the following:

1
2
3.
4

Select your team and click on the ... icon.
On the dropdown, click Add Member.
Start typing in the name or group you want to add.

While typing, you will get suggestions regarding users that belong to your
organization. Find the user you want to add and click on them. If guest access is
enabled on your tenant, you will be able to add members to the team that don’t
belong to the organization. To do this, type in the person’s email and select Add
<email> as a guest:

Add members to Woman's Basketball Team 19/20

Start typing a name, distribution list, or security group to add to your team. You can

also add people outside your organization as guests by typing their email addresses.

jofr@ncda.cor’r‘

5.

@ Add jofr@ncda.com as a guest

Close

Figure 1.14: Add members to a team

Once the users have been added to the team, a post will be automatically made in
the general channel to let everyone know about the new members.

Guest users are identified by the word (Guest) in front of their name and will not be
displayed with a profile picture. To clearly identify a guest user, make sure they are added
with a legible name. Microsoft Teams will suggest a name based on the email, but while
adding the guest to the Team, you have the opportunity to rename them.
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To change the name of a guest user, click on the pencil icon and type in a new name, as
shown in the following screenshot. You might want to consider adding the organization
of the user to their name in case you have users with the same name from different
organizations:

Add members to Woman's Basketball Team 19/20

Start typing a name, distribution list, or security group to add to your team. You can
also add people outside your organization as guests by typing their email addresses.

jofr (Guest) ¢ X

Edit guest information

Jodo Ferreira - NCDA|

Close

Figure 1.15: Rename a guest user

So far you have learned how Microsoft Teams looks and how to create teams. In the
following sections you will learn how to tailor your teams to your needs.

What is a channel?

A channel is a section inside of a team that helps you organize conversations, files, and
tools inside a container.

By default, all teams are created with the General channel, which includes the
conversations tab, files, and wiki.

Channels are public by default, but if it's been enabled by the administrator, it is also
possible to create private channels. Private channels will be explained in detail in Chapter
5, Public versus Private — Teams and Channels.
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Channel Scenario #1 - Mary the marketing manager

Mary is working with the company designers to create advertisements for a
campaign. To avoid distracting other members of the team and to keep the
information about this topic centralized, Mary has created a new channel.
In the new channel, the team members working on the advertisements are
doing the following:

o Chatting about the ideas to promote the campaign
o Sharing files, either specifications or the design files of the several concepts

Channel Scenario #2 — Geno the basketball coach

Geno has created his team ahead of the start of the season and is organizing
a pre-season plan with his assistant coaches. Before adding the athletes to

the team, Geno has created a Pre-Season channel so that he has/can do the
following:

» Have a common place where the pre-season schedule can be shared.

« Communicate with the athletes and other staff member once the pre-season
starts.

Creating a new channel

The creation of a new channel is straightforward and is always done in the context of
the team where you want to create it. Therefore, to add a channel to the team, do the
following:

1. Select the team and click on the ... icon.
2. Click on Add Channel.

3. Give a name to the channel, as well as an alternative description to help team
members understand the topic or purpose of the channel.
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4. Select if you want to automatically show the channel to the channel list of the team
members:

Create a channel for "Woman's Basketball Team 19/20" team

Channel name

~
S

«

Pre Season

Description (optional)

The aim of pre season training is to slowly build fitness levels and gain match
practice

Automatically show this channel in everyone’s channel list

Figure 1.16: Create a channel

What happens when | create a channel?

When a public channel is created, it creates a folder in the document library of the team
SharePoint site collection. Each new channel gets its own folder in the document library
to keep files organized by topic.

Creating a channel also generates an email address that can be used to send messages
directly to the conversations that are occurring on the team.

To get the email address for the channel, do the following:

1. Select the channel and click on the ... icon.

2. Click on Get email address. A popup will open and reveal the email address.

The use of email addresses can be restricted to avoid receiving unwanted messages in
the chat window. To do this, from the Get email address popup, click on the advanced
settings link and select one of the available options:

« Anyone can send emails to this address

o Only members of this team

e Only emails sent from these domains:
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Get email address

See advanced settings for more options.

Pre Season - Women's Basketball Team 19_20 <6bf72cd1.handsonsp.onmicrosoft.cc

-

( Remove email address
O  Anyone can send emails to this address
®  Only members of this team

O  Only email sent from these domains:

e.g. microsoft.com, gmail.com

Figure 1.17: Manage email address settings

If you want to disable the email functionality of the channel, in the same popup, there is
a link to remove it. Once the email has been removed, the option to get the email address
will disappear from the dropdown.

In this section, you have learned how to create your own structure inside a team. In the
following section , you will learn how to refine your structure even further using tabs.

What is a tab?

Tabs allow team members to access tools and content in the context of a channel inside
a team. Tabs also allow team members to have conversations in the context of a tab to
discuss the content the tab is displaying.
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On Microsoft Teams, you will find two types of tabs: the built-in ones that come by default
with the application and the custom ones that are added by apps that have been installed
on Microsoft Teams, either from the store or manually uploaded.

Tab Scenario #1 - Mary the marketing manager

Mary wants to make sure the advertisements for the campaign are on track and
to do this, she’s added a new tab to the channel with Microsoft Planner, along
with the tasks of each designer.

Tab Scenario #2 — Geno the basketball coach

Geno continues to prepare for the season. He wants to share the plays and the
plan for his practice sessions with the players without printing everything out.
Geno has added two tabs to the Pre-Season channel for the following reasons:
«To add a OneNote document with all the plays and practice sessions.

«To add a YouTube video showing the plays.

Creating a new tab
Tabs are created in the channel context. To add new tools to your channels, do
the following:

1. Open the channel where you want to add a new tab.

2. On the stage section, next to the Conversation and Files tab, click on the + icon:

Women's Basketball Team 19/20 > Pre Season *** ® Team ()

ws

This team has guests
Conversations  Files Wiki Pre Season 1 more v o= —*
Figure 1.18: Create a new tab

3. From the Add a tab popup, select one of the available apps.
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Add a tab X
Turn your favorite apps and files into tabs at the top of the channel Eearch Q
More apps

Tabs for your team

AEODEARG

Document Excel Forms OneNote Planner Power BI

Library

PowerPoint SharePoint Stream Website Wiki Word YouTube

More tabs

O / ~ d
L] e ch
Buncee Coo Kai Ment.io WittyParrot Zenkit EdCast Crewhu

Team Build

%3 Manage apps

Figure 1.19: Select the app for the tab
4. If the app is not installed on Microsoft Teams yet, click on the Add button.

5. Configure the tab by following the options available in the form. Each app will
present different options.

6. Click Save.

Using tabs, you will be able to create your custom structure inside of your channel. This
flexibility allows you to adapt Microsoft Teams to virtually any scenario from any industry.
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Summary

In this chapter, you learned about the basic concepts and operations of Microsoft Teams.
Now, you are ready to start building your own teams. We can compare Microsoft Teams
components to the Russian dolls with the Team, Channel, and Tab structure being the
nested components inside of a team structure.

The three base concepts of Microsoft Teams are organized hierarchically and have
dependencies between them. A tab can only exist inside of a channel and a channel can
only exist inside of a team. This structure gives you the flexibility you need to build your
teams by following the internal organization of companies or schools.

In the next chapter, you will learn how to use the main features of Microsoft Teams to
communicate with other Teams members.
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Microsoft Teams'
Core Features

Now that you know what Microsoft Teams is and what it looks like, it's time to look at its
core features and how you can use them to achieve more with the platform.

A hub for communication and collaboration, Microsoft Teams brings people together.
It is Microsoft's carefully designed features that allow the platform to do this in such a
unique way.

To get the best out of Microsoft Teams, you'll need to understand not only the basic
concepts explained in the first chapter but also how to manage all of the assets that the
platform brings together.

In this chapter, you will gain an overview of the following main topics:

Understanding chats and meetings

Managing your time using the Microsoft Teams calendar
Working faster on Teams with search, filters, and commands
Customizing Microsoft Teams

Where is Microsoft Teams data stored?
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Understanding chats and meetings

Microsoft Teams' main features can be divided into two major sections: chat and
meetings.

The chat feature takes a principal role in Microsoft Teams and allows you to communicate
with your peers in a few different ways, using text. You can have one-to-one or group
chats, which can be public or private.

One-to-one chats are always private, and you will be able to start a new conversation with
anyone from your own organization (an internal user) or from other organizations (a
guest user).

Group chats, which you start manually by adding people to the chat, are private, while
group chats that you start in the context of channels are public and accessible to all team
members.

Note

The chat feature is heavily used by Microsoft Teams users and has many
functionalities that deserve to be explained in detail. Chapter 3, How to Use
Microsoft Teams — Chats and Conversation, is exclusively dedicated to chats and
all of its built-in features.

The meetings feature on Microsoft Teams provides a rich environment to collaborate with
peers who are not in the same location as you. It allows you to bring people from all over
the world into the same room in a matter of seconds.

Meetings uses high definition audio and video and allows each member to share video
and audio. It even allows screen sharing—you can share your entire desktop screen or
individual application windows with other users.

Meetings on Microsoft Teams can also be recorded and shared with other members of the
organization in a matter of minutes using Microsoft Stream. If you have a conflict in your
schedule and are not able to attend the meeting, you can always watch the recording.

Note

Chapter 4, How to Use Microsoft Teams — Meetings, and Live Events, is
exclusively dedicated to meetings, and you will find instructions there on how
to use its built-in features.

Now that we understand what chat and meetings are, we still have to manage our
meetings and schedule. Let's see how to do so in the next section.
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Managing your time using the Microsoft

Teams calendar

Microsoft Teams would not be a true collaboration solution if it were not equipped with
a calendar. The calendar app is available by default on Microsoft Teams and allows you to

view and schedule Teams meetings:

Microsoft Teams 4 Search or type a command
Calendar
] Today < November 2019 ™

04 05 06

Tuesday

Company Meeting

Chrstie Cline

Cov

Lictia Holloway

I Sales Team Mesting

Leads

Weekly call with Subsidiary
Online Metting

Megan Bcwen

Company Aniversary
Enginesring lab Megan Bowen

Weekly check-in with
Engineers

Figure 2.1: Microsoft Teams Calendar

G Meet now -+ New meeting

07

Project Team Meeting
Conference Room - Stevens
Lidia Holloway

in Project Discussion

Weekly Marketing Lunch
180

Acdele Vance

The Microsoft Teams calendar includes the following features:

« Daily view.

= work week ~

o - Crystal

| Legal and Executives Bl-Weekly
Con y Row ]

£ Lunch?
§ TeD
§ Lynne Robiting
i
Lidia/lsaiah 11
Listia's Office

o  Weekly view: This view can display just the workdays or the entire week.

« The ability to view the meeting scheduling details.

o The ability to schedule a meeting or live event.

« The ability to cancel a meeting.

« Synchronization with Outlook and Exchange calendars.

+ The ability to meet immediately, without previous scheduling.
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Note

The detailed features relating to meetings and events are explained in Chapter
4, How to Use Microsoft Teams — Meeting, and Live Events.

In our next section, we will see how using different features will help make our work faster
and enable us to save time when working on Teams.

Working faster on Teams with search, filters,
and commands

All the collaboration work done using chats and meetings on Microsoft Teams will
generate a considerable amount of data, which can easily reach hundreds of megabytes
across all the teams and channels in an organization.

Microsoft Teams comes with three features that can help you find content and carry out
tasks without spending hours looking for the information manually:

o Search

« Filters

« Commands

Let's look at each of these in more detail.

Search

The search feature is available in all versions of Microsoft Teams. On the desktop version,
you can find it in the title bar right at the top of the application, as shown in the
following screenshot:
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& merchandising

Johanna Loreng a2
Meed more help with visual
merchandising? Want to know
better ways to place products
on shelves to madmize

Retail / General

m

W 35 will begin next
week. We'll discuss Planogram Training o
merchandising markdowns Tuesday, September 24, 2019 @ 11:00 PM

and pricing for the west coast

ke, | think w ir plans for the

o

nalog

next release WNOS0's W

stores have p ts and store mappings 2 ys are ready to go.

912 243 AM
Excellent ideas. Johanna Lorenz and Nestor Wilke let's make sure we
discuss these concemns in our next team meeting.

A & © W @ Gt & e =3

Figure 2.2: Microsoft Teams Search

The search feature looks for information in three different scopes:

o Messages
+ People

o Files

The search results are displayed in the left pane and you can alternate between the scopes
using the tabs at the top of the pane.

When you click on one of the results displayed in the Messages tab, it opens the message
in the context it was sent, that is, in the team, channel, or one-to-one chat where the
message is located.

If you are looking for a team member and click on one of the results shown in the People
tab, you will get access to a private chat window with that particular member.

The results shown in the Files tab are displayed in their Microsoft Teams context. For
example, a Microsoft Word document will be opened in the web version of Microsoft
Word in the stage area. If the file is not compatible with the Microsoft Teams preview
functionality, you will have the option to download the file locally or open it in a browser.
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The mobile version of Microsoft Teams has the same search functionalities available as the
desktop version, and the search feature is also located at the top of the app. To use it, you
will need to click on the magnifier icon and type in your search query. The results are then
displayed in a separate window divided into the same three categories: Messages, People,
and Files.

Filters

The filters function offers another way to find content inside Microsoft Teams. You can use
this feature, along with search, to filter the results retrieved or you can use it in the context
of Activity, Chat, and Teams.

To use filters to refine your search results, you will need to click on the filter icon
next to the tabs on the left pane, as in the following screenshot.

Once you have clicked on the filter icon, a popup will appear that will allow you to filter all
the metadata associated with the results retrieved:

einetit il = i J

Messages People  Files 7. Subject

@ Johanna Lorenz 312
Need more help with visual Date

merchandising? Want to know Select a date range v
better ways to place products

on shelves to maximize ... Team

Retail / General

et bene Select team v

@ Nestor Wilke 912
... meetings will begin next Channel

week. We'll discuss
merchandising, markdowns,
and pricing for the west coast From

Type a name

D My @mentions
D Has attachment

Retail / General

your search results on the left

Clear

Figure 2.3: Filter search results
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This popup is dynamic and displays different fields depending on the context of your
search. In the context of the search function, it is only available for Messages and Files
and it is not possible to filter People.

Outside of the search context, the filter option also has its own search box and predefined
tags that you can select in order to get to the information faster.

To filter in the context of Activity, Chat, or Teams, click on the filter icon and type what
you are looking for in the textbox. To use the predefined tags, click on the three dots (...)
and choose one of the available options. The tag feature is only available in the Activity
and Chat contexts:

Microsoft Teams (EA Search or type a command v
Type to filter ‘v n Retail > General - Public
2 Unread Retail Display Kickoff 2 more ~
You will see mentions.

replies and other
notifications here,

training session to learn how planograms
nize sales.

lanogram Training

Tuesday, Septembxer 24, 2019 & 1100 PM

Tnew 2 replies frem you and Alex

< Jodo Ferrelra joined the team

lype a new message

A @B R - B

Figure 2.4: Chat tags

Once a tag is selected, a word is added to the text box, immediately filtering the results,
and can be combined with your own search query to refine the results even further.

Unlike the search feature, filters are only available in the desktop versions of Microsoft
Teams. You will not be able to use this feature in the mobile app.
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Commands

Commands are designed to make you work faster on Microsoft Teams. They are shortcuts
for tasks such as opening a channel or changing your availability status. There are two
types of commands—the ones built into the Teams application and the ones added by
third-party apps.

To use the built-in commands, you will need to type / into the command box at the top of

the screen, followed by the command you want to use.

Commands will perform simple tasks. Some of them will trigger the command action
when you type them, while others will require data from you to trigger the action. The
following screenshots show two different examples of things you can do in Microsoft
Teams using commands.

If you type /busy, your presence status will be modified to busy:

Microsoft Teams @ Your status is being set to busy

Figure 2.5: Presence set to busy

If you type /chat, the search bar will change the layout and you will have access to your
contacts list and a textbox to send a message. This is particularly handy if you are in a
meeting and need to send a private message to someone:

Microsoft Teams 7 Jchat @ Johannal.. X I'm running latd

Figure 2.6: Sending a quick chat to a Microsoft Teams user

The following table from the official Microsoft documentation lists all of the available
commands. This list might change in the future as new functionalities are added to the
platform. To view all of the available commands at any given time, you can type / in the
search bar:
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Command Description
[activity See someone’s activity.
[available Set your status to available.
[away Set your status to away.
/busy Set your status to busy.
[brb Set your status to be right back.
[call Call a phone number or Teams contact.
Jchat Send a quick message to a person.
Jdnd Set your status to do not disturb.
[files See your recent files.
/eoto Go right to a team or channel.
/help Get help with Teams.
fioin Join a team.
[keys See keyboard shortcuts.
/mentions See all your @mentions.
forg See someone’s org chart.
/saved See your saved messages.
[testcall Check your call quality.
funread See all your unread activity.
/whatsnew See what is new in Teams.

Some apps can install command functionalities. These are also available from the search

bar. To use them, you will need to type @ followed by the name of the command. Typically,
these types of commands are used to bring information from outside the organization into

Teams.

For example, if the Microsoft weather app is installed in your Microsoft Teams tenant,
you will be able to get the current weather for any city when you type the @Weather

command followed by the name of the city:

Microsoft Teams 4
Teams '
Your teams
E Contoso Finance
General
Audits '
Budget Analysis
Finance Review !

Governance and Compliance

n Weather  Seattle, WA X

n Weather
44°F
Seattle, WA
Fog, 11/5/2019 7:50 AM

Feels like: 44°F

Wind: 2 mph

Humidity: 86%

High / Low temperature: 54°F / 43°F
Chance of precipitation: 0%

Data from Foreca

More details

Figure 2.7: Weather command

Public

better ways to place products on
session to learn how planograms
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Both built-in and third-party commands are only available on the desktop version of
Microsoft Teams. This feature is not available for mobile clients.

In this section you learned how to get things done more quickly using Microsoft
Teams shortcuts. Knowing how to use the command bar effectively will improve your
productivity while working with Microsoft Teams.

Customizing Microsoft Teams

Even though Microsoft Teams is a working platform, it allows you to customize certain
features and settings to make it fit better with your working preferences and routines.

To access the configuration settings of Microsoft Teams, do the following:

1. On the Microsoft Teams client, click on your profile picture and then click
on Settings:

Sign out

Figure 2.8: Personal settings

2. A popup will open, and from there you will have access to six different groups
of settings:

(a) General: In this group, you will be able to access the Microsoft Teams themes.
The default is a light theme, but a dark and a contrast theme are also available.
From the General tab, you can also select the language for the app and keyboard,
as well as general application settings, such as autostarting the application and
using Teams as the default chat app for Office:
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Settings

@ General

& Privacy

L Notifications
Devices

0
B Permissions
(S

Calls

(b) Privacy: In the privacy settings, you will find an important option that allows

Theme

A

L]
Default Dark High contrast
Application

B suto-start application
(J Open application in background
On close, keep the application running

[ Disable GPU hardware acceleration (requires restarting Teams)

) Register Teamns as the chat app for Office (requires restarting Office

applications)
Language
Restart application to apply language settings.

App language determines the date and time format.
English (United States) N

Keyboard language overrides keyboard shortcuts.

English (United States) ~

Figure 2.9: General settings

you to prioritize notifications from certain people when your status is set to Do

not disturb:

Settings

£33 General
@ Privacy
L) Notifications
¥ Devices
B Permissions

%, calls

Do not disturb

You can still receive natifications from people whao have priority access
when your status is set to Do not disturb.

Manage priority access

Read receipts

Let people know when you've seen their messages, and know when they've

seen yours.

Surveys

Participate in surveys from Microsoft Teams.

Figure 2.10: Personal privacy
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Here, you can also decide whether other users can access your read receipts on the
app. A read receipt is displayed next to a message, with an icon representing an eye,
and tells other people that you have read their messages:

1/9 3:47 PM

Please don't forget to send me the slide deck before the end of the day
*

Seen

Figure 2.11: Read receipts

(c) Notifications: Notifications on Microsoft Teams will help you to prioritize what
is most relevant to you. Your notifications can be personalized with four different
options. You can choose whether a notification is displayed in the banner, in the
banner and over email, only in the feed, or off completely. However, these
options are not available for all notifications, and some cannot be turned off. In
the following screenshot, you can see all of the notifications that can be
customized in Microsoft Teams:

Settings

23 General Mentions

B privacy Personal mentions Banner and email v

& Kotifictions Channel mentions Banner and email ~

O Devices
Team mentions Banner and email W

B Permissions

% calls Messages
Chat messages Banner and email e
Replies to conversations | started Banner v
Replies to conversations | replied to Banner B
Likes and reactions Banner b
Followed channels Banner and email W
Trending Only show in feed v
Other
Team membership changes Banner L
Team role chanzes Banner '
Netification scunds Call, mention and chat
Missed activity emails Once every hour LY
Meetings
Meeting started notification Banner s
Meeting chat notifications Mute until | join or sen...

Status

Folkow a person's status and get notified when they apoear Available or Offiine.

Manage notifications

Figure 2.12: Notifications
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At the bottom of the Notifications page, you will find a Manage notifications
button. This option allows you to select individual contacts and be notified every
time they are online or offline.

(d) Devices: This option allows you to select which devices will be used for audio
and video on Microsoft Teams. Here, you also have the option of making a test
call to make sure everything is working as expected. When attending a meeting
or a live event, you can always override the settings defined here and use other
hardware available on your device:

Settings
@ General Audio devices
& Privacy Custom Setup N
L Notifications
) Speaker
> Devices
o Speakers (Conexant ISST Audio) Y
B Permissions
& Calls Microphone

Desktop Microphone (Microsoft® LifeCam Cinema(TM)) v

(2 Make a test call

Secondary ringer

None Y
Camera
Microsoft® LifeCam Cinema(TM) A4

Figure 2.13: Devices
Once you have selected the devices you want to use, Microsoft Teams offers you the
possibility of testing them on a test call. To perform a test call, you need to click the
Make a test call button.
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(e) Permissions: To get the most out of all of Microsoft Team's features, the
application has consent to use several things from your device, such as the
location or the physical hardware for meetings and live events. If you want to
revoke access to the peripherals or to settings such as Location, you can do so in

this tab:

Settings

@ General
@ Privacy
L1 Notifications
{3 Devices
B Permissions

% calls

Permissions

(et the most out of the apps you add as them to access your device. Apply

fually below

the same permissions to all of them, or customize them ind

4 Media (Camera, microphone, speakers)

® Location L)
L Notifications

[ External links

& MIDI device

Figure 2.14: Permissions

(f) Calls: In this tab, you will find everything related to the calling features on

Microsoft Teams. You can configure the voicemail options and the ringtone

when someone calls you:

Settings

@ General
& Privacy
Q. Matifications
£} Devices
M Permissions

% calis

Chaase how you want to handle incoming calls.

@ Callsringme O Forward my calls

If unanswered Voicemail .

Ring for this many seconds before redirecting

20 seconds (default) Y

Voicemail

WVoicemails will show in the calling app with audio playback and transcript.
Configure voicemail

Ringtones

Chaase a ringtone for incoming calls

Calls for you Bop A 3

Accessibility

Turn on TTY to use text to communizate aver the phane ling. To get this
working, be sure to connect a TTY device.

[J Turn on TTY mode

Figure 2.15: Calls
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Microsoft Teams gives you the option to manage your settings individually and this
section covered each one of the options individually. Once you start using Teams, make
sure you have a look at each one of these sections to ensure that Teams is adjusted to your
needs and preferences.

Now that we have an overview of what Microsoft Teams' core features are and how to use
them, you might be curious to know where all that data is stored. Let's look at this in more
detail in the next section.

Where is Microsoft Teams data stored?

Microsoft Teams makes use of several Office 365 services to deliver features to a central
location. It is important to know that your data is not stored in a central location, as it may
appear when using the Teams applications and, depending on the feature, your data might
be stored in different locations.

Microsoft Teams' data is stored in all of the following apps. Some data is available to you
through the app, while other information is hidden and only displayed in the Microsoft
Teams client:

» Microsoft Exchange

(a) One-to-one chats are stored in your mailbox in a hidden folder that is not
available to other users. This data can only be viewed through Microsoft Teams.
(The hidden folder is available through the information protection tools if
needed for legal reasons.)

(b) Voicemails are stored on the user mailbox and the data is available in
Microsoft Teams.

o Microsoft Stream

(a) Meeting recordings are stored on Microsoft Stream. Users can access the
recordings on the Stream portal.

o SharePoint
(a) Files shared in channels are stored on the team site collection. Each channel has

a folder in the documents library on SharePoint. Users can access the files from
SharePoint or Microsoft Teams.
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o OneDrive for Business

(a) Files shared in one-to-one chats remain on the OneDrive of the person who
shared it and permissions are given automatically. Microsoft Teams does not
copy files to the user's OneDrive when shared in one-to-one chats. Users can
access the files from OneDrive (files are located in the Microsoft Teams Chat

Files folder) or from Microsoft Teams.
The following diagram is a graphical representation of where Microsoft Teams stores files
and which apps are used to do so:

B S AL o |

Microsott Teams. Calle Chat

» @ AW

SharePaint Team Sites Team Files

& Cne Note

OneeDrivve. User Files

ﬂw % @ ‘. ..n
»

‘‘‘‘‘‘‘‘‘ Meetings and One:-to-one chats Veice Mail Contacts
Calendar

Microsolt Stream { Meetng Recordings Live Everns

Figure 2.16: Microsoft Teams features and used platforms

Summary

This chapter provided an introduction to the main features included in Microsoft Teams
and gave you an overview of how they work and what they look like. In the upcoming
chapters, you will see that these features are common across the Microsoft Teams apps,

making it really intuitive.

Chats and meetings are key features of Microsoft Teams. They are complemented by
other features, such as file sharing, search, and calendar, which allow you to be more

efficient as you carry out your daily tasks.

In the next chapter, we will cover the chat feature in Microsoft Teams in more detail.
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How to Use
Microsoft Teams
- Chats and
Conversation

Communication is the key to success when working in a team. Microsoft Teams allows
you to leverage your communication skills with little effort by providing a set of tools that
allow you to chat with your peers in a matter of seconds.

The chat features included in the product allow you to have private and public written
conversations and help you to keep everything organized and centralized for easy access.

In this chapter, we are going to cover the following main topics:
+ Understanding the chat feature on Microsoft Teams

« How to use private chats

« How to manage contacts



56 How to Use Microsoft Teams — Chats and Conversation

« How to use the chat application
o Understanding the message options

o Understanding chats in the context of teams

Understanding the chat feature on Microsoft
Teams

Chat is a default application found in the app bar and allows you to start a written
conversation with any member of your organization.

Before jumping into your first conversation, it is best to understand how the chat app is
organized to get the most out of it. The following screenshot shows a page in the app, with
its main components highlighted and described:

Microsoft Teams C4 Search or type a command

Chat 9 Recent Contacts V % Alexi Chat Files -+

Recent & Megan Bowen added Alex Wilber to the chat
Alex Wilber 3715
Alex: Please give final review by E... Alex Wilbe 1
i 1 T '%' Please give final review by EOD so we can push to publishing
1 | Isaiah Langer 315
Isaiah: Hey Megs! | just wanted to ..

E—J Contoso NextGen Camera Prod... ***

13

@

e Type a new message

Al O EE B B Q - B>

Figure 3.1: Chat layout
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Let's cover each of these components in detail:

1.

The Chat app: The Chat application gives you access to the private chat feature on
Microsoft Teams.

The Contacts tab: The contacts tab allow you to find other Microsoft Teams
members to start a conversation.

(a) Recent: This shows you the latest contacts you chatted with and also suggests
contacts based on your recent activity. The Recent tab also displays your pinned
contacts; these contacts are always displayed at the top for faster access.

(b) Contacts: This list is built by you and it will show all of your favorite contacts.
Your chat contacts: A list of contacts, filtered by the selected tab.

A chat thread: This is where you can access a chat thread and where you will see
all the assets shared during a conversation. It is also the place where you can access
other Teams apps using the tabs at the top of the section.

The chat box: This is your input element for the conversation. From it, you can
write text and upload files, as well as carry out other functions, which we will look
at later in this chapter.

Throughout this chapter, we will look at the Chat elements in more detail.

How to use private chats

Private chats can be used to have conversations about topics that are not relevant to

an entire team. You can use it to plan your daily tasks with your co-workers or even to
schedule a coffee break. All of the content shared in private chats will only be visible to
you and the other members of the chat.

Microsoft Teams supports one-to-one and one-to-# private chats (with a limit of 100
users). In this section, we will look at how to use both.

To start a new one-to-one private conversation using Microsoft Teams, follow these steps:

1.
2.
3.

Click on the Chat app in the app bar.
Look for the user in the left pane that you want to chat with and click on their name.

Start your conversation.
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Even though this three-step process is the easiest way to start a chat on Microsoft Teams,
sometimes the user you want to chat with will not be available in the contacts list. In this
case, do the following:

1. In the top bar of Microsoft Teams, click on the New chat icon, seen in the following
screenshot.

2. Inthe stage area, type the name of the person you want to chat with. In the left
pane, you will see that a new chat has been created.

3. Click on New chat and start your conversation. The chat thread will be added to the
Recent section in the left pane:

& Search or type a command
LY
Chat Recent Contacts W Ta '\} Grady Archie X
B E‘a.n-_'d Pisani
MNew chat
—
,@ Adele Vance "
You: 44'F Seatthe, WA Fog. 11/5/2 #
- ~r

—N

You're starting a new conversation

Type your first message below.

5‘-‘ Alex Wilber
’ Allan Deyoung

8)_ Brian Johnson (TAILSPIN)

Type a new mes
" Grady Archie

A ! ¢ OB G - =

Figure 3.2: New chat
Microsoft Teams also supports private group chats outside the scope of a team. To create a
new group chat, follow these steps:
1. In the top bar of Microsoft Teams, click on the New chat icon, seen in the following
screenshot.
2. Click on the arrow on the right side of the stage area.

3. Provide a name for the group; this helps you to identify your group chats.
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4. Add members to the group chat.

5. Click on the chat box and start your group conversation. As with one-to-one chats,
group chats will also appear in the Recent section in the left pane:

1 © Search or type a command | aind - = x

Chat Recent Contacts Y I Group name: Demo - Dry Run | 9

Pinned To: ‘g Grady Archie X g Allan Deyoung X | e

New chat i
I’ Adele Vance 11/5 —

You: 44°F Seattle, WA Fog, 11/5/2..

Johanna Lorenz 1/5 #

You: I'm running late -

\ Jodo Ferreira 143 &
‘m runninb late =<
You're starting a new conversation

% Alex Wilber Type your first message below.

’ Allan Deyoung

BJ_ Brian Johnson (TAILSPIN)

Type a new message

1 ¢ O@B & - B

'\ Grady Archie

Figure 3.3: Starting a group chat

Over time, you might need to include someone else in a private group chat. This could
cause privacy issues, especially if you have messages in the chat that were not supposed to
be read by any new members.

To avoid having to create a new private group chat, you can take advantage of the chat
history feature, which allows you to control how much of the chat history the new
member can access:

« None of the chat history
X days of the chat history
o All of the chat history
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This option appears at the top of the chat window whenever you add additional members
to the chat, as the following screenshot shows:

Microsoft Teams “ Search or type a command -

%

' . .

Chat Recent Contacts iﬁ © Alex, ©lsaiah »#/ Chat Files + oo '3
. Add

=  Megan Bowen added Alex Wilber and Isaiah Langer to the

Alex and Isaiah 6:11 PM Start typing a name

& . Hey guys, don't farget ta ..

6:11 PM
® Don'tinclude chat history

¢ Alex Wilber 3115 Hey guys. .
(©) Alex: Please give final review by E Q Include history from the past number of days: 1
X Q Include all chat history
% | lsaish Langer 3115
@ Isaiah: Hey Megs! | just wanted to ...
Cancel
Type a new message
Al ¢ @ B B E B Q e B

Figure 3.4: Privacy settings when adding a new member to the chat

How to manage contacts

You will not chat with all members of your organization in the same way and you will
likely have a set of contacts that you will use more frequently and want to access quickly.

To create your own list of personal contacts, do the following:

1.
2.

3.
4.

Open the Chat app.

In the Recent tab in the left pane, hover over the contact you want to add to your
personal list.

Click on the three dots (...) to open the context menu of the contact.

Click on Add to favorite contacts.

Your favorite contacts will be listed in the Contacts tab in the left pane, organized in
alphabetical order:
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Chat Recent Contacts

13 B_:Ia‘-lca Fisani

Adele Vance
= You: 44°F Seattle, WA Fog, 11/5

@ Johanna Lorenz
% You: I'm ry tate

%_' Alex Wilber
E Allan Deyoung

Bl_ Brian Johnson (TAILSPIN)

,? Grady Archie

@ Search ortype a command

¢ Mark as unread
Pin
Add to favorite contacts

Drganization  Activity

Type a new message

Figure 3.5: Chat options

Q00

11/5 358 FM

Hi Adele

+

Don't forget that tomaorrow we will spend most of the day outside

n Weather
44°F
Seattle, WA
— Eog, 11/5/2019 7:50 AM
Feels like:

Win
Hurmidity: B6%
High / Low temperature: 54°F /43
Chance of ipltation: 0%

Data from

More details

The context menu for each contact gives you access to more features and actions that you
can use to carry out your work more effectively:

« Mark as unread: If you accidentally click on a chat when there are new messages
available to read but you simply don't have time to read them, this option allows you
to mark the chat as unread so you don't forget that there are new messages that need

your attention.

 Pin: If you want a contact to always be visible in the Recent tab, you can use this
option. It is particularly handy in scenarios where you don't want to miss any
updates from a user and want to reply quickly. A pinned contact is displayed in the
first group of the Recent tab and you can pin up to 15 contacts.

« Mute: If you need to focus but you have colleagues always pinging you, this option
allows you to mute them. A muted contact will not trigger any notifications on

Microsoft Teams.
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 Hide: If you know you won't be speaking to one of your colleagues any time soon,
you can use this option to remove the contact from the Recent tab. This way, you
will only be focusing on the conversations that matter.

« Notify when available: This option triggers a notification every time a user
becomes available on Microsoft Teams, so you can start a conversation immediately.
This option is only available to users that belong to the same organization.

Now that we are familiar with the application and how to set it up, in our next section we
will see how to use the chat app and its different features.

How to use the chat application

The chat app on Microsoft Teams comes equipped with functionalities that go beyond
writing text. To send a message inside the chat app, do the following:

1. Click on the text box in the chat thread.
2. Type your message.

3. Tosend it, press Enter or click on the send button.

At this stage, everything looks like a regular chat app, such as the ones we have on our
phones. However, things start to get interesting when you use the extra functionalities
provided by Microsoft Teams. In the following image, you can see the text box with a set
of icons underneath. Each icon allows you to enrich your messages:

ﬁype a new message

AV ¢ © @ B B O - B

Figure 3.6: Text box

Bonus tip:

If you post a message and, right after pressing Enter, notice that something is
wrong and needs to be fixed, press the up arrow on your keyboard. When you
do this, the edit text box opens inside the thread and you can fix your mistake
using all of the options provided by the chat box. Modified messages are tagged
with a label ‘Edited’ indicating that the message was edited by the author.

Let's now see what each of these icons are and how to use them, starting with the default
features of Microsoft Teams.
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Format

The Format option provides a rich text editor that allows you to format your texts to
add greater clarity to your messages. The toolbar offers options to format fonts and
styles, similar to the ones you find on Microsoft Word. There are also options to build
lists, add quotes, tables, or even snippets of source code, with the options of selecting a
programming language. As with any text editor tool, while composing your message you
have the option of undoing or repeating your typing:

1—

B /7 U S ¥ A M Paragraph ~ L, | «<= »= i =

|
ifi
\
@
5]

Here is your list of tasks for the next week. Highlighted is the top priority.
¢/> Code snippet

» Modern SharePoint site = Insert horizontal rule

* News hub HH Insert table

3 Undo typing

c Repeat typing

Ae 1 2 @ W B B O .- B

Figure 3.7: Text box with formatting options

Set Delivery Options

Not all messages have the same priority. In Microsoft Teams, you can clearly identify a
message that needs attention as soon as possible by using the delivery options:

« Standard: This is the default option on Microsoft Teams. A message is added to the
chat and a notification is sent to the user you are chatting with.

=k

B 7 U & % A M Paragraph T, <= »= = = Y D

This is very important Allan Deyoung

sure everything will be ready. If not let me know what need to
g Standard N

Message will be sent as usual

1t Important
’ Message will be marked as important

a Urgent

Recipient notified every 2 min for 20 min

Figure 3.8: Standard message
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« Important: The message is marked with an IMPORTANT! tag in the chat thread.
The user that you are chatting with will be able to identify it by its red color and the!
icon in the message box:

11:05 PM o

IMPORTANT!
I'm double booked for tomorrow, I'll not be able to go with you to the 3PM meeting

Figure 3.9: Important message

o Urgent: The message is marked with an URGENT! tag in the chat thread. The user
you are chatting with will be able to identify it by its red color and by the bell icon in
the message. A notification is sent to the user every 2 minutes for a duration of
20 minutes:

10:57 PM Q

URGENT!
This is very important Allan Deyoung

Our final demo was anticipated one week, please make sure everything will be ready. If not let me
know what need to be removed from the presentation.

Figure 3.10: Urgent message

Attach

Attach allows you to add files to a message. Files can be uploaded from your computer or
your OneDrive account. The files attached from OneDrive display the path where the file
is located and the ones uploaded from your computer only display the name of the file, as
shown here:

Please have a look to the final version of the presentations‘

tm European Expansion.pptx

personal > meganb_m365x419596_onmicrosoft_...

tﬂ-] Bootcamp Invite.pptx X

R >

Figure 3.11: Message with attachments
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Files attached to a chat thread are available in the thread itself or in the Files tab at the top
of the Chat app, as in the following screenshot. The files attached from your computer to
a chat are copied to your OneDrive into a folder with the name Microsoft Teams Chat
Files. Permissions are automatically assigned, so other users in the conversation can also
access the files. The Files tab provides you with a central view of all the files shared in a
chat, so you don't have to scroll through an entire conversation thread to locate them:

Chat Recent Contacts Y gl: Allan Deyou ng o o @

Conversation  Files  Organization  Activity ar

Pinned

pp  Bianca Pisani 11:12PM )
= You: See you tomorrow él Share
Recent
NG Type Name Shared on *
Allan Deyoung 11:11PM
=) You: Please have a look to the fi...
@ Bootcamp Invite.pptx Just now
Adele Vance 10:51 PM P PP
% You: Here is your list of tasks fo...
[pE] European Expansion.pptx Just now

a' Demo - Dry Run 1/11
You: What are the plans for the d...
Johanna Lorenz 11/5
5 You:I'm running late @

Suggested

'\_ Grady Archie

Figure 3.12: Files shared in a conversation

Bonus tip:

Images can be added inline with the text instead of as an attachment. To add an
inline image, copy the image to the clipboard and then paste it when you are
composing the message. The images added inline with the text will only exist
in the thread and will not be copied to the OneDrive folder.If you want a copy
of the image to be accessible in the OneDrive folder and the Files tab, you will
have to attach it to the message.
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Emojis
Emojis allow you to express emotions in your messages. The emoji box includes a search
box, which will help you to locate the emoji you are looking for to use in the message. It

also shows you the shortcut command for the emoji when you hover your mouse over the
image for longer than 2 seconds, as in the following screenshot:

Search =
- ki = {:‘ A
~— & _J - o 2
-~ {} "" — n
~ —d g 5] et
= o I—UQ 0
S @ B dPwmld

;.:l (N} { \*’ s
g o ';?L i

@ -
t:z.
)i
'1‘
O

o 00 3 e i

= = = = 8

— = [ ]

= et s : ‘v
d @ U @ 1| W

Figure 3.13: Emojis

Emojis on Microsoft Teams are animated and can be displayed in two different sizes.
When added alongside text in a message, they are displayed as the same size as the text.
When sent as an individual message, they are displayed in a bigger size, as shown here:

11:27 PM
I'm a small emoji "=’

e

S~

Figure 3.14: Emojis with different sizes
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Modern operating systems have hundreds of hidden emojis for you to use. To access this
Easter egg feature on Windows 10, press the Windows key + . and a new emoji menu will
open, as in the following screenshot. On macOS, press command + control + the spacebar.

X
Emoji - Keep typing to find an emoji

O - O

P &8 @& 9 0 % O
] 0 o000 R
NOBO G 0 QL

@ g0 eH B

L
@00 0®5DIY
P 0@ e P e O

Figure 3.15: Hidden emojis

Giphy
Giphy can also be used to express emotions in your messages or to react to another user's

message. Even though this is a default option on Microsoft Teams, the GIFs are provided
by an external service.
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Stickers

Stickers just like emojis and GIFs, allow you to react to messages. Stickers are
static images that have an option for customization. Once you have selected the
image you want to send, you are given the option to write your own message, as in
the following screenshot:

I Popular
Allan,
ou are

the bestl!

Office Drama

-

@5 Meme
@, Designers
:.'y Devs
?y Legal Allan, you are the best!!
€  Broccoli
B
ﬂ Teamsquatch

a.q Bummer Bert
Figure 3.16: Stickers

Schedule a Meeting

Schedule a meeting allows you to immediately schedule a meeting with the person you
are chatting with without going into the calendar. The meeting is scheduled using all the
options that are available in the calendar app. Once scheduled, the meeting is not added to
the chat but instead goes directly into the calendar app:
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New meeting

Title Select a channel to meet in
None (optional) v
Location Invite people
v Invite someone

Start End Repeat D Organizer

Nov 16, 2019 9:00 AM Nov 16, 2019 9:30 AM Jodo Ferreira

e JoaoF@M365x419596.0nMicrosoft.c...

Free: No suggestions found (© Scheduling assistant
Time Zone Attendees

(UTC+00:00) GMT Standard Time s Allan Deyoung %

,{ Unknown

Details

B VAR, S’ T A M Paragraph T, = =

Close Schedule

Figure 3.17: New meeting

Messaging Extensions

Messaging extensions is the last option available in a chat using Microsoft Teams with
the default configuration. This option allows you to configure the chat box even further by
adding on extra functionalities. It also allows you to use other apps that, despite already
being installed, are not displayed in the toolbar. Praise and Stream are two examples of
apps that are available by default but hidden in this menu:

Find an app Q
Praise Stream
Suggestions
News Places Stocks Wikipedia
Search
More apps >

Figure 3.18: Messaging extensions
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Praise: Sometimes, you want to tell a member of your team how valuable they are to the
organization, but you can't find the right words. This app helps you to do so by allowing
you to select the type of praise you think your team member deserves. You can also type
a message along with your chosen praise. This makes it easier to recognize the value

of your peers. The praise is added to the chat window with a badge displayed inside an
adaptive card:

Praise X
Send praise to people

Badge

To
"'\"'" Problem solver a Allan Deyoung
Note (optional)

Thanks Allan for making this demo so fast|

< Back Cancel

Figure 3.19: Praises

Stream: Stream allows you to embed a video from Microsoft Stream directly into your
conversation. All you need to do is copy the URL of the video and paste it into the app
window. The video is added to the chat window inside an adaptive card and, before
posting it, you can add a message to personalize the card. Writing a message is handy
if you want to describe the content of the video and useful if you want to later locate it
through the search feature:

. Stream

https://web.microsoftstream.com/video/ef75c Q

Microsoft Stream
View this video on Microsoft Stream.

Figure 3.20: Microsoft Stream
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In Microsoft Teams, you will find more apps that can enrich the functionalities of your
chat. To add more options to your chat box, do the following:

Click on the ...

icon.

From the popup, select the app you want to add or click on More apps.

Click on the app you want.

1
2
3. Type or look for the app you want to add (for example, Weather).
4
5

The app details will pop up on the side. Click on Add:

About

More f

Weather

News + weather, Micrasoft

rom Microsoft Corp.

Privacy and Permissions

Get the latest weather report

Find current weather reports for any city, zip code, or location, then share them in a
channel or chat.

Messages

Insert content from the app directly into messages

Created by: Microsoft Corp.
Version 1.0

More from Microsoft Corp.

UE@E%

OneNote Azure DevO... News Wunderlist Bing News Azure Boards
v,
i A
Forms Stocks PowerApps Flow SharePoint ... Planner

Figure 3.21: Add weather messaging extension

6. The app will be added to the toolbar with its own icon, as in the following

screenshot:

ype a new message

A

¢ 0 ® B alx]- >

Figure 3.22: Weather messaging extension
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When you click on the newly installed app, a popup will open and allow you to select the
content (for example, the Weather app provides you with a search box to look for the
location where you want to share the weather). The content from the app is then added to
the chat thread inside an adaptive card.

Understanding message options

Each message posted in the chat app has a set of options available that you can use to
manage, react to, or categorize each message. To access the message options, you will need
to do the following:

1. Hover your mouse over the message, wait for the three dots (...) to appear, and then
click on it.

2. A contextual menu will appear, as in the following screenshot, and you will be able
to select a message option:

Chat Recent Contacts W "@ Adele Vance o o @ |:L%“|

_ Conversation Files Organization Activity Demo Portal G T+
8 'E:.al?ca Pisani 11/5 358 PM
2 Draft :
Hi Adele
: Don't forget that tamorrow we will sp PEDDE®
p@ Adele Vance nm o -
= You: Added a new tab at the top ..,
; [l save this message
n A n Weather
e plans for the &, it
44°F & Ldit
Johanna Lorenz 1145 Seattle, WA i Delete
You: I'm runmng late @ — g 11/5/20 2

— &6 Mark as unread
; Feels lke: 44°F _—
' Wind: 2 mph Alx  Translate

£ Allan Deyoung oy i

Humidity: 6% 0 immersive Read
High / Low temperature: 54°F i Immersive Reacker
p Grady Archie C.n.ann= of nrleripimhr:n
Uala from Foreca
'i} i Seyens Moare details
e— Joni Sherman
Type a new message
g Lee Gu
Ar ' 2 O @M B B 9o B

Figure 3.23: Message options

The contextual menu will be different for messages sent by you than for the one displayed
on messages you receive. The available options are detailed in the following sections.
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Saving Messages

Save this message allows you to save a message to your Saved list. A messaged that is
saved by you is marked with a bookmark icon and is added to the Saved list, which means
you will be able to later locate it faster from a central location.

To access your saved messages, do the following:

1. Click on your profile picture at the top of the Microsoft Teams client.
2. From the profile contextual menu, click on Saved.

3. Your saved messages will all appear in the left-side pane with a preview of
each message. When you select a message, it opens up in the conversation where

it happened:
Saved Contoso Finance > Audits - O
p Retail/NC460 Sales n Conversations  Files Wiki  Fiscal Year Budget Projection  +
@ Miriam Graham: Hi Team! We're

IMPORTANT!
Contoso Finance/Governance an... i ) Hey all, | have the numbers for last month!
e Pradeep Gupta: Trey Research
Financial Accounting Plan

y) Contoso Finance/Audits l
&T Miriam Graham: Hey all, | have

) approaching the end of our... @ Miriam Graham /12 2:40 FIM o

@ Monthly Sales Numbers.docx

Collapse all
the numbers for last month!
e Pradeep Gupta 2:40 PM
(& Contoso Finance/Audits n ©  Great! Thanks for getting that ready ahead of the meeting.
Lidia Holloway: Remember that
any proposal that we submit... ) Patti Fernandez 9/12 2:40 Pl

I'll make sure to add them to the annual spreadsheet also...

ﬂ Contoso IT/# Service Strategy l
%> Allan Deyoung: The new & JohannaLorenz 9/12 2:40 P 1
monitors have arrived so I'm..

y Contoso IT/8% Service Strategy Start a new conversation. Type @ to mention someone.
'@ Miriam Graham: So apparently _
the printer decided to crash... A ¢ © B B G o e =4

Figure 3.24: Saved messages

Editing Messages

Edit is only available for the messages you send, and it allows you to modify the contents
of a sent message. Each edited message is marked with a tag to let other users know that
the original text was modified.
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Deleting Messages

Delete is only available to you and it allows you to remove a message from a chat thread.
However, it only deletes the contents of the message; the message itself will

remain in the same chat position with a replacement message saying This message has
been deleted.

Mark as Unread

Mark as unread allows you to mark messages as unread. This is handy if you need to go
back to a particular message. It will be highlighted in Teams as unread.

Translate

Translate translates messages from different languages to your own automatically. As you
can see in the following screenshot, the original message was written in Portuguese and
then translated to English. Translated messages will display a language icon and, when
hovered over, will show a popup telling you what the original language was:

. .6. Cl :_: oo Y

9:54 AM Al
Hello M | Translated from Portuguese |en translated from Portuguese to English.

Figure 3.25: Message translation

Immersive Reader

Immersive Reader will open up Microsoft Teams in read mode, where you will only see
text, as the following screenshot shows. This option does not allow you to interact with a
message. To reply or react to it, you will need to go back to regular mode. If you click on
the play button, it will read the message back to you:
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II||
-

=
=

— Aa
Lidia Holloway at Thursday,

September 12, 2019 2:40 PM

Remember that any proposal that

© <

Figure 3.26: Immersive reader

Besides being a great tool for accessibility, Immersive Reader also includes educational
features, such as highlighting the nouns, adjectives, or verbs in a text.

Reacting to Messages

You can also react to each message you have received or sent using emojis. To use this
feature, do the following:

1. Hover your mouse over the message until the context menu appears. Emojis will
appear at the top right on the message.

2. Select your desired emoji.
There are six reactions available in the messages, as follows:
o Like
» Heart
« Laugh
o Surprised
« Sad
o Angry



76  How to Use Microsoft Teams — Chats and Conversation

Each message will display how many users have selected a particular emoji. The sender of
the message is notified every time someone reacts to it:

e GHees
'g Lidia Holloway 9/12 2:40 PM 191

Remember that any proposal that we submit will need a thorough review from Legal. They
have a new process document, Legal Process V5.5.

I:iq Legal Process V5.5.pptx

3 replies from Pradeep and Nestor

<« Reply

Figure 3.27: Message reaction

Up to now in the chapter, we have seen the different features of the chat app and how to
use them. However, chats are a bit different when used in teams, which is what we will
cover in the next section.

Understanding Chats in the context of teams

Chats in the context of a team have the same functionalities as described previously.
However, due to the different scope of the conversation, there are also a few other options
available that will help you to communicate better and be more productive.

The chat feature is the first tab in the channel. It is called Posts and its position and label
cannot be modified.

Each channel inside of a team starts with its own chat app, which allows you to have
conversations with all of the members of a team, relating to the topic of the channel. The
following section describes the special features that this app has.
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Reply versus typing a new message

Unlike individual chats, where everything is displayed as an individual message, in a
channel, things can quickly get out of control if everybody uses the new message feature.

In a channel post, each message will display a Reply button underneath. This is the option
you should use to reply to the message.

Once you click on Reply, a chat text box will appear at the bottom of the screen,
containing all of the options that we previously discussed, as in the following screenshot:

Teams hTd ’ Digital Assets Web Posts Files wiki + ®Org
Your teams
‘ ] | ek tanger 31540 @
Digital Initiative Public R...  +++ Website Proposal Feedback
Megan Bowen - The wireframes for the site proposal have been updated, please let me know what you think!

- Mark 8 Project Team Johanna Lorent /15

General o Issah Langer, sorry | got hung up in a previous meeting,  will take a ook at the wireframes ASAP and get back to you

Design

Digital Assets Web

Go to Market Plan (2] See more
. Retall Johanna Lorenz 3/15 4:4 3

General ] P> Mockup review - flnal Design review

Hello All, in an effort to facilitate our final Mockup review Alex will be sharing a OneDrive location where you can access the

NC460 Sal N
ales Iatest/greatest mockups for the Web Portfolio and Digital Assets. I'l be setting up a Skype for Business call later this sfternoon,
invitations to come. Adele, can you share a few one hour blocks of time that your're available this Thursaday/Friday. please?
B 5o ona Msrieting
General 1] See more
Monthly Reports 4 replies from Adele, Alex, Miriam, and Christie
& Reply
. Contoso . i
Type a new message
& Join or create a team & A 2 © B S Q - B

Figure 3.28: Reply versus new conversation
You should always reply to conversations using the Reply button under the message, as
this way you can keep conversations organized and easier to read.

Replies made outside of the thread will lose their order and, if multiple topics are being
discussed in the same channel, it will become impossible to follow the conversation.
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Keep in mind that each time you start a new conversation, instead of creating a reply,
your message is added to the bottom of the chat as a new conversation. In the following
screenshot, the last message should have been a reply to the thread and, as you can see, it
has no connection to the original conversation:

Teams e ! Digital Assets Web rPosts Files wiki + ® Org
Your teams Johanna Lorenz 3/15 4:49 PM 3
) > Mockup review - final Design review
Digital Initiative Public R... ~ +++ Hello All, in an effort to facilitate our final Mockup review Alex will be sharing a OneDrive location where you can access the
Iatest/greatest mockups for the Web Portfolio and Digital Assets. I'll be setting up a Skype for Business call Iater this afternoon,
. Mark 8 Project Team e invitations to come. Adele, can you share a few one hour blocks of time that your're available this Thursaday/Friday. please?
General
See more
Design
| New 4 replies from Adele, Alex, Miriam, and Christie
Digital Assets Web
Go to Market Plan (2] Reply
Research and Development @ A ¢ O @ B S @ e B
. Retail - | isishianger 3/15 440pm
General [] @5  Wennjemand einen Link zu unseren Fri iel-Marktfor: nissen in Deutschland will, lassen Sie es
mich wissen
INC460 Sales
& Reply

- Sales and Marketing
General 1]
Monthly Reports &

Start a new conversation. Type @ to mention someone.

Megan Bowen 6:46 PM
Johanna Lorenz loved your final mockup. Good job

8" Join or create a team &3 A @ O W B S g e B

Figure 3.29: Reply versus new conversation

Making an announcement

Chats in the context of a team allow you to post announcements. Announcements are
messages that allow more customization and that can be more easily identified by a user in
the chat thread.

To create a new announcement, do the following:

1. Inateam channel, click on the chat text box and then click on the first icon to
expand the compose box.

2. Open the New conversation dropdown and choose Announcement:
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<] Announcement Everyone can reply [_[J_] Post in multiple channels

B /7 U S % A WM Paragraph T, = =

x

Eh

The last audit was a success

Congratulations!

Special thanks to Miriam Graham who made all this possible

Ar @ @ @ B G % e -

Figure 3.30: Writing an announcement
3. Type a headline for the announcement.
4. Select a background color or background image.
5. Type a sub-headline.
6

Type your message and click on the send button.

An announcement will display a special icon on the right side and has a different format
in the chat thread to give it a more distinctive look, as you can see in the following
screenshot:

?_ Jodo Ferreira 10:37 AM @

The last audit was a success

Congratulations!
Special thanks to Miriam Graham who made all this possible

¢ Reply

Figure 3.31 Announcement in the chat thread
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Targeting a post's replies
When posting a message in a channel, you can define who will be able to reply to it.

By default, all team members are able to reply, but you can restrict this scope by doing
the following:

1. In ateam channel, click on the chat text box and then click on the first icon to
expand the compose box.

2. From the second dropdown, choose the audience that will be able to reply to
the message. By default, everyone can reply, but you can moditfy it to You and
moderators can reply:

|—_,57 New conversation Everyone can reply v r[-h Post in multiple channels @
- p— p—

B /7 U < Everyone can reply v = =

Add a subject You and moderators can reply

Start a new conversation. Type @ to mention someone.

Ae ¢ @ @ B Q1 & - B

Figure 3.32: Target post reply

Posting in multiple channels

If you need to post the same message over and over again in multiple channels, to make
sure it reaches everyone, you can use the following option to help simplify the process.

To post a message in multiple channels, do the following:

1. In ateam channel, click on the chat text box and then click on the first icon to
expand the compose box.

2. Click on the third option in the toolbar: Post in multiple channels.
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3. Select the channels that you want to post your message to:

@,\ New conversation Everyone can reply v [ih Post in multiple channels @
To: "f" Audits ¥ Ser... X Digital ... X Select channels
B 7 U S % A M Paragraph T, <= = eee

Add a subject

Start a new conversation. Type @ to mention someone.

Ae @ @ B o G e B

Figure 3.33: Post in multiple channels

4. Type your message and send it.

A message posted in multiple channels is identified by a special icon in the chat thread to
tell you that it exists in multiple locations.

If you need to monitor the replies to this message, you will need to do so in each channel
that the message was posted in, as this information is not shown in a central location.

Muting a thread

If you are receiving a lot of notifications from a channel that you're not currently
interested in, there is an option to mute that particular thread. To use this option, do the
following:

1. Hover your mouse over the main message in the thread you want to mute.

2. Click on ... to open the context menu.
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3. From the context menu, select Turn off notifications, as in the
following screenshot:

Nestor Wilke 9/12 2:43 AM .
5 Black Friday working meetings will begin next week. We'll discuss | [ Save this message
markdowns, and pricing for the west coast stores. Stay tuned. &8 Mark as unread
e Jodo Ferreira 9/12 2:43 AM @ Copy link
© Looking forward to the meetings! I'm excited to get this project
Al Translate

(%3 Immersive Reader

4 Turn off notifications

More actions >

Figure 3.34: Turn off notifications

Mentioning a user, team, or channel
Microsoft Teams allows you to mention colleagues inside a team or a group chat. When
typing your message, you will need to do the following:
1. Type @ followed by the name of the user, team, or channel that you want
to mention.

2. From the suggestion list, select the user:
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Teams v [ Mark 8 Project Team > Research and Development - 9%
28 Service Strategy Conversations Files PowerBl Wiki 1morev +
Ak var response = Request.CreateResponse(HttpStatusCode.OK);
Deployment !
return response;
Management and Governance }
Support 1 oublic asvnc Task<HttoResponseMessaee> Post(lFromBodvlActivitv activitv)
See more
' Retail ven &« Reply
General
Suggestions é
NC460 Sales

Debra Berger
Gontosa Elnaias - DebraB@M365x419596.0nMicrosoft.com

. 1
General te Diego Siciliani sdfications

A, DiegoS@M365x419596.0nMicrosoft.com

Audits
= Design
Budget Analysis Ehangel A
K
Finance Review a Digital Assets Web
Governance and Compliance Ehzpeel @
g Research and Development
ﬂ Mark 8 Project Team Channel
General
@d
" Join or create a team ) Ar & ©O @ B Gt B - B

Figure 3.35: Mention a user

When you are mentioned in a chat, the message is marked with an @ symbol, so you can
easily spot it while reading the thread, as in the following screenshot:

Adele Vance 9/12 2:19 AM 1
®  Hereis the Mark 8 overview doc. | could use some help with the performance specifications
chart and the parts supplier list.

Mark 8 Performance Overvi... *** Mark 8 Parts and Spec List.x... ***

| 3 replies from you and Debra @

« Reply

Figure 3.36: Message indicating the user was mentioned

When a team is mentioned, everyone in the team receives a notification. When
a channel is mentioned, everyone that has the channel marked as a favorite will receive
a notification.
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Using tags
Tags in Microsoft Teams allow you to message groups of users within a team. Tags can

be added to users by the team owners or members (if allowed by the team owner in the
team's settings).

To add tags to users on Microsoft Teams, do the following:

1. Next to the name of the team, click on ... and then click on Manage team:

Teams v Go to Market Plan Posts Files Wiki Product Roadmap GTM Plan Product Brochure 3 more S ® Org

at the bottom,
Your teams
| 3new 4 replies from you, Miriam, and Grady

igital ative Public R... wee

ﬂ Mark 8 Project Team =
Genera

2 Hide

the team's proposed customer survey forms for your needs

alysis, and redlined some

changing

o)
gital Assets Web {33 Manage team 4 replies from you, Adele. and Diego

Go to Market Plan

Research and Developm

a8

3/154:5
Bowen please

the contract with Adatum. We need to approve the RFP by 4:00. Thanks!

General 3 replies from you, Nestor, and Isaiah & @
NC460 Sales

. Sales and Marketing 3/15 4:53 P
General [l Delete the team

LiveCaptions.gif
Monthly Reports o Al

& Reply
. Contoso )

88" Join or create a team o3 A ¢ O EMB G & g - B

Figure 3.37: The Manage team menu option

2. Open the Members tab.

3. Hover your mouse over the field in the Tags column for the member that you want
to add a tag to and click on the tag icon:
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Microsoft Teams = Search of type a command )

ae
Teams (S Mark 8 Project Team - o
Mark 8 Project Team
Digieal itadve Public R-. <= Members Channel  Settings  Analytics  Apps
. Mark & Project Team Search for members o] 2 Addd member
Genera
G Plar
ﬁ Megan Bowen Markesing Manager & ”
Research and Development ) °
Tags
Type 3 tag name
General ]
Members and guests (7]
HC460 Sales  Manage tags
-
- Sales and Marketing
General [i] il saiah Langer Sales Fep ommn Member v
Morthly Reports
# Diego Siohans R Manage: 4110 Member v
. Contose .

' Join or create a tram @ " i

Figure 3.38: Tagging a user

4. If you have tags that are already created, type the name of the tag. If you want to add
a new tag, click on Manage tag.

5. In the popup, click on Create tag.
6. Type in a name for the tag and add the users that you want to add to the tag:

Create a new tag X

You can notify a group of people all at once by @mentioning tags.

Tag name
Social Media
Add people

ﬁ Alex Wilber x

Figure 3.39: Create a new tag

7. Click on Create.
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If, later on, you want to add an existing tag to another user, you just need to click on
the tag icon in the list of users and, from the dropdown, select the desired tag, as in the
following screenshot:

Microsoft Teams [ Search or type a command i

Teams (a3l Mark 8 Project Team - o
N Mark & Project Team

Settings  Analytics  Apps

Q I Add member
Owners(2)
= fe a1 0]
3 @ Megan Eowen arkceting W Mk Cwner
Research and Development i
. Retail MA' MOD Administrater Qumer
General '
Members and guests [17) Toue
HC450 Sales g
Hame Title Letation ot
. Sales and Marketing -
General [ ‘I saish Langer T
ﬁ‘ Diege Sscliani HE Mymager 1411108 Member
. Contoso < Manage tags
il Invin Sayers Frojec 1972106 &
cin or creste a tea &
TN SE IR AT = ’Q Grady Archie Designer 192109 *

Figure 3.40: Tagging a user

To mention all of the users tagged in the same topic, you only need to press the @ key and
select the name of the tag:

Microsoft Teams = e o
3
Teams e General Posts Files Wiki + @ Org
Your teams
Add more people Create more channels Open the FAQ
Digital Initiative Public R..
& Megan Bowen has made Nestor Wilke a team member.

H Mark 8 Project Team

General Megan Bowen 3/15 4:40 PM

X1050 Marketing sync
Design

X1050 Marketing sync

Digital Assets Web Oceurs every work day (Mon-Fri) @7:30 PM

Go to Market Plan « Reply

Research and Development )

=
. Retail = Suggestions
General ! 3 o Marketing
2 people have this ta
NC460 Sales = peer ?
@marketing|
" Join or create a team & A & @ B B S Q e B>

Figure 3.41: Mentioning a tag
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Starting a new channel conversation from Outlook

Each channel in Microsoft Teams has its own email address, which can be used to start

a new conversation in the channel. An email sent to the channel will include the body of
the email and any attachments. However, if you plan on using this feature, you should be
aware of the following limits:

o The maximum message size: 24 KB

e The maximum number of attachments: 20, less than 10 MB each

 The maximum number of inline images: 50

If these limits are exceeded, the message in Teams will display a link to open the original
message.

To obtain a channel's email address, do the following:

1. Go to the channel you want to email.

2. Click on ... and then Get email address:

Microsoft Teams Search of type 8 command [+

Testing

1050 Usability test 2.3 docx

" @ Megan B
. [ty

Figure 3.42: Get email address
3. Copy the email address that appears in the popup.
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4. Send an email from your email client. The message should appear in the channel
as follows:

Microsoft Teams £ Search or type a command m

Teams W Design Posts Files Wiki Usability Priorities ® Org
Your teams
MA MOD Administrator via email 8:21 PM
Digital Initiative Public R... w  ToDesign - Mark 8 Project Team
Agenda for tomorrow
H Mark 8 Project Team
General &2 Download original email (1 attachment)
Design
Digital Assets Web @ Proposedagendatopics_1526818723.docx
Go to Market Plan
s Reply
Research and Development @) Sl
B Retail
Start a new conversation. Type @ to mention someone.
b — = &
&0 Join or create a team e Ay & O [ F S0 = Q e =

Figure 3.43: Message sent by email

In this section, you gained an overview of all the major chat features included in Microsoft
Teams. Keep what you have learned in this chapter in mind while using Teams to make
sure you follow best practices as you do so.

Summary

In this chapter, you have learned how to use Microsoft Teams to chat with your peers in
multiple contexts.

A written message can be much more than a simple piece of text. This chapter has
demonstrated how we can use Microsoft Teams to communicate better and improve
efficiency when carrying out daily tasks.

In the next chapter, you will learn how to use Microsoft Teams' calling functionality and
about other tools that you can use to complement everything you have learned so far.



4

How to Use
Microsoft Teams
- Meetings and
Live Events

The evolution of the different web technologies and the increment of speed in terms of
network connections is changing the way we all consume information and the way we
all work.

The web is no longer a place where you can only find written content; more and more
people are looking for video content since it is easier to consume and understand what is
being explained.

This chapter covers the media functionalities of Microsoft Teams in terms of meetings
and live events and explains all the main features. This will help you to decide when to use
each of them.
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In this chapter, we are going to cover the following main topics:

« How to schedule a meeting

« Available options during a meeting
« How to schedule a live event

o What are live event profiles?

 Available options during a live event

Meetings in Microsoft Teams

As a substitute for Skype for Business, Microsoft Teams has a lot of calling and meeting
functionalities that extend communication to a new level in a modern workplace.

A meeting in Microsoft Teams can start spontaneously by just clicking on a button. It can
also be planned ahead of time and scheduled by generating a meeting request that can be
sent to other participants.

In the following section, you will learn how to schedule a meeting and how to use all the
options to get the best out of the media functionalities of Microsoft Teams.

How to schedule a Microsoft Teams meeting

Meetings can be scheduled directly from the Microsoft Teams application or from the
desktop version of Microsoft Outlook if the Teams add-on has been installed on your
computer and allowed by your administrator.

To schedule a meeting from Microsoft Teams, do the following:

1. Open the Calendar. The app is available in the App Bar.
2. Click on the purple icon that says New meeting:

(5] Today ¢ > March 2020 - April 2020 [E] Work week ™

30 31 01 02 03

Figure 4.1: New meeting
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3. On the form, fill in the following details for your meeting:
(a) Title: The title of the meeting.

(b) Location: The location for the meeting. You will be able to pick a meeting room
or type a location in.

(c) Start: Start time.
(d) End: End time.

(e) Repeat: Make this a recurrent event. If you select this option, you will have the
possibility to define the meeting's recurrence.

(f) Time Zone: In a multi-geo workplace, it is important to define the time zone.
Users who are invited to the meeting in other time zones will see the time
converted into their own location's time automatically.

(g) Details: This field is ideal for providing information about the meeting so that
anyone can prepare for it before joining.

(h) Channel: Select the team and the channel where the meeting will occur.

(i) Attendees: Add attendees to the meeting:

New meeting Details Scheduling Assistant “ Close

Time zone: (UTC+00:00) Dublin, Edinburgh, Lisbon, London

& Add title
= Add required attendees
Optional: Add optional attendees

Mar 30, 2020 6:30PM v

Mar 30, 2020 7T00PM ~ 30m @ All day
(%) Does not repeat ~

= Add channel

@ Add location

B 7 U S| ¥ A WM megepny LS T = =

Type details for this new meeting

Figure 4.2: Scheduling form

4. Before scheduling the meeting, you can use the scheduling assistant to avoid
meeting overlaps. If everything is OK, click on Schedule.
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Alternatively, you can start a meeting spontaneously without scheduling it. To do so, you
just need to click on the Meet now button in the Calendar app, and once the meeting has
started, you will be able to add other participants.

Meetings can also be scheduled or started from a team context. If you want to have a
meeting with all the members of a team or want to discuss a subject that is being handled
by the team, it makes sense to schedule it directly from the team. This will create the
meeting and keep all the meeting assets centralized in the team space, making it easier to
access the information.

To schedule a meeting directly from a team, do the following:

1. Open the team and the channel where you want to have a meeting.

2. Click on the Meet now option located in the text bar:

Btart a new conversation. Type @ to mention someone.

pr ¢ O B[ o - >

Figure 4.3: Meeting from the channel

3. A configuration pane will expand, as shown in the following screenshot. Here, you
will have the option to add a subject to the meeting and to Meet now or Schedule
a meeting. If you choose to schedule a meeting, a popup will open with the same
options we saw when we scheduled a meeting from the Calendar app:

Teams . General Fous Fim Wi Wik

Welcome to the team!

Here ane some things 1o get going

Figure 4.4: Scheduling a meeting from the channel
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4. If you select Meet now, you will have the option to invite members from the team
once the meeting has started. Each invited member will receive a notification on the
app to join the meeting.

If you are replying to emails or checking your calendar in Outlook and have the need to
schedule a meeting, there is an add-in that allows you to send out the meeting request
without the need to switch to the Microsoft Teams context.

To schedule a meeting from Microsoft Outlook, do the following:

1. On Microsoft Outlook, open the Calendar app.

2. On the top bar, click on New Teams Meeting, as highlighted in the following
screenshot:

Calendar - joacfoneim@handsantek.n

IO Scnd / Roeceive  Folder w  Q Tell me what you want to do

— p— = — e —— o — p— —
o ® &
add &
New New New  NewSkype | New Teoms | Today Next 7 Day Work —
Appointment Meeting ltems = Meeting Days Week C= Schedule View  calendar - Groups = Calendar =

" [ Address Book

&1 Manth b )
Open Colendor E-mail ¢

New Skype Meeting Teams Mecting— Go To srange * Manage Calendars Share Find ~

€

4 December 2019 v Today = dar (CEr [+]

«» Dec1-7 Porto = W Tod

SU MO TU WE TH FR SA
24 25 26 27 28 29 SUN MON TUE WED THU SAT
t 23 4 5“ 7 1 2 3 4 5 T
8 9 10 11 12 13 14
17 18 18 20 2
22 73 24 28 2 7T 1B
23 30 N
January 2020
SU MO TU WE TH FR SA
2 3 4
5 6 7 8 9 10 M

12 12 14 15 18 17 18

Al folders are up to date.  Connectad 1o Microsoft Exchangs g - ] + 100%

Figure 4.5: Scheduling a meeting from Outlook
Type in the emails of the users you want invite to the meeting.
Type in the subject.
Select the location.

Select the date.

N 9o W

Personalize the meeting request if needed and click Send.



94 How to Use Microsoft Teams — Meetings and Live Events

Note

Scheduling a meeting from Outlook doesn’t give you the option to select a
channel.

Each user that’s added to the meeting request will receive an email with the link for
the meeting. Users will be able to join the meeting either by clicking on the link in the
meeting request or by clicking on the meeting in the Calendar app on Microsoft Teams.

How to customize Microsoft Teams meeting requests

Branding is one the most important aspects in the enterprise world. A company logo tells
a lot about a business, and Microsoft Teams has taken this into consideration.

Teams allow us to customize meeting requests in such way that every time you invite
someone external to the organization, they can be easily identified if we look at the logo of
their organization or company. Also, by adding the company logo, you are creating brand
awareness.

To customize the meeting requests for your organization, do the following:

Note

The following steps are only available for Microsoft Teams administrators.

1. Open Microsoft Teams admin center. You can do this by opening the Microsoft
365 Admin Center and then choosing Teams or by simply opening the following
URL: https://admin.teams.microsoft.com

2. On the left panel, select Meetings and then Meeting Settings.

3. In the Email invitation section, you have the option to customize four fields related
to your meeting requests:
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Microsoft Teams admin center Q @ T e

Anonymous users can join a meeting o On

Email invitation

Customize meeting invitations sent to people that can include your organization's logo, specific URLs and custom foaters that can include
statements for privacy or security and phone numbers for technical support. (

Lege URL https/hand knetfimages/hot250.png
Meetings
yal LR tps:/ t fle
Meeting Legal URL https//handsontek net/legal
Meeting i Help URL hitps/fhandsontek nethelp

Footer Joda Ferreira | Microsoft MVP

Preview invite

Network

Set up how you want to handle Teams meetings real-time media traffic (audio, video and screen sharing) that flow across your network.

Figure 4.6: Email customization form

These four fields are as follows:

(a) Logo URL: The URL where the logo is stored. You will need to publicly host the
logo yourself. The logo format must be JPG with the dimensions 188 x 30 pixels.

(b) Help URL: Use this to add a URL where people can get help if something
doesn’t work as expected with the meeting.

(c) Legal URL: If your organization has a legal website where you want people to go
to if they have legal concerns, enter the URL in this field.

(d) Footer: Small text that is displayed at the bottom of your meeting request.
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4. Click on Preview invite to make sure it looks as you expect:

HANDS ON tek

Join Microsoft Teams Meeting

+1 234-567-8901 Country or region, City (Toll)

Conference ID: 123 456 78#

Local numbers | Reset PIN | Learn more about Teams

Help | Legal

Joéo Ferreira | Microsoft MVP

Figure 4.7: Customized meeting request

5. Ifeverything is OK, scroll to the bottom of the page and click Save.

The customization options will not be available immediately. You will have to wait about
an hour to see that it has been added to new meeting requests. This customization will be
added to all meeting requests, irrespective of the place where they were created.

What are the available options during a meeting?

Now that you know how to schedule a meeting, it is time to learn more about the meeting
interface and the available options you will find. The following screenshot shows all the
main meeting components, numbered from 1 to 7.

Before joining the meeting, you will have the option to set up the devices that you will use
to interact with the other participants; namely, your webcam, microphone, or other audio
and video devices you may have in your environment:
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Figure 4.8: Meeting setup options

Let’s take a look at the available components and what they do:

1.

Video preview: In this area, you will be able to preview how the image of your
webcam will look to the other participants.

Webcam toggle: Video is not mandatory during a Microsoft Teams meeting but if
you have a webcam, I recommend that you use it. By default, it is turned on, but this
option allows you to turn it off.

Blur background: This option is only available when the webcam is on and

if supported by the hardware of your computer. It adds a blur effect to the
background, focusing just on the person in the video. Alternatively, you can select
a background image that will replace your entire background. This is particularly
handy if you want to hide the elements in the room or open workspace where you
are having the meeting. We will see more on this later on in this chapter.
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4. Microphone toggle: Like the webcam, the microphone is not mandatory if you are
joining a meeting just to listen. Make sure you turn off the mic. By default, it is on.
Microsoft Teams automatically turns off the mic if four participants are already in
the meeting. This behavior can be overwritten and you can turn it back on.

5. Device settings: This option allows you to select the devices you want to use during
the call. If you have multiple speakers, microphones, or webcams connected to
your computer, you will be able to select the ones you want to use in this menu.
From here, you will also be able to perform a test call to make sure everything
is configured properly so that you can join the call and interact with the other
participants without any issues. This option might have different names; it may
show your device name or it may say Custom Setup if you have customized the
hardware to use:

Device settings

Audio devices

Custom Setup

Speaker

Headset (Surface Headphones Hands... *.

Mix (Conexant ISST Audio)

) Make a test call

Camera

HP HD Camera

Other join options

Figure 4.9: Meeting custom setup
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6. Other join options: There are a few other options you can configure when joining a
meeting that are available in this bottom section:

(a) Audio off: This option prevents echo if there is already a device with a
microphone turned on in the room.

(b)Phone audio: If the organizer of the meeting has a Microsoft 365 Audio
Conferencing license, you will be able to join the call using a phone number.

(c) Add a room: If you are in a Microsoft Teams room with certified devices for
Microsoft Teams, you can add them to the meeting using this option. Typically,
rooms are added using Bluetooth, so make sure you have it on your computer. A
room usually includes a big screen, a wide camera, and ambient microphones so
that everyone can participate without using their own devices/computers.

7. Join now: Once you have your environment prepared for the meeting, click on this
button to join.

Meeting options
Now that you know how to prepare your own device to join a meeting, it is time to learn

what the available options are once you are in the call.

During meetings, participants can assume two different roles:

 Presenter: A presenter has the option to share content, take control of a
presentation or control the microphones of all participants, remove people from the
meeting, or accept participants from the lobby.

o Attendee: An attendee is not able to share content. The attendee is able to interact

with other members but will not be able to manage any of the meeting settings.

With these two profiles in mind, let’s see what the interface looks like to them, depending
of the actions they are taking during the meeting.
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The following screenshot represents the view for presenters and attendees. It has all the
main meeting options highlighted:

Figure 4.10: Meeting layout with options

Let’s take a look at these options:

1. Personal meeting controls: This toolbar allows you to control the meeting at
a personal level and displays the options according to the user profile during
the meeting.

2. Bottom pane: This section can assume different behaviors, depending on what is
being shared in the meeting. If someone is presenting, you will be able to see the
attendees at a glance by the order in which they have joined the meeting. If no one
is presenting during the meeting, you will be able to see your webcam image if you
have it turned on. You will also be able to switch between webcams if the device you
are using has more than one installed. The switch camera button appears at the top
of your image as an overlay.
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3. Presenting area: This section also assumes different behaviors if someone is
presenting the content being displayed in this section; otherwise, it is used to
display the images of the participants, regardless of whether they are using a
webcam. The following screenshot displays the different behaviors assumed by the
bottom pane and by the presenting area:

Figure 4.11: Meeting layout without content being presented

4. Right pane: The right pane is used to display all the participants or to allow people
to participate in the written conversation during the meeting.

Bonus tip

When you join a meeting, Microsoft Teams changes its theme and displays
everything in black. This is a visual way for you to identify that a meeting
is occurring.
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Personal meeting controls

The personal meeting controls are worth a closer look, and the following section explains
all the available options and actions you can take from it. Each option is highlighted and,
when necessary, is identified in terms of which profile it is available from:

Figure 4.12: Personal meeting controls

Let’s take a look at these options:

1.

Meeting duration: This counter indicates the duration of the meeting. When
hovered over, it displays the name of the meeting.

Camera switch: You can turn the webcam on or off at any time during a meeting
using this option.

Microphone switch: Like the camera, the microphone can be turned on or off
whenever you want during a meeting. This option is particularly handy if you need
to have side conversations during a meeting. This way, your background noise will
not disrupt the other participants.

Share: This allows you to share content in the presenting area with all the other
participants. You can share your screen, applications, or even documents. This
option is not available to attendees; only presenters have the option to share content
in the meeting. You can find more information about the sharing features in the
next section, Sharing content during a meeting.
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5. More actions: This option gives you access to more personal options that allow you
to control extra meeting options. These extra options are displayed in a submenu
that opens when the user clicks on this button. These options are explained in the
following points, from numbers 6 to 14:

£23 Show device settings

E Show meeting notes
() Show meeting details

O Enter full screen

7% Don't blur background

Turn on live captions (preview)
i Keypad

(© Start recording

(4 Turn off incoming video

Figure 4.13: More actions menu

6. Incoming video switch: This option turns off any incoming video from other
participants. It comes in handy when you have the need to free bandwidth on your
network connection.

7. Recording: This option allows you to record a video of the meeting. Everything
shared by any participant will be on the final video. You can find more information
about the meeting recordings in the Managing meeting recordings section.

8. Keypad: During a meeting, if you have a need to dial a number, you can do so from
this numeric keypad.

9. Live captions: Live captions translate anything that is being said by the other
participants. Live captions appear at the bottom of the presenting area.
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10. Background blur switch: Using video during a meeting is always a plus, but
sometimes, the place where you are is not ideal or you simply don't want to share
what is behind you. The blur option gives you the possibility to blur the background
to hide everything except the person. In the following screenshot, you can see what
it looks like with this option on and off:

Figure 4.14: Background blur
As an alternative, and instead of bluring the background, you can select one of the
availabe photos in the application that will replace your entire backgroud. The

option to select the blur option or the image becomes available when you toggle the
blur switch:

Meeting with Joao Ferreira

Figure 4.15: Background image
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11.

12.

13.

14.

15.

16.

17.

Enter full screen: This option maximizes the content of your call and removes all
the window bars and menus, leaving just the call options.

Show meeting details: The meeting details option provides information related to
the meeting, such as the subject, schedule, dial-in options, and also the possibility to
copy the link to join to the clipboard.

Show meeting notes: This option is very handy and allows you to take notes during
the meeting. The notes are stored in the meeting context and can be visualized by
any participant at any given time. The notes option appears on the right pane and
when they are created, a message is posted in the chat to let the other participants
know that notes were created. To find out more about the meeting notes, read the
Managing meeting notes section.

Show device settings: If you have the need to modify the device settings during a
meeting, you can use this option. From the right pane, you will be able to manage
microphone and camera settings.

Show conversation: This option makes the conversation visible on the right pane.
From here, you will be able to interact using text with the other participants.

Show participants: From this option, you will be able to see all the participants in a
list format. If you are a presenter, you will have extra options, namely, the possibility
to promote an attendee to presenter, to make a presenter an attendee, or to mute
participants. You will also be able to add or remove participants.

Hang up: This option will disconnect you from the call.

Sharing content during a meeting

Sharing content during a call is one of the best options when using the meeting
functionality on Microsoft Teams. It can be used to present a PowerPoint Presentation
, to share a screen, or even to perform remote assistance using the remote control
functionality.

To share content during a meeting, you must be a presenter. Attendees do not have the
possibility to share. As a presenter, in order to share content with other participants
during a meeting:

Click on the share button (marked as 1 in the following screenshot) in the
meeting toolbar.
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A menu will appear at the bottom of the screen, where you will have the option to select
what content you want to share, as shown in the following screenshot:
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Figure 4.16: Sharing content

This functionality gives you the possibility to share content from different sources, such as
the following:

« Include system audio: Optionally, you can include your system audio by checking
this box.

o Desktop: Shares everything you are seeing on your desktop with the other
participants. While sharing your desktop, a red rectangle is added to your screen to
tell you the content is being shared.

When a desktop is being shared, there is an option to request remote control. If you
are in a meeting and want to request remote control over the presenter desktop, you
will need to click the button highlighted in the following screenshot:

Request control

Figure 4.17: Request control button
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The presenter needs to accept the remote control request by clicking Allow in the
message that appears at the top of the stage area:

Jodo Ferreira is requesting control Deny [r| Stop presenting

Figure 4.18: Requesting control message

« Window: If you do not want to share everything, you have the option to select just
one window. This allows you to open other widows without sharing its content.
When you open another window as a presenter, the other participants in the call
will continue to see the window you shared initially, even though it’s covered by
other windows in your screen.

« PowerPoint: If you have a PowerPoint presentation to share during the meeting,
you can do so directly from Microsoft Teams without opening the PowerPoint
application. PowerPoint files can be shared from three different locations, as shown
in the following screenshot:

[ Include system audio

Desktop Window PowerPoint Browse Whiteboard

A
A e - L |

Screen #1 Meeling with Joio Ferreir..  Chapler 4 - How louse Hardware Request Proces.

Figure 4.19: Sharing PowerPoint

(a) Browse Teams and Channels : This option allows you to select a PowerPoint file
that is stored in one of the teams or channels that you have access to.

(b) OneDrive: If the PowerPoint Presentation is not stored in the Teams context
but it is on your personal OneDrive, you can select it using this option.

(c) Upload from my computer: If the presentation is local to your computer, you
can upload it to be shared using this option.
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By default, all meeting participants are able to interact with the PowerPoint
Presentation being shared:

(a) Presenters are able to take control and change the PowerPoint slides. The
following screenshot displays the presentation controls for all the second
presenters. The PowerPoint controllers are only displayed when the user hovers
over the presentation:

{ Slide2of2 > Take control

Figure 4.20: PowerPoint controls
As a main presenter, you can block the option for others to change the slides. The
following screenshot displays the controls for the main presenter. The option to

block slide interaction from other attendees is highlighted and is represented by an
eye icon:

{ Slide2of2 > © Stop presenting

Figure 4.21: PowerPoint presenter controls
This option does not block the possibility for other presenters to take control.
Every time someone takes presentation control, the main presenter is notified by a

message displayed at the top of the presenting area, with the possibly for them to
take control back again:

A Another user took control Someone else is now in control of the presentation. Take back Dismiss

Figure 4.22: Taking presentation control back

At any given time during the presentation, you can also take control back by
clicking the take back control button in the presentation controls.
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(b) Attendees are able to change the slides if the presenter hasn’'t blocked that
feature. The following screenshot displays the default controls for attendees.
When the presenter locks the option to change the slide, an attendee will only
see the number of the slide without the navigation arrows.

{ Slide1of2 >

Figure 4.23: Limited presentation controls

« Whiteboard: Whiteboard allows you to take handwritten notes or draw during
a meeting while everyone is watching it. The following screenshot displays the
Whiteboard application with some handwritten content on it:
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Figure 4.24: Whiteboard

To get the best out of the sharing features of Microsoft Teams, it is reccommended that
you use the client version, even though Google Chrome and Edge Chromium are able to
support the sharing functionality. If you use the browser, you will lose the option to share
individual windows.
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Managing meeting recordings

All the meetings you have on Microsoft Teams, with or without sharing content, have the
possibility to be recorded. When a recording starts, all the participants are notified and
ared icon is displayed next to the meeting clock to inform everyone that the meeting is
being recorded, as shown in the following screenshot:

Figure 4.25: Meeting bar with the recording information

The participants are notified with a recording disclaimer, as shown in the
following screenshot:

A You're recording Let everyone know that they're being recorded. Privacy policy Dismiss

Figure 4.26: Recording notification

Even when the meeting is done only using audio, the recording is done in a video format
and is hosted right after the meeting in a cloud service called Microsoft Stream.

Note that all meeting recordings are made in the cloud and the person that starts it doesn’t
need to remain in the meeting.

The meeting recording can be found in the meeting chat or in Microsoft Stream. To get
the meeting recording from the Teams context, do the following:

1. Click on Chat.

2. In the recent list, select the meeting you want to get a record of.
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3. Look for it in the Chat section. It will look similar to what is displayed in the
following screenshot:

Chat Recent Contacts Y
* Recent
Daily Meeting
You: Recording is ready
Daily Meeting 12/24
Allan: Created meeting notes for ...
Daily Meeting 12/24
You: Created meeting notes for t...
Daily Meeting 1217
Adele: Created meeting nates for...
Megan Bowen 113
[® You: I'm runninb late
Adele Vance 10/22
@ You: Hello
* Suggested

’i) Allan Deyoung

B .
o Bianca Pisani

N@ Brian Johnson (TAILSPIN)

’5 Grady Archie
J}- Irvin Sayers
@

|
m® Isaiah Langer

J
,@ ohanna Lorenz

Search or type a command

@ Daily Meeting chat Files 2 more v

Joao Ferreira joined the meeting.
Meeting started ~ 8:19 AM

Jodo Ferreira added Adele Vance to the meeting.

Meeting ended 52m 425 9:11 AM

Meeting
Recorded by: Jodio Ferreira

frype a new message

¢ @@ B >

Figure 4.27: Recording post

4. To watch the recording, you just need to click on the video thumbnail and a popup

will open with it.

To access the meeting recordings using Microsoft Stream, you need to do the following:

1.

Open Microsoft Stream in the browser.

2. On the menu, click on My content and then Meetings.
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3. All the meetings that you have recorded or that have been shared with you will be
visible in this section, as shown in the following screenshot:

 Home [ Discover v [ My content v + Create ~ £ search T A ©
Videos Groups Channels Meetings Watchlist Followed channels Recycle bin
Search for videos Sort by State Privacy
L2 Search for videos ... | ‘ Upload date A3 | | All v ‘ ‘ All o
Name Stats Uploaded View Actions

Daily Meeting
o® [hv) old 07/01/2020 B B QX

Figure 4.28: Recording on Microsoft Stream

Once the record is available, you will have access to a set of actions that will help you share
the video with colleagues who were not able to attend the meeting.

To provide the best experience to people watching the recording, it is recommended that
you edit the settings of the video and the metadata. To do so, you will need to click on the
pencil icon under the Actions section. From there, you will get access to four main groups
of options that you can use to make sure the recording reflects exactly what you want

and that everyone watching it gets the right message. Let’s take a look at what these four
options are:

il Home @1 Discover ~ [ My content ~ b Create - P search F A @
=]

Editing “Daily Meating” 94 Download video T Replace video Delete video
Details 9 Permissions 9 Options 0
Name ] Allow everyone in your company to view this video @ Peagle @

Dally Mesting
| Share with (0 @ o
Description My groups
- Comments O
Create a desaription for your video, incdluding #hashtags
Viewers (0 v Display & @ o
@  15t0 Fereinn Goaod)
X G Addevance adelvey O Captions @
Setting a video Language enables automatic dosed y oo Fereira (joao®) = (e o]
captioning for supparted languages. Laam mare “ @ ) ¢ Upload a caption fle
Widwa Language (5 Suibtitles ()
[ setoct a nguage w o files o Upload & subtiths filo
Thumbrasd
£ Share " Published

Figure 4.29: Managing a recording with Microsoft Stream
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The following is an explanation of these options:

1.

Main actions: In this section, you will be able to download the video locally to your
computer, delete it for all the users if the recording is no longer relevant, or replace
the video with another video file. The replace option is handy, especially when
something went wrong with the original recording. This way, you will be able to
replace it and people will be able to access the meeting content after it has occurred.

Details: By default, the details section only has the name filled in, and it inherits
the name of the meeting. In this section, you are able to modify the name, add a
description, and select the video language. The video language is a useful setting.
Once it has been defined, it will generate a caption file automatically, making your
video easy to find.

Permissions: By default, all the meeting participants inside your organization will
have access to the video, but if you want to have fine control, you can by sharing it
globally or restricting access to a certain group of people.

Note

Participants who are external to the organization will not have access to the
video recording, even though it becomes visible in the meeting chat. This

is caused by a current limitation of Microsoft Stream that only works with
accounts that belong to the same organization. As a workaround, to share a
video with external members, you can download the mp4 video file of the
recording and store it inside a Team document library where external users
have access.

Options: This section allows you to enhance the experience of the video. The
People option creates a timeline showing who is presenting the video. This option
also allows the viewer to jump to specific points where each person appears. From
this section, you can also enable or disable the social interaction in the video by
enabling or disabling the comments. Finally, you can upload your own subtitles, if
necessary, to provide a transcript of the video in several languages.

Microsoft Stream also provides an editing feature that is handy for trimming Microsoft
Teams recordings. To edit the final videos of your meetings, do the following:

1.

2.

Open Microsoft Stream in the browser by going to https: //web.
microsoftstream.com/.

On the menu, click on My content and then Meetings.


https://web.microsoftstream.com/
https://web.microsoftstream.com/
https://web.microsoftstream.com/
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3. Under the actions, click on ....

4. In the submenu, click on Trim Video:

Stream

o« Apply X Cancel

Current length 01:24 a >

C I o] Q

00:00 00:15 00:30 00:45 01:00 o115 01:30

Figure 4.30: Trim video

5. Dragand drop the left and right selectors to define the beginning and the end of
the video.

6. Once you are happy with the result, click Apply. The original video will be replaced
by the new shortest version.

Note

Microsoft Stream does not allow you to split a video and create a final video
using multiple subsections of the original video. To do something like that, you
will need to download the video, edit it using a third-party tool, and replace the
original video with the new one.
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The meeting recordings always start with a screen displaying information related to the
meetings and the video itself. On the first frames of the video, you will see the title of the
meeting, the date, including the time zone, the name of the organizer, and the name of the
presenter who clicked on the record button, as shown in the following screenshot:

Microsoft Teams

Daily Meeting

2020-01-07 09:07 UTC

Recorded by Organized |

Joao Ferreira Joao Ferreira

D> 4) 001/ 342

Figure 4.31: Meeting recording start screen

How to take meeting notes
Meeting notes are always available during a meeting. However, they are not immediately
visible when the meeting starts. To take notes, do the following:

1. During the meeting, click on the three dots (...) in the Personal meeting control bar.

2. In the submenu, click on Show meeting notes.
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3. By default, the notes are displayed in the right pane, as shown in the following
screenshot, but you can make them fullscreen if you click on the View notes
tab link:

Search or type a command

Meeting notes

B Swe X Cancel

Req U ESt FO rm New item

Hordware Mame.

Page Layouts

Home Page Layout

Enter ted here. Home page layout is the layout used in
modern site; it

Hardware Type he page title and the

et 2 ogtion header images. Even though this is only

Article Page Layout

Article page layout is the most common

to mbed in a Microsoft Teams Tab.

Single Part App Page
Single part pages only allow you to setup

one web part on it, from SharePoint or

Figure 4.32: Notes during a meeting

Managing meeting notes, files, and whiteboards

During a meeting, you can share or produce different types of content, namely notes, files,
or whiteboards. Each add value to the meeting, not just when it is occurring, but also once
it finishes as all this material continues to be available so that it can be consulted in the
context of the meeting where it was produced or shared.

To open a meeting and access the content produced during a Teams meeting, you can use
the recent section in the chat app, as we saw previously, or you can use the search feature.
Once you've found the desired meeting and clicked on it, you will get access to all its
contents, including the chat.

The following screenshot shows all the meeting tabs that give you access to the assets
highlighted. Each of the tabs will display the corresponding content on the stage area and
you will be able to modify or share it with someone else:
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Chat Recent Contacts ¥
Rece
Daily Meeting 1135 AM
You: Shared a file
Daily Meeting 907 AM
You: Recording is ready
Daily Meeting 12724
You: Created meeting notes for this meet
Daily Meeting 7
Adele: Created meeting notes for this me.
Megan Bowen 7]
© You 'm runninb late
Adele Vance 10/22
® You: Hello
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Last edited: 12/24/19

Page Layouts

Home Page Layout
Home page layout is the layout used in the landing page of a modem site; it does not display the page title and the header images. Even
though this is only applied to the home page you can also apply, it other pages using one of the methods described in this article

Article Page Layout

Article page layout is the most common used on madern pages, you can easily recognize it by the top banner showing the title and
optionally the author and a background image, This is also the page layout that | personally change the most: | have several scenarios
where | simply do not want to see the page title and the image, especially when a page is created to be embed in a Microsoft Teams Tab.

Single Part App Page

Single part pages only allow you to setup one web part on it, from SharePoint or Microsoft Teams. Once configured end users cannot
meadify or configure it through the browser. If you want to know, more about this type of pages have a lock at the official
documentation here.

Figure 4.33: Notes after a meeting

Meetings on the mobile app

If you are on the go and need to attend a Microsoft Teams meeting, you can do so using
the mobile app on your phone. The meeting options are not the same ones you have when
joining using the computer, but you will still be able to interact with the other participants
and see all the content being shared.

To join a meeting using the mobile version of Teams, you need to do the following:

1. Open Teams and tap Calendar.

2. From the agenda, choose the meeting you want to attend and tap Join.

3. Once connected, to get access to the meeting controls, you can tap anywhere on

the screen.
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Even though the screen is smaller, most of the options that you can find in the desktop
version are just one tap away. The following screenshots highlight the features available
when using a mobile phone to attend a meeting:

23:14 £

& Landing page presentation : ot & Land

Figure 4.34: Microsoft Teams meeting mobile view

These features are as follows:

Turn on/off the video using your cellphone cameras.
Mute/Unmute yourself.

Add people to the meeting.

Access the chat and share files.

To view the content being shared, you can pinch to zoom in/out.

Take control of a PowerPoint presentation.

NS R » D=

Share your mobile phone screen.
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When sharing your screen from a mobile device, a red rectangle will be added to identify
the area being shared. At any given time, you can open other apps without disconnecting
the call. The Microsoft Teams mobile app will continue to record everything on the screen.
The following screenshot illustrates what mobile sharing looks like to other participants in
the call using the desktop version of Teams:

Your status is set to do

Figure 4.35: Sharing screen from the Microsoft Teams mobile app

Occasionally, meetings go over the scheduled time or you simply have a schedule conflict
and cannot be on the computer for the entire meeting. Microsoft Teams has a built-in
feature to help you with scenarios like this, which allows you to switch from the desktop
to your mobile device so that you can continue the meeting with no downtime and work
on the go.
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To transfer meetings between devices, do the following:

1. While connected to the meeting on your computer, open Microsoft Teams on your
phone and tap the Calendar.

2. At the top of the app, you will see a message with a Join button and a message
stating Join to share content from this device, as shown in the following
screenshot. Tap the Join button:

Calendar

Landing page presentation

No meetings

No meetings

No meetings

No meetings

Mo meetings

Figure 4.36: Joining a meeting from the Microsoft Teams mobile app

3. Disconnect from the meeting on your computer and you are good to go!

Managing meetings as an admin

Some of the meeting options described in this chapter can be controlled by the admin and
might not be available for everyone in the organization. This section covers what you need
to know about meetings from the administrator’s perspective.

Meeting features are managed through policies and can be applied to users individually.
This means that you can enable different features for different users.
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To manage existent meeting policies or create new ones, do the following:

1. Open Microsoft Teams admin center. You can do this by opening the Microsoft
365 Admin Center and then choosing Teams or by simply going to the following
URL: https://admin.teams.microsoft.com

2. On the left menu, click on Meetings and then Meeting policies:

£ 2 -
Microsoft Teams admin center L@ ? JF
Meeting policies
Dashboard g - . e :
Meeting policies are used to control what features are available to users when they join Microsoft Teams meetings. You can
— . use the Global (Org-wide default) policy and customize it or create one or more custom meeting policies for people that host
B meetings in your organization. Learn more
Devices
Y} locations
MEETING POLICIES SUMMARY USER STATISTICS
Users 0
6 0 Custom policies
Meetings 25
Defaull policies Custom policies Default policies
+ Add & Edit @ Duplicate @] Delete &) ResetGlobal policy s Manage users 6 ftems Q, search ‘ @1
Name T Custom policy
Global (Org-wide default) No
E] Messaging policies
Allon No
Teams apps
RestrictedAnonymousAcce... No
a7 Voice
Alloff No

Policy packages

RestrictedAnonymousNoR__ No

Kiosk No

Figure 4.37: Meeting policies

3. To create a new policy, click on Add. To manage an existing one, click on one of the
policy’s names.


https://admin.teams.microsoft.com
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4. Each policy is defined by a name, a description, and a bunch of settings that are
divided into four different groups that allow you to turn on/off meeting features.
The following screenshots illustrate each of the groups and their respective features.
Let’s take a look:

« General: In this group, you will find the general settings for the meeting related to

scheduling:
Allow Meet now in channels () On
Allow the Outlook add-in () On
Allow channel meeting scheduling () On
Allow scheduling private meetings () On

Figure 4.38: General meeting options

 Audio and video: In this group, you will find settings related to the audio and video
that are used during a Teams meeting:

Allow transcription (3) ® off
Allow cloud recording () On
Allow IP video @@ o
Media bit rate (KBs) () 50000

Figure 4.39: Audio and video options

« Content sharing: In this group, you will find settings for the different types of
content that can be used during a Teams meeting that are held in your organization:

) . Entire screen ™
Screen sharing mode

Allow a participant to give or request control ‘) On
Allow an external participant to give or request ® off
control

Allow PowerPoint sharing O On
Allow whiteboard (O @ on
Allow shared notes () @@ on

Figure 4.40: Content sharing options
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« Participants and guests: In this group, you will find participant and guest settings
that allow you to control access to Teams meetings:

Let anonymous people start a meeting (0 @ off

Everyone v
Automatically admit people () L

Allow dial-in users to bypass the lobby (O @ on

Allow Meet now in private meetings D On

Enable live captions Disabled but the organizer can override
Enabled g

Allow chat in meetings

Figure 4.41: Participant's options

Each newly created policy needs to be applied to users to take effect. To apply a new policy
to an existing user, do the following:

1. Once in the Microsoft Teams admin center, click on Users, located in the
left menu.

2. Select the users you want to apply the new policy to.
3. Click on Edit settings.

4. Change the desired policy, as shown in the following screenshot:

Edit settings

¥ou can assign policies to one of more pecple m
YOUr SrQanIZAticn. At most you Can select
20000 users at one time. Leam maore

Policies

Meeting pokcy
Giobal (Org-wide default)
Gacial (Org-wide default)
AlIOH
Allgn
, Kk

RestrictedAncnymousAceess

] RestrictedAncnymousioflecording

Figure 4.42: Appling a meeting policy to users

5. Click on Save.
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We have now understood how to create, schedule, and customize meetings. In the next
section, we will see how to set up an audio conference in Microsoft Teams meetings.

Audio Conferencing

Audio Conferencing is an add-on to Microsoft Teams that allow users to join meetings by
dialing a number from their phones. This feature is included with the Office 365 E5 plan,
but on Office 365 E1 and E3, it is sold separately.

Audio Conferencing comes in handy in a variety of scenarios, such as the following:

« When the meeting is audio only.

o The user doesn’t have access to a computer or a mobile phone with the Microsoft
Teams app installed.

o The network bandwidth is not good enough for audio to be used.

The custom license for Audio Conferencing is only necessary for those users who will
schedule meetings. Users attending meetings are not required to have the same license.

Note

Audio Conferencing is not available in all countries. To check if it is available
in your region, goto https://docs.microsoft.com/en-us/
microsoftteams/country-and-region-availability-
for-audio-conferencing-and-calling-plans/country-
and-region-availability-for-audio-conferencing-
and-calling-plans.

When a user has an Audio Conferencing license assigned to them, the meeting request
that’s sent for any meeting will include the dial-in details, as shown in the following
screenshot:

Join Microsoft Teams Meeting

+1 437-703-4268 Canada, Toronto (Toll)

Conference |D: 60T 334 911#

Local numbers | Reset PIN | Learn more about Teams | Meeting options

Figure 4.43: Meeting request with dial-in options


https://docs.microsoft.com/en-us/microsoftteams/country-and-region-availability-for-audio-conferencing-and-calling-plans/country-and-region-availability-for-audio-conferencing-and-calling-plans
https://docs.microsoft.com/en-us/microsoftteams/country-and-region-availability-for-audio-conferencing-and-calling-plans/country-and-region-availability-for-audio-conferencing-and-calling-plans
https://docs.microsoft.com/en-us/microsoftteams/country-and-region-availability-for-audio-conferencing-and-calling-plans/country-and-region-availability-for-audio-conferencing-and-calling-plans
https://docs.microsoft.com/en-us/microsoftteams/country-and-region-availability-for-audio-conferencing-and-calling-plans/country-and-region-availability-for-audio-conferencing-and-calling-plans
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The meeting request will show a default number, but the participant has the ability to use
a local number. The list of local numbers is available through the Local numbers link in
the meeting request. Once a participant dials the phone number, they will be asked to
introduce the conference ID so that they can be connected to the correct meeting.

Audio Conferencing for administrators

Audio Conferencing might require configuration from the Microsoft Teams administrator
in order to get the call information in the meeting requests. In this section, you will

find basic instructions that will help you get started with the Audio Conferencing and
conferencing bridge configurations.

To configure Audio Conferencing, do the following:

1.
2.
3.

Open the Microsoft 365 Admin Center.
In the left navigation bar, go to Voice and then Phone numbers.

Click on Add. The options beyond this point might be different, depending on the
country you select. The following screenshot includes the fields for Portugal.

Provide an order name and a friendly description.
Select your country.

Select the number type. Microsoft Teams uses different number types, depending
on how you plan to use them in your organization:

(a) Call queue (Toll): These are service numbers that are used when you are
creating a call queue and will be used on resource accounts.

(b) Call queue (Toll Free): These are service numbers that are used when you are
creating a call queue and will be used on resource accounts.

(c) Auto attendant (Toll): These are service numbers that are used when you are
creating an auto attendant and will be assigned to a resource account.

(d) Auto attendant (Toll Free): These are service numbers that are used when you
are creating an auto attendant and will be assigned to a resource account.

(e) Dedicated conference bridge (Toll): These are service numbers that are used on
conference bridges so that users can dial in to meetings.

(f) Dedicated conference bridge (Toll Free): These are service numbers that are
used on conference bridges so that users can dial in to meetings.
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7. Fill in all the other options in the form, as shown in the following screenshot:

3 3 Contoso Electronics Microsoft Teams admin center

Phone numbers \, Get phone numbers

Meeting number

Select location and

090
03 quantity
o Lisbon Office
@
Location and quantity

&
S
- Country or region
E] Portugal ~
E) Number type (@
EE.) Dedicated conference bridge (Toll) ~
s City

Lisbon v

Area code (O
@i 21 ~
)
&5 Quantity (O T
o/

= 1 REMAINING 99.0%
®

=u

Figure 4.44: New meeting number
8. Click on Next and wait for a number to be assigned to you.

9. Ifeverything looks OK with your number, click on Place order. You have
10 minutes to do this, after which the number will return to the pool of
available numbers:
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i 3 Contoso Electronics Micrasaft Teams admin canter

Shone sumbers |, Get phone rumbar

Get numbers
4 + Select location and
.'('_‘" quantity Please review your information daplayed below. If everything looks good. please submat your order. Wel let you know when your numbers are ready to go. or
if there are any ssues.
& Get numbers
Country o region Numbses type Ares code Chsantie
2] Partugal Toll 2 1
£ Reserved numbers
E +35121122 2419
e
4l
o]
@
Back | 08: 11 remaining to complete this crder. Cancel |

Figure 4.45: Placing a number order

10. Click on Finish.

Now that you have your new number to use, it is time to configure the Audio
Conferencing bridge. A conferencing bridge is the hub for your phone numbers and can
contain one or multiple numbers for multiple countries.

The numbers included in the Conferencing Bridge are the ones that will be included in the
meeting request. Bridges can have two types of numbers:

 Dedicated: Numbers available for users inside the organization

« Shared: Numbers that can be shared with another organization

Note

Once the organization has been enabled for Audio Conferencing, numbers
for different countries are automatically assigned, but you can modify the
Conferencing Bridge and add more numbers.

1. Open the Microsoft 365 Admin Center.

2. In the left navigation bar, go to Meetings and then Conference bridges.
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3. Click on Add and select the type of number you wish to use:

% Contoso Electronics Microsoft Teams admin center JaT - JF

Dashboard
Conference bridges

Conference bridges let people dial into meetings using a phone. You can use the default settings for a conference bridge or
change the phone numbers (toll and toll-free) and other settings such as the PIN or the languages that are used. Learn more

g3 Teams

y Devices

Locations
+ Add v 3% Bridge settings E33]
Users
Meetings 8 v Phone number T Number type Type Location Primary language
Conference bridges +1323 553 0998 Toll Shared Los Angeles, United States English (United States)
Meeting policies +1 437 703 4268 (Default) Toll Shared Toronto, Canada English (United States)
Meeting settings
+1.469 848 0234 Toll Shared Dallas, United States English (United States)
Live events policies
+1787 520 5276 Toll Shared San Juan, Puerto Rico English (United States)
Live events settings
e e +1 849 937 8533 Toll Shared Santiago. Dominican Repu... Spanish (Mexico)
Teams apps v +1872 215 6235 Toll Shared Chicago, United States English (United States)
Voice +1929 229 5346 Toll Shared New York City, United Stat..  English (United States)
Policy packages
+27 21 829 5766 Toll Shared Cape Town, South Africa English (United Kingdom

Analytics & reports

Figure 4.46: Adding a new conference bridge
4. Select the number from the list and click Apply.

Now that Audio Conferencing has been configured, your users can include the call
information in the meeting. We will now move on to configuring live events in
Microsoft Teams.

Live events on Microsoft Teams

Live events on Microsoft Teams are an extension of meetings and should be used every
time you have the need to broadcast for a large audience. Meetings on Microsoft Teams
only supports 250 attendees. If you are planning a meeting that exceeds this number, you
must use live events instead, which supports up to 10,000 attendees.

Live events are, by definition, a one-to-many communication since the presenters have the
rights to speak and share content and all the other attendees can only listen and interact
with the presenters through the moderated Q&A.
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Live event profiles

By reading the live events introduction, you can probably tell that it might be too
complicated for a single person to manage everything that happens during the event. If
you have had this thought, then you are right: when looking at live events, you will find
four different profiles:

Organizer: This is the person who is responsible for scheduling and inviting
presenters and producers to the event and is also responsible for defining the live
event permissions. Once the event is over, the organizer will get access to the final
reports showing the attendees and the questions that were asked during the event.

Presenter: As the name suggests, the presenter will have the rights to present video,
audio, or a desktop window. A live event can have one or more presenters.

Producer: A producer is responsible for starting and stopping the live event, as well
as managing everything related to the media presentation, including selecting what
video is going live at any moment.

Attendee: An attendee can watch the event and participate through the
moderated Q&A. Live events allow attendees to join using authenticated means or
anonymously, depending on the event’s permissions.

The full experience of live events is only accessible to all profiles through the desktop
version of Microsoft Teams. If you are a producer or a presenter, it is mandatory to use
the desktop client. If you are an attendee, you can join using the desktop, web, or mobile
clients of Teams.

How to create a live event

Live events must be created on Microsoft Teams, and the process is similar to scheduling a
meeting. To create a live event, do the following:

1.
2.

On the desktop Teams client, open the Calendar.

Click on the arrow next to the New meeting button.
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3. On the popup, select New live event. By default, New meeting is selected:

Microsoft Teams & Search or type a command HANDS ON SharePoint ~

Calendar

] Today < » March 2020 - April 2020 -
30 31 01 02
Manday Tuesds Nednesds

Figure 4.47: New live event
4. Fill in the form with the event’s details.
5. Define your role for the event.

6. Invite other producers and presenters. The organizer can assume one of these
two roles:

New live event -~

Title Invite peaple 10 your event group
NEW Product - Internal Release Invite presenters
Locatian Organizer
(3 available, Building 1 Rooms) bl Joao Ferreira
e’ Pradhuca
Start End
Jan 10, 2020 1:00 PM Jan 10, 2020 1:30 PM EvidL jrone
s Allan Deyoung .
Time Zone Prasenter .
(UTC+00:00) GMT Standard Time “
Details
B 7 U S v A WA Paragraph I, < »=

Provide info about the live event

Figure 4.48: Presenters and producers



Live events on Microsoft Teams 131

7. Click Next.

8. Select the event permissions. Here, you will find three different options, as follows:

(a) People and Groups: As the event organizer, you need to invite the people and
groups that will have permission to watch the event.

(b) Org-wide: Everyone in the organization will have access to the event, and the
attendees will be identified by the corporate account. Org-wide events require
the user to sign in.

(c) Public: Everyone with the link will be able to join without authentication:

New live event -

Live event permissions

g People and groups
Only the specified people and groups can watch the live event.

Org-wide

Everyone in your org can watch the live event. (Sign-in required)

Public
®  The live event will be open to anyone. Use when most of the attendees
are outside your org. (No sign-in required)

How will you produce your live event?

@ Teams

You plan to use Teams to share content from presenters’ webcams and screens.

Recording available to attendees ®

Figure 4.49: Live event permissions

9. Select the production options for the event. Here, you can choose Teams or a third-
party app or device. If you select Teams, there are a few settings you can configure
for the live event and for the content generated after it, as follows:

(a) Record availability: You can select the profiles that the recording will be
available to after the meeting. Depending on the configurations made by the
administrator, one or more options can be locked or not even exist. To find out
more, please read the Managing live events as an admin section.
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(b) Captions: During the event, you can enable captions for the attendees to follow.
To use this option, you will have to define the spoken language. From here, you
will be able to select up to six different languages for the captions.

(c) Attendee engagement report: This option generates a report of the behavior of
the attendees during the live event.

(d) Q&A: This option enables a Q&A session during the live event. Attendees will
be able to ask a question and the presenter or the producer will be able to reply
to it privately or publicly:

New live event ~~

How will you produce your live event?

@ Teams

You plan to use Teams to share content from presenters' webcams and screens.

Recording available to attendees ()
Captions (preview)
Spoken language English (United States)
Translate to Choose up to 6 languages ~~
Attendee engagement report
Q&A

O An external app or device

You plan to use another tool to share content. Learn more

Support
Give attendees access to support info for your organization.
URL

https://support.office.com/home/contact

Figure 4.50: Production options

10. Define the URL for the support. The default value can be modified by
the administrator.
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11. Click on Schedule.

12. Once scheduled, you will see the details of the event with the option to get an
attendee link that you can use to invite people to the event, for example, through a

newsletter or a blog post:

Internal release of the product

Invite attendees

@ Get attendee link | @ Learn more

Friday, January 10, 2020

11:00 AM - 11:30 AM (30 minutes)

Microsoft Teams Meeting

You are the organizer.

X Cancel meeting

Live event resources

Figure 4.51: Get attendee link

To invite attendees, copy the link and share it or send it in a calendar invite.

Organizer
Joao Ferreira
Presenter, Organizer
Event group

Adele Vance
Presenter, Unknown

Allan Deyoung
Producer, Unknown

What are the available options during a live event?
Live events will be displayed differently, depending of the participant role, and show

different screens with different options for each of them.

Unlike meetings, live events have the possibility for dry runs to be performed so as to
make sure that everything works as expected once the event goes live. Only producers
and presenters have access to this pre-live stage of the event. If an attendee joins the event
during the pre-live, they will wait in a virtual lobby until the event starts.
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Producer

The following screenshot represents the screen of a producer during the pre-live stage,
with the main options highlighted:

Create Internal Newsletters
Using SharePoint News

Figure 4.52: Producer view

Let’s explain each of these options:

1.

Content selector: In this section, you will see all the presenters and the content
being shared. Once you click on the content, it is sent to the queue. In this section,
you will also see yourself and your controls for the camera and microphone.

Queue: This is the preview of the content waiting to be sent live. Here, you can see
how things will look before sending them to the event.

Live event: An image of what is being shared in the event at the moment. This
section only displays content once you've sent something from the queue to the
live event. To start a live event, it is mandatory to have something already being
shared, otherwise the Start button will remain disabled, as shown in the preceding
screenshot.

Share: The producer also has the option to share content from your computer. If
you want to do so, click on the Share button.
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5. Mute all: The producer has the option to mute all the participants in the live event.
If you have the need to do this, press the Mute all button.

6. Live event information: In this section, you will get information about the status of
the event and the number of attendees. The attendees counter will work even if you
are not live yet. This will let you know how many attendees are waiting for it to start.

7. Personal and event options: In this section, you will find your personal settings
for the event, such as the option to configure the microphone and webcams.
These options are available when you press the cog well. In this bar, you will also
find options for the event, such as Q&A, notes, and chat, among others. The first
icon in this group is a tool that you can use to monitor the status of your internet
connection before going live to make sure you have sufficient bandwidth to stream
and manage the content:

Bonus tip

Microsoft Teams marks the event with a yellow label when it is not live and
wraps the content that is not live with a yellow border. Once the event is live, a
red label is added to the event and the content being shared is marked with a
red border. If you are a visual person, this will definitely help you understand
what is live and what is not.

NEW Product - Intermnal Release 1400 1 attendee (18 P 9 vM®s aw o

Live event QA (

Y ]
Create Internal Newsletters Create Internal Newsletters
Using SharePoint News Using SharePoint News

Al 3

Presensers

Figure 4.53: Producer Q&A
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8. Q&A: The Q&A is displayed in the right pane on Microsoft Teams and will indicate
whether it’s enabled for the event. You can get access to it by clicking the second
button shown for the event options.

9. Question groups: The questions you receive during a live event are private and are
organized into three different groups, as shown in the preceding screenshot. They
are moved to the groups when you publish or dismiss them.

10. Q&A status: The producer has the option to decide when to open the Q&A. If
you do not want to have it open during the entire event, you can use this toggle to
close it.

11. Questions queue: In this section, you will be able to see all the questions sent
during the event, reply to them, publish them to everyone, and see or dismiss them.
You also have the option to reply to a question without publishing it. Private replies
are labeled private with a locker icon and will only be shared with the attendee who
made it.

12. Make an announcement: The announcement option allows you to write on the
Q&A panel for the attendees.

When you click on the start button, Microsoft Teams will show a warning message to
inform users that a live event cannot exceed 4 hours. Attendees will see it with a 10-20
second delay:

Are you sure you want to start the live event now?

Once you start, you can't stop and restart. The event can last up to 4 hours from start
time and attendees will watch at a 10-20 second delay. Learn more

Figure 4.54: Starting a live event

Presenter

The presenter options during a live event are the same as the ones explained previously in
the What are the available options during a meeting? section.

Compared to the options available during a meeting, the presenter loses the ability to
share a PowerPoint presentation directly and share whiteboards. The UI also gets two new
options, which are highlighted in the following screenshot:
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Figure 4.55: Presenter controls

These options are as follows:
1. Status: This label allows you to understand what the status of the event is using
three different words mapped with colors:
Pre-Live: Yellow
Live: Red
Ended: Gray

2. Q&A: Opens the Q&A panel in the right pane. The presenter has the same
controls as the producer when it comes to managing the questions that are sent by
the attendees.

Attendee

Attendees only have the option to view the content being shared and, if enabled,
interact with the presenters and producers through the Q&A. The following screenshot
demonstrates what the window looks like to an attendee during the live event:

Live event Q&A O

Adele Vance (You)

Create Internal Newsletters
Using SharePoint News

T M ) —— e 2T

B

Figure 4.56: Attendee view
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There are two areas here, as follows:
1. Stage: In this area, the attendee will see the content being shared and have the
option to leave the event if they want to.

2. Q&A: The Q&A panel is also displayed in the right panel but with limited options.
An attendee will be able to see their own questions and the replies to them and the
ones that the producer or the presenter have made public by publishing them. An
attendee has the option to make anonymous questions. To do this, they just need to
check the box under the text area.

Getting live event reports and the recording

A live event produces a video of the recording and a series of reports that you can use to
analyze the behavior of the attendees and measure the success of the event.

The organizer and the presenters will have access to this data through Microsoft Teams
once the event is over.

To download them, do the following:
1. Open Microsoft Teams and click on the Calendar.

2. Click on the live event on the Calendar.

3. On the event popup, scroll to the Live event resources section:
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NEW Product - Internal Release

Live event resources A
Recording L
Q&A report N
Attendee engagement report N
Recording for attendees Disable
Transcript
English (United States) N4
Spanish (Spain) i
Chinese (Simplified, PRC) 4
German (Germany) i

Advanced options

Backup recording

Refresh Delete all

Figure 4.57: Live event resources

For each live event, Microsoft Teams can produce several types of resources, and all of
them must be downloaded to be viewed:

 Videos: Each live event produces two recordings so that in case something goes
wrong, there is always a backup available. Videos are produced using the mp4 video
format.
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« Reports: After the event, Microsoft Teams generates two reports, one with all the
questions that were asked during the event, and another with the behavior of the
attendees during the event. Both reports are produced using the CSV file format
and can be viewed using Excel, as shown in the following screenshot:

H 9~
Fle  Home Insert Pagelayout Formulas Data Review View
Al * fr Source
A B L5 D E
1 |Source  [Type Identity Timestam Conversation Id

Adele Vance ####Hi#RE 768bb723-5743-44d9-a58a-5cdbo4f8ddad
3 Moderator Response lodo Ferreira ##44484#4 768bb723-5743-44d9-a582-5cdb94f8ddad
4 ‘A[lendee Question Adele Vance H#EaB#HE 6c8f0846-4c36-4eb2-a0f7-02112662a8bb
5 |Moderator Announcement loSo Ferreira ¥it####i## 6781efcl-7adb-4a42-be67-5c¢78e78ceecc

6

2 |Attendee Question

Qna_Report @

Ready

F G H I J K
Content
Will this work also on classic SharePoint?
No, this will only work modern SharePoint{Adele Vance asked "Will this worl
Will this work also on classic SharePoint?
A demo enveironment will be provided after the event

14

BB m- 1 + 100%

Figure 4.58: Live event report

o Transcripts: Transcripts are the subtitles you can add to your videos. Microsoft
Teams produces transcripts for all the languages selected when the event is first
created (up to six). The transcripts are produced using the VTT file format.

The recordings from a live event are not stored in Microsoft Stream, but you can use the
generated video file and transcripts to upload them and make them available on the

media platform.

You can distinguish between a live event on a Microsoft Teams Calendar from a meeting
by looking at the antenna icon that the live event displays:

Search or type a command

Calendar

(2] Today

06

January 2020

07 08

I release

4 Meet now
=] Work week

09

Final adfstments before interral

NEW Produrt - Intemal Release
Mier saa Fe i

L ]

ot Taams Masting

Figure 4.59: Live event icon
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Managing live events as an admin

You may not see all the options described in this chapter for live events; some of them can
be controlled by the administrator using policies.

If you are an administrator and want to enable or disable live event features, do the
following:

1. Open Microsoft Teams admin center. You can do this by opening the Microsoft
365 Admin Center and then choosing Teams or by simply opening the following
URL: https://admin.teams.microsoft.com

2. On the left menu, click on Meetings and then Live events policies:

Microsoft Teams admin center

Live events policies

Teams live events policies are used to turn on or off features, such as wha can join a live event, if transcription is provided for
aftendees, or if recording live svents is available for peaple that schedule and hold live events. You can use the Global (Org
wide default) policy and customize il or creale additional policies with different setlings and assign them to psople thal hald
live events in your arganization, Learn more

() Dashboard
255 Teams

& Locations

LIVE EVENTS POLICIES SUMMARY USER STATISTICS
] 0 Custom pollcies
25
Difaull poiicy Custorn polices Dl poicias
+ Add 1 lkem Q_ search &
Mame T Custam Palicy
Global (Org-wide default] No

Guesl aocess

Figure 4.60: Live event policies

3. To create a new policy, click on Add. To manage an existing one, click one of the
policy’s names.


https://admin.teams.microsoft.com
https://admin.teams.microsoft.com
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Each policy is defined by a name, a description, and four settings that allow you to
turn on/off features and define who has access to live events, as illustrated in the
following screenshot:

Allow scheduling () On

Allow transcription for attendees () On

Everyone Vv

Who can join scheduled live events

Always record W

Who can record an event

Figure 4.61: Live event policy options

By clicking the Who can join scheduled live events setting, you will see three different
options that will restrict the options available when scheduling the event:

Everyone: All users, including external and anonymous users, will have permission
to join the live event. To create public live events, this option must be selected.

Everyone in the organization: All users from your organization will be able to join
the live event.

Specific users or groups: You will have to define the users or groups who will have
access to the live event when scheduling.

By clicking the Who can record an event option, you will see that three options are
available:

Always record: The video will always be recorded, and the organizer and the
presenters will have access to it once the meeting is finished.

Never record: The live event will not be recorded.

Organizer can record: The organizer has the option to decide whether the live
event is recorded.
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Meetings and live events limitations

Live events and meetings features have a few limitations that you should be aware of
before using them. In the following table, you will find the important limit numbers that
you should take into consideration when choosing between meetings and live events.

Please note that as Microsoft Teams evolves, these numbers may increase:

Meetings Live Events

Max number of people 250 10,000
Max length NA 4h
Max number of concurrent events NA 15
Max PowerPoint file size 2GB NA
Max streaming resolution NA 720p
Max number of presenters NA 10
Max number of people using 250 NA
Audio Conferencing

Summary

In this chapter, you have learned how to use Microsoft Teams to schedule meetings and
organize live events using all the features included in the product. You were provided with
a full description of all the features included in both functionalities and are now ready to
decide when to use each of them.

In the next chapter, you will learn how to protect information inside Microsoft Teams
using private channels and what they mean in Teams.






5

Public versus
Private - Teams and
Channels

In the first chapter of this book, we covered the basics of all the Microsoft Teams
components and the general usage scenarios for teams, channels, and tabs.

In this chapter, we will dive into the teams and channels features included on Microsoft
Teams. We will look at the differences between the several types of teams and channels
that are available, with scenarios that will help you understand what the best approach to
follow is, based on your requirements.

In the following pages, you will find information about these main topics:

 Understanding public and private teams
+ Understanding standard channels

« Understanding private channels

+ Understanding team creation governance
+ Organizing your teams and channels

 Understanding team and channel limits
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Understanding public and private teams

When creating a new team, you have the option to make it public or private, but before
making that decision you need to be aware of the differences between both types.

A public team is discoverable to all members of an organization and is listed in the
Teams gallery.

A public team scenario—Peter the office manager

Peter is responsible for managing the company office in Portugal. To do it
better and to communicate with others, Peter has created a new team for

the office where he posts everything related to it. Anyone working in Portugal
or visiting the office can join the team to access things such as the location
and working hours, or simply to ask Peter or any of the other office members
something.

A private team can be discoverable or non-discoverable. Also, to be a member of a team,
you need to either be approved or added to the team. If the team is discoverable, you can
request to join it; if it's non-discoverable, a team owner needs to add you.

A private team scenario—company managers

The HANDS ON tek company has a private team for all company managers
where new acquisitions are discussed. The information in this team is private
and must not be discovered by any user. Every time a new manager is hired or
promoted, they are added to the team by one of the owners.

Keep in mind the two scenarios described in this section every time you have doubts
about what type of team you should create.

In the next section, we will learn what guest users on Microsoft Teams are and how they
are related to the public and private concepts.

Guest users on Microsoft Teams

Don't get misled by the type of a team; public teams don't mean that you will be able

to add guest users to them by default. In fact, you are able to add users from other
organizations to your teams when using public and private teams. All you have to do is
enable the guest access on your tenant. Guest access can be only enabled by the Microsoft
Teams global administrator and once enabled, everyone can use it.
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If you have the right permissions and want to enable guest access to your organization, do
the following:

1. Open the Microsoft Teams admin center (https://admin.teams.
microsoft.com).

2. In the left-hand side menu, click on Org-wide settings and then on Guest access.

3. Switch the Allow guest access in Teams toggle to On.

4. Configure the available features for Calling, Meeting, and Messaging that guest
users will be able to use on your tenant, as in the following screenshot:

Microsoft Teams admin center o & 7?7 %

Guest access

Guest access in Teams lets people outside your organization access teams and channels. You can use the settings below to
control which features guest users can or can't use. Leam maore

) Dashboard

Allow quest access in Teams @ on

Calling

Manage calling specific controls for guest users.

Make private calls o On

Meeting

saging p

eams apps

Turn on or turn off settings for guests in meetings.

Voice
Allow IP video & on
Analytics & ref Screen sharing mode Entire screen W
Org-wide settings
= Z Allow Meat Now D On
External a
Messaging
Guest access
X Tum on or turn off settings for guests in chats or channel conversations.
Teams settings
Edit sent messages c On
Teams upgrade
Holidays Delete sent messages O On
Resource acc Chat () On
= Haming Use Giphys in conversations @ o
@& Legacy portal (2
Giphy content rating Allow all content
Call quality dasl
Use Memes in conversations c On
Use Stickers in conversations O On
Allow immersive reader for viewing messages D on

5. Click Save.

Figure 5.1: Enabling guest access on Microsoft Teams
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Once this feature is enabled, you can add users from other organizations to your
teams. When doing so, you will notice that Microsoft Teams displays a message
showing that the user is a guest, as in the following screenshot:

Add members to Women's Basketball Team 19/20

Start typing a name, distribution list, or security group to add to your team. You can
also add people outside your organization as guests by typing their email addresses.

joaoferreira@handsontek.net

9 Add joaoferreira@handsontek.net as a guest

Close

Figure 5.2: Adding a guest member to a team

All teams with guest users will also display a label at the top of the screen showing the
number of guest members that exist in the team, as in the following screenshot:

. 2 .
Microsoft Teams E Search or type a command HANDS ON SharePoint ~
: ®

LN General posts Ffiles Wiki + (ihzo'v

Figure 5.3: Guest information

Guest access allows the creation of real multi-organizational environments on Microsoft
Teams. Any user with an email account can be added to the team to collaborate and be
able to access files, meetings, and chats.

Important note: Guest access checklist

In order to enable guest access in Microsoft Teams, it must also be enabled in
Azure Active Directory, Office 365 groups, and SharePoint. To make sure your
tenant is prepared to be accessed by guest users, validate the checklist at the
following site:

https://docs.microsoft.com/en-us/microsoftteams/
guest-access-checklist



https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist
https://docs.microsoft.com/en-us/microsoftteams/guest-access-checklist
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Understanding standard channels

Standard channels were, until recently, the only available way of creating a channel inside
a team. Standard channels, as seen in Chapter 1, Microsoft Teams Basics, are subsets of a
team and are used to have conversations and share documents on the same topic.

Everything shared in a standard channel becomes available to all the team members.
However, this was, for a long time, a major limitation to Microsoft Teams, forcing channel
owners to duplicate their teams in order to share private and sensitive information.

A standard channel scenario—John the teacher

John is a teacher responsible for an eighth-grade class and a strong advocate
of Microsoft Teams. He wants to build an e-learning platform for his class
using Teams. This platform will be publicly available to all the class students
and teachers.

John has created a standard channel for each school subject and added all

the teachers and the students to the team using their school accounts. John
has structured the team but is now facing an issue with the Teachers standard
channel, which may contain information that should not be available

to students.

The following screenshot shows how this scenario will look when implemented:

Microsoft Teams & Search or type a command m

< All teams @ General Posts Files Class Notebook Assignments Grades —+ @ Team

.

8th - 2019/2020 - Welcome to 8th - 2019/2020

Choose where you want to start

R CE

Upload Class Materials Set up Class Notebook

General
Chemistry
English

French

Geography

Mathematics
Teachers ©

Start a new conversation. Type @ to mention someone,

A & @ W B B Q - B

Figure 5.4: John's team structure
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This is the typical channel scenario you will find in Microsoft Teams and is also a perfect
example of how private channels are handy when you need to target information within
the same team. The Teachers channel should be a private place where all the teachers can
share private information about the students. Let's see how this works in the next section.

Note

The scenario represented in this section of the book uses an education
tenant. Education tenants include all the main features and components
that are included in the standard version of Microsoft Teams; however,
they have different layouts to manage teams and include specific user
profiles for users, such as teacher and student. I have not covered this
tenant in this book as it has special features that are only available for
education. However, more information about Microsoft Teams education
tenants can be found at https: //support .microsoft.
com/en-us/office/microsoft-teams-5aa4431la-
8a3c-4aa5-87a6-b640labeall4?ui=en-US&rs=en-
US&ad=US#IDOEAABAAA=About.

Understanding private channels

Private channels were the most requested feature ever since Microsoft Teams was released,
with more than 25,000 requests for it to be implemented. It took almost 3 years for them
to be publicly available:

Welcome to the Microsoft Teams UserVoice!

«— Public

25,140 Support for Private Channels
votes

Private channels enable focused private collaboration among a subset of your team...
Vote

Angela Sze shared this idea - November 01, 2016 - Flag idea as inappropriate...

COMPLETED Alex (Teams Engineering, Microsoft Teams) responded - November 07, 2019

Private channels enable focused private collaboration among a subset of your team. We are super excited to
share that this feature is fully rolled out to the public ring. You can find detailed information on the capabilities
and management of the private channels feature here — https:/docs.microsoft.com/MicrosoftTeams/private-
channels.

Figure 5.5: A user voice request


https://support.microsoft.com/en-us/office/microsoft-teams-5aa4431a-8a3c-4aa5-87a6-b6401abea114?ui=en-US&rs=en-US&ad=US#ID0EAABAAA=About
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https://support.microsoft.com/en-us/office/microsoft-teams-5aa4431a-8a3c-4aa5-87a6-b6401abea114?ui=en-US&rs=en-US&ad=US#ID0EAABAAA=About
https://support.microsoft.com/en-us/office/microsoft-teams-5aa4431a-8a3c-4aa5-87a6-b6401abea114?ui=en-US&rs=en-US&ad=US#ID0EAABAAA=About
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A private channel has pretty much the same functionalities as a standard channel. The
main differences between the two are individual site collections and special permissions
are not inherited from the team.

What is a site collection?

A site collection on SharePoint is a container for a group of sites, files, or pages
that has its own permissions. A site collection starts with a top-level site and
can contain other subsites underneath.

A private channel scenario—Geno the basketball coach

Geno is a college basketball coach who uses Microsoft Teams to manage
everything related to his team. He has created several channels inside his team
that are publicly available to athletes, coaches, and staff members.

Geno likes to keep information centralized for better management and faster
access, so he is looking for a solution that allows him to discuss and share
private information with his assistant coaches.

Private channels are the correct solution for this scenario and Geno has created
two private channels inside the team to discuss the following:

o Athletes' scouting

o Athletes' calls for upcoming games

By following this approach, Geno was able to keep the information centralized
and at the same time, keep sensitive data private and hidden from the rest of
the team.

How to create a private channel

The creation of private channels is only available to members of the organization. As a
user, when you create a new private channel, you will be made the owner of the channel
automatically.
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To create a new private channel in your teams, do the following:

1. Hover over the name of the team where you want to create the private channel and
click on ... next to the name.

2. From the options menu, click on Add channel:

Figure 5.6: Adding a channel

3. In the creation form, provide a name and a description to help identify the channel
and select Private in the Privacy dropdown:

Create a channel for "Women's Basketball Team 19/20" team

Channel name

Coaches

Description (optional)

Channel to discuss topics that could not be shared with the playes

Privacy

Private - Accessible only to a specific group of people within the team v @

Figure 5.7: Creating a private channel
4. Click Next.

5. Add members to the channel and select their roles (either members or owners).
Optionally, you can skip this step and add them later.
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6. Even though a site collection is created with the new private channel, it will be
available for use in just a few seconds.

7. 'The URL for the private channel site collection is a combination of the name of
the team and the name of the channel; for example, https: //handsontek.
sharepoint.com/sites/hr-vacations. Looking at the URL of this site
collection, we can tell that it belongs to the Vacations private channel in the
HR team.

Private channels can only be created. Due to their special structure, it is not possible to
transform an existent standard channel into a private channel.

The structure and features of private channels

Private channels have a different physical structure to standard channels. If you create a
private channel, keep in mind that each new channel generates a new site collection with
different permissions for the team.

Each team on Microsoft Teams creates a new site collection and each standard channel
creates a folder inside a document library. When a new private channel is created, instead
of getting a new folder in the document library, you will get a new site collection, where all
your files and conversations will be stored.

The following diagram shows the physical structure of a team with standard channels
versus a team with private channels:

Team with standard channels Team with private channels

4 =4

2| TeamA 2| TeamB

2 2

E Channel A ﬁ Channel A

k - Channel B é - Channel B

3 ~ Channel C 2 - Channel C @

4 =4

3 s

g Site Collection A yaeawn g Site Collection A wwanmsy  Site Collection C usseac
E -~ Document Library 2 ~ Document Library - Document Library
1% vi

5 - M Folder A ;:; — ml Folder A

2 - mll Folder B £ ol Folder B

- =

- L ol Folder C 7

Figure 5.8: Microsoft Teams versus SharePoint physical structure
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Even though a private channel creates a new SharePoint site collection, you should not
plan to use it as a regular site. Site collections associated with private channels do not
allow the creation of pages; you will be only able to create libraries and lists.

To support private channels, SharePoint increased the limit of site collections from
500,000 to 2,000,000.

Private channels, when compared to standard channels, are also limited in features. You
will be able to access the chat and wiki, but bots and meetings are not available. The
following table shows a comparison between standard channels and private channels that
will help you to decide which one to use based on the available features:

Standard channel Private channel
Channel email v v
Apps v v
Bots v X
External users v v
Channel meetings v v
Scheduled channel meetings v X

Private channels have their own settings and override some of the settings defined by
the team. The following table shows a comparison between standard and private channel
settings and allows you to understand how each of these settings are overwritten by the
private channel:

Standard channel Private channel
Member permissions Team Channel
Guest permissions Team Team
@mentions Team Channel
Fun stuff Team Channel
Moderation permissions Channel N/A

Channel settings are available to the team owners on the standard channels and to the
channel owners on the private channels. To access these settings, do the following:
1. Hover over the channel name and then click on ... to open the options menu.

2. From the options menu, click on Manage channel. Depending on the type of the
channel, a popup will open with different options:
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(a) For standard channels, you will have access to the channel moderation permissions,
as in the following screenshot:

Channel settings

~ Permissions  Set channel moderation preferences

General Channel:
@ Anyone can post messages

Anyone can post; show alert that posting will notify everyone (recommended
for large teams)

O Only owners can post messages

Figure 5.9: Standard channel settings

(b) For private channels, you will have access to the Member permissions, @mentions,
and Fun stuff options, as in the following screenshot:

Members  Settings

= Member permissions  Change member permissions

Allow members to create, update, and remove tabs [
Give members the option to delete their messages ]
Give members the option to edit their messages

* @mentions Choose if @channel mention is allowed

Give members the option to @channel or @[channel name]. This will notify )
everyone who's shown the mentioned channel in their channel lists.

~ Fun stuff Allow emaji, memes, GlFs, or stickers

Giphy
Enable Giphy for this channel

Filter out inappropriate content using one of the setting below:

Moderate A NG]

Stickers and memes
Enable stickers and memes ]
Custom Memes

Allow memes to be uploaded -]

Figure 5.10: Private channel settings
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Understanding private channel security

Private channels have their own owners—this means a team owner in the private channel
is not necessarily the private channel owner and it is also possible that they are not even
part of the private channel. If a team owner does not belong to a private channel, they will
be able to see it exists but will not be able to see any of the content inside it.

To become a member of a private channel, a user must be a member of a team first.
This means that any member of a private channel will have access to all the information
in the team.

Private channels also support external users, if they are members of the team already.

An unsupported private channel scenario—Mary the team manager

Mary manages a team of developers in a consulting company that builds
custom software based on the customer's requirements. She has a consulting
team on Microsoft Teams already and uses it to assign new projects and to
share proposals and requirements with the team members.

With the release of private channels, Mary wants to modify the consulting
team. She has to do the following:

« Create a private channel for each customer.

 Add the customer as an external member to the private channel.

This scenario is not supported by private channels. To modify the team as
Mary wants, she needs to add all her customers to the team where she already
has confidential information about all the past projects. By doing this, the
customer will be able to see not just the information in the private channel but
also the conversations and the files in the standard channels. They will also be
able to see who all of Mary's customers are and they will be able to chat with
each other.

Pro tip

When working with private channels, do not modify the security settings on
the SharePoint site collection. The permissions are managed by Microsoft
Teams and they are tightly connected. If you modify the permissions on
SharePoint, they will be reverted to the original values automatically to avoid
disruption in the private channel functionality.




Understanding private channels 157

The following questions will help you understand the privacy policies in private channels
with real scenarios that you will face when using Microsoft Teams:

o What happens when a private channel owner leaves the private channel?
When the owner of a private channel leaves the channel, the team, or the company,
Microsoft Teams will automatically promote a new team member as the owner of
the private channel.

o Can an external user be a private channel owner?
No, an external user will always be a guest in the team and the private channels and
cannot be promoted to the channel owner.

+ If auser is removed from a team, will they also be removed from the
private channels?
If a user is removed from a team, they are removed from all the private channels in
the team.

o Can a team owner view a private channel?
Yes, team owners are able to see private channels. As a team owner, if you would like
to see all the channels in your team, including the private ones, you should click on
the ... option that appears when you hover over the name of a team and then click
on Manage team. In the stage area, click on the Channels tab and you will see all
the team channels, as in the following screenshot. Private channels can be identified
by the lock icon in the Type column:

Teams Y
Wl Women's Basketball Team 19/20 - @Tam B
This team is the central hub for collaboration for the season 201972020
Your teams
n Wamen's Basketball Tea Members  Pending Requests  Channels  Settings  Analytics  Apps
General =
Search for channels Q =l Add channel
Coaches &
Pre Season Active (3)
u Men's Basketball Team 1 Name Show for me Show for members  Description Type Last activity
General @ 17m ago
Hidden teams
Coaches ] Channel to discuss topics tha. G 16m ago
Pre Season ] The aim of pre season trainin... @ 10/23/19

Deleted (0)

Figure 5.11: Managing team channels
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Can a team owner access a private channel?
No, a team owner will not be able to access a private channel if they are not a
member of the channel.

Can a team owner delete a private channel?
Yes, a team owner will be able to delete a private channel, even if they are not a
member of it. This will delete the channel and all its assets.

Can a private channel owner leave the channel?
Yes, if they are not the last member in the channel. If the member leaving is the only
owner, a random member will be assigned as the owner of the private channel.

Can a team guest create a private channel?
No, private channels can only be created by a member of the organization. Team
owners and team members can both create private channels.

The following tables summarize the permissions and actions each profile can have in
private channels. Note that in private channels we have a second tier of profiles and
it's important to be aware of the different permissions. A team owner will not control
everything that happens inside a team if private channels exist:

Action Team owner | Team member | Team guest
Create a private channel Yes Yes No
Delete a private channel Yes No No
Edit a private channel No N/A N/A
Restore a deleted private channel Yes No No
Add members to a private channel No N/A N/A
Edit the settings of a private channel No N/A N/A
Manage tabs and apps in a private No N/A N/A
channel

In the following table, you can how the actions each profile can take are different on
private channels:

Action Private Private Private
channel channel channel
owner member guest
Delete a private channel Yes No No
Leave a private channel Yes Yes Yes
Edit a private channel Yes No No
Restore a deleted private channel Yes No No
Add members Yes No No
Edit settings Yes No No
Manage tabs and apps Yes Yes No
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Keep this section of the book in mind and come back to it every time you have doubts
about private channels and the level of permissions for each profile.

Understanding team creation governance

Governance is one of the things you should plan carefully. If you have an administrator
role, make sure you define a set of rules and configure Teams the way you want ahead
of time.

This is no easy task and it will always depend on each individual scenario. You should
keep in mind that if you leave everything open, Teams can quickly become a wild west
with hundreds of teams and channels that don't make sense. On the other hand, if you
adopt a restrictive policy, you may lose users and they will eventually look for alternatives
to Microsoft Teams (most likely outside of the Microsoft environment).

This section of the book shows where you can find the teams and channels features that
you will be able to manipulate to reach a balance on your Microsoft Teams tenant.

On Microsoft Teams, there is no option to disable the creation of new teams. However, it
is possible to disable the creation of Office 365 groups—but it is not recommended to do
so as this will have a major impact on other applications.

Pro tip

Don't try to restrict the functionalities on Microsoft Teams unless extremely
necessary. Removing features from Microsoft Teams will force your users to use
other services that are potentially not secure or compliant with the standards of
Microsoft Teams.

Instead of disabling the creation of teams, you can adopt a few practices that will help you
manage the teams and, if necessary, restrict the creation of private channels.
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Governance as a global Microsoft Teams administrator

As a Microsoft Teams global administrator, you have the power to disable the creation of
private channels globally or enable it just for particular users. To do so, you will have to
work with Teams policies in the Microsoft Teams admin center.

To manage Teams policies and to attribute them to specific users, do the following:
1. Open the Microsoft Teams admin center. You can do this by going to https: //

admin.teams.microsoft.com/.

2. In the left-hand side menu, expand the Teams option and then select
Teams policies:

Microsoft Teams admin center Qa & 7 :."
Teams policies
Dashboard A " p 5
Teams and channel policies are used to control what settings or features are available to users when they are using teams and
ST channels. You can use the Global {Org-wide default) policy and customize it or create one or more custom policies for those
: people that are members of a team or a channel within your organization. Leam more
Manage teams
Teams policies
TEAMS POLICIES SUMMARY USER STATISTICS
B Devices 0
] 0 Custom policies
3 locations _ .
Default policy Custom polides Default policies
) . + Add & Ldit 1 A i} b A Manageusers 1 Q Search f3]
Messaging policies
leams apps
Name T Description Customn policy Discover private teams Creale private channels
Joice W -
Voice Global (Org-wide default) No On On

Policy packages

I Org-v

= Planning

©) Legacy portal 7

Call quality dashboard 7

Figure 5.12: Teams policies

3. By default, you will only have the Global policy and this is the one that will be
applied to all the users in the organization.

b

Select the policy and click on the Edit button.


https://admin.teams.microsoft.com/
https://admin.teams.microsoft.com/

Understanding team creation governance 161

5. 'The Global teams policy has only two settings, which gives you the option to

7.
8.

do the following:

(a) Enable/Disable the discovery of private teams: If the discovery of private teams
is enabled, users will be able to find them and request to join.

(b) Enable/Disable the creation of private channels: This setting allows you to
turn off the creation of private channels for the entire organization. When this
setting is enabled, a team owner can decide whether members of the team have
the right to create private channels.

If you want to apply different settings to some of the members of your team to allow
them to create private channels, do the following:

(1) Open the Microsoft Teams admin center. You can do so using https://
admin.teams.microsoft.com/.

(2) In the left-hand side menu, expand the Teams option and then select
Teams policies.

(3) Click on Add.
(4) Provide a name and a description that will help you identify your custom policy.

(5) Define the settings for private team discovery and private channel creation:

New teams policy

Name

Management channels|

Description
This policy must be applied just to

managers to allow them ta create private
channels

Discover private teams ()

o
Create private channels (0
®© o

nosly

Figure 5.13: Creating a new teams policy

Click Apply.

In the left-hand side menu, click on Users.


https://admin.teams.microsoft.com/
https://admin.teams.microsoft.com/
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9. From the list of users, select the ones that you want to apply the new policy to.
Selecting more than 20 users at once is not recommended. If your number is greater
than 20, you must do it in batches or using PowerShell:

Microsoft Teams admin center a & 7 g9

Dashboard

Users

“You can manage audio conferencing settings, the policies assigned to them, phone numbers and ather features for people in
your organization that use Teams and Skype for Business. Go ta Admin center > Users lo manage other user settings such as
adding or deleting users, changing passwords or assigning licenses. Learn more

cams

A Devices

) Locations
# tdit settings Q, search Y &
v Display name. Usarname Phone number Location Policies assigned
David Ramalho dramalho@handsonsp.on... Portugal 10 global, 0 per-user

Portugal 10 global, 0 per-user

Francisco Tabuaco Francisco@handsonsp.on... Portugal 10 global, 0 per-user

Portugal 9 global, 1 per-user

Jado Tabuago jtabuaca@handsonsp.on... Portugal 10 global, 0 per-user

= Planning

8) Legacy portal 4

Figure 5.14: Selecting users
10. Click on Edit settings.

11. In the right-hand side pane, look for Teams policy and select the policy you have
just created:

Edit settings

You can assign policies to one or more people in
your organization. However, it's recommended
that you only do 20 people at a time. Learn
more

Keep existing policy v

App permission policy

Keep existing policy v
App setup policy

Keep existing policy v
Call park policy

Keep existing policy v
Calling pelicy

Keep existing policy v
Teams policy

Global (Qrg-wide default) d

Global (Org-wide default)

Management channels

Figure 5.15: Applying a Microsoft Teams policy
12. Click Apply. Policies can take up to 24 hours to be applied to users.



Understanding team creation governance 163

Governance as a team owner

If your tenant has the creation of private channels enabled globally for all users, you can
fine-tune it for the teams you own. Teams allows you to control who is able to create
standard and private channels from the settings of each team.

To disable the creation of standard or private channels by members, do the following:

Open the team you want to modify.

Click on ... next to the name of the team to expand the options menu.
From the menu, click on Manage team.

Click on the Settings tab.

Expand Member permissions.

AN L o e

Uncheck the highlighted settings shown in the following screenshot according to
your requirements:

Teams ¥ Wil Microsoft Teams - s0
Microsoft Teams.
. MErOSOR Teams  ves Members  Channels  Setings  Analytcs  Apps
General
* Team picture Add & team picture
Hidden
+ Member permissions  Enable channel creation, scding apps, and more
I Allow members to create and update channels a I
I Al rrapenbiers b creste precate channsh a I
|9 members o delere and restore channels o|
Allow members to add and remove apps -]
Allow members to upload custom apps a
Allow members to create, updane, and remove tabs a
Allow members to create, update, and remeve Connecions [ ]
Ghe members the option to delete their messages a
Girve members the option to edit thew messages a
+ Guest permissions Enatsie channel creation
» @mantions Choose who can use @team and @channel mentions
v Team code Shase this code $0 people can join the team directly - you won't get join requests

B Join or create a team &

Figure 5.16: Channel settings for team members

Note

If the creation of private channels is disabled by the global admin, you will not

be able to enable it as a team owner. If you want to use private channels and for
the options under Member permissions to look like the following screenshot,

you must contact your Microsoft Teams administrator:
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&

Figure 5.17: Private channels disabled by the global administrator

Guest members in your teams can also create or delete channels. However, this feature is
not enabled by default, but any team owner can enable it by doing the following:

1. Open the team you want to modify.
2. Click on ... next to the name of the team to expand the options menu.
3. From the menu, click on Manage team.
4. Click on the Settings tab.
5. Expand Guest permissions.
6. Enable the options highlighted in the following screenshot:
Teams v i@ Microsoft Teams - ® 01
Microsoft Teams
Your teams
u Microsoft Teams ~ ++- Members Channels Settings Analytics  Apps
General
» Team picture Add a team picture
Hidden teams
» Member permissions Enable channel creation, adding apps, and more
* Guest permissions Enable channel creation
| Allow guests to to create and update channels @] I
| Allow guests to delete channels D I

» @mentions Choose who can use @team and @channel mentions
* Team code Share this code so people can join the team directly - you won't get join requests
*  Fun stuff Allow emaji, memes, GIFs, or stickers

" Join or create a team (2}

Figure 5.18: Channel settings for guest permissions

Archiving and deleting teams

When using Microsoft Teams, you will end up with a lot of teams and channels that are no
longer needed. To better use the platform, you can decide between archiving and deleting
them permanently.
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An archived teams scenario—Geno the basketball coach

Geno was the main coach of a basketball team during the 2019/2020 season.
The season was a success and Geno and his team were the state runners-up.
Now that the season is over, Geno no longer needs this team and will archive it.
All the content that was shared during the season will remain on the Microsoft
servers but the activity will cease.

When a team is archived, all the standard and private channels are archived with it,
including the dedicated site collections. To archive one of your teams, you need to open
the Manage teams panel in Microsoft Teams by doing the following:

1. Inthe Manage teams panel of Microsoft Teams, click on the cog icon at the bottom

of the left pane.

2. Expand the Active pane, choose the team you want to archive, and at the bottom of
the row, click on ... to open the options menu.

3. In the menu, click on Archive team:

Manage teams  Teams  Analytics
Search teams Q
~ Active (2)

Name Description Membership Pecple Type

. Baseball 2019/2020 Baseball Owner 1 a

n Women's Basketball Tea... This team is the central hub for colla. Owner

Manage team @

i Add channel
*  Archived (1)

Add member
Leave the team

Edit team

@ N % e @ &

Get link to team

™ Archive team o

fil Delete the team

Figure 5.19: Archiving a team
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4. Choose whether you want to make the SharePoint site collection associated with the
team read-only:

Want to archive "Women's Basketball Team 19/20"?

This will freeze all team activity, but you'll still be able to add or remove members and
update roles. Go to Manage teams to restore the team. Learn more.

D Make the SharePoint site read-only for team members

Figure 5.20: Archive confirmation

5. Click on Archive.

After archiving a team, if you decide that it's necessary to make it active again, you can
do so.

An archived team can still be accessed; however, it will display a message at the top
informing the user that the team cannot be modified, as in the following screenshot:

=] This team was archived, so you can't make any changes.

Figure 5.21: An archived team message

Restoring a team scenario—Geno the basketball coach

Geno has archived the team for the current season but he had forgotten about
the runner-up celebration. To notify all the team members that contributed
to the season's success, Geno has restored the team again and posted an
announcement to the general channel with information about the celebration.

To restore an archived team, do the following:
1. Inthe Manage teams panel in Microsoft Teams, click on the cog icon at the bottom
of the left pane.

2. Expand the Archived pane, choose the team you want to restore, and at the bottom
of the row, click on ... to open the options menu.

3. From the menu, click on Restore team.

4. A popup will open while the team is being restored and after a few seconds, it's
ready to be used again.
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If a team is no longer needed, you can delete it permanently, along with all the assets
associated with it. Before deleting a team, you should be aware that its mailbox and
calendar in Exchange are also deleted, along with the SharePoint site collection and
all the files in it.

Deleting a team scenario—Mary the consultant

Mary is a consultant and, over the last few months, has been working on a
project for a software company. To manage all the requirements and share them
with coworkers and the software company during the project, Mary has created
a private team in Microsoft Teams. After delivering the project successfully,

the software company requested that Mary delete all the sensitive information
from the team. Since Mary was the team owner, she went ahead and deleted the
entire team, removing any information related to the software company from
the consulting tenant.

To delete a team, do the following:

1.

In the Manage teams panel in Microsoft Teams, click on the cog icon at the bottom
of the left pane.

Expand the Active pane, choose the team you want to archive and at the bottom of
the row, click on ... to open the options menu.

At the bottom of the menu, click on Delete the team:

Manage teams o Anabics m
Saurch learm Q
= Ative (2]
P tevergien Memberitg Frogie Type
. Rasstall 20153050 Rasebiall Chwner 1 (=]
. Women's Rasketball Tea This team is the central b for colla Cwnes
* Archived (1)

Figure 5.22: Deleting a team
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4. Tick the checkbox that acknowledges that you understand that everything will
be deleted:

Delete "Women's Basketball Team 19/20" team

Are you sure you want to delete the team "Women's Basketball Team 19/20"7 All
channels, chats, files, and the Office 365 Group for this team will be deleted.

(J 1understand that everything will be deleted.

Cancel

Figure 5.23: Delete confirmation

5. Click on Delete team.

Important note

A deleted team can be recovered by the team owner or the Microsoft Teams
admin within the 30 days after deletion. The 30 days are inherited by the
soft delete period from Office 365 groups. After 30 days, the team and all the
content are permanently deleted.

Restoring a deleted team is not as straightforward as restoring an archived team. To get
back a team within the 30 days after deletion, do the following:
1. Open the Microsoft 365 admin center: https://admin.microsoft.com
2. In the left-hand side pane, click on Groups and then Deleted groups.
3. Select the group that you want to restore.
4. Click Restore group:

Figure 5.24: Restoring a group


https://admin.teams.microsoft.com/dashboard
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5. Wait for the confirmation message that will appear on the right side. The group
and all the team assets can take up to 24 hours to restore, after which they will
appear in Teams.

Note
Deleting a team does not delete the team recordings in Microsoft Stream.

Deleting channels

Like teams, channels can also be deleted when they are no longer needed. However, the
content removed from a team is different between standard and private channels. When a
standard channel is deleted, only the conversations are removed from the tenant; the files
remain in the SharePoint document library.

When a private channel is removed, all the chats and files are removed with it and the
SharePoint site collection is also removed. Like teams, channels can also be recovered
within 30 days of being deleted. As a team owner, if you want to recover a deleted channel,
do the following:

Click on ... next to the name of the team.

In the options menu, click on Manage team.

1
2
3. Inthe stage area, click on the Channels tab and expand the Deleted section.
4

Click on the Restore button, as in the following screenshot:

i
Search or type a command HANDS ON SharePoint ~

'
Teams T Women's Basketball Team 19/20 - @km B
This team is the central hub for collaboration for the season 2019/2020
Your teams
' Women's Basketball Tea...  «« Members  Pending Requests  Channels  Settings  Analytics  Apps
—
General =
Search for channels Q & Add channel
Coaches O
Pre Season Active (3)
. Men's Basketball Team 1...  «s« atatad (1}
Name Type Deletion Date
Hidden teams
Staff &8 1/15/20

88" Join or create a team @

Figure 5.25: Restoring a channel
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5. The recovery of deleted channels can take up to 24 hours and is available for
standard and private channels.

Now that we have understood team creation governance, we will have to organize these
different teams and channels. Let's see how to do so in the next section.

Organizing teams and channels

Over time, while working with Microsoft Teams, you will end up with dozens of teams
and channels in your account. Not all of them will have the same importance and you will
want to be able to access the ones that are more relevant to you first.

To help you organize your teams and channels, Microsoft Teams offers the option of
pinning your most relevant channels, which are the ones displayed at the top of your
teams list, inside a Pinned group:

General
Masrk 3 Preject Team

Dhgdtal Assels Web
Mk 8 Prujes ] Tmarn

- Research and Developm... 0
Mark & Praject Taam

. General
e

Ganeral
Sales and Markating

. Monthly Reports
Sakes and Marketing

Figure 5.26: Pinned team channels
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To make use of the pinning feature, do the following:

1. Click on ... next to the channel name to open the options menu.

2. Click on Pin:

e e — —

R v Dl o s e 4

[~ Noirt Welcome to the team!

Here are some things to get going

- Resaarch and Developm_.. o

. Genersl
. Gonarsl o

Ermate mare channls Open the FAG

[P B -

Figure 5.27: Pinning a channel

3. 'The channel added to the Pinned group is identified by the team logo, channel
name, and team name. By default, a new pinned channel is added to the bottom
of the list, but you can manually sort them by clicking on the pinned channel and,
without releasing, dragging it to the desired position:

General Poats Bl Wi 4

Welcome to the team!

""""" Here are some things to get gaing

“on

#ckd more people Create mare chasneh Open the FAT

B MO0 Administrabir charge feam s

. Mark 8 Preject Team -+ )

. Sales and Marieting -+ @

Figure 5.28: Sorting a pinned channel by dragging it to the desired position
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Note

The sorting feature using drag and drop is valid for all Teams, Pinned, Your
Teams, and Hidden Teams groups.

Pinning a channel is available to organization members and guest users and works with
standard and private channels

Pinned channels can also be unpinned to be removed from the top of the list. To remove a
channel from the Pinned group, do the following:

1. Click on ... next to the channel name to open the options menu.

2. Click on Unpin:

S —

Teams ¥ . General Posts Files Wiki  Retail Accounts  Retad Display Kickott  + @ Ong

': Looking forward to the meetings! I'm excited to get this project rolling!

. Digital Assets Web
Mark & Project Taam

@ttt o e

General
@
.,
Maonthly Re £ Channel natifications
Sabes sl Markiting
. ProjectX & & Unpie
Mark § Project Team
@) Manage channel srenz 1/15 5:00 PM
u General o help with visual merchanditing? Want 1o know better ways to place products on thebas to maximine cabee? hoin ug
ighaticiothe Pl B3 Get.email address Inaur training session to learn how planograms can help you with visual merchandising 1o maximize sales
@  Get link to channel
our taams W be served
&) Connectors
. Mark 8 Project Team  +

Tnew 2 replies from you snd Alex

u Digital Initiative Public R
= Raply

. Retall March 29, 2020
Lo hanged

. Sales and Marketing  +«

Start a new conversation. Type @ to mention someone.

W' Join or create & team 0] AR RS Q - B

Figure 5.29: Unpinning a channel
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It's not uncommon to belong to a team that is not relevant to you, so to stay organized and
keep your teams list clean, you can hide all the teams that you typically don't use.

A hidden team is added to the Hidden Teams group by doing the following:

1. Click on ... next to the team name to open the options menu.

2. Click on Hide:

Teams

Pinned

Your teams

- Mark 8 Project Team
Digital Initiative Public R...
. Retail

- Sales and Marketing

I Infinite Team

Hidden teams

. Contoso

General

&’ Join or create a team

v

QO NP RO G °

S]

&

Search or type a command _ -
=1}

. General Posts Files Wiki Retail Accounts  Retail Display Kickaff

F

Manage team
Add channel
Add member
Leave the team
Edit team

Get link to team

Manage tags

Delete the team

@& Looking forward to the meetings! I'm excited to get this project rolling!

-
4

A\vly

\\

1

]

y
y

e

« Reply

Lorenz 3/15 5:09 PM
re help with visual merchandising? Want to know better ways to place products on shelves to maximize sales? Join us
hour training session to learn how planograms can help you with visual merchandising to maximize sales.

be served.

®0rg

2 replies from you and Alex

March 29, 2020

changed team description.

conversation. Type @ to mention someone.

& ¢ @@ B B R o =3

Figure 5.30: Hiding a team

Using the features described in this section, you will be able to keep your teams organized,

which will help you to stay focused on the locations where your work needs to be done.

Understanding team and channel limits

Microsoft Teams was designed to support large organizations; however, it is not unlimited
and there are some boundaries in all the features we have seen in this chapter. When

planning a new environment, you should always do so keeping the boundaries of each

feature of Microsoft Teams in mind. By knowing them and planning the structure of the
tenant ahead of time, you will avoid encountering the limits of the platform.



The following table shows the platform limits for teams and channels:

Feature Limit
Teams created per user 250
Maximum number of teams per user 1,000
Maximum number of members in a team 10,000
Organization-wide teams limit per tenant 5
Maximum number of members in an organization- | 10,000
wide team

Maximum number of teams per tenant 500,000
Maximum number of standard channels per team 200

(deleted channels included)

Maximum number of private channels per team 30
(deleted channels included)

Keep the team and channel limits in mind before you start implementing a new team.
By knowing them and planning the structure of the tenant ahead of time, you will avoid
encountering the limits of the platform.

summary

In this chapter, you have learned the functionalities associated with the main core features
of Microsoft Teams. You saw examples of scenarios that will help you to decide when to
use standard or private teams and channels.

You have also been introduced to the limits of the platform for teams, channels, and
the number of users. By being aware of these limits, you will be able to plan and deploy
Microsoft Teams effectively in large organizations.

In the following chapter, we will look at how you can extend Microsoft Teams
functionalities to adapt them to your business needs using apps.




6

Extending Microsoft

Teams Using Apps

Microsoft Teams is more than a communication platform, and its features are not limited
to chat and meetings.

Microsoft Teams can be used to handle daily communication with colleagues, almost
replacing internal emails. On the other hand, it can be extended with apps to support
business logic that is not included by default in the application, removing the necessity to
use third-party tools or bring those tools into the Microsoft Teams context.

This chapter introduces Microsoft Teams apps and explains how to get started with the
app store, using available apps as examples.

In the following pages, you will find information about these main topics:

Understanding apps in Microsoft Teams
Installing apps on Microsoft Teams

Getting familiar with Microsoft Teams app types
Managing personal apps

Uninstalling apps from Microsoft Teams
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Understanding apps in Microsoft Teams

One of the weapons of Microsoft Teams is the apps you can add to it to enhance its
features and make the user experience of the application better.

Apps open a wide variety of possibilities and configurations that allow you to tailor
Microsoft Teams exactly according to your needs and following your own procedures
and workflows.

Using apps, you will be able to bring to Microsoft Teams information and data that

is stored in third-party applications. This is important in the modern workplace
environment because it allows the user to continue in the same environment without the
need to switch between applications.

According to the study The total economic impact of Microsoft Teams from April 2019,
"Information workers save 15 minutes per day and firstline workers 5 minutes per day by
having features and information sources available within Teams, rather than switching
between apps. Time savings cover the mechanics of switching and cognitive re-engagement.
The total savings over three years is nearly $4.8 million”

The app experience on Teams is no different than the experience we all know in our
phones and in our computers. Teams has its own application store where users can go and
look for apps that suit their needs. Apps are divided into five different categories that we
will look at in detail:

 Personal apps: These give you a personal view of your work and can be installed
and configured by you according to your needs.

« Bots: A bot brings you information from other apps using natural language. You
can query the bot and it will send you the right information

« Tabs: You can add the applications you need as tabs in the context of channels and
one-to-one or group chats

« Connectors: Connectors will post notifications from other services to
your channels.

o Messaging: Messaging apps include information in a card format from external
services and post it to group, team, or one-to-one chats.

These five types of app allow you to bring information from third-party systems into
meetings, chats, and calls with just a few clicks without ever leaving the Microsoft Teams
ecosystem. An app can include support for one or more categories. This means it will have
different behaviors when installed, which you can take advantage of and reuse in different
scenarios. Now that we know what Microsoft Teams apps are, let's look at how to install
them in the next section.
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Installing apps on Microsoft Teams

Any user of Microsoft Teams (with the exception of guests) is able to install apps. You just
need to open the app store and select the desired app, as shown in the following steps:

—

To open the app store in Microsoft Teams, click on the Apps icon in the sidebar.

2.

The app store will open in the stage area, as shown in the following screenshot:

] Search or type a command e

Built for Beezy

Top picks
Analytics and BI
Developer and IT
Education

Human resources.
Productivity

Project management
Sales and support

Social and fun

Upload a custom app

(2]

Trello lets your team wark more collaboratively
and get more done. Trello's boards, lists, and
cards enable you to organize and prioritize yo.

Azure DevOps

Plan better, code together and ship faster using
Azure DevOps. Search, find work. and
collaborate better with your team.

Jira Cloud

Jira Cloud is an issue management tool designed
to help you plan, track, and release world-class
software.

Smartsheet
Productivity

Send Smartsheet Notifications to a Teams
Channel 50 evervone has the most updated

Automate time-consuming and repetitive tasks.
by integrating your favorite apps and services
with Microsoft Flow.

Zoom
Communication

Seamlessly start, schedule and join Zoom
meetings from Microsoft Teams. Meet happy
with flawless video, clear audio, and easy conte.

v Yammer
Communication

Bring the power of Yammer to Micrasoft Teams
and simplify, optimize, and control your

communication workflow. Together, Yammer a...

ﬁ Calendar BOT
Productivity

The Approved Contact Bot is used for calendar
comparison and scheduling

Apps .
Browse available apps and

Searchal a  services TALENTSOFT
All > Add your favorite app for yourself or @SC
it for a team.
Bots See our top picks
Tabs
Connectors Tre_llu ) Flow Pally
Messaging Project management of Workflow + business management Utilities

Gather real-time insights with simple polls that
work where you work

Cisco Webex Meetings
Communication

The Cisco Webex Meetings integration makes it
easy to add a link for your Webex mesting or
Parsonal Room mesting to your message in yo.

MindMeister
®) Productivity

MindMeister is a professional mind mapping
software that's both versatile and easy to use.
Whether you're a freelancer, a startup or a...

Jira Server
Project management

Jira Server is an issue management tool
designed to help you plan, track, and release

By default, the store opens with the unfiltered list of all the available apps for your
region, but the search and the vertical menu with the categories and types can be

used to refine it.

Figure 6.1: Microsoft Teams app store

Select the app you want to install and click on it.
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5. A pop-up window like the one in the following screenshot will open, and from
it you will be able to get a preview of the app running on Microsoft Teams, a
description of the features, and access to privacy and permissions:

GitHub %
Developer tools

About

Bl Menbwind Traders © Development

Markesing 101 / Plasform improvemen:s

e

s vaad m b g P

Privacy and Permissions

Bt 5Bty - Ins et AFVA bk et 5 b1 e
i b i b i 1 i 8
g et et

Lm e by ki et

Manage your issues and PRs. Receive notifications for your
GitHub repositories.

Browse issues and pull requests for your GitHub repositories with the tabs and
messaging extension for Microsoft Teams. Use the bot to explore and modify issues and
PRs, and subscribe to your repositories to receive notifications. This integration was built
by TCS.

Tabs
Use in a tab at the top of a chat or channel

Figure 6.2: Adding a new app
6. Click on Add to install the app.
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Remember, depending of the app type, the Add button might assume different layouts
with different options. The following screenshots show the possible variants:

Yammer & Beezy Stories
Y Communication, Human resources + recruiting, Social ’l . Communication, News + weather, Social

i IR
B Leadership Connection © General

About &3 Add to a team

[l &) Add to achat

More from Microsoft Corporation

sl

Figure 6.3: Variations on the Add button
(a) Add means that the app will become available globally.

(b) Add to a team means that the app will be installed in a team. When the button
just shows this option, it means the app cannot be used in any other context and
you will not be able to use it as a personal app.

(c) Add to a chat means that the app can be installed and added to a group chat or
to a one-to-one chat.

(d) Open isn't shown in the image. This option means that the app is already
installed in your tenant and is ready to use.

Now that we have installed our apps, let's explore and implement the different types of
apps in the next section.

Getting familiar with Microsoft Teams
app types

This section will help you to understand each of the five app types by beginning with
scenarios and with sample apps selected from the store.

The scenarios are described with configuration instructions. Please note that the options
might be different depending on the app you will be using in your environment.

The examples are the typical scenarios that will boost your productivity when using
Microsoft Teams. By using the apps on Microsoft Teams, you will be able to do most of
your tasks without losing focus and wasting time switching between applications. So, let's
get right to it.
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Personal apps

Let's begin with our first scenario:

Joao, the book writer

Jodo is writing a book about Microsoft Teams and is using Microsoft Planner
to help with the deadlines and the requests made by the editor. Since Joo is
writing about Microsoft Teams and using it intensively, he pinned Microsoft
Planner as a personal app; this way, all the remaining tasks for the book are just
one click away.

Microsoft Planner is pre-installed on Microsoft Teams, and to start using it as a personal
app; all you have to do is this:

1. Click on the three dots on the app menu to expand the submenu with all the
personal apps available for you.

2. Click on Microsoft Planner. Since it is part of your Office 365 subscription, you
don't need to provide authentication. Planner will immediately display your tasks,
as shown in the following screenshot:

. Planner My Tasks Activity Recent All Help About o &

Filter (0) ~  Group by Progress ~~

Not started In progress Completed
HANDS ON Microsaft Teams HANDS ON Micrasaft Teams HANDS ON Mierasaft Teams
O Review notes on Chapter 4 O Write chapter 7 o Behver-Chapters
® 02/10 e @ oz B 02/03

° Jodo Ferreira ° Jodo Ferreira ° Completed by Jodo Ferreira on ...

Figure 6.4: Personal app
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Bots

We will now take a look at our second scenario:

John, the developer

John is a developer working on an open source project available on GitHub.
John and the other project members are communicating through Microsoft
Teams and are using the GitHub app to easily get an overview of all the open
issues and to assign them to the right person.

To install the GitHub app on Microsoft Teams, do the following:

Open the Teams app store.

On the vertical menu, click on Bots.
Search for GitHub and click on it.
Click on Add to team.

Look for the channel where you want to add it.

AN L o e

Set up the connection to GitHub. This is required to grant permissions to get
information from the GitHub repositories.

The interaction with bots is done through the chat, and you will be able to use natural
language to question the application, which will reply to you using the intelligent
mechanism it was built with.

Since bots and users are posting messages in the same chats, Microsoft Teams identifies
bot messages with a hexagonal profile picture instead of using a round one, which is
reserved for real users.

To interact with a bot, all you have to do is mention it in the chat window and then type
the keywords that the bot will use to query the system. A mention on Microsoft Teams
starts with @ followed by the name of the bot or the person.
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If you are not sure of what you can do with the bot, check the What can I do? section
shown in the following screenshot. It will show an overview of the commands that

the bot understands. This option becomes available when you mention a bot, and it is
demonstrated in the following screenshot. You can also see the hexagonal profile picture
of the bot:

Teams Y HO General posts Files wiki + ® Org

‘Your teams <« Reply

HGO  HANDS ON SharePoint s«« o Jodo Ferreira 437 PM

General o GitHub issues

@ GitHub  4:27 PM

Hidden teamns C]
What can | do? -
repositories List all repositories
issues List all issues
pullrequests List all pull requests
signin Sign in to GitHub
signout Sign out of GitHub
help List all supported commands
Q. Pull Requests Search pull requests

Search issues

GitHut

=

@ Join or create ateam £33 b & © ® o= 9 b Q0 - B

g

Figure 6.5: Mentioning a bot

If the bot doesn't know the answer to one of your questions, it will inform you so you can
use alternative methods to find the information you are looking for:

= Jodio Ferreira 4:39 PM
&~ | GitHub who is your father
GitHub 4:39 PM

Sorry, | did not understand the command. Please try "help” to see the list of commands that can be processed.

+« Reply

Figure 6.6: Interaction with a bot
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Successful replies are always made in the thread where the question was asked, and the
results are displayed in a card format.

If you perform an action in the card that triggers a new question to the bot, it will reply
in the same thread, keeping all the information related to the interaction aggregated in
one location.

The following screenshot shows a thread conversation between a user and a bot. The user
asked for the issues and, when they clicked on one of them, it triggered a new question to
the bot, which replied with the issue details:

Teams YV HO General Posts Files Wiki + @ Org

Your teams e

Ko HANDS ON SharePoint

Jodo Ferreira 4:44 PM

GitHub issues

Collaps:

e al
@ GitHub 444 PM

Here is the list of latest GitHub issues: (max 15 items can be viewed)

General

Hidden teams
(& Build Issues - @joaoferreira - | have cloned this repository and then run below com...
(@ Track navigation if page is not refreshed - Some of the navigation on modern pages...

(& Icons showing as squares/boxes - Hello - | successfully uploaded the wsp file to my ...

- Jodo Ferreira 4:45FM
SitHub issue/details/icons showing as squares/boxes

@ GitHub  4:45 PM

Issue: Icons showing as squares/boxes

@ ashleyd72788
7/5/2018 12:05:10 PM +00:00

Repository: fabricMenulcons

Issue #:

Assigned  joaoferreira

To:

Description: Hella - I successfully uploaded the wsp file to my
SharePoint Online site but all of the icans are
showing as boxes/squares
Thank you, Ashley

Comments: Hi Ashley,

By default the solution get the fonts from Microsoft
servers, if for some reason your connection is

Start a new conversation. Type @ to mention someone.

&' Join or create a team &3 b ¢ © @ B S 9 b o - B

Figure 6.7: Bot conversation
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Tabs

We now move on to our third scenario to understand how tabs are used:

Francis, the customer success manager

Francis is the customer success manager in an I'T company and is responsible
for keeping the customers happy. Francis' team has members all around the
world, and to keep everyone in sync they are using Microsoft Teams.

Customers are reporting issues and requesting support using Zendesk, a
customer service tool, which integrates with Microsoft Teams. To keep the
information centralized and to get an immediate overview of all the requests,
Francis added Zendesk for Microsoft Teams to a tab on the customer success
team; this way, she can monitor the status of the tickets.

To add Zendesk as a tab on Microsoft Teams, do the following:

Open the Teams app store.
On the vertical menu, click on Tabs.
Search for Zendesk and click on it.

Search for the channel where you want to add the tab and click on Setup.

A A

Authenticate and select the ticket view you want to display on the tab:

Zendesk About X

Display a Zendesk Support ticket view and collaborate on tickets inside
Microsoft Teams.
Learn more

Zendesk Subdomain

handsantek Authenticate
L

Ticket View

Recently updated tickets

B Post to the channel about this tab

Back

Figure 6.8: Tab configuration
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6. Click Save.

7. A new tab is created in the channel with the name of the view, and you will be able
to interact with the support system. If you need to create more tabs to display other
views, repeat the entire process:

Teams e Cs  Support posts Files Wiki Recently updated tick.. ~ g ., O -
Your teams
s Customer Success Recently updatEd tickets
3 tickets
General
Support
i D Subject Requester Priority  Updated
raining
" a #3 Google Analytics not working on Classic SharePoint John Smith Today at 10:12
Hidden teams
#1 Unable to login Pau Gasol Normal Today at 03:51
#4 Issues with the approval workflow Laurie A, Yesterday at 09:52
PR Y

8" Join or create a team @

Figure 6.9: Tab

Tabs allow you to modify the configurations after being added to the team. This way, if
you make a mistake or if you simply want to change what is being displayed, you can
modify it without deleting the tab and go through the installation process again.

Tabs can only be modified by Team owners. To do this, follow these steps:
1. Open the tab you want to modify.

2. Next to the tab name, click on the down arrow.

3. Click on Settings. This menu also has the option to rename or remove a tab:

Teams Y . Support Posts Files Wiki Recently updated tick. eding tickets @ T+ g .0
Your t
ourteans R | dated 9 3 Settings
. Customer Success === ecently update <
3 fickets =8 Rename
General B Remove
Support e
D Subje ueste: Priorif Updated
Training jact Requester ority pdal
#3 Google Analytics not workit Classic SharePoint John Smith Feb 10
Hidden teams oogle Analytics not working on Classic SharePoin ohn Smi
#1 Unable to login Pau Gasol Normal Feb 10
#4 Issues with the approval workflow Laurie A, Feb 10

' Join or create a team €53

Figure 6.10: Tab settings
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4. A popup will open with the configurations for the tab. Note that the configuration
options will be different in most of the tabs you have installed on Microsoft Teams.

Connectors

In this scenario, we will see how connectors are useful.

Susan, the marketing manager

Susan is the marketing manager of a Formula E racing team and is responsible
for collecting everything Formula E-related that is posted by the press. To
collect the news, Susan is using the RSS connector configured to get news from
the main sites that cover the sport. Every time one of them publishes a new
article, it also gets published on Susan's media channel on Microsoft Teams.

To add the RSS or any other connector available in the store to one of your teams, do the
following:

1. Open the Teams app store.

2. On the vertical menu, click on Connectors.

3. Search for RSS and click on the application.

4. In the pop-up window, click on Add to a team:

RS5

m Utilities, Micrasaft
L]

Get RSS feeds for your group.

The RSS connector sends periodic updates from an RES feed.
About

Netification:
Mare fram Microsoft Carp. Get netifican

m the app in a channel

vacy and Permissions Created by Micr
Wersion 1.0

More from Microsoft Corp.

=+ 2a0ER
O:00Ea
EEEARE

Figure 6.11: Adding a connector
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5
6
7.
8
9

Select the team and the channel where you want to set up the connector.
Click on Set up connector.

Enter a name for the RSS connection.

Enter the RSS feed URL.

Choose the digest frequency.

10. Click on Save:

Connectors for "Media" channel in "SmartEV 5" team X

Y RSS

The RSS connector sends periodic updates from an RSS feed. To set up a connector, enter a link that contains the
address for a feed that you want to receive updates from.

Fields marked with * are mandatory
Enter a name for your RSS connection. *

FE Word news

https://fe.com/feed

Address for RSS feed * e

Digest frequency
Choose how often you would like to receive your digest. 9

Every 15 minutes ¥

m Cancel

Figure 6.12: Setting up a connector
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Messages posted by the connector are added in a card format, and each connector has
its own profile picture. Profile pictures used by the connectors have a hexagonal format
to help users distinguish them from real users' profiles, which are displayed with a
circular picture:

Teams ¥ . Media Posts Files Wik + @og O
Pinned
& Raoply
Media
SmartEV am

@ RS5 10:56 PM

Vour teams CONID-19- forced hiatus could foroe Porsche to scale back FE targets

Thas - rmacanthy sustpsbrisson of e 2019/20 Formuls FChamgplonship could laad 1o Porcchi dowrscaling its

Fidden e taegets for s second season i the series

McNish tumed down Formula F drive before insugural 2014-15 seasan
Audi team principal Allan McNish says be was offered a Formula E drive but tumed it down after he retired

freim sportecars partly dus 16 his scepticiem of the series

Prscast: Tha big impact COVID-19 could have on FE
Formula £ was moments sway from banknuptey in G"'}‘ its fifth race in Miami back in March 2015

to be in Foamula E
cuned s will v e teanss aed manulacturees

oy

FE diriver Sims sets up relief efiort to help NHS amid COVID-19 pandemic

BMW Femula E driver Alexander Sims is part of a campalgn ta collect protective equipment froem UK
matorgport compankes ard donate i to the NHS in resparnse to COMD-19

Extrome [ lsunches cimate resesrch commities

+ Feply
Start a new conversation. Type @ to mention someone.
8" Join or create a team 10} b 2 OB B & ¢ b O & - B
Figure 6.13: Connector message
Connectors added to channels can be modified or removed according to a user's needs. To
modify a running connector from a channel, do the following:
1. Open the channel where you want to modify the connector.

2. Click on the three dots next to the name of the channel or in the top-right corner to
open the context menu.

3. In the context menu, click on Connectors.

4. A popup will open showing the list of all connectors. The ones applied to the team
are in the Connectors for your team section:
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Connectors for "Media" channel in "SmartEV gg5" team X
Keep your group current with content and updates from other services,

Search P All Sort by: Popularity v

Connectors for your team

MANAGE

Configured RSS Configure
‘ Get RSS feeds for your group

My Accounts

Forms Configure

CATE ( 3 . .
CATEGORY Easily create surveys, quizzes, and polls.

All All connectors
Analytics

naly Azure DevOps m
CRM Collaborate on and manage software projects online
Customer Support 0 "

5-\5 Incoming Webhook m

Developer Toals Cf—' Send data from a service to your Office 365 group in real time.
HR .
Marketing Gather, organize, and assign issues detected in your software

News & Social

Figure 6.14: Managing channel connectors
5. Click on the Configure button.

6. Reconfigure the connector and click on Save.

Messaging extensions

In this last scenario, we will try to understand when we can use messaging extensions.

Geno, the basketball coach

Geno is a basketball coach planning to schedule a party to celebrate the success
of the season, but he is unsure about the date. Throughout the season, Geno
used Microsoft Teams to communicate with the athletes and staff members, so
he will use it one more time to do a poll regarding the celebration date. Geno
will use a messaging app called Microsoft Forms, an extension of the platform
with the same name that is included in Office 365. Using this, he will be able to
post the poll to the General channel, and everybody will be able to vote and see
the results.
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To add Microsoft Forms or any other messaging app, do the following:

Open the Teams app store.
On the vertical menu, click on Messaging.
In the search box, type Forms.

In the app listing, click on Forms.

A A

In the pop-up window, click on the arrow to open the dropdown and then click
on Add:

. -
Prehuctivity, Utibtses, Miceonslt

TR © v reste surveys quizzes. and pots.

ol

Figure 6.15: Adding a messaging extension

Now that you have the app installed, it's time to use it. Messaging apps, once installed,
become available to all the users, and you can find them next to the textbox used to type
messages. To create a new form, do the following:

1. Open the channel or the chat where you want to post the form.

2. Under the textbox, click on the Forms icon.

3. In the popup, type the question for the poll and add the options.

4. Click on Next:
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- o )
Powered by Microsoft Forms

Create a new poll

Vote on your date for the season celebration

March 12

March 24

| can't attend E
=+ Add option o Multiple answers

Figure 6.16: Composing the message using the extension

If the preview looks as you expect, click on Send.

The form and the poll result are added to the channels and the chat window so
anyone can vote and see the results:

Teams e u General Posts files Wiki + @ Team 3 Guests
Forms 5:44 PM Updated
Your teams
C]
H Women's Basketball Team 19/20 - Geno created a poll
Results are visible to everyone; Names recorded
General
Coaches O Vote on your date for the season celebration
Pre Season D March 12
Scouting & 03 March 24
Hidden teams O 1 can'tattend
Submit Vote
« Reply
' Forms 5:44 PM Updated
o
March 12 0% (0)
March 24 100% (1)
| can’t attend 0% (0)
1 response
Start a new conversation. Type @ to mention someone.
&8 Join or create a team = A2 OME &S Qb P B

Figure 6.17: Message posted using the extension
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Now that we have had a look at all the different types of Microsoft Apps, in our next
section, we will see how to manage our personal apps in a better way.

Managing personal apps

Personal apps were designed to boost your productivity, and they will always display
content that is tailored to you. Personal apps can be launched from the vertical menu, and
they can be configured by you or by the admin to better suit your needs.

The amount of space on the app bar is limited, and if there is no space to display all your
apps, they will be shown in a submenu that is revealed when you click on the three dots, as
shown in the following screenshot:

Microsoft Teams Search or type 3 command )

® Recent
Type Name Modified = Location O
Find an app Q
] Ad Slogans.dock 12/1419 HANDSONTeams / General
o HANDS ON Teams Notebook 12/4/19 HANDSONTeams / SiteAssets
Calls
@ Doc.docx 11723119 HANDSONTeams / General
N @ Report.docx 11723419 Unknown
Bx f £A fd
fppStudio Anure Frow p— m Pre Season 10/23119 WomansBasketballTeam1920 / Pre Se.
.| | a u i Book.xlsx 8/27/19 oldintranet
Get Started GitHub Help OneNgta [~} Document.docx 8/27/19 oldintranet
More apps >

- Add cloud storage

Figure 6.18: Personal apps

Let's take a look at what each of these mean:

1. The app bar showing the pinned apps and the ... to open the More apps menu.

2. All the personal apps that are not visible in the app bar are shown in this menu.
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3. A group with all the pinned apps that are not displayed in the app bar due to the
lack of space.

4. A group of all the unpinned personal apps that you have available.

Pro tip

Personal apps can be displayed with two different icons. The apps that are not
pinned to the menu display a colored icon inside the submenu, while pinned
apps are displayed with a white icon typically showing the outline of the icon.

Open personal apps can be identified in the app bar by the selected layout; however, it is
different for pinned and unpinned apps:

© o

Figure 6.19: Pinned app versus an unpinned app

5. Open pinned apps are displayed in its own position in the menu bar and in
regular font.

6. Open unpinned apps are displayed at the bottom of the menu bar and in italic font.
By default, Microsoft Teams displays five apps in the app bar (Activity, Chat, Teams,

Calendar, and Files), but this can be changed by you as an end user or by the Microsoft
Teams administrator.

Personalizing the app bar as an end user

To remove personal apps from the app bar, including the default ones, you need to right-
click the app name and then select the Unpin option. Unpinned apps will be displayed in
the submenu, and they can be pinned at any given time.
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To pin personal apps to the app bar, you need to right-click the app in the submenu and
then select the Pin option:

Microsoft Teams Microsoft Teams

GitHub Chat Created PRs

GitHub Chat Created PRs

% Unpin

&

Pin

@ Block

Uninstall @ —

=k

@ _

Figure 6.20: Pinning/unpinning an app

Pinned apps are displayed in the order they were pinned, but if you are using the client
version of Microsoft Teams for desktop, you will be able to change the order by dragging
them to the desired position:

GitHub Chat Created PRs  Created Issues Assigned PRs  Assigned Issues  Recent All  About

@ GitHub 2/7 &:09 P

Here is the list of latest GitHub Repositories: (max
15 items can be viewed)

viewFormattingTemplate - Apply list view templates using ...
[]  shareToMSTeams - SPFx application customizer to share an...

shareltemToMSTeams - SPFx command set extension to sh...

Type your questions here

A @ B B > g b R E O ==

Figure 6.21: Pinned apps appear at the top of the list

Note

If the options to customize the app bar are not available, you should
contact your Microsoft Teams administrator as this option can be enabled/
disabled globally.
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Personalizing the app bar as an administrator

A Microsoft Teams administrator can personalize the default look of the personal app
for all the users in the organization through the user of custom policies. This allows
the admin to set up different layouts for the app bar that can then be applied to users
individually according to their roles.

If you have administrator permissions and want to create a new company layout for the
app bar, do the following:

1.

() Dashboard
25 Teams

& Devices

Open Microsoft Teams admin center: https://admin. teams.microsoft.
com/

From the vertical menu, click on Teams apps and then Setup policies.

Click on Add to create a new policy:

Microsoft Teams admin center

App setup policies

App setup policies control how apps are made available to a user with the Teams app. You can use the Global lOrg wide
default) policy and customize it or you can create custom policies and assign them to a set of users. Leam more

)  Locations

28 Users

Meetings

=] Messaging policies Marke Yes

Teams apps 2 3 Custorn Ajins Yes

Permission policies

Setup policies

@’ \Voice

Policy packages

Figure 6.22: Creating a new app setup policy
Provide a name and a description for your new policy.

Choose whether you will allow your users to upload their own custom apps.
Custom apps are covered in Chapter 7, Extending Microsoft Teams Using Custom
Apps and Microsoft 365.

Choose whether you will allow your users to pin/unpin their own apps. By disabling
this option, you will remove the option to customize the personal app bar.

Click on Add apps to add the new apps.


https://admin.teams.microsoft.com/dashboard
https://admin.teams.microsoft.com/dashboard
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8. Sort or remove existing apps. By default, any new policy will start with the five
default apps from Microsoft Teams.

9. Click Save:

Microsoft Teams admin center f.ul ) ? :"
App setup policies \ Add
Dashboard e
Developers
05 Teams
Development tools are displayed on top
Devices
Locations
| Upload custom apps (. ‘:) On | 9
| Allow user pinning () On | @
Meetings
Messaging policies .
Pinned apps
Teams apps ChoosOorder that apps are pinned |n6&ams app navigation bar.
Permission policies
+ Add apps 7 ltems
Setup policies
Voice dame App L stributo
GitHub 37567f93-e2a7-de2a-ad37-39160fc62647 Tata Consultancy Services
Policy packages
Analytics & reports . Planner com.microsoft.teamspace.tab.planner Microsoft Corp.
Org-wide settings u Activity 14d6962d-6eeb-4f48-8890-de55454bb136 Microsoft
Planning o )
Chat 86fcdd9b-61a2-4701-b771-54728cd291fb Microsoft
) Legacy portal [
u Teams 23B4919f-59d8-4441-a975-2aBc2643b741 Microsoft
Call quality dashboard [
E Calendar ef56cOde-36fc-4efd-bd17-3d82ba%d073c Microsoft
Calling 20c3440d-c67e-4420-980-0e50c39693df Microsoft
o] . JaE

Figure 6.23: Defining the app setup policy with a custom personal app bar
New policies only take effect when assigned to one or multiple users. To assign your newly
created policy, do the following:
1. From the vertical menu, click on Users.
2. Select the user to whom you want to apply the policy and click Edit settings.
3. Select the users you want to apply the new policy to.
4. Click on Edit settings.
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5.
6.

On the App Setup Policy screen, select your newly created policy.

Click Save. New policies can take up to 24 hours to be applied to users.

Pro tip

You can assign policies to one or more people in your organization. However,
it's recommended that you only do 20 people at a time. If you need to assign to
more than 20 users, you can do so in batches or use PowerShell.

Managing the app installation as an administrator

By default, any app can be installed in Microsoft Teams. However, this setting can be
modified by the global administrator by modifying or creating app permission policies.

App permission polices divide the apps into three categories:

Microsoft apps: Any app published by Microsoft

Third-party apps: Apps published on the Microsoft Teams app store by other
vendors

Tenant apps: Custom apps uploaded to Microsoft Teams

To restrict the use of apps in any one of these categories, do the following:

1.

Open Microsoft Teams admin center: https://admin. teams.microsoft.
com/

From the vertical menu, click on Teams Apps and then Permission Policies.

Click on Add to create a new policy, or click on Global (Org-wide default) if you
want to modify the default settings of Microsoft Teams.

Choose the setting for the app categories. Each one has four options that you can
choose from:

(a) Allow all apps: Users can install and use any app.

(b) Allow specific apps and block others: Allow specific apps you want to allow
and all the other ones will be blocked.

(c) Block specific apps and allow others: Add which apps you want to block and all
the other ones will be allowed.

(d) Block all apps: Users are unable to install apps.


https://admin.teams.microsoft.com/dashboard
https://admin.teams.microsoft.com/dashboard
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5. Configure your policy according to your needs and click Save.

6. Options (b) and (c) will require you to manually select the apps you want to block
or allow, respectively. The following screenshot shows a custom app policy for
marketing members that allows all Microsoft apps, just allows the installation of
four apps from the store, and blocks the installation of custom apps:

Microsoft Teams admin center Q i ? :,”
App permission policies \ Add
Dashboard
Marketing users
Teams
- Policy to be used by all users from the Marketing department
evices
Locations Microsoft apps
Choose which Teams apps published by Microsoft or its partners can be installed by your users
Users
© Allow all apps
Meetings
Third party apps
Messaging policies Choose which Teams apps published by a third party that can be installed by your users.
Teams 5
€ams apps @ Block specific apps and allow all others
AR -+ Add apps > Remove 4 ltems
Permission policies
Setup policies Blocked apps App ID Distributor
Voice - -
O.¢ Clever Google Ads ac2b56c0-f2a5-4e90-b618-88218d3596f0 Clever Ads
Policy packages
I Google Analytics Afcfusff-e696-44e3-badi-abaff0/6ee1b Microsoft Teams Ecosystem
Analytics & reports
- ‘ Google Analytics Insights aeffBee-d07b-4537-ad02-9980424a93¢5 Freevolut LTD
3 Org-wide setlings
42629 a6 ) 79e4
Planning & rolly 1542629¢-01b3-4a6d-8{76-1938b77%48d Polly
Legacy portal 3 Tenant apps

Choose which tenant apps can be installed by your users.

Call quality dashboard £

@ Block all apps

Figure 6.24: App permission policies
After creating a new policy, you need to apply it to those users who will be affected by it.
To do this, do the following:
1. In Microsoft Teams admin center, click on Users.
2. Select the users to whom you want to apply the policy.
3. Click on Edit settings.
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4. In the App permission policy, select the policy you want to apply.
5. Click on Apply:

Edit settings

You can astign policies t
your organization. At m
20000 users 31 one time,

Policies
Meeting policy
Messaging policy
'\n.‘c.;.'wnls .D.G'ﬂl'r

App permission policy

Marketing
App setup policy
Call park pobicy
Calling policy
s
Apply Cancel

Figure 6.25: Assigning an app permission policy to a user

By using the app permission policy, you will get control over the apps that specific groups
of users can install in Teams. Use it carefully! Excessive restrictions can make your users
look for solutions outside the Microsoft ecosystem, putting your data at risk.

Managing apps as an administrator

As an administrator, you can control what apps are available to users in your Microsoft
Teams app store. This can be done through policies, as we saw in the previous section, or
can be blocked globally in the admin center.
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To block or allow applications in your organization, do the following:

1. Open Microsoft Teams admin center: https://admin. teams.microsoft.

com/
2. From the vertical menu, click on Teams Apps and then Manage apps.
3. Look for the app you want to control.

4. Select the app and, from the top bar, click on Allow or Block:

Microsoft Teams admin center &)

Manage apps

When you are i apps for your organization, you ane o llang what apps are available 1o users in your
organizalion's app store. You can then use app penmission and app setup policies to configure what apps will be available lor
specific users. Leam more

- Upload new app

487 ltems Qm

Narme T Cerliication (T)
AMSE  AsC Recording Insight -

Colegories Pubinher
Communication, Files & docun  ASL Technologios Al
Manage apps

AVA Publisher attestaticon

Productivity AvePoint, Inc

Achievers Human resources & recruiting.  Achlevers

Addresslook

EBEEEED -

Adobe Creative Clowd

Adobe Sign

3 Microsaft 365 cartified

Productivty

Productivity

Commanication, Productivity «

g Bang System Corp

Adobe

Adobe Systems Inc

Advisor for Teams Microsaft Microsaft

Advisor for Teams{int) Microsolt Microsoft

AgiloPolly Communication, Productivity «  Polly

Airtrake T /admin Microsoft Teams Ecosystem

Figure 6.26: Manage apps
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In the Manage apps table, you will find all the information you need about the application
to help you decide whether to allow or block it, and the following list describes what you
can find in each column:

« Name: The name of the app. When you click on it, it shows the details of the app,
including the current version published in the store and the App ID:

Microsoft Teams admin center Q ] ? v Y

Manage apps \ Adobe Sign

Dashboard

Adobe Sign

Adobe Systems Inc.

Teams

Devices

Sign any document or send it for e-

Locations signature. App status (7)
c Allowed
Users
Meetings 1.0
Messaging policies
Ieams apps
Details
Manage apps
Permission policies Communication, Productivity, Workflow & business management
Setup policies n@®
'\’;< Microsoft 365 certified
Voice
m Policy packages Personal, Team

;;i'ﬂﬁ Analytics & reports App I
0f56a9d1-f502-40f9-a9¢8-816d7adbb68b

{3 Org-wide settings

Figure 6.27: App details
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« Certification: In this field, you will see the level of certification. This means that
the publisher or Microsoft have verified the application and the results of the
certification are publicly available. In this field, you can find the values Publish
Attestation, Microsoft 365 certified, or it can be empty. When you click on one of
the values, it will open the Microsoft portal, showing all the information about data
handling, security, and compliance, helping you to decide whether to keep the app

in the tenant:

=. Microsoft | Docs  Documentation Learn Q&4  Code Samples £ Search Sign in
Microsoft 365 / Micreseft 365 App Security and Compliance / Apps for Microsoft Teams / Adobe Sign [ Bookmark 12 Share
G Filter by title Ad (o) be S | g n Is this page helpful?
v Overview 03/16/2020 + 4 minutes to read » @ < Yes 63 No
QOverview

What is Micrasoft 365 App Publisher

Attestation?

What is Microsoft 365 App
Certification?
~ For app creators
Add Publisher Attestation to your app
Achieve Microsoft 365 App Certification
App Certification submission guide
~ Apps for Micrasoft Teams
Apps for Microsoft Teams
ADP Virtual Assistant
AV
Adobe Sign
Airbrake
ApproveSimple
Asana
AtBot
Axure Share
Beanstalk
Bitbucket
Blueleans Meetings
Bonushy
Buddy
Bugsnag
CATS Applicant Tracking System
Calendar BOT

El Download PDF

Choose the category of information you want to see for this app:

| General | Data Handling

@

Security and Compliance

This Microsoft 365 Certified app has been reviewed by Microsoft
against industry standards and controls for security, compliance,
and data handling practices. Where applicable, Microsoft has
verified the developer’s claims of compliance with reasonable and

effective practices. More information

Last updated by the developer on: October 28, 2019

* View in Teams store

+ View in AppSource

Information from the Microsoft Cloud App Security catalog appears below.
SECURITY

Latest breach: —
Data-at-rest encryption method:  AES
@ Multi-factor authentication
@ 1P address restriction
@ user audit trail
Q Admin audit trail
o Data audit trail
@ User can upload data
9 Data classification
© Remember password
@ User-roles support

Figure 6.28: App certification detail portal
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Categories: A list of categories where the app is included.
Publisher: The name of the publisher.

App status: This contains more information about the app's status at the
organizational level. Allowed means that the app is available for users in your
organization. Blocked means that the app isn't available for users in your
organization.

Custom App: Indicates whether the app was uploaded manually to the tenant or if
it is available in the store. To find out more about custom apps, refer to Chapter 7,
Extend Microsoft Teams Using Custom Apps and Microsoft 365.

In the Manage apps section, you will be able to carefully review all the apps available in
the store and decide to allow or block them, keeping your Microsoft Teams tenant and
data secure.

Uninstalling apps from Microsoft Teams

On Microsoft Teams, you will find different ways of uninstalling an app depending on its
type. In this section, all the removal processes are detailed, so you can remove apps if you
are no longer using them.

Apps that are installed in a team need to be uninstalled from the team directly. This
process applies to tabs, connectors, bots, and messaging. To remove one these apps, do

the following:
1. Open the team where the app is installed.
2. Click on the ... next to the name of the team to open the context menu.
3. In the context menu, click on Manage team.
4. Click on the Apps tab.
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5. Look for the app in the list and click on the trash can icon:

Teams \'d . SmartEV gg ® Org
9 SmartEV g e

Your teams

. SmarttV g Members  Channels

—
2 tasks, receive updates, and communicate at the same time. To get started @mention a B2 More apps
eam channel.

Setting

1 more

General

# Hide
NY Race 2020 - Twitter
53 Manage team | e )
Hidden teams Descfiption

B Add channel

& Add member Eafily create surveys, quizzes, and polls. ]

= Leave the team

H se OneNote notebooks to collaborate on digital content and share it with your team [0}

Z Editteam

@ Get link to team Planner makes it easy for your team to stay organized, assign tasks, and keep track of yo.. i

@ Delete the team Send praise to people o]
- SharePoint Add a SharePoint page or list. Lists can be edited. Pages are read only in Teams. o}
u Twitter Connectors keep your team current by delivering content and updates from services you...

Build your own apps with the Teams developer platform. Learn More
& Join or create a team & Create an outgoing webhook | Upload a custom app

Figure 6.29: Uninstalling an app from a team

6. In the confirmation popup, click on Uninstall.

Personal apps need to be uninstalled by you directly from the app bar where the app is
accessible from. To do this, perform the following steps:

1. Locate the app you want to remove and right-click on it.

2. In the context menu, click on Uninstall:
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Microsoft Teams 4
Teams 7
Find an app Q

& o- 0

- -No

Forms Get Started GitHub Help

B R :D0

COneNote Planner PnP Shifts

More apps >

Figure 6.30: Uninstalling a personal app

3. In the confirmation popup, click on Uninstall and, after a few seconds, the app will
be removed.

Note

You can only uninstall apps that were installed by you; default apps cannot
be removed.

Ssummary

In this chapter, you have learned what Microsoft Teams apps are and how to use them
in different scenarios. You have also learned how to extend Teams using the app store to
create crafted experiences with the customization of the applications available to users.

In the next chapter, you will learn how Microsoft Teams can be further customized with
apps from the Microsoft ecosystem that you might already be using, such as Power Apps,
Power Automate, and SharePoint.
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Extend Microsoft
Teams Using Custom
Apps and Microsoft
365

Microsoft Teams can be extended using apps from app store as we have seen in the
previous chapter but it can be also extended with custom apps built for your business
specifically. In this section of the book, you will learn how custom apps can be enabled on
your tenant and how you can use other tools from the Microsoft 365 ecosystem to extend

the default functionalities.

If you are using SharePoint, Power Apps, or Power Automate, in this chapter you will learn
how to integrate these three platforms with Microsoft Teams.

In the following pages, you will find information about these main topics:
» Working with custom apps

« Installing custom apps

« Blocking Microsoft Teams apps
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Extending Microsoft Teams using SharePoint
Extending Microsoft Teams using Power Automate

Extending Microsoft Teams using PowerApps

Working with custom apps

Organizations are all different and have their own rules and internal processes. However,
even though the Microsoft Teams store provides an awesome way of extending the
platform, it will not be able to cover all the requirements of the different organizations.

To overcome this problem, Microsoft Teams allows you to upload custom apps built
by developers for your organization. This way, you will be able to extend the platform
according to your specifications.

Enabling custom apps

Custom apps must be enabled by the administrator and in this section, we will see how it
can be done:

Start by opening the Microsoft Teams admin center at https: //admin.
teams.microsoft.com.

On the vertical menu, expand Teams apps and then click on Manage apps.

Click on the Org-wide app settings button:

Microsoft Teams admin center

85 Teams

Dashboard

Manage apps

When you are ing apps for your organi N, you are controlling what apps are available to users in your
organization's app store. You can then use app permission and app setup policies to configure what apps will be available for
specific users. Learn more

Devices

Locations

[or-eermcuw ][]

Meetings

+ Uplobd new app 494 tems Q Search by name &

Messaging policies
e Name T Certification () Categories Publisher App status (O

Manage apps d 365-QA Training & tutorial Advantive Blocked

Permission policies 2 A2 ADP Virtual Assistant - Human resources & recruiting, ADP Allowed

Setup policies & AFCRECFAYE - Human resources & recruiting, TIS Inc Allowed
Voice oo

58 AMION -- Communication, IT/admin +1 v AMION Allowed

Figure 7.1: Org-wide settings
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4. Toggle the option Allow interaction with custom apps to On. This way, you can
allow your users to upload custom apps that are not available in the store:

Org-wide app settings

Allow third party apps (T)

@ o

Alicw any rew thind party 3pps published 1o
e store by cetautt (0

o o

Blocked apps (0)

Saarch for apps you want 1o bleck seross yaur
SIGANEZINON O 15 See B st of appsgo o
Tearms app store

Figure 7.2: Enabling interaction with custom apps

5. Click Save.

As an administrator, you should be careful with the rollout of custom apps into Microsoft
Teams. You should only install apps from trusted sources and you should plan who will
be able to install this type of app. Even though custom apps get enabled globally in the
org-wide settings, you can restrict who will be able to upload them through the use of
setup policies, which is what we will see in the next section.

Disabling custom apps

Custom apps will be able to access information on your tenants, so it's recommended
to plan which users will have the necessary permissions to install them. To restrict the
installation of custom apps, you can disable this functionality on the Global (Org-wide
default) policy - this way, each new user will not have the ability to upload custom apps.
To do it, follow these steps:

1. Open the Microsoft Teams admin center.
2. On the vertical menu, expand Teams apps and then click on Setup policies.
3. Select Global (Org-wide default).
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4. Click on the Edit button on the toolbar:

Microsoft Teams admin center fal ] ? “

() Dashboard

App setup policies

App setup policies control how apps are made available to a user with the Teams app. You can use the Global (Org-wide
default) policy and customize it or you can create custom policies and assign them to a set of users, Learn more

Teams

=

(2 ResetGlobal policy s Manage users

Users
- ’ Name 1 Jescriptior Custom policy
Messaging policies Custom Apps Yes
Teams apps FirstLineWorker .
Permission policies
No E

Setup policies

[¥] Policy packages

Figure 7.3: Edit App setup policies
5. Toggle the Upload custom apps option to Off.

6. Click Save, and note that modifications of these policies can take up to 24 hours to
be applied:

Microsaft Teams admin center Q & ? =

App setup policies \ Global

Dashl

Global

Teams

Description
Devices

Locations

Xo ® of |°
Lee Allow user pinning & o

Meetings

Pinned apps

Messaging Choose the order that apps are pinned in the Teams app navigation bar.

Teams apps - Add apps 6 Items

Pe n policies

Setup policies

u Activity 14d6962d-6eeb-4f48-8890-de55454bb136 Microsoft
Voice

n Chat B6fcdd9b-61a2-4701-b771-54728cd291fb Microsoft
Policy packages
Analytics & reports m Teams 2a84919f-59d8-4441-a975-2aBc2643b741 Microsoft

n Calendar ef56c0de-36fc-def8-bd17-3dB2bagd073c Microsoft
Planning

ng Calling 20c34400-c67e-4420-9780-0e50c39693df Microsoft

Legacy portal (3

u Files 5af6a76b-40fc-4ba1-af29-8f49b08e44fd Microsoft
Call quality dashb

s

Figure 7.4: Disabling custom app upload
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Uploading custom apps
Now that you have disabled the upload of custom apps globally, you need to create a new
policy that allows users to upload this type of app. To create a new policy for custom apps,
do the following:

1. Open the Microsoft Teams admin center.

2. On the vertical menu, expand Teams apps and then click on Setup policies.

3. On the toolbar, click on Add.

4. Provide a name and a description for your policy.
5

Toggle the Upload custom apps option to On:

Microsoft Teams admin center al LG ? :,"

App setup policies \ Custom Apps
Dashboard

Custom Apps

Teams

Description
Devices
Locations
Upload custom apps (3 ‘J On I
Users
Allow user pinnin On
Mectings pinning @
Messaging policies
Pinned apps
Teams apps Choose the order that apps are pinned in the Teams app navigation bar.
Permission policies
-+ Add apps 6 ltems
Setup policies
Voice ¥ MName App 1D Distributor
Policy packages n Activity 14d6962d-6eeb-4f48-8890-de55454bb136 Mlicrosoft
R a Chat 86fcd49b-61a2-4701-b771-54728cd291fb Microsoft
Org-wide settings v
H Teams 2aB4919f-59d8-4441-a975-2aBc2643b741 Microsoft

Figure 7.5: Enabling custom app upload

You now need to apply the new policy to the users who will have the power to upload
custom apps. The profiles that should have access to this option are different in every
organization but here are some examples you should consider:

 Administrators
« Developers

e Some team owners
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To apply the custom app policy to your chosen users, do the following:

1. Open Microsoft Teams admin center.
2. On the vertical menu, click on Users.

3. Select the users that will have the power to upload these apps.

Note

You should not apply it to more than 20 users at a time. If you have more
than 20 users, you can do this in batches or using PowerShell. PowerShell for
Microsoft Teams is explained in Chapter 10, Microsoft Teams PowerShell - a
Tool for Automation

4. Click on Edit settings.
5. On App setup policy, select your policy for Custom Apps.

6. Click Apply, remembering that custom policies can take up to 24 hours to be
applied:

Edit settings

App setup pabcy

Custam Apps

Call park palicy

Calling poficy

Taams policy

“ i

Figure 7.6: Applying a custom policy
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Pro Tip:

When managing Microsoft Teams, you will stumble across multiple terms with
reference to apps. As an admin, it's important to know all the concepts and the
differences between them as they can be a bit confusing:

(a) Third-arty apps — Third-party apps are all the apps installed by users from
the app store.

(b) Custom apps or side-loading apps — Both names are associated with apps
uploaded to the tenant without using the app store.

Installing custom apps

Now that you know how to enable custom apps and how to give permissions to the right
users to install them, it is time to learn how the installation process works.

Note:

The process described in this section uses a prebuilt custom app from
Microsoft to install Microsoft Learning Pathways on Microsoft Teams. To learn
more about this solution, visit https://docs.microsoft.com/en-
us/office365/customlearning/.

If you want to know more about how to build custom apps for Microsoft
Teams, have a look at Chapter 8, Build Your Own App for Microsoft Teams Using
App Studio.

If you are a user with permissions to upload custom apps, do the following:

1. Open Microsoft Teams and click on Apps.
2. At the bottom of the window, click on Upload a custom app.


https://docs.microsoft.com/en-us/office365/customlearning/
https://docs.microsoft.com/en-us/office365/customlearning/
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On the menu, choose whether you want to install it globally for all the users in the

tenant or just for you and your teams:

Apps
Search all Q

Al >
Personal apps

Bots

Tabs

Connectors

Messaging

Top picks
Analytics and Bl
Developer and IT
Education
Human resources
Productivity

Project management

fd Upload for me or my teams

] Upload for HANDS ON Shar...

Upload a custom app

Browse available apps and
services
Add your favorite app for yourself or

for a team.

See our top picks

Trello
Project management

Trello lets your team work more coliaborati
get more done. Trello's boards, fists, and
enable you o organize and prioritize your project...

Plan better, code together and ship faster using
Azure DevOps. Search, find work, and collaborate
better with your team

b | Jira Cloud

Jira Cloud is an issue management tool designed to
help you plan, track, and reiesse world-class

TALENTSOFT

(asc

Flow
Workfiow + business management

Automate time-consuming and repetitive tasks by
integrating your favorite 2pps and services with
Microsoft Fiow.

Zoom

Communication

Seamiessly start. schedule and join Zoom mestings
from Microsoft Teams. Meet happy with fawless
video, ciear sudio, nd easy content sharing!

v Yammer
Communication

Bring the power of Yammer to Microsokt Teams
and simplify, optimize. and control your

Figure 7.7: Uploading a custom app

4. Upload the ZIP file containing the app and click Open.

5.

Polly
Utlities

Gather real-time insights with simple polis that
work where you work

Cisco Webex Meetings
Communication

The Cisco Webex Mestings integration makes it
easy to add a link for your Webex meeting or
Personal Room meeting to your message in your.

@ MindMeister
Productivity

MindMeister is 3 professional mind mapping
software that's both versatiie and essy to use.

When you choose to install the app for you and your teams, a pop-up window will
open and you will have to click on Add as shown in the following screenshot:

.. Get Started

About

Privacy and Permissions

Training tools for Office 365 applications

Get started with on demand training for Office 365

Personal app

Keep track of important content and info

Created by: Karuana Gatimu

Version 1.4.0

Privacy and permissions

By using Get Started, you agree to the privacy policy and terms of use.

This app will have permission to:

* Receive messages and data that | provide to it.

* Access my profile information such as my name, email address, company name,
and preferred language.

Figure 7.8: Adding a new app
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6. When you choose to install the app globally in the tenant, after uploading the
ZIP file, a new category is created in the app store's vertical menu, as shown in the
following screenshot:

Apps

Search all Q, =. Get Started
All Get started with on demand training for Cffice 365

Personal apps

Bots *

Tabs

Connectors

Messaging

Built for HANDS ON Sh.. >

Top picks

Analytics and Bl
Developer and IT
Education

Human resources
Productivity

Project management
Sales and support

Social and fun

Figure 7.9: Installed custom app

7. To install the app, you need to click on it and then, on the popup, click on Add:
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Depending on the custom app type, the Add button might assume different layouts with
different options. The following screenshot represents the possible variants:

Yammer . Beezy Stories
Y Communication, Human resources + recruiting, Social ’. . Communication, News + weather, Social

£k b0 g bl “-
B Leodesship Connection > General

About 35 Add to a team

More from Microsoft Corporation E] Add to a chat

Figure 7.10: Add button - variations
Let's see what each of these options are:

(a) Add: This means that the app will become available globally.

(b) Add to a team: This means that the app will be installed in a team. When the
button displays just this option, it means the app cannot be used in any other
context and you will not be able to use it as a personal app.

(c) Add to a chat: This means that the app can be installed and added to a group
chat or to a one-to-one chat.

(d) Open: This is not represented in the screenshot, but this option means that the
app is already installed in your tenant and ready to be used.

Installing custom apps as an administrator

As an administrator, you will be able to install apps from the app store, as explained in the
preceding section, or from the Manage Apps screen available in the admin center by doing
the following:

1. Open the Microsoft Teams admin center at ht tps: //admin. teams.
microsoft.com.
2. On the vertical menu, expand Teams apps and click on Manage apps.

3. On the toolbar, click on Upload new app:


https://admin.teams.microsoft.com/dashboard
https://admin.teams.microsoft.com/dashboard
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Microsoft Teams admin center

Dashboard

Manage apps

5 Teams . A . . .
When you are managing apps for your organization, you are controlling what apps are available to users in your

organization's app store. You can then use app permission and app setup policies to configure what apps will be available for

D o
specific users. Learn more

Locations

Users Org-wide app settings
Meetings
+ Upload new app 9 ' 494 [tems Q Search by name @

Messaging policies

Name T Certification (D) Categories Publisher App status (D)
Manage apps d 365-QA - Training & tutorial Advantive Blocked
sion policies 2 A2 ADP Virtual Assistant - Human resources & recruiting, ADP Allowed
Setup policies ® ATIREVEHYE Human resources & recruiting, TIS Inc. Allowed
Voice
Ei" AMION - Communication, IT/admin +1 % AMION Allowed

Figure 7.11: Uploading a new app as administrator
4. From the Upload a new custom app pop-up window, click on Select a file.
5. Select the ZIP file of your app and click OK.
6. Wait a few seconds for the confirmation message.

Apps installed from the admin center will become available to all the users in
your organization.

Blocking Microsoft Teams apps

So far, we have seen how you can enable and disable the usage of Microsoft custom apps,
but restricting the usage of these apps might be prejudiced against the adoption of the
platform. A Microsoft Teams administrator always has the possibility to block custom
apps or even apps installed from the store.
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If you want to restrict the usage of apps on your tenant after being installed, do the
following:

1. Start by opening the Microsoft Teams admin center at https://admin.
teams.microsoft.com.
2. On the vertical menu, expand Teams apps and then click on Manage apps.

3. Click on the Org-wide app settings button:

Microsoft Teams admin center

Dashboard

Manage apps

When you are managing apps for your organization, you are controlling what apps are available to users in your
organization's app store. You can then use app permission and app setup policies to configure what apps will be available for
spedific users, Leam more

Teams

Devices

Locations

Users

| Meetings o
494 [tems Q Search by name e
Certification (D Categories Publisher App status (D
Manage apps d 365-QA Training & tutorial Advantive Blocked
Permissi ies AP ADP Virtual Assistant = Human resources & recruiting, ADP Allowed
Setup policies B AFLRE — Human resources & recruiting, TIS Inc Allowed
© Voice .
AMION Communication, IT/admin +1 v AMION Allowed

Figure 7.12: Org-wide settings
4. Scroll down on the side menu to the Blocked apps section.

5. Search the app you want to block by name as highlighted in the following
screenshot. This search will retrieve not just the custom apps installed by you and
other users, but also apps in the store that are available for you to install. Once
an app is blocked by the administrator in Org-wide app settings, it will not be
available to be used by any user in the tenant:


https://admin.teams.microsoft.com
https://admin.teams.microsoft.com
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Org-wide app settings

Custom apps ~
If your organization requires apps other than
those available in the Teams Apps store,
custom apps can be developed as app
packages and uploaded. Learn more
Allow interaction with custom apps (©)
@ o
Blocked apps (8) ~
Search for apps you want to block across your
organization or to see a list of apps go to
Teams app store.

get X

GetResponse
B Comeome

Bl GetStarted

B Karuana Gatimu

. comaround
}.{,& ComAround &

m bt

Figure 7.13: Blocked apps

Click on the name of the app you want to block and then click Save.

Now that you know how custom apps can be managed and installed on Microsoft Teams,
as an administrator, you will be able to decide how this feature will be available to
your users.

Microsoft Teams can be extended with custom apps, but also with platforms that you
probably already have in-house and have been using for a long time. The next section
explains how SharePoint can be used to build your own custom apps for Microsoft Teams.

Extending Microsoft Teams using SharePoint

SharePoint is one of the key components of the Microsoft Teams structure and has been
around since 2001, meaning that a lot of organizations have their information systems on
this platform.

The SharePoint apps described in this section come pre-installed on Microsoft Teams and
are available to be used in all types of teams and channels.
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Using out-of-the-box integrations

As explained in the first section of the book, each team on Microsoft Teams is built on
top of a SharePoint site that is used to store information shared by the team. While
SharePoint can be used just to store documents, you can also take advantage of the
powerful features of the platform, such as the custom pages, news, or lists, to create
complex information systems.

To bring content stored on SharePoint to Microsoft Teams, you can use the out-of-the-box
apps highlighted in the following screenshot:

Add a tab X

Turn your favorite apps and files into tabs at the top of the channel Search Q,
More apps

Tabs for your team

Document Forms GitHub OneMote Planner
Library
i1l .
Power BI PowerApps PowerPoint SharePaoint Stream Website
Word Yammer YouTube
Mare tabs

@ Manage apps

Figure 7.14: SharePoint apps
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Document Library

Document Library is a tab similar to the default files tab library you get on each team.
While the files tab only gets you documents from the shared documents library in the site
collection, this one allows you to pick any library from any site collection. To use this app
in one of your teams, do the following:

1. Add the Document Library tab to the channel where you want to get the
documents.

2. Select the site where the document library is located either by choosing from the
Relevant sites list or by using a SharePoint link to the site or to the library.

3. Click on Next:

Document Library About X

@ Brand @ Contoso
https://handsonsp.sharepoint.com/sites/contc

(D Relevant sites

@ Use a SharePoint link @ New Intranet

https://handsonsp.sharepoint.com/sites/proje

& Home

https://handsonsp.sharepoint.com

s, Custom leamning for Office 365

https://handsonsp sharepoint.com/sites/0365

Q Customer Success

9 https://handsonsp.sharepoint.com/teams/Cus

& Post to the channel about this tab

Baclre Next

Figure 7.15: Document Library selection

4. Choose the library you want to add and click Next.

5. Provide a Name for the new tab. By default, the application suggests the name of
the library.

6. Click Save.
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The document library is a great resource when you need to bring documents from
SharePoint to the Microsoft Teams context. The users will be able to perform the same
actions they do on SharePoint, such as editing, uploading, renaming, and deleting files,
however, the app does not give you access to custom views like the default files tab does:

Teams 5 General Posts Files Wiki Contoso~ —+ SIS
Your teams
ﬂ Customer Success @ Shared Documents
General ﬂ New Upload @ Get link * Open in SharePaint
Support
Training ~ Type Name Modified Modified by
Hidden teams <} QT300 Accessories Specs xlsx 3/14/19 lodo Ferreira
@ Potential Australia Exp_pptx 371419 loéo Ferraira
Financial Reporting.xlsx /14119 loao Ferreira
European Backpacking Trip.xlsx 3/14/19 lodo Ferreira
Corporate Giving Press Release.docx 3/14/19 loao Ferreira
@ contoso_marketing_facts pptx 3/14/19 lodo Ferreira
ﬂ! contoso-timeline.pptx 3/14/19 loao Ferreira
@ Contoso NextGen Camera Product Planning.docx 3/14/19 Joao Ferreira
ﬁ Contoso Five Year Vision.docx 3/14/19 loao Ferreira
28" Join or create a team @ @ Contoso Company Goals Q1 - Q4 .docx 3/14/19 Jodo Ferreira

Figure 7.16: SharePoint document library

Notice that this app respects the permissions on SharePoint, which means that if the users
in the team don't have access to the library selected in the app configuration, they will not
see any documents.

SharePoint News

Microsoft Teams doesn't have a feature that you can use to post news and announcements
for the entire team, however, you can take advantage of SharePoint to do so. SharePoint
team sites include by default an option to create pages and publish them as news, however,
there is no mechanism to notify the users that something new was posted.
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The SharePoint News connector allows you to automatically post news in a channel when
it is published on SharePoint. This app is not pre-installed on Microsoft Teams and needs
to be added from the store. To do so, follow these steps:

1. Open Microsoft Teams and click on Apps.

2. Search for SharePoint News and click on the app with this name when it
appears.

3. Click on Add to team.
4. Select the team where you want to add the connector.

5. Click on Set up connector and then Save.

The connector will do the configuration automatically and will connect to the SharePoint
site collection associated to the team. This connector will only work on standard channels
- private channels and site collections do not include the News feature:

Connectors for "General” channel in “Customer Success” team X

Keep your group current with content and updates from other services

Search P Configured Sort by: Popularity ~
MANAGE Q SharePoint News oo P
Configured Show Mews from your SharePoint site in Conversations {1 Configured ~
My Accounts The News feature on your SharePoint site

keeps your team engaged with important or

ATEGORY interesting stories. When you add this
S connector to your channel, a notification Manage
All message is sent each time a new News post is

published on your site.

Analytics . i .
y Added by: Jodo Ferreira

CRM

Customer Support
Developer Tools
HR

Marketing

Figure 7.17: SharePoint News connector
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The news is posted in the channel using a card format and when the user clicks on it, they
are redirected to the news in the browser, as illustrated in the following screenshots:

Add more people Create more channels Open the FAQ

SharcPoint News

Figure 7.18: SharePoint News posts in Microsoft Teams

SharePoint

The SharePoint app allows you to add pages and lists to a channel from the site collection
of the team. It has a simple configuration interface where you are able to select the list or
the page you want to display, as shown in the following screenshot:

About X
SharePoint o

Add existing content from

News
Home

Pages  Lists
B
Metrics Review Q4 2020
B

Lorem Ipsum

@ Post to the channel about this tab Back

Figure 7.19: SharePoint list selection
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A modern SharePoint page is designed to be displayed inside of Microsoft Teams. This
means that the page will be displayed without the logo and navigation; it will only display
the web parts (web parts on SharePoint are the equivalent to apps on Microsoft Teams)
you have in the page.

Unlike the document library, this app does not allow you to select pages or lists from other
site collections, but as a workaround, you can use the Website app, which allows you to
embed any web page into a tab.

The main difference between both applications is that on the configuration window,
Website requires you to add the link manually. Visually, they are very similar, and the
only thing you will notice when using Website is an info message at the top the page, as
highlighted in the following screenshot:

Teams Y . Support pPosts Files Wiki Recentlyupdat. () Pending tickets @) Weather~ 3Imore~ + 8.0 @&
our teams | it your site isn't loading correcty, click here x |
Customer 5 .
. s + New & Quickedit O Exportto Excel @ Open in SharePoint B All items Y ©
General
Support
Weather
Training

8° 5% 8°
Amesterdam Helsinki London
Partly Sunny Cloudy Sunny

Porto
Mostly Sunny

Figure 7.20: SharePoint list using the Website app

As a SharePoint user, you will be able to integrate both platforms using the out-of-the-
box apps. As we will see in Chapter 8, Build Your Own App for Microsoft Teams Using App
Studio, there is much more you can do with SharePoint and Microsoft Teams to build a
reliable and centralized modern workplace.

In our next section, we will see how to build our own custom apps using Power Automate.
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Extending Microsoft Teams using
Power Automate

Microsoft Power Automate (formerly known as Microsoft Flow) is a tool that allows us
to create automated workflows without writing code. It has more than 300 connectors
divided between a free and a premium plan.

Note:

Most of the connectors from Microsoft 365 are included in the free plan and
you can use it as part of your existing subscription without extra costs.

One of the free integrations available is Microsoft Teams, with which you can automate
processes for you or your teams.

In this section of the book, you will learn, with the aid of examples, how easy it is to set up
a workflow using Power Automate and also how they can be managed from the Microsoft
Teams context.

Case study: Paul, the blog manager

Paul is the company WordPress blog manager and does all the posts and
scheduling. To reach a broader internal audience, Paul wants each post to
be promoted on the general channel that all the users have access to on
Microsoft Teams.

Since some of the posts are scheduled and Paul wants this task to be fully
automated, he will use Power Automate to publish a message on the general
channel with the title, date, and link for the new post.

The idea described in this scenario can be implemented by doing the following:

1. Open Microsoft Power Automate at https://flow.microsoft.com/.
2. On the vertical menu, click on Create.

3. On the Create menu, click on Automated Flow.


https://flow.microsoft.com/en-us/
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4. On the popup, provide a name for your flow.

5. Select the trigger. A trigger is an event that will start the flow execution. In this
scenario, the blogging platform used is WordPress, so you need to select the trigger
named When a post is created.

6. Click on Create:

Build an automated flow

Flow name

Blog Posts on Teams

Choose your flow’s trigger * (0
2 bleg

When a bioh is added or modifig
Azure Blob Storage

®

When a post is created
Blagger

Free yourself from repetitive work just by connecting the apps | ° u When a post is created

you already use—sutomate alerts. reports. and other tasks. WordPress

Examples: When an issue is assigned to m

= Automatically collect and store data in business solutions GitHub

* Generate reports via custom queries on your SOL datsbase
When a new issue is opened and assi...
GitHub

- When an issue assigned to me %los...
PR,

Figure 7.21: Building an automated flow

7. Authenticate on WordPress. This step is common to all the triggers from third-party
connectors, as you need to grant permissions to Power Automate to let it access
your data from a third-party platform.

8. At the flow stage, click on New step.

9. Search for Microsoft Teams.
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10. Select the action named Post your own adaptive card as the Flow bot to a
channel. Adaptive cards are built with JSON and are an easy way to post structured
information on several Microsoft 365 platforms. Adaptive cards can be built visually
using the designer tool (https://adaptivecards.io/designer/). Once
you get the desired layout, you can copy the generated JSON and reuse it:

v Ervironments - .
i Power Automate O Search for helpful resources F:3 HMJDS ON SharePoint ... 2] 7
= € Post company public posts on Microsoft Teams 0 79 Flow checker B Test
(@ Home =
LY When a postis created (Praview)
Action items ~
e &
sl
|~ Mytows -
0 [ 5i)] Fost your own adaptive card as the Flow bot to a channel (Preview) @ -
+ Create
Team HANDS ON SharePoint ~ Add dynamic content from the apps and connedtors Hide
& Templates o used in this flow.
*Channel General ™
&% Connectors Mescage 1 Dynamic content  Expression
“type: “AdaptveCard”,
8  Daa " oyl P search dynamic content
oF  AlBuilder v t .
“type”: “Textlock”, Posts Guid
£ Solutions “size™; "Medium’”,
“weight': “Balder", Posts ID
D Lean o e
13 It T Poﬂshheﬁoum
1 IR EEN
@ “type’s “ColumnSet” = ) osts Moditea
“columns®: [ ~—
) -~
, ot 0 .
et Cotsmr . o
)
! Posts Ttle
type®s TeutBlock’, <
“spacing”; “Nane”, .
sping: e’ Posts Type
et~ Posts Date x
“isSubtle” true,
"wrap': true

Figure 7.22: Posting an adaptive card
11. Select the team and the channel where you want to post the card.
12. In the Message text box, paste the JSON code.

13. Look for the placeholders where you want to add the text from the post and click
on the corresponding post field. Fields are added to the JSON in the cursor location
once you click on them.

14. Click on Save.

Every time this flow is executed, it will automatically post a message on Microsoft Teams
using the card format you have built, as the following screenshot demonstrates. Posts are
made by Power Automate and the card includes information about the author of

the message:


https://adaptivecards.io/designer/
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Teams W General Posts Files Wiki + @ Team

— b |

Your teams.

BX  Project X

- HANDS ON SharePaint +++

T Add more people Create more channels Open the FAQ

Authors

B8  Jodo Ferreira has added Flow to the team.
Posts

Stats @ Flow 12:38 PM
o

New product announcement

Hidden teams
02/18/2020 12:37:44

eira (i dsonsp.onmicrosoft com) used Microsoft Flow to
this notification. Learn more

Start a new conversation. Type @ to mention someone.
28" Join or create a team @ Aj @ @ @ = \j:q §> Q ', O .on B
Figure 7.23: Adaptive cards in Microsoft Teams

Microsoft Teams can be used for actions, as we have seen in this example, but it can also
be used as a trigger. The following lists detail all the available integrations and even though
some of them are still in preview, you should be able to use them without any issues.

Triggers:

« When a new channel message is added
o When I am mentioned in a channel message

e When a new member is added
Actions:

 Get messages: This action gets messages from a channel into a team.

 Post a choice of options as the Flow bot to a user: This action creates a card with a
set of options that a user must choose before responding.

« Post a message: This message is posted into a team channel.
« Posta reply to a message.

+ Create a channel.

o List Channels.

o List Teams: Lists the teams you are a member of.
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 Post a message as the Flow bot to a channel.

o Post a message as the Flow bot to a user.

 Post an Adaptive Card to a Teams channel and wait for a response.
o Post an Adaptive Card as the Flow bot to a user.

« Post an Adaptive Card as to a Teams user and wait for a response.
« Post your own adaptive card as the Flow bot to a channel.

« Post your own adaptive card as the Flow bot to a user.

Power Automate can also be integrated with Microsoft Teams using an app available in the
Microsoft Teams store.

Note
At the time of writing, the app is still available with the old name - Flow.

Flow is available as a personal app and as a tab, and allows you to build your automations
directly from Microsoft Teams.

The personal app also gives you access to the approval list and to the bot that allows you to
trigger your flows using natural language. The following screenshot displays the personal
flow app, showing the user view of their own Flows:

=l Flow Chat Flows Approvals  About O @

~+ New O Search

Flows

My flows Team flows Ul flows (preview)

o Name Madified Type

Post company public posts on Microsoft Teams 3 hago Automated
E ‘Weather London 5 mo ago Scheduled
E ‘Weather Helsinki 5 mo ago Scheduled
E Weather Amsterdam 5 mo ago Scheduled
E ‘Weather 5 mo ago Scheduled .

Figure 7.24: Managing Flows from Microsoft Teams
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The tab displays your team flows and also allows you and your team members to

create new ones. When creating a new Teams flow using the tab app, it fills in the form
automatically with the team and channel details. The following illustrates how the tab app
looks in configuration mode:

Teams hTd General Posts Files Wiki Flow~ —+ E 2D & e

Your teams.
€ Post message on Teams when a RSS feed is published Save s Flow checker [ Test

“ Project X .

' HANDS ON SharePoint :-“ When a feed item is published

General ~The RSS feed URL
| https:/fteams.handsontek.net/feed

Authors
Posts
Stats J/
o
.ﬁlﬂ Alert the team
Hidden teams _

*Team

HANDS ON SharePoint ~ |
*Channel

|Genera\ N |
* Message

Font v 12vB I U/ E & 2

Body of the message.

Show advanced options

-
285 Join or create a team =

Figure 7.25: Creating a Flow from Microsoft Teams

Extending Microsoft Teams using PowerApps

Power Apps is a platform that empowers everyone to build business applications without
writing code. With a simple and intuitive layout, it empowers every user to build more to
achieve more. Microsoft Teams wants to embrace the power of apps created by users and
allows you to use them on the platform. This way, we can say that every Power App is also

a Teams app.

Note:

This section of the book does not cover the creation of an app; it only shows
how you can integrate an existent app into Microsoft Teams.

Let's now take a look at a scenario to understand this better.
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Case study: Adele, the event manager

Adele is responsible for all the events at the company and has a budget

to manage during the year. To help her with all the events and with the
visualization of how much is being spent on each one, Adele has created a
PowerApp based on the data she already had.

everyone can be aware of how much was spent.

Now that the app is working, Adele wants to share it with her team members so

Power Apps is available on Microsoft Teams as a tab only. This means that you can only
use it in a channel or in a chat context. Every time you add a Power App to Microsoft
Teams, you should guarantee that all the users will have access to the original Power App.

To start adding a Power App to one of your teams, do the following:

1.
2.

5.

Go to the app store, search for PowerApps, and click on it.

Select the Channel or the Chat that you want to add it to.

Establish the connection between Power Apps and Microsoft Teams - this is

necessary to get access to your apps.

Select the app you want to add:

About
H PowerApps

Choose from existing apps ()

Search for an app Q ¥ My apps

== Budget Tracker
Adele
HANDS OM SharePoint (default)

Looking for more? Go to All apps.

Or create an app in Power Apps

Post to the channel about this tab Back

Figure 7.26: Adding an app to Microsoft Teams

Click on Save.

X
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The app is added to a tab showing the original name you gave to it on Power Apps, and
the layout will reflect exactly what you did on the original app. The following screenshot
displays the Power Apps app behaving as a native Teams app:

Teams 'é Events Posts Files Wiki Budget Tracker v | § J O @&
Your teams
Budget Tracker =
. Project X A
Budgeted Spent Remaining
HANDS ON SharePoint e
B All budgets $55,000 $22,332 $32,668
General
Authors Team events at Contoso Total spent $8,732  Attached receipts
Events Budgeted
Post $10,000 1000
o5t Spent Remaining 1000 2000
Stats $1,950 58,050
Spring customer visits
Hidden teams A a0
5,000 222
Spent Remaining
$3,175 51,825
Expenses e
Meta Conference XVI 1) P
Budgeted
$10,000 S Car wash $2,000 M
e bt House keeping $1,500
$8,732 $1,268
X Theme park $3,232
Litware team event
Budgeted Extra $1,000
5,000
&' Join or create a team 23 Dinner $1,000

Figure 7.27: A Power Apps app in Microsoft Teams
If you don't want to add the app to a team but instead want to use it as a personal app, you
will need to download the application package from the PowerApps application itself. To
do this, do the following:
1. Open the PowerApps website at https://make.powerapps.com/.

2. From the vertical menu, click on Apps.

3. Select the app you want to install and click on the ... button to open the More
options menu.


https://web.powerapps.com/trial
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4. Click on Add to Teams:

hawds on @.Wt‘,‘i’ Power Apps ] N SharePamt
= - Mewapp &7 Bdit D Play 1P Share = Export package {preview) SR Add to Teams Lt Analytics (preview) ) Settings = My apps *
M Home
Apps
@ Lesmn
s Component kbranes (preview)
l?F Apps &
+ create T Hem i ,
0 ner ype
e
EE Data W
® [ s Iosa Ferren Canva
»? Flows
3 Al Builder W 1= Export package gareview)

. (4]

2 Analytics (preview)
& settings
@ Delere

@ Details
Figure 7.28: Adding an app to Microsoft Teams from Power Apps

5. From the vertical menu, click on Download app:

H  lavds ouBdmet  PowerApps Add to Teams %

- + Newapp ~ ¢ Edit [ Play |2 Share '+ Export package (preview) U5 AddtoTeams | Analytics
To add your app lo Teams:

@ Home Apps 1. Review and downlaad your app (zip file)

O Learn 1 Upload your app as a custom app to Teams

Apps  Component Bbranes (preview)
] B Apps b g

Review app details

+ create i Modhied App detsils ean't be changed in Teams ance
il

@ Do W o @

4 Budget Tracker = Tmaago

o Flows n tacur

“d Al Builder - Description
Keep your projects and events on budget, with

[ solutions custom categonies, casy data entry, and the
graphing eptions you need 1o see it ol cleary.
This app will open with sample data.
Edit details = -

5] =
Figure 7.29: Downloading a Power Apps app
6. Save the ZIP file.

7. Upload the application package to Microsoft Teams, as described in the Installing
custom apps section.

Once uploaded and installed, you will be able to access to your Power Apps app from the
vertical app menu, as shown in the following screenshot:
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Budget Tracker &

Budget Tracker

Budgeted Spent Remaining

$55,000 $22,332 $32,668

All budgets

Team events at Contoso [l Total spent $1,950 Attached receipts
Budgeted
$10,000 >

Spent Remaining

$1.,950 $8,050

Spring customer visits
Budgeted

$5,000

Spent Remaining
$3,175 51,825
Meta Conference XVI Expenses

Budgeted

$10,000 Cake

Spent
$8,732

Mavie
Extra
Litware team event

Budgeted Cleaning
$5,000

Figure 7.30: A Power Apps app in Microsoft Teams as a personal app

Ssummary

In this chapter, you have learned how to extend Microsoft Teams in a more advanced way
using the tools and platforms that are included on the Microsoft 365 platform. We also
demonstrated, through the use of scenarios, how you can integrate the collaboration

and communication areas of a modern workplace by building custom apps without
writing code.

In the next chapter, we will continue to explore the options available to extend Microsoft
Teams, and you will learn how to create a personal app from scratch without writing code.






8

Build Your Own App
for Microsoft Teams
Using App Studio

So far, we have seen how Microsoft Teams can be extended using apps from the store and
apps developed by third-party developers. In this chapter, we will continue to see how
Microsoft Teams can be further extended and how you can build your own applications.

Anyone can be a citizen developer on the Microsoft Teams ecosystem, and with Microsoft
Teams App Studio you will be able to build your own apps and integrate your own tools
inside Teams.

In the following pages, you will find information about these main topics:

+ Understanding Microsoft Teams App Studio

 Getting familiar with Microsoft Teams App Studio

« Building an app using App Studio

+ Using App Studio to integrate SharePoint and Microsoft Teams
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Understanding Microsoft Teams App Studio

There are thousands of applications outside of the Microsoft ecosystem that are used by
organizations in their day-to-day tasks; however, most of them don’t have an integration
with Microsoft Teams, which forces you to use them in a standalone mode.

Microsoft is well aware of this and wants to empower you to build/bring your business
applications and scenarios to the Microsoft Teams context. To help with this, Teams has
built App Studio.

Microsoft Teams App Studio is an app built by Microsoft to develop apps easily and
quickly. Using this app, you will be able to create your own personal apps and tabs and you
will also get access to some of the documentation about the design language of Microsoft
Teams apps.

This simple app can be used by any citizen developer to build their own app in a matter of
a few clicks. Now that we have understood the basics of what App Studio is, we will learn
about its different features and get familiar with how to use it.

Getting familiar with Microsoft Teams App Studio

In order to accomplish the steps described in this chapter, third-party apps must
be enabled in the Org-wide app settings in the Microsoft Teams admin center, as
shown here:

Org-wide app settings

Third party apps ~
You can control which third party apps can be
installed for your organization. Learn more

Allow third party apps ()

@ on

Allow any new third party apps published to
the store by default (i)

® of

Custom apps ~
If your organization requires apps other than
those available in the Teams Apps store,
custom apps can be developed as app

Figure 8.1: Enable third-party apps
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Note

More details about managing apps can be found in Chapter 7, Extend Microsoft
Teams Using Custom Apps and Microsoft 365.

Microsoft Teams App Studio is a personal app and needs to be installed to be used in the
organization. To get access to the studio environment, follow these steps:

1. Open the Microsoft Teams store by clicking on the store icon in the app bar.

2. Search for App Studio and click on it.

3. Click on Add. After a few seconds, the app will be ready to use:

App Studio

B:'« Developer tools, Microsoft

About
Maore from Microsoft Corp.

Privacy and Permissions

Build great apps for Microsoft Teams with App Studio.
Create new Microsoft Teams apps, design and preview bot cards, and explore
documentation using App Studio.

Bots

Chat with the app to ask questions and find info

Personal app
Keep track of important content and info

Created by: Microsolt Corp.
Version 1.3.0

More from Microsoft Corp.

HED-D

OneNote Azure Devid,.. Mews Wunderlist Bing News Weather
= o/
]
Azure Boards Forms Stocks Powerfpps Flow SharePaint ...

Figure 8.2: Adding App Studio

4. To open the app, click on ... in the app bar and then in the more apps menu, click

on App Studio.

Now that you have App Studio installed, you need to get familiar with it before we start
using it. In the following sections, you will find a detailed explanation of all the features.
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Chat

In the chat tab of App Studio, you will be able to interact with the bot to get information
about how to develop apps and documentation. In the following screenshot, the bot was
asked for information about the messaging extensions, and it returned links to relevant
Microsoft articles:

App Studio chat Manifest editor  Card editor  Control library  About

schema will be the starting point of our reference documentation.

Board: Adaptive Card
List: Backlog
Assigned to: Matt Hidinger
Due date: Not set

Set due date Comment

10:02 AM
search messaging extension o)

@ App Studio 1002 AM
1

Found these results:

What are messaging extensions? - Teams | Microsoft Docs
Messaging extensions allow users to interact with your web service through buttons and forms in the b

mm Create a messaging extension - Teams | Microsoft Docs
WS Messaging extensions are supported beginning with v1.0 of the manifest. Declare your messaging exte:

mm [nitiate actions with messaging extensions - Teams ...
L} A messaging extension is a cloud-hosted service that listens to user requests and responds with structu

What can | do? -

Search for Teams developer documentation

|lype your questions here

A D W E B R b E Q- =3

Figure 8.3: App Studio bot

In this chat section, you will also be able to test other features that can be built using the
App Studio, like the cards and adaptive cards used in the Power Automate example in
Chapter 7, Extend Microsoft Teams Using Custom Apps and Microsoft 365. This way, you
will be able to get a preview of what it will look like when added to a chat window.

Manifest editor

The Manifest editor is the tab that allows you to build your own apps. It gives you access
to the form with all the necessary options to generate a Microsoft Teams app. Behind
the scenes, it generates a JSON file that can be then installed in your tenant directly or
downloaded and uploaded into other tenants. The following screenshot shows what the
Manifest editor tab looks like:
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App Studio Chat Manifest editor Card editor  Control library  About

Home
Recently created apps
Welcome
B Todos Video @ New a)
Use the manifest editor to develop or To do list Mew app for Microsaft Teams New app for Micrasoft Teams
import your own apps for use in Teams.
Choose an option below to get started To do list Video Adescriptian of what your app does
4 Createanewapp

Bulld a new app lrom scratch

Import an existing a PnP
‘ | P 9 app ‘ B

Continue working on a project SharePoint PAP repositery

Get access tn the PP Respasitories where
you can find the

Figure 8.4: App Studio - Manifest editor

Card editor

The card editor allows you to generate cards and adaptive cards to include in your
Microsoft Teams integration, as we saw in Chapter 7, Extend Microsoft Teams Using
Custom Apps and Microsoft 365 with Power Automate. If you are planning an automated
way to post messages have a look at this section; it will allow you to build the card,
preview what it looks like, and get the code in three different formats: JSON, C#,

and Node.

While building the card, you can test how it will behave in a real chat window. When you
click on the Send me this card button, the card is posted in the App Studio chat:

n App Studlio Chat Manifest editor  Card editor  Control Bbrary  About

<Home. oo caharp rode
Metadata o

tp: /faduptivecands . iosschemas/adaptive-card.
Card™,

3
New Adaptive Caed 4 “hody”: [
]

Publish Adaptive Card schema

Matt Hidinger
Created Tue, Feb 14, 3017

Mo that we have defined the main rules and features of the
farmat, we néed to produce a schema and publish it 1o Gitkub
The schema will be the starting point of our reference

I
17 documentation

) Bogrd: Adapitree Card
an List: Bacidog

Assigned to: Malt Hidirsger
Due date: Mot set

Set due date Comment

Figure 8.5: App Studio - Card editor
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Control library

If you know how to write code and want to build the most amazing native Microsoft
Teams app you definitely need to check out the control library. Here, you will find all the
controls that you will need to integrate in your app to make it look like a native Microsoft
Teams application. The following screenshot shows all the options available in the Control
library tab:

58 App Studio Chat Manifest editor Card editor Control library  About

Control Library Dropdowns
This tab is a showcase of the Microsoft Mo Label
Teams UI Controls library.
left dropd v
Click through the controls below to get Ul
a preview of what is available. .
With a label
@ Home I'm a label
Uselul usage information
right dropdown A
s Buttons .o
@ Event triggering Custom content in items
Customized item content
— Dropdowns
'— Condensed event triggering small dropdown v
Checkboxes Small dropdown

N

Multi-item selection
Default icon

RadioButtons small dropdown  ~~
Single-item selection

Icon only dropdown

Toggles
Turning things on and off N

/ Inputs
Text input

N

Show Code Editor

Figure 8.6: App Studio - Control Library

Now that we are familiar with all our features and how to use App Studio, in the next
section we will see how to build an app with it.

Building an app using App Studio
Building your first app using App Studio is an easy task. All you have to do is get the links

to the applications or to the sites that you want to embed into Microsoft Teams and follow
the instructions described in this section.
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Note

App Studio can be used to build all five types of apps (personal apps, bots, tabs,
connectors, messaging)but the only ones that can be built without writing code
and that are accessible to all citizen developers are personal apps, which are the
focus of this section.

Let's now look at a scenario to understand how to use the App Studio better:

John the surfer

John loves to surf and recently opened his own surfing school. John and the
other teachers need to regularly check the conditions of the sea before the
classes.

John's license allows him to teach on five different beaches, but visiting each
one of them daily takes a lot of time. Luckily, those beaches are monitored
24/7 and live streamed on the internet, so John has decided to build his own
app to get instant access to the videos while working and planning his day on
Microsoft Teams.

If, like John, you also need a custom app on Microsoft Teams, follow these steps:

1. Open Microsoft Teams App Studio.
2. Click on the Manifest editor and then Create a new app.

3. Fill in the App details form. This is a long form, but there are a few fields that you
can ignore if you are building the app for yourself. If you plan to publish it on the
store, you should fill all the options according to the instructions to prevent the app
being rejected:

(a) Short name: The short name can have a maximum of 30 characters and is the
name that is displayed in the app bar.

(b) Full name: The full name allows you to exceed the 30 characters and is displayed
when the app is visualized in the store. This field is mandatory and cannot be
a copy of the short name if you want to submit the app to the store. However,
if you want to use it on your own tenant you can use the same text as the short
name and ignore the warnings.

(c) App ID : This is the unique identifier for the app. This must be a GUID and can
be generated when you click on the Generate button.

(d) Package Name: The package name is a unique name that identifies your app, for
example, com.domain.app
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(e) Version: The current version of the app. Make sure you update the version every
time you deploy the app in the app store. If you try to reinstall an app with the
same version number, an error will occur.

(f) Short Description: The short description is displayed when the app is visualized
in the store. It has a limit of 80 characters.

(g) Full Description: The full description is displayed in App Source (App Source is
the general Microsoft marketplace for applications). This field is mandatory and
cannot be a copy of the short description if you want to submit the app to the
store. If you want to use it on your own tenant you can use the same text as the
short description and ignore the warnings.

(h) Developer Name: The name of the person/company who developed the app.

(i) Developer Website: The public portal for the person/company who developed
the app.

(j) MPN ID: This field is meant to be used just by Microsoft Partners. Microsoft
uses the MPN ID to measure the usage of the apps built by each partner.

(k) Privacy Statement: This is a link to the public privacy policy. It must be a real
privacy policy if you want to submit the app to the store. If you want to use it
locally and don’t have a privacy policy, you can, for instance, point it to your
company website.

(I) Terms of use: A link to the terms of use. This must be a real document with
terms if you want to submit the app to the store. If you want to use it locally and
don’t have one, you can, for instance, point it to your company website.

(m) Full color logo : This is the logo that will be visible on the store and on
Microsoft Teams when the app is not pinned to the app bar. The size of the logo
must be exactly 192x192 pixels.

(n) Transparent outline: This is the logo that is used when the app is pinned to the
app bar. This logo must be an outline of the original logo in white and it must
be exactly 32x32 pixels. If you want to submit your app to the store and your
outline is not white and transparent, the app will fail the submission process.
However, if you want to use it locally you will be able to use a color image.

(o) Accent color: This color is used as the background for the logo:
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E App Studio chat Manifest editor Card editor Control library  About

Home > Create an app

White Sand
By John F.

Capabilities

Complete these steps

Complete these staps in order to distribute your

app.
o Details
B App details
2 Capabilities
& Tabs
& Bots
#f)  Connectors
[# Messaging extensions
3 Finish

] Languages
@ Domains and permissions

A~ Testand distribute

[l Delete White Sand

App details

Provide some basic info about your app to get things going. Learn more about Teams Apps and the Manifest Schema

*Short description (80 characters or less)
Watch the beaches live cams
*Full description (4000 characters or less)

Watch the beaches live cams

Developer information

Enter your name and website. Make sure the website is a valid https URL
*Name “Website

John F. https://whitesandsurfschool.com

Partner information

Optionally provide the Microsoft Partner Network ID of the partner organization building the app. Learn more
MPN 1D

XK

App URLs

Provide the links to your privacy statement and terms of use.

*Privacy statement *Terms of use
https://whitesandsurfschool.com/privacy https://whitesandsurfschool.com/terms

Branding

Upload one full-color icon (192x192) and one transparent outline (32x32). Both icons should be submitted as PNGs.
Choose an app accent color that matches your icon background. Learn more

*Full color *Transparent outline Accent color
192x192 32x32

Figure 8.7: App details

4. In the second section, click on Capabilities | Tabs. In this section, you will be able
to add tabs to the personal app, up to a maximum of sixteen.
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5. In the personal tab section, click on Add:

E App Studio chat Manifest editor Card editor  Control library  About

Home > Create an app
e White Sand Tabs
By Johe F
Create up 1o 16 tabs for personal use, and ane tab for team use, Learn more

Team tab

This will b visible to everyane on a team once your app has been mstalled. IFIl appear at the top of the team channel

Complete these steps =
Complete these steps in order to distribute
your app.

Add a personal tab

1 Details Define a set of tabs to present by default in the one-on-one app experience (the experience a user has with your app outside the context of a
team or channef).

[® App details
Add
0 Capabilities -
] Tabs
& Bots
88 Connectors

[ Messaging extensions
3 Finish

M Delete White Sand

Figure 8.8: Tabs
6. Fill the tab form. All the fields are mandatory:

(a) Name: The name displayed on the tab. This name cannot be modified by the
users in the app, so make sure you pick something related to what will be
displayed on the tab. The name for your tab should have a maximum of 18
characters. After this limit, the name will be displayed with ....

(b) Entity ID: The unique ID for the tab. Each tab inside the app needs to have its
own ID.

(c) Content URL: The URL that will be rendered inside Microsoft Teams.

(d) Website URL: The URL where the users are redirected when they click on the
option to open the tab in the browser:
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App Studio Chat Manifest editor Card editor  Control library  About

Personal tab h 4
Personal tabs require a name, unique 1D, and content page URL

*Mame

Jeco

*Entity ID

1
*Content URL

https://www youtube com/e3ee818c-06b3-4daf-abad-66Te634a2e78

Website URL

https://www.youtube.com/e3ee818c-06b3-4daf-abad-667e634a2e78

Figure 8.9: Creating a personal tab
Repeat steps 5 and 6 for all the tabs you want to add to your app.

7. Once you finish adding your tabs, move to the third and final section, Finish.

8. If your app will be supported in multiple languages, add the translation files in the
Languages section. In personal apps, you will be able to submit a JSON file with the

translation for the tab names.
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In this section, you will find a template that can be downloaded and modified for
each new language. In the following screenshot, you can see that a translation file
for Portuguese has been added:

App Studio  Chat Manifest editor Card editor  Control library  About

Home > Create an app

o White Sand Languages
By John F

Set up or change the languages that your app supparts.

Capabilities

=] Tobs Default language
Select a language
Complete these steps English v
Complate these steps in oder 1o distribute you
g Select a region
1 Details United States R

B app details
Currently supported languages

2 Capabilities Add support for additional languages by importing localized manifest to App Studio and adding them to your app
E] Tabs
& Bots Supportad languagos
& Conrectors Fortuguese (Portugal)

[ Messaging extensions
Add another language

o Finish Add support for multiple languages W your app by defining additional localized manifest files. Download a template for your
localized manifest files based on your current app definition. Learn more

E]  Languages

& Domains and permissions
mpert language Download template

v Testand distibute
@ Delete White Sand
Figure 8.10: Languages
9. Click on Domains and permissions and make sure the domains used on your tab
are listed in the domain list. By default, App Studio adds the domains from the tabs

to this list, but if your app navigates to a different domain it should also be added in
the Valid domains section.
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Remember, the domain list is not updated when you remove tabs. Before installing
the app, make sure the domains on the list are all being used in tabs. Unused
domains can be deleted manually:

(28 App Studio Chat Manifest editor Card editor Control library ~ About

Home > Create an app

White Sand
By John F.

Capabilities

] Tabs

& Messaging extensions

© Finish

&1 Languages

& Domains and permissi...

- Test and distribute

) Delete White Sand

Valid domains

List the domains your app needs ta navigate to. Use wildcards to include multiple subdomains (for example, *.example.com).
Learn more

Adding domains you don't own can expose your app's users to phishing attacks

Enter a valid domain

ex: www.contoso.com Add

Domains from your tabs

www.youtube.com

ipcamlive.com .

Figure 8.11: Domains

10. If you are ready to test or to use your app, click on Test and distribute. In this
section, you will get the option to install the app directly in your tenant, download
the ZIP file to install it in any other tenant, or start the process of submitting it to

the store.

Note

To install the app, custom apps must be enabled for the user building the app. If
you need help on how to enable custom apps, go to Chapter 7, Extend Microsoft
Teams Using Custom Apps and Microsoft 365.
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In this section, you will also find any errors or warning that may exist in your app,
as the following screenshot shows. If you want to submit the app to the store, make
sure that you don’t have any warnings on this page; otherwise, the app will fail the

submission process:

- App Studio  hat Manifest editor  Card editor  Control library At

Home O Creste an app

2 fots
% Connectors

[ Messaging extensions

© Finish
1 Languages
@ Domains and permissi

4 Test and distribute

B Delete White Sand

These were the steps that John followed to build the app for his surf school. Since he only
wanted to use it on this tenant he installed the app directly from App Studio. The end
result is illustrated in the following screenshot. John made an app with five tabs that show

Test and Distribute
Chocse what you'd ke 1o do with your app. Lesm more

Install

Install yous app in Teams for testing.

Download

Desrption

A Full description should not repeat the same lines in
short description

Cownload and save your app package for distribution and
submission,

Submit

Submit your app to the Teams app store for approval

Figure 8.12: Test and distribute

all the spots where he can give surfing classes:

- White Sand  Meco Seris Bala Telha  Albufeirs  Abour

wwy . playocean.net
Kailua

Figure 8.13: White Sand custom personal app
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However, not all web applications will support the integration inside of Microsoft
Teams. There are web applications that prevent being embedded inside other domains.
Unfortunately, App Studio is not able to tell you whether the link you are adding is
supported or not, but an unsupported page will look like this:

@

& PnP PnP IS  PnP Modern Search  React Controls  List Formating  Property Controls  Extensions  Analytics & more O

Figure 8.14: Error embedding a site in Microsoft Teams custom app

Using App Studio to integrate SharePoint and
Microsoft Teams

As we have seen, building personal apps using Microsoft Teams is a really simple process,
but if you want to build your own app using SharePoint there are a few things that you will

have to take care of.

If you create the app using SharePoint pages just using the URL you copied from the
browser, you will end up with an app that will only work on the web version of Microsoft
Teams. On the desktop and mobile clients, the user will end up on a blank page without
the option to sign in to SharePoint.
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To overcome this limitation, it is necessary to use a hidden authentication page hosted in
SharePoint:

1. Open App Studio and create or edit an existing app.

2. When creating the tabs, modify the Content URL to the following format:
https://handsonsp.sharepoint.com/ layouts/15/teamslogon.
aspx?spfx=true&dest=/sites/projects/SitePages/It’'s-all-
about -communication.aspx.

3. 'The link to the actual page is added as a relative URL after the dest parameter in
the URL. Leave the Website URL as the default SharePoint link:

App Studio Chat Manifest editor Card editor Control library  About

Personal tab X
Personal tabs require a name, unique |D, and content page URL
“Name

SharePoint

*Entity ID

10005

*Content URL

https://handsonsp.sharepoint.com/_layouts/15/teamslogon.aspx?spfx=true8idest=

Website URL

https://handsonsp.sharepoint.com/sites/projects/SitePages/It's-all-about-commur

Save

Figure 8.15: SharePoint personal tab with the login details


https://handsonsp.sharepoint.com/_layouts/15/teamslogon.aspx?spfx=true&dest=/sites/projects/SitePages/It%E2%80%99s-all-about-communication.aspx
https://handsonsp.sharepoint.com/_layouts/15/teamslogon.aspx?spfx=true&dest=/sites/projects/SitePages/It%E2%80%99s-all-about-communication.aspx
https://handsonsp.sharepoint.com/_layouts/15/teamslogon.aspx?spfx=true&dest=/sites/projects/SitePages/It%E2%80%99s-all-about-communication.aspx
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4. For the domains and permissions, add the following domains manually by clicking
on the Add button:
* login.microsoftonline.com
* sharepoint.com
* sharepoint-df.com
spoppe-a.akamaihd.net
spoprod-a.akamaihd.net
resourceseng.blob.core.windows.net
msft.spoppe.com

Note: Wildcard domains

Wildcard domains, such as the ones in this list, will cause a warning and are
not allowed if you want to submit your app to the store. All the domains in this
list are from Microsoft and are safe domains. However, if while building your
app you need to use wildcard domains, make sure they are safe, otherwise you
may compromise the security of your application.

The following screenshot shows how we can add Microsoft domains:

58 App Studio Chat Manifest editor Card editor Control library  About

Home » Create an app

B M Valid domains
By Jodo Ferreira
List the domains your app needs to navigate to. Use wildcards to include multiple subdomains (for example,

Capabilities *.example.com). Learn more

E Tabs

Enter a valid domain

[El App details -
ex: www.contoso.com Add

2 Capabilities

Tabs
= Additional valid domains

8 Bots
handsonsp.sharepoint.com
46  Connectors

[£ Messaging extensions *login.microsoftonline.com

© Finish * sharepoint.com
] Languages
*.sh it-dif.
@ Domains and permissi... SR com

A Test and distribute spoppe-a.akamaind.net

i Delete PnP -

Figure 8.16: Microsoft domains
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5. Inthe domains and permissions, scroll down and add the following value to the
AAD AppID field:
00000003-0000-0ff1-ce00-000000000000
This app already exists on your Azure tenant and is used also by the SPFx web parts
on Microsoft Teams.

Note

As mentioned in the previous chapter, web parts on SharePoint are the
equivalent to apps on Microsoft Teams.

6. Inthe domain permission, add the URL to your SharePoint portal to the Single-
Sign-On field:

(58 App Studio Chat Manifest editor Card editor Control library  About

Home > Create an app

7% R Valid domains
By Jodo Ferreira
List the domains your app needs to navigate to. Use wildcards to include multiple subdomains (for example,
Capabilities *.example.com). Learn more
] Tabs
[® App details -
2 Capabilities AAD App D °
] Tabs Optionally specify your AAD App Id to configure your app for Single Sign On or Resource Specific Consent
£ Bots 00000003-0000-0ff1-ce00-000000000000

&) Connectors Resource Specific Consent

£ Messaging extensions Optionally specify the permissions you support for resource specific consent
o Finish Enter a resource specific consent permission
#] Languages ex: File.Read.Group Add
@ Domains and permissi...
Single-Sign-On o

v Test and distribute
v Optionally specify the resource URL of the app acquiring the auth token for SSO Learn more

@ Delete PnP https://handsonsp.sharepoint.com/ =

Figure 8.17: AAD App ID

7. Save the app and install it.
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The use of the resources of the SharePoint web parts explained in this section will force
your Teams app to do silent authentication. This way, the content from SharePoint will be
displayed as a native Microsoft Teams app.

Summary

In this chapter, you have learned how to build your own personal apps to extend
Microsoft Teams using the App Studio in Microsoft Teams itself. Through these step-
by-step examples, are be able to incorporate third-party web applications into Microsoft
Teams, and you are also now able to create your own personal app using SharePoint.

In the next chapter, we will continue to explore the options to extend Microsoft Teams and
you will learn how to create your own bot.






9

Building Your Own
Bot for Microsoft
Teams

If you were to say in your organization that you were going to build a bot to automate
any tasks, I'm sure you would gain the attention of everyone in the room. Bots are
powerful automated agents that can help you to do your daily tasks in an efficient way
using natural language.

Even though it sounds futuristic and complex, building a bot is quite easy and does not
require a single line of code. It is also quite easily accessible to everyone. By the end of this
chapter, you will hopefully be the Microsoft Teams superhero of your organization.

The topics you will learn about in this chapter are as follows:
+ Creating and packaging a bot using QnA Maker

+ Creating and packaging a bot using Power Virtual Agents

 Using a bot in Microsoft Teams
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Creating a bot using QnA Maker

Creating a bot for Microsoft Teams is only a few clicks away from any citizen developer
using Microsoft QnA Maker, Microsoft Azure, and Microsoft Teams App Studio.

Microsoft QnA Maker is a service that allows you to build and publish bots without
writing code. Using an intelligent extraction system, it is able to get the information to be
used by the bot from an Excel spreadsheet, a Word document, or even a website.

Before we begin creating our bot, you will need to have access to your organization’s
Microsoft Azure and you must be able to deploy custom apps on Microsoft Teams.

Peter - HR manager

Peter manages HR in his organization and spends most of his day replying
to questions from other employees. To save him time, Peter has compiled
questions and replies in an Excel file, from which he copies them into
Microsoft Teams.

To get more time to do his daily tasks, Peter wants to build a Microsoft
Teams bot to reply to questions automatically, and to achieve this, he will use
Microsoft QnA Maker.

If, like Peter, you see yourself building a bot, follow these steps and you will be able to do it
in under 60 minutes. So let’s begin:

1. Start by opening QnA Maker - https://www.gnamaker.ai/.

2. Click on Sign in and authenticate using your corporate account:

B Microsoft Azure | Cognitive Services | QnA Maker  suscor Rescurces °
[P S Ehe

(i) This st uses coskies for analytscs, personalised content and ads. By continuing to brawae this site, you sgiee to this use.

From data to bot in T

Taday we sre open from 700 AM i

minutes H » B

Build, train and publish a sophisticated bot using FAQ pages, support n Vi, e I ptarian it
aendabile.

websites, product manuals, SharePoint documents or editorial content
through an easy-to-use Ul or via REST APls.

Get started >

Figure 9.1: QnA Maker website


https://www.qnamaker.ai/
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3. Once authenticated, in the black bar at the top, click on Create a knowledge base.
This action will redirect you to a five-step process in which you will create the
intelligence for your bot.

4. In STEP 1 Create a QnA service in Microsoft Azure, click on the Create a
QnA service button. This action will open Microsoft Azure and, if you're not yet
authenticated, you must sign in with your corporate account:

Cognitive Services Qna Maker

STEF1

Creale a QnA service

Figure 9.2: Create a QnA service

5. In Azure, you will be presented with a form similar to the one in the following
screenshot, which you must fill in to create your QnA service:

Microsoft Azure £ Search resources, services, and docs (G+/)
Create
Create a resource Create
% Home =
M Dashboard
All senvices
*  FAVORITES
§8f Al resources

. month, 3 transactions per second, 100 tansactions per minute, 50K Wansactions p...
] Resolirce groups

3 Azure Cosmaos DB

™ virtual machines

& Load balancers

s

<% Virtual networks

re Active Directory

& Monitor

& Advisor

W security Center

& Help + suppont

('} Cost Management + Billing

Figure 9.3: QnA creation form
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(a) Name: The name that will identify your QnA service on Azure.

(b) Subscription: If you have access to more than one Azure subscription, select the
one you want to use here.

(c) Pricing tier: Select the pricing tier. There are several options available. Choose
one according to the load you estimate for your bot. The F tier is free and gives
you 3 transactions per second and a maximum of 50,000 transactions per
month. You can start with the free instance and adjust it later if needed.

(d) Resource group: The resource group where you want to create your service.
Resource groups on Azure are typically used to group resources related to
the same application or to separate resources from production and
development environments.

(e) Azure Search pricing tier: Azure Search is a cognitive service that will be used
by the bot. This is the service that handles the natural language and retrieves the
results even if the question is not an exact match to what was provided to the
QnA service. The F tier is free. It gives you 50 MB of storage. If needed, you can
adjust it later to a paid tier with more storage space.

(f) Azure Search location: The data center where your service will be
running. It’s recommended to select the one closer to the physical location
of your organization.

(g) App Name: The name of your app service. By default, it will have the same name
as the QnA service, but you can change it if needed.

(h) Website location: The data center where your website will be located.
It's recommended to select the one closest to the physical location of
your organization.

(i) App insights: App insights is a tool that helps you to understand how your app
is being used. It will monitor the usage of the application so you will know what
your users are doing with your bot.

6. Click on Create. The service will take a few minutes to get created. Once it’s
available, you will receive a notification on Azure.
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Go back to the QnA Maker portal, scroll down to STEP 2 Connect your QnA
service to your KB, and click the Refresh button. This will establish a connection
with Azure and will get the information about the service you have just created.
Select the service as shown in the following screenshot:

Cognitive Services | QnAMaker My knowledge bases  Create a knowledge base

Design sophisticated multi-turn conversations easily with follow-up prompts. Learn more,

STER2 Connect your QnA service to your KB.

* Microsoft Azure Directory ID

handsontek net v

* Azure subseription name
Visual Studio Enterprise . |

* Azure Onk service

HRHandsontek ¥

* Larguage

English

Figure 9.4: QnA connection

7. In STEP 3 Name your KB, provide a name for your knowledge base. This can be
changed at any time if needed:

Cognitive Services | QnAMaker My knowledge bases  Create a knowledge base

Design sophisticated multi-turn conversations easily with follow-up prompts. Learn more.
STER 3 Name your KB.

* Name

HR HANDS ON tek |

Figure 9.5: Knowledge base name

8. In STEP 4 Populate your KB, provide the data that your bot will use to answer the
questions. This supports existing websites that will be parsed by the system to get
questions, documents, and Excel spreadsheets.
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9. Click on Add file and upload your Excel file. The following screenshot has an
example of how simple your spreadsheet can be, with just two columns. In column
A, we have the questions and in column B, we have the answers:

] FEIEE Insert  Page layout  Formulas  Data Review  View 7 Tell me wh Jodio Ferreira
-y PR = o) EFinset - X - A
b .X. Calibri A A = 5 General - I‘J 7] o = Y /C)
- # - w Eelte - [§)-
Paste B I U- - M. A . = = = $ -0 9 |40 o Conditional Formatas  Cell = s Sort & Find &
= = FH i [WiFormat= & -
- ¥ Formatting = Table = Styles= ' °™? Filter = Select -
Clipboard = Font . Alignment - MNumber : Stylas Cells Editing ~
A2 - Je | Howcanlopen a support ticket? v
A B L=

1 How the referal program works? You can earn up te $1000USD for each referral. More information is available at https://handsontek.net/refer
2 |How can | open a support ticket? |Use the support application available in the landing page of the intranet. Use your email to authenticat,

3 How many vacation days do | have? Each year you are entitled to 22 days of paid vacations, to check how many days you have remaining visit the
4

5

Sheet1 @ 1 »
Ready B B M - 1 + 100%

Figure 9.6: Excel questions and answers

10. Choose the Chit-chat option. By default, this option is off, but you can enable it to
allow the bot to reply to questions that you have not planned to answer. There are
five different types that you can choose from. Make sure you pick one that matches
the culture of your organization:

QnA Maker

STEP4 Populate your KB.
Extract question-and-answer pairs from an online FAQ, product manuals, or other files.
Supported formats ane toy, pdf doc. dooe sy, containing questions and answers in saguence.

Leam more about knowledae base sources, Skip this step to add questions and answers
manually after creation. The numibes of sources and file size you can add depends on the Ond
service SKU you choose. Learn more about Ond Maker S
[ Enable malti-tum extraction from URLS, .pdf or .docx files. Learn more,
uRL

natp/y
+ Add URL
File name
Questions.dsx ]
+ add file .
Chit-chat

Give your bot the ability 1o answer thousands of small-talk questions in a voice that fits your
brand. When you add chit-chat to your knowledge base by selecting a personality below, the
questions and responses will be automatically added to your knowledge base, and you'll be able
1o exlit them arytime you want. Learn mione about chit-cha

@ None

@ Professional

@ Friendly

S witty

@caring

® Enthusiastic 0]

Figure 9.7: Knowledge base settings
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11. In STEP 5 Create your KB, click on Create your KB:

Cognitive Services | QnA Maker My ases  Create a knowledge base

Design sophisticated multi-turn conversations easily with follow-up prompts. Learn more,

STEPS Create your KB

Creale your KB

Figure 9.8: Create knowledge base

12. After a few seconds, you will be redirected to the knowledge base EDIT panel
and you will be able to review and add alternative phrases to your questions
and answers.

13. Click on Save and train, to save any modifications you may have made to
the system:

Cognitive Services | QnA Maker My k

HR ... PUBLISH SETTINGS

Knowledge base

| Search the knowledge base X | 93 QnA pairs -+ Add Ona pair [[F View options

lI‘ 2 3 4 5 10 Next

Context Question Answer

/. Source: Questions.xdsx
How the refers! proge.. How the referal program works? X You €an earn up to $1000USD for each referral. ©

=+ Add alternative phrasing More information is available at

https//handsontek.net/referral

+ Add follow-up prompt

How can | open a sup.. How can | open a support ticket? X Use the support application available in the 0]
; vorrective o landing page of the intranet. Use your email to
alternative |
authent
+ Add fallow-up prompt
Hom many vacation d... Hew many vacatio do | have? Each year you are entitled 1o 22 days of paid C]
<+ Add altermative phra vacations, to check how many days you have
remaining visit the vacaticns portal
https.//handsontek net/vacations
+ Add follow-up prompt
# Source: qna_chitchat_Enthusiastic.1sv
Are you old? Are you old? X 'm a bot, so | don't have an age U

<+ Add fallow-up prampt

bet you're old X

How old are you?

Figure 9.9: Knowledge base review
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14. In the black bar at the top, click on PUBLISH and then click on the Publish button:

My knowledge bases  Create a knowledge base

Cognitive Services | QnA Maker

HR ...

HR HANDS ON tek .

s

Publishing your knowledge base moves your QnAs from the test index to the production index. Once you publish, the knowledge
s

base endpoint becomes available for use in your Botor App
.

This knowledge base will be published to the hrhandsogtekbnA Maker service.

.
Cancel m “«

Figure 9.10: Publish knowledge base

15. After a few seconds, you will be redirected to a success page. On this page, click on
the Create Bot button. This will redirect you to Azure again, where you will need to

create the bot itself:

Cognitive Services | QnAMaker My knowledge bases  Create a knowledge base

Design sophisticated multi-turn conversations easily with fellow-up prompts. Learn more.

Success! Your service has been deployed. What's next?

Create Bot

View all your bots on the Azure Portal.

Use the below HTTP reguest to call your Knowledgebase. Learn more,

Figure 9.11: Deployment success

16. The form on Azure is automatically filled; you just need to validate the data and
make the necessary adjustments. Since this is a no-code solution, you can ignore the

option selected for SDK language:
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joaoferreira@handsont... ﬁ

i o5 SOUrCes, Services, (]
Microsoft Azure £ Search resources, services, and docs (G+/) HANDSONTEKNET T

Web App Bot
Web App Bot

Central Us
Pricing tier (
S1 (1K Premium Msgs/Unit)
App name
hrhandsontek-bot
.azurewebsites.net

Nodejs

639db408-4c2a b658-b36bd920da...

HRHandsontek/East US

uto create App ID and password

Figure 9.12: Create the bot

17. Click on Create. This process will take a few minutes. Once the deployment
finishes, you will get a notification on Azure.



266  Building Your Own Bot for Microsoft Teams

18. On the Azure notification, click on the Go to resource button. This will open the
setup page of the bot framework:

Microsaft Azure £ Search resources, services, and docs (G

hrhandso:

|- Create a resource hrhandsontek-bot

*HAVORITES

5 Al resources

management

= sal databases ol

8 fxi Con Web Chat

M Virtual machines

& Load balsncess Sk 9 i

M Storage sccounts Gotothe o download y
PRapview our for step-

“% Virtual notworks

B Arite Active Directory

© Monitor

Il Configuratic
B Al App service settin
& Help + support

Support + troubleshootin
st Management + Billing e e

New support request

Figure 9.13: Bot framework setup

19. On the vertical menu, click on Test in Web Chat and check whether your bot works
as you expect:

jpaalereira@handsont ‘a
HANDSONTECMET

Microsoft Arure 2 Search resowices, seivices, and docs (G+/)

Create a rescurce
& Homa
W Dashboard

All sesvices

FAvORITES

88 App Senices Bot management

databases B Build

Hello and welcomel

A% Azure Cosmes DB B Test in Wb Chat
™ Virtual machines ¢ Analytics

Haw does the referral program works?
tings

ech priming ¥ou can sarn up to $1000USD for each referral. More information is
4 Anie Active Directory ¢ available at bitps://handsontek.net/referral

& Monitor

& Advisor 0 . - =
Ml Configuration I Fvpe your message :

Figure 9.14: Test in Web Chat
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20. On the vertical menu, click on Channels and then click on the Microsoft
Teams logo:

joaoferreira@handsont Q
HANDSONTEK.NET ¥

Microsoft Azure £ Search resources, services, and docs (G+/)

hrhandsontek-bot - Channels

i~ Create a resource N | hrhandsontek-bot - Channels

& Home

¥ Dashboard Health Published

All services Overview

*  FAVORITES B Activity log [j Web Chat Running - Edit ¢

B2 All resources Access control (LAM)
[®) Resource groups Tags Get bot embed codes
K8 App Services Bot management

= SOL databases B Build
Add a featured channel
a¥ Azure Cosmos DB B Testin Web Chat

" Virtual machines & Analytics
bo
% Load balancers Channels O @ I'

B Storage accounts

Settings
» Virtual networks B Speech priming
o More channels
& Azure Active Directory D Bot Sevice pricing
© Monitor 3 3 B Direct Line Speech Bl  Emai
App Service Settings ¥ =3
& Advisor
Il configuration
W Security Center Facebo B crour
# All App service settings Bl racebook Groyphe

& Help + support

D) Cost Management + Billing

Support + troubleshooting O
K In

New support request

Figure 9.15: Add a Microsoft Teams channel

21. Click on Save to create a new channel for Microsoft Teams. This action will allow
you to test your bot on Microsoft Teams.

Creating a QnA bot is accessible to all users if they have access to their organization’s
Microsoft Azure subscription. Also, it can be used to automate processes that are currently
being done manually, wasting the productive time of all collaborators.

Packaging the bot using QnA Maker

To make your bot available to all users in the organization, you have to package it as an
app. In this section, you will learn what steps are needed to package your first bot for
Microsoft Teams.

Note

If you are not yet familiar with Microsoft Teams App Studio, it is recommended
to have a look at Chapter 8, Build Your Own App for Microsoft Teams Using
App Studio.
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Let’s get right to it:

1. Open App Studio on Microsoft Teams.
2. Click on the Manifest editor tab.
3. Click on the Create a new app button:

Microsoft Teams = Search or type a command

E App Studio chat | Manifest editor Ciid editor Control library  About

Home
Recently created apps
Welcome
@ Todos
Use the manifest editor to develop or To do list
import your own apps for use in Teams.
Choose an option below to get started. To do list

4 Create a new app
Build a new app from scratch °

o f Import an existing app m PnP

Continue working on a project SharePoint PnP rapository

253

App Studio

Get access to the PnP Respositories where
you can find the

Figure 9.16: Create a new app

8 Video

New app for Micrasoft Teams

Video

White Sand
White Sand Surf School

Watch the beaches live cams

4. Fill in the App details form. A detailed description of this form can be found in
Chapter 8, Build Your Own App for Microsoft Teams Using App Studio.

5.  On the Capabilities group click on Bots.

6. To start the connection between your bot and your Microsoft Teams app, click on

Set up:
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App Studio cChat Manifest editor Card editor Control library  About

Home > Create an app

HR Bot Bots
By HANDS ON tek

Set up a bot to include it in your app experience. Learn more

KT 0

Capabilities

Complete these steps

Complete these steps in order to distribute

your app.
1 Details

B  App details
© Ccapabilities

] Tabs
I & Bots

&8 Connectors

& Messaging extensions
@ Delete HR Bot

Figure 9.17: Setup bot
7. On the Set up a bot popup, click on the Existing bot tab:

H App Studio Chat Manifest editor Card editor Control library  About

Set up a bot ®

Creale a new bot or configure an existing bot.

MNewbot  Existing bot

*Bat D
Select from one of my exsting bols
@ Connect 1o a different bt id

MO0 JOOK - KOO0 X000 J0O0ONOBOK

Messaging bot

O My bet supports uploading and downloading files
[0 Mybotis & one-way notification anly bat

Cailing bat

[0 My bet supports vides eall

O Mybot supports audio call

*Seape

0 oeesonal

O ream

O Groupchat

Figure 9.18: Connect to a bot
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8. Select Connect to a different bot id and open Azure to get the ID of your bot.
9. On Azure, click on All services.
10. In the Overview menu, click on AI + machine learning.

11. Click on the name of your newly created bot:

. o - O ) Jjoaoferreira@handsont...
Microsoft Azure 2 Search resources, services, and docs (G+/) HANDSONTEXNET @

Bot Services
Create a resource Bot Services

% Home
Add Edit columns Refresh |
I% Dashboard
5 Subscriptions: Visual Studio Enterprise
All services 9
All resource groups All locations v Mo groupin
* FAVORITES g SOLEE

1 items

D Name T. Type Tl Resource group T. Location T, Subscription T

Il resources

[®) Resource groups
& Ao Services 11 ( Web App Bot global
= SQL databases
&% Azure Cosmos DB
-!' Virtual machines
4 Load balancers
B8 Storage accounts

¥ Virtual networks
& Azure Active Directory

@ Monitor

& Advisor
Figure 9.19: Web App Bot
12. On the App Service Settings group, click on Configuration.
13. On the Application settings tab, look for the value MicrosoftAppId.
14. Click on it and copy its value:



Creating a bot using QnA Maker 271

Microsoft Azure X7 Sparch resources, services, and docs (G +/) E B 0 7] I |m:rla’j:ﬁll:n a

hirhg

Create a resouren I" hrhandsontek-bot - Configuration

§ Home
_) Refresh
A
*  FAVORITES
Application settings

BE Al eources

Appli n annel. You can
th

Mew application setting = Show values % Advanced edit Fillter

Marm: Vo
Speech priming

@ Bot Sewice pricing
orage sccounts i

# Virtual networks App Service Settings
4 Azure Active Directory Il Configuration
® Monizo L.
Suppart + troublashoating
) Security C
@ Security Caror New support request

& Help + support

Figure 9.20: Copy bot ID
15. Paste the ID from Azure in the Bot ID field in Microsoft Teams App Studio.

16. On the scope option, select where you want to make it available. You can choose
Personal, Team, or Group chat. Choose according to the features and the intent of
your bot. The more options you select, the more possibilities you will give to your
users to interact with it.

17. Click on Save.

18. On the Finish step, click on Test and distribute.
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19. Click on Download to get the application package:

=58 App Studio

Home

=

20.
21.

22.

> Create an app

B App details

Capabilities

%6  Connectors

FL

7 Messaging extensions

Finish
™) languages

P

- Test and distribute

Delete HR Bot

) Domains and permiss

Chat Manifest editor Card editor Control library  About

Test and Distribute

Choose what you'd like to do with your app. Learn more

Install

Install your app in Teams for testing.

Download

Download and save your app package for distribution and
submission

Submit

Submit your app te the Teams app store for approval

Jescription

& short name and full name are the same.

A Full description should not repeat the same lines in
short description.

Figure 9.21: Download the bot app

Open Microsoft Teams Apps Store.

Click on Upload a custom app, and select the upload for the organization to make
it available to all users.

Once installed, click on the app and then click Add. To learn more about how to
install custom apps on Microsoft Teams, read Chapter 6, Extending Microsoft Teams

Using Apps.

After completing these steps, your bot has been built with QnA Maker on Azure, and that
was done without writing a single line of code. Similar to how we created a bot using QnA
Maker, in the next section, we will see how to do so using another tool.
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Creating a bot using Power Virtual Agents

Microsoft has different tools that allow you to rapidly create bots without writing code.
We looked at QnA Maker in the previous section. Now we will have a look at Power
Virtual Agents.

Note: Power Virtual Agents licensing

Power Virtual Agents is not included in Microsoft 365 plans - it requires a
separate license for it to work. More information about prices can be found on
the Power Virtual Agents website athttps://powervirtualagents.
microsoft.com/.

To get started with Power Virtual Agents, do the following:

1. Open the sign-in page: https://powervirtualagents.microsoft.com.

2. Sign in if you already have a license or start a trial by clicking on Sign up free or
Start free:

B® Microsoft | Power Virtual Agents Sign up free

Build the extra help you need

Respond rapidly to your customer and employee needs—at scale—using intelligent chatbots built with
Power Virtual Agents. No coding required.

— ——— 2§

S

Figure 9.22: Sign in to Power Virtual Agents


https://powervirtualagents.microsoft.com/en-us/
https://powervirtualagents.microsoft.com/en-us/
https://powervirtualagents.microsoft.com/en-us/
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3. On the Create a new bot popup, give your bot a name:

Create a new bot

Give it a name

| HR Bof

4~ More opticns

Your bot's environment

This list shows environments that you have access to in supported
data locations. An environment is a space where your organization
«can store, manage, and share business data, apps, and flows.

HAMNDS ON SharePoint (default) (orgec9b4dsd) -... ~ O

Learn how to create an environment —

Signed in as joso@handsonsp.onmic... Sign out

Figure 9.23: Create a new bot

4. Click on Create and wait a few seconds for the process to finish. Once it’s created,
you will enter Power Virtual Agents:

hands ond et Power Virtusl Agents | HR Bot

= Test bot
X HR Bot
| & Home Track between topics @) () Reset
o =
Chat
B Entities
k= Anatytics s .
I Publsh g
& Manage ~ 1. Author topics 2. Publish your bot 3. Monitor performance
Start by editing the topics Try cut your bet on a dema View metrics to understand
provided with your bot ar website (ng IT support haw well your bot is serving
create the topics that Best it needed). Later, conbg your cust el e you
your business. ot channeks to engage with ean imprave it.
your customers,
G to Topic Go to Publigh Goto Analyles
Tk o s B Learn more Tell us what you think

o Hide bot
Figure 9.24: Power Virtual Agents layout
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5. On the vertical menu, click on Topics. You will notice that the topics are already

pre-populated with lessons that will help you to understand how Power Virtual
Agents work with conditions and variables:

havnds on@d et  Power Virtual Agents | HR Bat

= e Sy % + Newtopic BB Suggest topics
@ Home Track between topics (@) () Reset : Topics ©
el o= P/
B Entities Edsting (12 Suggested () D Search existing lopcs
= Analytics
“  Name Trigger phrases Status E
L Publish )
' User Topics (4)
&2 Manage ~
Lessan 1 - A simple topic 1 When ee vou chosed -} On
Legsan 2 - A timple topic with 3 condition and .. (1A there any shores around - [ o %
Lesson 3 - A topic with a condifions, vasiables .. [ Buytems [ oK%
Lessan 4 - A topic with a conditions, variables .. (5] What & the best peosivet for - @ o
" System Topics (8)
Greating (81 Good afternogn
Type your mesioge B
e Hide bot Escalate (651 Talk 12 ot
Figure 9.25: Topics
6. To add your own topic, click on New topic.
7. Provide a name and a description for your topic.
8. Enter a trigger phrase and click on Add. Try to start with 5-10 diverse phrases.
9. Click on Go to authoring canvas to start building your topic:

hands onBO et  Power Virtal Agents | HR Bot

= Test bot X Vacations. Savetopic [i] Delete
@ Home Track between topics @ ) () Reset
Setup
|2 e B
B Entities Name * Trigger phrases (3) @
i Vacations How might your customers ask sbout ths topic? Ty to startwith 5-10 diverse
k= Analytics phrases.
Status
1. Publish -
Description nter a trigger phrase @ i
£ Mansge > Provide information about
wvacations Vacations
Vacation days
How many days of vacations do | have?
o Hide bat

Figure 9.26: Create a new topic
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10. Click on the + icon to add a node. Nodes can be messages, questions, or conditions:

hawds on ®.V]6+ Power Virtual Agents | HR Bot

= i T @ Redo @ =
= Test bot % Vacations ¥0) Discard changes 2 Undo Redo W Topic checker Save
@ Home Track betwesn topics (@ ) () Resst :
Trigger Phrases (3) :
@  Topics
I Chat 2 .
How many days of vacations do | have? o
B Entities Vacation days
Vacations
= Analytics
I Publish |
(o]
&2 Manage ~ ==

o

Type your message B

o Hide bot

Figure 9.27: Authoring canvas
11. Build your topic as illustrated in the following screenshot and save it.

12. Test it in the test bot. The reply path will be highlighted in the build area:

Nands onBd.net  Power Viral Agents | HR Bot

= ) < ur ¥ Taps: check
Tast bot Vacations Urides aps: checker
@ Home Track batween topics @) ) Reser m [
~ o
- -
B Emtites @ I
P C—
- I
I Publen
£ Marage I
o @ E—
e Hil @
HADDY 1 know you #ré plansing 10 g0 o0
vacanon. ®
o Are you a senior o junior developer? .,v
e - N | E— —
o ‘oua have 22 days of paid vacations
° 0 that answer yourcueston? e o
o o - -] "
& -
>
[ Yo

Figure 9.28: Test bot
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Create as many topics as you need for your bot until it is ready to be added to
Microsoft Teams.

Packaging the bot using Power Virtual Agents

The process to get your new bot packaged and installed on Teams is similar to the one we
have seen already in the previous section, Packaging the Bot using QnA Maker. The main
difference is in the steps required to get the bot’s ID.

To get the bot’s ID to package it into a Microsoft Teams app, do the following:

1. In the vertical menu, click on Publish.

2. In the Publish window, click on the Publish button. The publication will take
15 minutes:

havds onEd et  Power Virlual Agents | HR Bot

Publish
@ Home ack betveen topics @) () feset 3 At bkl beite and config
meet yo ey ar
p
Chat R
! Analytics
Share your bot
Publish
I After you pubish, try aut your Bat on the demp website and invite team members to do the same.
2 Manage
Optimize your bot
S B ool S
Configure channels See how your Bot
i doing
o Hide bot

Figure 9.29: Publish

3. Scroll down and click on the Go to channels link.
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4. Click on Microsoft Teams:

f  Home
@) Topics
E% Entities
L Analytics
I Publish

I ﬂ Manage

o Hide bot

havds onmet

Power Virtual Agents | HR Bot

Test bot >

Track between tapics @ () Reset

Type your message =4

Mobile app Facebook
Add your bot to a native or web-based Connect with your customers on Messenger.
moabile app.

Microsoft Teams Skype
Chat with your bot through a Teams app. Expand your bot's reach to customers on
Skype.

O

Figure 9.30: Channels

5. Click on Add to generate a new App ID.

6. Click on Copy to copy the app ID to the clipboard:

lhavds on @.'ﬂ e+t Power Virtual Agents | HR Bot

| £ Manage

o Hide bat

Test bat =

Microsoft Teams X

Set up this channel to let Microsoft Teams users chat with your bot. Learn how $0 sef up Microeoft
Teams channel

Mote that certain bot content may not appear the same on Microsoft Teams a3 it was authored in
Power Virtual Agents. For details. refer to our article on gupgonted channel gontant,

You have consented to your data being shared with Microsoft Teams and to your data Bowing

outside your 5 e and geo This includes Cloud
environments. Learmn more where your data is located and the Microsoft Privacy Statement

Connection info for Microsoft Teams

To allow users 1o access your bot. create a Microsoft Teams app package using the App ID below.
The App 1D wall be avalable after the channel has been added.

App D

96596a2b-Bb78-42%9¢ -bb3f-0bal 7902 14a | Copy |

Delete | Close

Figure 9.31: App ID

7. Follow the steps described in the Packaging the bot created using QnA Maker section
(steps 1 to 7 and steps 19 to 22) to get the bot installed on Microsoft Teams.
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Once packaged and installed, you will be able to interact with your virtual agent, as
illustrated in the following screenshot:

-

Microsoft Teams 4 Search or type a command HANDS ON SharePoint ~ :Q:

A3 HRBot chat About
HR Bot 3:38°P
P Hi! &

Happy to know you are planning to go on vacation.

Are you a seniar or junior developer?

Junior Senior

3:38 PM
Junior

5 HR Bot 332°P
<"- You have 20 days of paid vacations

Did that answer your question?

338 PM
Yes

S HR Bot
< Great! Please rate your experience from 1 (worst) to 5 (best).

Type your questions here

AOE BB Qb O®E - B

Figure 9.32: Power Virtual Agents bot running on Microsoft Teams

With Power Virtual Agents, you will be able to create complex scenarios for your bot
without writing code. The graphical user interface allows you to easily see how things are
working and how you can improve the replies of the bot.

Now that our bot is created and packaged, we are now ready to use it.

Using the bot on Microsoft Teams

Now that you have the bot installed on your tenant, you need to know how other
members of the organization can interact with it.
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Let’s now see how to use the bot as a personal app:

1. You will need to click on ... to expand the More apps section and get access to it:

Apps
B — a g HR Bot ® PP B Getstarted
=
Off;
Find an app Q
m
App Studio Flow Forms Get Started
j 3 n
tHub Help HR B« OneNots
B = =
Planner PnP PnP Shifts
N amnnmnm

More apps >

Sales and support

Sodial and fun

Upload a custom app

Figure 9.33: Installed bot on Microsoft Teams

Once you open the bot, you will be able to ask it private questions in a 1:1 chat without
even mentioning the bot. Just type your question and wait for it to reply.

As you can see in the following screenshot, we have enabled the Chit-chat option so
the bot is able to reply to questions other than the ones that were uploaded from the
spreadsheet. This will make the user more comfortable when interacting with the bot:
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43 HRBot chat About

The bot can also be used in the context of chats in channels and group chats. To use it,
all you need to do is to mention it. Mentions on Microsoft Teams start with the @ sign

7:24 PM
Hi, can you hear me?

hrhandsontek-bot 7:24 PM
Yup, I'm here.

7:24PM
How are you?

hrhandsontek-bot  7:24 PM
Awesome! Thanks for asking.

7:25PM
Tell me more about the referral program we have in place @

hrhandsontek-bot  7:25 PM
You can earn up to $1000USD for each referral. More information is available at
https://handsontek net/referral

[rype your questions here

A@ @B G b @ - B

Figure 9.34: Bot interaction

followed by the name of the bot or the person.

In the following screenshot, you can see the bot being mentioned in a channel. The use of
the bot in a channel allows you to keep a conversation about the same topic in one thread,
as also illustrated in the screenshot:

Teams ' ' Stats Posts Files Wiki All unsolved tickets + @ Team 1 Guest
< ey
Your teams

. Project X

. HANDS ON SharePoint «+«

General
Authors
Events
Posts
Stats

Hidden teams

&8’ Join or create a team £33

@

Jodo Ferreira 7:52 PM
HR Bot How are you today?

Collapse all

<> hrhandsontek-bot  7:52 PM
® Awesome! Thanks for asking.

o Joso Ferreira 7:53 PM
'@ hrhandsontek-bot How can | open a support ticket?

S

hrhandsontek-bot 7:53 PM
Use the support application available in the landing page of the intranet. Use your email to do the
authentication.

e Jodo Ferreira 7:53 P
'® HR Bot thank you (&
Suggestions

HR Bot
HR Bot

@Hr Eoﬂ

A ¢ @B xR L@ - =

Figure 9.35: Bot mention
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Summary

In this chapter, you have learned how to build your own bot with artificial intelligence and
without writing a single line of code. You have also learned how to package the bot into a
Microsoft Teams app, how to make it available in the tenant, and about the ways you can
use it to interact with bots.

The last chapter of this book is for users that have an administrator role in their
organization. It will cover Microsoft Teams PowerShell and will explain how you can
automate tasks such as team creation in your organization using scripts.



10

Microsoft Teams
PowerShell - a Tool
for Automation

In this chapter, we will cover the PowerShell modules available to manage Microsoft
Teams. This is the most advanced chapter of the book and will teach you how you can
optimize administrative tasks while managing Teams.

The PowerShell modules can be very handy and save you a lot of time while managing
teams, channels, users” apps, or even policies. In this chapter, you will cover the
following topics:

« What is PowerShell and how can you use it?

« Installing Microsoft Teams PowerShell

« What are the available cmdlets in the Microsoft Teams module?

« Installing the Skype for Business PowerShell module

« What are the available cmdlets in the Skype for Business module?

 Learning how to use PowerShell from examples
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What is PowerShell and how can you use it?

PowerShell is a command-line shell that gives you access to a framework to automate and
configure processes on Windows.

First released in 2006, it is mainly used on Windows due to the technical architecture
that was used in the earlier versions of PowerShell. It recently became available for other
platforms, such as Linux and macOS, but most of the modules available do not support
these operating systems.

Instructions on PowerShell are done through the use of cmdlets, where each cmdlet
is responsible for the execution of a specific operation. Cmdlets can be combined into
PowerShell scripts to automate scenarios, as we will see in this chapter.

A PowerShell script works like a programming language and you can create variables,
conditions, or loops depending on the scenarios you want to automate. Scripts have the
ps1 file extension and can be written with any text editor.

Note

This chapter assumes that the reader has a basic knowledge of development
concepts and command line usage. If you are not familiar with programming
concepts, you will find a nice book that explain all the basic concepts here :
https://www.packtpub.com/application-development/
introduction-programming

How to use PowerShell

In Microsoft Windows, if you open the start menu and type PowerShell, you will see
that the system has multiple applications to work with PowerShell installed by default, as
illustrated in the following diagram:


https://www.packtpub.com/application-development/introduction-programming
https://www.packtpub.com/application-development/introduction-programming
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More =

All - Apps Documents Email Web
Best match
Windows PowerShell
App
Apps

¥ Windows PowerShell ISE

B Windows PowerShell (x86)

¥ Windows PowerShell ISE (x86)

¥ Developer PowerShell for VS 2019
Settings

It PowerShell Developer Settings

Tt Allow local PowerShell scripts to run
without signing

= Replace Command Prompt with
Windows PowerShell in the Win + X

Search the web

£ Powershell - see web results

o

LI -

Windows PowerShell
App

Open
Hun as Administrator
Run ISE as Administrator

Windows PowerShell ISE

2 Powers heII|

Figure 10.1: Opening PowerShell

Windows PowerShell is the console that allows you to execute single cmdlets, and the
Windows PowerShell ISE is the editor that allows you to write automation scripts and

test them.

To execute a PowerShell cmdlet, open the Windows PowerShell command line and type

an instruction. Here's an example:

Get-Host | Select-Object Version

The following screenshot demonstrates how the instruction is run:

2. Windows PowerShell

Windows Powershell

Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscore6

PS C:\Users\JOFR> Get-Host | Select-Object Version

PS C:\Users\JOFR>

Figure 10.2: Executing PowerShell cmdlets
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The execution of this cmdlet will print in the console the current version of PowerShell
that is running on the operating system.

To build a script that executes several cmdlets, open the Windows PowerShell ISE and
type your commands. Note that you can combine them with programming logic to
format the outputs. The following script gets the version of PowerShell, and the version of
Windows, and writes both on the screen:

Fibe v Took Debug Add-ons  Help

o » ) m w8 Boo &0,

= Get-Wmiobject Winiz Operat
= cet-wost | selecr-object ve

mputer i3 runni
(0} - Buil

Aot Tdnunber)
ersion. Minor)

Figure 10.3: Windows PowerShell ISE

While writing your script, you can use the editor to test it. If you click on the play button,
this will execute the code and will give you the result or the execution error in the console.

To execute a script that you have built and saved previously, you must open the Windows
PowerShell command line. Once open, you need to navigate to the folder where the script
is located and execute it using the following syntax:

./scriptName.psl

The following screenshot displays the script execution and the results printed in
the console:

% Select Windows PowerShell

Windows Powershell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreé

PS C:\Users\JOFR> cd Desktop

PS C:\Users\JOFR\Desktop> .\getInfo.psl
This computer is running:

Windows 1©.0.18362 - Build 18362
PowerShell 5

PS C:\Users\JOFR\Desktop>

Figure 10.4: Script execution
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In summary, we can say that PowerShell is a tool that allows the automation of repetitive
tasks and has support for pretty much everything Microsoft-related. Now that you have
been introduced to PowerShell, it’s time to install the Microsoft Teams module.

Installing Microsoft Teams PowerShell

The PowerShell module for Microsoft Teams is not installed by default on Windows, so it
needs to be added to the operating system.

Most of the official modules available can be found in the PowerShell gallery, a site
where you can find a description for the module, installation instructions, and also the
change log of each version. The PowerShell gallery is available at https://www.
powershellgallery.com/.

To get the Microsoft Teams module installed in your system, perform the following steps:

1. On your computer, open the PowerShell command line with administrator
permissions. To do so, search for Windows PowerShell on Windows and then select
the option to Run as Administrator, as highlighted in the following screenshot:

All Apps Documents Email Web More ¥

Best match

g Windows PowerShell E
App

Al
i Windows PowerShell

£ Windows PowerShell ISE > Ao

£ Windows PowerShell (x86) >

2 Windows PowerShell ISE (x86) b 5 Open

Settings | EX  Run as Administrator

= Replace Command Prompt with B RunisE as Administrator

Windows PowerShell in the Win + X B windows Powershell ISE

h'

Search the web

£ Windows PowerShell - See web results >

L2 Windows PowerShell

Figure 10.5: Run as Administrator

2. On the command line, execute the following command:

Install-Module -Name MicrosoftTeams


https://www.powershellgallery.com/
https://www.powershellgallery.com/
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3. Type Y followed by Enter to trust and enter the repository:

2 Administrator: Windows PowerShell

Copyright ( i oft Corpor
platform Pow
stall-Module

modules from an i V. i itory, change its
alue by running the Set-Ps tory dle Ar ure you want to install the modules from

o A1l [N] No [L] No to All [5 spend [?] Help (default is "N"): Y
Figure 10.6: Installing the Microsoft Teams PowerShell module

4. Keep the console open while the download and installation are in progress.

Now that you have the Microsoft Teams module installed in your system, you are ready to
start using it, but before doing so, you must know what cmdlets are available.

What are the available cmdlets in the
Microsoft Teams module?

The cmdlets explained in this section are based on Microsoft Teams module 1.0.3 and they
are divided into six different groups:

o Connection cmdlets
o Get cmdlets

o Set cmdlets

o New cmdlets

o Add cmdlets

« Remove cmdlets

In the following sections, you will find the name of the cmdlet, a description of it, and all
the parameters you can use. The parameters are not explained in detail as the name is self-
explanatory. Each parameter is followed by the data type it receives.
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Data types

To better understand the cmdlets described in this section, check the data types
used by PowerShell:

String: A string is used to represent text. In PowerShell, a string can be
represented in the following format: This is a string.

Boolean: A Boolean is used to represent true or false. In PowerShell, Boolean
values are represented in the following format: $true or $false.

While working with PowerShell, you can use the cmdlet Show-Command that will allow
you to introduce the parameters through a graphical user interface. Show-Command

is a very handy tool when you are still learning a PowerShell module, or you simply don't
know what parameters a cmdlet receives. Show-Command is used in the

following format:

Show-Command -name “Get-Team”

command > Get-Team

Parameters for "Get-Team™
Filters | Identity

Archived:

DisplayMame: | Project )d

MailNickMame:
Usern

Visibility:

@ Commen Parameters

Run Cancel

Figure 10.7: Show-command cmdlet
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Connection cmdlets
The descriptions and parameters of the connection cmdlets are as follows:

o Connect-MicrosoftTeams: This is the first cmdlet you need to execute in order to
get access to the Microsoft Teams context of your tenant:

(a) -TenantId <Strings>
(b) -AccountId <Strings
(c) -TeamsEnvironmentName <Strings>
« Disconnect-MicrosoftTeams: After executing your cmdlets, you can close the

connection to your tenant using this cmdlet.

To know the ID of your tenant, you can use the Connect cmdlet without passing any
parameter. On the login popup, provide your organizational credentials and, after a
few seconds, you will get the information pertaining to your tenant, as shown in the
following screenshot:

EX Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserwved.

PS C:\Users\Joao> Connect-MicrosoftTeams

Account : joao@handsonsp.onmicrosoft.com
Environment : AzureCloud

Tenant : dlc@35a6-1dcF-457d-97e3-dl Wl [Wa'dilild
TenantId : ; g7 RN R T ITIE
TenantDomain : handsonsp.onmicrosoft.com

PS5 C:\Users\Joao>

Figure 10.8: Tenant ID
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Get cmdlets

The descriptions and parameters of the get cmdlets are as follows:

Get-Team: This is used to get information about teams. It can get all the teams,
archived teams, or even all the teams to which a user belongs:

(a) -GroupId <Strings>

(b) -User <Strings>

(¢) -Archived <Booleans>

(d) -visibility <Strings>

(e) -DisplayName <Strings>

(f) -MailNickName <String>

Get-TeamChannel: This retrieves all the channels in the team:
(a) -GroupId <Strings>

Get-TeamChannelUser: This retrieves all the users of a channel, and it allows you
to pre-filter users by role, that is, either Owner or Member:

(a) -GroupId <Strings>
(b) -DisplayName <Strings
(¢) -Role <Strings>

Get-TeamsApp: This returns the information pertaining to the apps installed in
your tenant. The distribution method accepts as a parameter Global (apps from the
store) or Organization (custom apps):

(a) -Id <String>

(b) -ExternallId <String>

(c) -DisplayName <Strings

(d) -DistributionMethod <Strings

Get-TeamUser: This retrieves the user information from a team. It allows you to
pre-filter users by role, that is, either Owner or Member:

(a) -GroupId <Strings>

(b) -Role <Strings>
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Most of the Microsoft Teams cmdlets need to get the group ID as a parameter. This is the
unique identifier from the Office group associated with the team. If you need to get the
group ID of your team, execute the following cmdlet using the team name:

Get-Team -DisplayName “Project X”

From the result data, you will get the group ID as shown in the following screenshot:

2 Windows PowerShell

PS C:\Users\JOFR> Get-Team

DisplayName Visibility Archived MailNickName Description

92b@939b-4bee-46c6-b63d-2171aadf9a26 Project X Private False Projectx Project X

PS C:\Users\JOFR>

Figure 10.9: Team details

Set cmdlets

The descriptions and parameters of the set cmdlets are as follows:

o Set-Team: This allows you to modify the settings of an existing team:
(a) -GroupId <String>
(b) -DisplayName <Strings>
(c) -Description <Strings>
(d) -MailNickName <Strings>
() -Classification <Strings
(f) -visibility <Strings
(g) -AllowGiphy <Booleans>
(h) -GiphyContentRating <Strings
(i) -AllowStickersAndMemes <Booleans
(j) -AllowCustomMemes <Booleanx>
(k) -AllowGuestCreateUpdateChannels <Boolean>
() -AllowGuestDeleteChannels <Boolean>
(m) -AllowCreateUpdateChannels <Booleans

(n) -AllowDeleteChannels <Booleans
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(0) -AllowAddRemoveApps <Booleans

(p) -AllowCreateUpdateRemoveTabs <Booleans

(@) -AllowCreateUpdateRemoveConnectors <Booleans
(r) -AllowUserEditMessages <Boolean>

(s) -AllowUserDeleteMessages <Booleans

(t) -AllowOwnerDeleteMessages <Booleans>

(u) -AllowTeamMentions <Booleans

(v) -AllowChannelMentions <Booleans

(W) -ShowInTeamsSearchAndSuggestions <Booleans

Set-TeamArchivedState: This archives or unarchives a team. It can also make the
SharePoint site read-only for members:

(a) -GroupId <False>

(b) -Archived <Booleans

(c) -SetSpoSiteReadOnlyForMembers <Boolean>

Set-TeamChannel: This allows you to modify the settings of an existing channel:
(a) -GroupId <Strings>

(b) -CurrentDisplayName <Strings

(¢) -NewDisplayName <Strings>

(d) -Description <Strings>

Set-TeamPicture: This allows you to define the team picture for a team. The image
path is the physical location of the image on your computer:

(a) -GroupId <Strings>

(b) -CurrentDisplayName <Strings
(¢) -NewDisplayName <Strings>

(d) -Description <Strings>

Set-TeamsApp: This allows you to update a custom app already installed in your
tenant. The path is the physical location of the app package on your computer, and
the ID is the unique identifier of your app:

(a) -Id <String>
(b) -Path <Strings>
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New cmdlets

The descriptions and parameters of the new cmdlets are as follows:

o New-Team: This allows you to create a new team and fill all the settings to apply by
default with a single instruction:

(a) -DisplayName <Strings

(b) -Description <Strings>

(c) -MailNickName <Strings

(d) -Classification <Strings

() -Visibility <String>

(f) -Template <Strings

(g) -Owner <Strings

(h) -AllowGiphy <Booleans

(i) -GiphyContentRating <Boolean>

(j) -AllowStickersAndMemes <Booleans>

(k) -AllowCustomMemes <Booleans

() -AllowGuestCreateUpdateChannels <Boolean>
(m) -AllowGuestDeleteChannels <Booleans
(n) -AllowCreateUpdateChannels <Boolean>
(o) -AllowDeleteChannels <Booleans

(p) -AllowAddRemoveApps <Booleans

() -AllowCreateUpdateRemoveTabs <Booleans>
(r) -AllowCreateUpdateRemoveConnectors <Booleans
(s) -AllowUserEditMessages <Boolean>

(t) -AllowUserDeleteMessages <Boolean>

(u) -AllowOwnerDeleteMessages <Booleans

(v) -AllowTeamMentions <Booleans

(w) -AllowChannelMentions <Booleans

(x) -ShowInTeamsSearchAndSuggestions <Booleans
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o New-TeamChannel: This allows you to create a new channel and fill the default
settings. The membership type is the parameter where you define whether the
channel is Public or Private:

(a) -GroupId <Strings>

(b) -DisplayName <Strings>
(c) -Description <Strings
(d) -MembershipType <Strings>
() -Owner <String>

» New-TeamsApp: This allows you to install a custom app. The path is the physical
location of the app package on your computer:

(a) -DistributionMethod <Strings
(b) -Path <Strings>

Add cmdlets

The descriptions and parameters of the add cmdlets are as follows:

o Add-TeamUser: This adds a user to a team as a Member or Owner:
(a) -GroupId<String>
(b) -User <Strings>
(c) -Role <Strings>

o Add-TeamChannelUser: This adds a user to a private channel as a Member or
Owner:

(a) -GroupId <Strings>
(b) -DisplayName <String>
(c) -User <Strings>

(d) -Role <String>
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Remove cmdlets

The descriptions and parameters of the remove cmdlets are as follows:

« Remove-Team: This removes a team and all its associated assets, including the
SharePoint site collection and the Office group:

(a) -GroupId <String>

« Remove-TeamChannel: This removes a channel from a team. The use of this cmdlet
will not delete any of the documents relating to the channel. They will continue to
exist in the team SharePoint site collection:

(a) -GroupId <String>
(b) -DisplayName <String>

« Remove-TeamChannelUser: This removes a user from a private channel:
(a) -GroupId <String>
(b) -DisplayName <Strings>
(c) -User <Strings>

o Remove-TeamsApp: This removes an app from a team:
(a) -1d <String>

« Remove-TeamUser: This removes a user from a team:
(a) -GroupId <Strings>
(b) -User <Strings>
(¢c) -Role <Strings>

Even though Microsoft Teams provides its own PowerShell module, due to the legacy of
the platform, there are things such as policies that are available through the use of the
Skype for Business module, as we will see in the following section.

Installing the Skype for Business PowerShell
Module

As mentioned several times during the book, operations related to policies need to be
performed in batches of 20 users or through the use of PowerShell. The cmdlets included
in the Microsoft Teams module do not support tasks related to policies. Those operations,
however, can be executed using the Skype for Business PowerShell module.
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The Skype for Business module is not available in the PowerShell gallery, which means it
needs to be downloaded and installed manually. To do this, perform the following steps:

1. Open the Skype for Business download page: https://www.microsoft.com/
en-us/download/details.aspx?id=39366.
2. Click on the Download button and select the location to save it on your computer.

3. Open the . exe file, agree with the terms and conditions, and then click on Install:

& Skype for Business Online, Windows PowerShell Module 5. —

%, Skype for Business Online, Windows
PowerShell Module

MICROSOFT SOFTWARE LICENSE TERMS

SKYPE FOR BUSINESS ONLINE WINDOWS POWERSHELL MODULE

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. Please read them.
They apply to the software named above, which includes the media on
which you received it, if any. The terms also apply to any Microsoft

| agree to the license terms and conditions

E;'Install Cloze

Figure 10.10: Installing the Skype for Business module

4. Ifyou have a PowerShell session already opened, you need to close and restart it
before using the module

What are the available cmdlets in the Skype
for Business module?

The cmdlets included in the Skype for Business module have a different syntax to the ones
included in the Microsoft Teams module. You can easily identify a Skype cmdlet by the Cs
prefix in the name.


https://www.microsoft.com/en-us/download/details.aspx?id=39366
https://www.microsoft.com/en-us/download/details.aspx?id=39366
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This module was not built specifically for Microsoft Teams, which means that most of the
cmdlets are not supported by the application. In the following sections, you can find all
the related cmdlets that allow you to work with Microsoft Teams policies.

Note: List of cmdlets

The Skype for Business PowerShell module includes more cmdlets than the

ones described in this section. You can take a closer look at the entire list of
cmdlets at the following address: https://docs.microsoft.com/
en-us/powershell/module/skype/?view=skype-ps.

Get cmdlets

A description of each of the get cmdlets is as follows:

+ Get-CsTeamsAppSetupPolicy: This gets all the app setup policies in the tenant with
the IDs of the pinned apps.

+ Get-CsTeamsCallingPolicy: This gets all the calling policies in the tenant with all
the associated settings.

+ Get-CsTeamsChannelsPolicy: This gets all the policies defined for the channels.
+ Get-CsTeamsMeetingPolicy: This gets all the meeting policies and their settings.

+ Get-CsTeamsMessagingPolicy: This gets all the messaging policies and their
settings.

Grant cmdlets

A description of each of the grant cmdlets is as follows:

o Grant-CsTeamsAppPermissionPolicy: This applies an app permission policy to a
single user:

(a) -Identity <Strings>
(b) -PolicyName <Strings>
(c) -PassThru <SwitchParameters

(d) -WhatIf <SwitchParameters


https://docs.microsoft.com/en-us/powershell/module/skype/?view=skype-ps
https://docs.microsoft.com/en-us/powershell/module/skype/?view=skype-ps
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Grant-CsTeamsAppSetupPolicy: This applies an app setup policy to a single user:
(a) -Identity <Strings

(b) -PolicyName <Strings>

(c) -PassThru <SwitchParameters>

(d) -WwhatIf <SwitchParameters

Grant-CsTeamsCallingPolicy: This applies a calling permission policy to a
single user:

(a) -Identity <Strings>

(b) -PolicyName <Strings>

(¢) -PassThru <SwitchParameters>

(d) -WwhatIf <SwitchParameters

Grant-CsTeamsChannelsPolicy: This applies a channel policy to a single user:
(a) -Identity <Strings

(b) -PolicyName <Strings>

(¢) -PassThru <SwitchParameters>

(d) -WwhatIf <SwitchParameters

Grant-CsTeamsMeetingPolicy: This applies a meeting policy to a single user:
(a) -Identity <Strings

(b) -PolicyName <Strings>

(¢) -PassThru <SwitchParameters>

(d) -WwhatIf <SwitchParameters

Grant-CsTeamsMessagingPolicy: This applies a messaging policy to a single user:
(a) -Identity <Strings>

(b) -PolicyName <Strings>

(c) -PassThru <SwitchParameters>

(d) -WwhatIf <SwitchParameters
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New cmdlets

A description of each of the new cmdlets is as follows:

o New-CsTeamsChannelsPolicy: This creates a new channel policy:
(a) -Identity <Strings>
(b) -AllowOrgWideTeamCreation <Boolean>
(¢c) -AllowPrivateTeamDiscovery <Booleans
(d) -AllowPrivateChannelCreation <Booleans>
+ New-CsTeamsMeetingPolicy: This creates a new meeting policy:
(a) -Identity <Strings>
(b) -Description <Strings>
(¢c) -AllowChannelMeetingScheduling <Booleans
(d) -AllowMeetNow <Booleans
(e) -AllowIPVideo <Booleans>
(f) -AllowAnonymousUsersToDialOut <Boolean>
(g) -AllowAnonymousUsersToStartMeeting <Booleans
(h) -AllowPrivateMeetingScheduling <Boolean>
(i) -AutoAdmittedUsers <String>
(j) -AllowCloudRecording <Booleans>
(k) -AllowOutlookAddIn <Booleans
() -AllowPowerPointSharing <Booleans
(m) -AllowParticipantGiveRequestControl <Boolean>
(n) -AllowExternalParticipantGiveRequestControl <Booleans
(o) -AllowSharedNotes <Booleans
(p) -AllowWhiteboard <Booleans
() -AllowTranscription <Booleans
(r) -MediaBitRateKb <UInt32>

(s) -ScreenSharingMode <Strings
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+ New-CsTeamsMessagingPolicy: This creates a new messaging policy:
(a) -Identity <Strings
(b) -AllowOwnerDeleteMessage <Booleans
(c) -Description <Strings
(d) -AllowUserChat <Booleans
(e) -AllowStickers <Booleans
(f) -AllowUrlPreviews <Booleans
(g) -AllowImmersiveReader <Booleans
(h) -AllowUserTranslation <Boolean>
(i) -AllowUserEditMessage <Boolean>
(j) -AllowRemoveUser <Booleans>
(k) -ReadReceiptsEnabledType <Strings>
(I) -AllowMemes <Booleans
(m) -AllowPriorityMessages <Booleans
(n) -GiphyRatingType <Strings>
(o) -AllowGiphy <Booleans

Remove cmdlets

A description of each of the remove cmdlets is as follows:

» Remove-CsTeamsAppPermissionPolicy: This removes an app permission policy:
(a) -Tenant <String>
(b) -Identity <Strings
+ Remove-CsTeamsAppSetupPolicy: This removes an app setup policy:
(a) -Tenant <String>
(b) -Identity <String>
« Remove-CsTeamsChannelsPolicy: This removes a channel permission policy:
(a) -Tenant <Strings>

(b) -Identity <String>
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« Remove-CsTeamsMeetingPolicy: This removes a meeting policy:
(a) -Tenant <Strings>
(b) -Identity <String>
« Remove-CsTeamsMessagingPolicy: This removes a messaging policy:
(a) -Tenant <Strings>
(b) -Identity <String>

Combining Microsoft Teams and Skype for Business PowerShell modules allows you

to automate pretty much all the administrative tasks you will have to implement with
Microsoft Teams. In the following section, you will learn from examples how to build your
own scripts.

Learning how to use PowerShell from
examples

In this section of the book, you will find four examples of how PowerShell can be used to
automate tasks within Microsoft Teams and the script used to solve each of the scenarios.

The code includes comments so that you can follow along with what is happening.
Comments are identified by a hashtag (#). For better readability of the code, the
comments only include a number, while the comment description is provided after the
code section.

Example 1: Victor

Victor is the IT guy in his company and oftentimes, his colleagues ask him to create teams
according to internal policies and conventions. To avoid doing this task manually over and
over again, Victor has created a PowerShell script. This includes the following:

1. Team settings.

2. Team default channels.
3. Team default members.
4

Establishing a connection to Microsoft Teams: Using this cmdlet without
parameters will open a login popup and will authenticate you in your
organization tenant.

5. Team creation: The result is saved to a variable to use the group ID in the
following instructions.



Learning how to use PowerShell from examples 303

6. Channel creation: This loops through the channel list to create the channel. The
group ID was saved in the New- Team instruction.

7. Adding default members to the team: This loops through the array of users and
adds them to the team as members.

The following script and corresponding numbers show how Victor would do this:

#1

SteamName= “Project Y”

SteamDescription= ”“The new generation of electric skateboards”
SteamOwner= ”joao@funskating.com”

SteamVisibility= ”Private”

SteamEditMessagesPolicy= $false

SteamDeliteMessagesPolicy= $false

#2

SteamChannels= @ (“Procedures”, “Legal”)

#3

SteamMembers= @ (“joshe@funskating.com”, “adele@funskating.com”)
#4

Connect-MicrosoftTeams

#5

SteamDetails=New-Team -DisplayName S$teamName -Description
SteamDescription -Owner S$teamOwner -Visibility S$SteamVisibility
-AllowUserEditMessages SteamEditMessagesPolicy
-AllowOwnerDeleteMessages SteamDeliteMessagesPolicy

#6
for ($i=0; $i-lt$teamChannels.length; S$i++) {

New-TeamChannel -GroupId SteamDetails.Groupld -DisplayName
SteamChannels [$i]

}

#7
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for ($i=0; S$i-lt$teamMembers.length; Si++) {

Add-TeamUser -GroupldSteamDetails.GroupId
-UserSteamMembers [$i] -role”Member”

}

Disconnect-MicrosoftTeams

Example 2: John

John is heading up several projects in his company that are spread across the globe. Each
project is assigned to a country and has its own team on Microsoft Teams. John wants to
create a channel in each one of his teams where he can communicate the procedures for
each country and where people can communicate about this topic. The script includes
the following:

1. Establishing a team owner and a new channel name definition.

2. Connecting to Microsoft Teams and getting all the teams to which the user belongs.
This will include those teams where the user is an owner and member.

Looping through all the teams
Getting the current team group ID and the list of owners.

Looping through the owners of the team.

S Uk W

Comparing the current owner of the team with the email defined at the top of the
script. If the condition is true, this means that the current team is owned by John
and a new channel is then created on it.

The following script and corresponding numbers show how John would do this:

#1
SteamOwnerEmail= ”johnefunskating.com”

SchannelName= ”Projects”

#2
Connect-MicrosoftTeams

SteamsWhereIam = Get-Team -User SteamOwner

#3
for ($i=0; $i-1t S$teamsWhereIam.length; $i++)
#4
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SgroupId= SteamsWhereIam[$i] .GroupId

SteamOwners=Get-TeamUser -Groupld S$groupld -Role Owner

#5
for ($j=0; $j-ltSteamOwners.length; $j++) ({
#6
if ($teamOwners[$]] .User -eq SteamOwnerEmail) {
New-TeamChannel -GroupId S$groupld -DisplayName
SchannelName

}
}

Disconnect-MicrosoftTeams

Example 3: The Funny Company
The Funny Company has a very informal culture and wants to make sure that this is
reflected on Microsoft Teams. From now on, all teams should have all the fun settings on.
The script will do the following:

1. Connect to Microsoft Teams.

2. Getall teams.

3. Loop through all teams.

4. Get each team group ID and define the fun settings.

The following script and corresponding numbers show how the Funny Company would
do this:

#1
Connect-MicrosoftTeams

#2
SallTeams= Get-Team

#3

for ($i=0; $i-1t$allTeams.length; $i++)
#4
SgroupId=$allTeams [$1] .GroupId
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Set-Team -GroupId S$groupld -AllowGiphy S$true -
GiphyContentRating moderate -AllowStickersAndMemes S$true -

AllowCustomMemes Strue

}

Disconnect-MicrosoftTeams

Example 4: Hugh

Hugh is the Microsoft Teams administrator at his company and is responsible for
managing all policies. Recently, he has installed a global app where all the company news
and announcements are published. Even though the adoption of Microsoft Teams is great,
users are not using the new app, mainly because it is hidden in the More apps menu. To
increase adoption of the app, Hugh wants to apply a new policy to all users where the
company app is the first one listed in the app bar. The script will include the following:

1. Authentication using the Skype for Business PowerShell module. This process will
open a windows authentication popup where you must insert your credentials:

Windows PowerShell credential request

Enter your credentials.

User name: | v |

Fassword:

Ok | Cancel

Figure 10.11: Authentication window
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2. User definitions: This is the list of users to whom the new app setup policy will be
applied.

3. Looping thorough the list of users and applying the company app policy.
The following script and corresponding numbers show how Hugh would do this:

#1

Import-ModuleSkypeOnlineConnector

Scredentials= Get-Credential

SsfbSession= New-CsOnlineSession -Credential Scredentials

Import-PSSession $sfbSession

#2
SusersEmails= @ (“peter@funskating.com”,”maria@funskating.com”)

#3
for ($i=0; $i-1ltSusersEmails.length; S$i++) {

Grant-CsTeamsAppSetupPolicy -identity SusersEmails[$i]
-PolicyName “Company App”

}

You can use these simple scenarios as a starting point for automating tasks on Microsoft
Teams. This will save you a lot of time while ensuring consistency across all your teams
and policies.

Summary

In this chapter, you have learned how you can automate processes on Microsoft Teams
using the PowerShell modules. After this chapter, you should be able to build your
PowerShell scripts to automate the administrative tasks you need to perform in your
organization.

This book gave you a global overview of what Microsoft Teams is by covering all the basic
features and concepts.
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As you progressed into the book, it became more technical and gave you an overview of
how things can be configured as an end user or as an admin. Finally, you learned how to
achieve more by extending Teams and automating processes.

Now, you should be the real hero of Microsoft Teams in your organization and you are
ready to empower others to achieve more using this awesome platform.

Thank you,

Joao Ferreira
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