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Abstract 

Electrical wiring on board aircraft has raised serious weight and safety concerns in the aerospace industry. Wires 

are antenna. It may also cause interference to radio-based systems on the aircraft, or, in the case of military 

aircraft, create a "signature" that can be detected by enemy receivers. Wireless application in avionic system helps 

reducing the total weight and reconfigurable of the aircraft; hence, lower the fuel costs, installation cost and 

maintenance costs, as well as the “signature” of the aircraft. The focus of this thesis, therefore, is to study the 

feasibility of different wireless standards, namely Wi-Fi, Bluetooth and ultra-wide band (UWB), on replacing the 

wired data connection in the EW countermeasure or chaff/flare dispenser systems. The study was constructed 

under the supervision of the department of Electronic Defense System, Saab AB in Järfalla, Stockholm. The 

discussion will be based on the resource availability, the reliability, the stability and the security of the wireless 

system relative to an avionic application; i.e., whether wireless links will negatively affect the overall reliability 

and safety of the aircrafts.  Due to the theoretical studies and results from the simulation, we studied the 

feasibility issue and concluded that UWB is the most appropriate choice of wireless communication for 

non-critical aerospace applications, comparing with Wi-Fi and Bluetooth. UWB links can have reasonable 

immunity to interferences, low interference to other on-board wireless systems, and good security performance. 

 
Sammanfattning 

Antalet el-ledningar i flygplan har har blivit avsevärt fler i moderna flygplan, med ökad vikt och komplexitet som 

följd. Eftersom en el-ledning i sig är en antenn kan el-ledningar orsaka interferens  och störningar på 

radiobaserade system i flygplanet och speciellt militära flygplan är känsliga för att generera signaturer som kan 

upptäckas av fiendens mottagare. Trådlös kommunikation mellan olika avionikenheter i flygplanet kan minska 

antalet ledningar och därmed vikt. Ändringar i avioniksystemet kan göras enklare, vilket ger lägre installations- 

och underhållskostnader. Färre ledningar i flygplanet minskar också risken för oavsiktlig strålning som kan 

upptäckas av fienden. Fokus i detta examensarbete har därför varit att studera möjligheter att använda olika 

trådlösa standarder så som Wi-Fi,  Bluetooth och UWB som ersättning för ledningsbunden data kommunikation 

i motmedelssystem i militära flygplan. Arbetsuppgiften var formulerad av Saab Electronic Defence Systems  i 

Järfälla som också bidrog med handledning under genomförandet. I rapporten diskuteras tillgänglighet, 

tillförlitlighet, stabilitet och datasäkerhet vid användningen av trådlös kommunikation i avioniksystem. 

Resultatet baseras på teoretiska studier samt simuleringar och slutsatsen är att UWB funnits mest användbar i 

denna tillämpning. 

Keywords: 

Wireless on Aircraft, Countermeasures Dispenser System, CMDS, Chaff/Flare Dispenser 
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trådlösa standarder så som Wi-Fi,  Bluetooth och UWB som ersättning för 

ledningsbunden data kommunikation i motmedelssystem i militära 

flygplan. Arbetsuppgiften var formulerad av Saab Electronic Defence 

Systems  i Järfälla som också bidrog med handledning under 
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stabilitet och datasäkerhet vid användningen av trådlös kommunikation i 
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Chapter 1  

Introduction  

This first chapter will introduce the reader to the thesis. The background, the 

problem description and the purpose of the study will be discussed. The overview 

of the thesis report will also be presented in this chapter. 

1.1 Background  

The numbers of wireless application in avionic system as well as the related 

studies have been increasing regularly, including the entertainment system, the 

internet application or any wireless sensor. It helps reducing the total weight; 

hence, lower the fuel costs. Also, the reconfigurable of the aircraft would be 

easier, which leads to the lower installation and maintenance costs. The ongoing 

studies are mostly focus on the airliner. Wireless application in military service, 

especially in the electronic warfare (EW) system can hardly be found due to the 

high security and stability requirement. 

 

The focus of this thesis is to study the feasibility of different wireless standards, 

namely Wi-Fi, Bluetooth and ultra-wide band (UWB), on replacing the wired data 

connection in the EW countermeasure or chaff/flare dispenser systems. The study 

was constructed under the supervision of the department of Electronic Defense 

System, Saab AB in Järfalla, Stockholm. The discussion will be based on the 

resource availability, the reliability, the stability and the security of the wireless 

system relative to an avionic application. 

1.2 Problem Description 

Countermeasure dispenser systems (CMDS) are a part of the self-protection 

systems (SPS) which are integrated on most military ground, sea and avionic 

platforms, such as the military fighter, to protect itself from being jammed, locked 

and destroyed by radar or infrared seeking missiles. The typical SPS consists of 

the countermeasure or chaff/flare dispenser system, radar warning receiver 

(RWR), laser warning system (LWS), missile warning system (MWS) and man 
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machine interface (MMI). In the tactic situations, RWR, LWS and MWS are 

responsible for detecting radar, laser and ultra-violet (UV) signals, which are the 

guidance signals of the respective missiles. Then, the mentioned signals will 

communicate with the central processing unit called the defensive aids computer 

(DAC) via different wired communication links. If the threat signal is detected, 

the DAC will process, select the appropriate countermeasure method and transmit 

the command signal to the CMDS to dispense either chaff or flare. 

 

Installing the CMDS onto the platform is a very expensive and sensitive work. It 

includes wiring many complex subsystems via complicated links. It would be 

even more difficult to repair or rewiring the system when any damage has 

occurred. It is very time-consuming, very costly and it is not flexible due to 

massive and challenging wiring connections. In order to solve this complexity, 

wireless system could be one of the possible solutions. 

 

The focus of this thesis is to analyse the possibility in replacing the wired 

communication in the CDMS with different wireless standards, focusing on 

Wi-Fi, Bluetooth and ultra-wide band (UWB) technologies. It will help reducing 

cost, time consuming and workload in repairing the avionic systems. 

1.3 Purpose of the Study 

The purpose of this master's thesis is to investigate the possibility of using 

wireless in the CDMS and which wireless standard is the most feasible solution. 

This investigation will be based both on theoretical studies and a program 

simulation. The focus will be mainly on Wi-Fi, Bluetooth and UWB. The other 

techniques may be included only for comparison purposes. 

1.4 Document Outline 

This thesis is divided into three parts: 

 

Chapters 1-3: This part contains background information on related theories 

including the electronic warfare and existing wireless standards. The main 

emphasis is put on Wi-Fi, Bluetooth and UWB technologies. 

 

Chapters 4-7: In this part, comparison and analysis are constructed based on 

theoretical studies, including the OSI model, possibility in avionic application, 

the antenna choice and the security aspects. The simulations under designed 

scenario are also developed to support the analysis. 

 

Chapter 8-9: In the last part, the prospect design is presented and discussed. 

Finally, the conclusions and some thoughts on future work are suggested. 
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Chapter 2 

Electronic Warfare (EW) 

The second chapter will describe the basic concept of electronic warfare (EW) 

and the related equipment, focusing on the countermeasure dispenser system 

(CMDS). The overview of general CMDS as well as Saab’s BOL CMDS will be 

discussed in this chapter. 

2.1 Introduction and Definition of EW 

The concept and doctrine of Electronics Warfare (EW) are derived from a series 

of definitions that, in general terms, are any military actions of protecting the use 

of the EM spectrum; including the full radio frequency (RF) spectrum, the 

infrared (IR) spectrum, the optical spectrum and the ultraviolet (UV) spectrum, 

and direct energy for friendly application while denying its use to the enemy [1]. 

 

The main role of EW is to search and collect the information from the RF bands 

for further analysis by the intelligence department. This analyzed emitter 

information may be used to depict the strategic scenario, to modify battle plans 

and tactics, to develop countermeasures to avoid detection and to pursue 

aggressive attacks on enemy radar-guided weapons. Additionally, the EW 

equipment is highly specialized and required rapid development to an 

ever-changing EM technique. In order to accomplish the mission, the essential 

capabilities of the EW elements are a high durability; which allows a 24/7 

continuous operation under any weather conditions, the robust ES, EA and/or EP 

capabilities, and also a reliability process to secure the highly classified 

information and the exceptional materials. In addition, the EW tools must be able 

to operate in an EW and/or nuclear, biological and chemical environment as well 

as with the amour system of mobile platforms or man-packs [2].  

 

EW has been classified into three subdivisions:  

(i) Electronic warfare support (ES) or EW support measure (ESM) 

is the receiving part of EW. It collects enemy signals and determines the known 

emitter types and where they are located. The received signal might be jammed or 

passed to the associated weapon system. 
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(ii) Electronic attack (EA) or Electronic countermeasure (ECM) is 

the use of jamming, chaff, flares and decoys to interfere or hoax the operation of 

radar, communication, heat-seeking weapons, anti-radiation weapons (ARW) and 

directed-energy weapons (DEW). 

(iii) Electronic protection (EP) is the system to counter the impact 

of EA. It is also known as the electronic counter-countermeasure (ECCM)  

 

As of the ES system, the signal analyzer will collect the signal and examine the 

received signal parameters to identify the type and location of the transmitter as 

well as the hazardous level of the threat; including surveillance, target tracking or 

target engagement. Such parameters may be gathered using airborne warning and 

control system (AWACS) or radar warning receiver (RWR) on the fighter 

aircraft. This information will be compared with the intelligence database or 

threat library and then either update the database or forward the command to the 

EA system.  

 

Many modern EW elements often combine the EA (or ECM) and the EP (or 

ECCM) functions together. The EA system aims to interrupt the surveillance 

systems of the enemy and also to spoof as well as to defend the weapons which 

use electromagnetic, infrared or laser systems for target guidance. The two main 

methods of the EA system is jamming and using the decoys which are usually 

integrated into the whole defensive system.  

 

The jamming techniques, either noise jamming or deception jamming, are the use 

of signal transmissions to interfere the enemy’s communications channels and the 

target detection of the radar receivers, respectively. In order to accomplish the 

task, the jamming emitter must be able to transmit adequate and appropriate 

power to conceal the threat signal or to simulate the amenable signal realistically 

[2]. Another dominant EA method is the use of decoys; namely chaffs and flares, 

to combat the electromagnetic threats or infrared devices. The purpose of the 

mentioned decoys is to alter or destroy the tracking and sensing behavior of the 

incoming threat; e.g. guided missile, in order to abort the missile’s kill-chain [3]. 

 

Chaff consists of strips of metal foil or aluminum-coated glass fibers that reflect 

radar signals. Chaff will be ejected and bloomed by the turbulent airflow to 

generate the electromagnetic signature equivalent of the originated aircraft. The 

chaff cloud will obscure the view of the aircraft, confuses the enemy radar or 

radar-guided weapons. On the other hand, some types of missiles track and follow 

the engine’s thermal heat or the infra-red signature of the aircraft. Flare will be the 

appropriate solution for the mentioned threat. Flare is a countermeasure decoy for 

luring incoming heat-seeking missile, which tracks the aircraft’s emitted infrared 

radiation, away from the aircraft. At the present, the intelligent flares embrace a 

propulsion system to drive the flare over a flight path similar to, but divergent in 

direction from, the path of the aircraft. Timing for both chaff and flare are critical. 

Too soon, too late and the divergence of the target aircraft, the decoy will be 

detected and it could be ignored. Nonetheless, the radar or missile lock can be 

broken if the timing is right [2]. 
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An aircraft, especially the military aircraft, needs to be equipped with the 

integrated defensive aids systems (IDAS) or self-defense system, as shown in 

Figure 1 [3], including ES, EA and EP. The EA equipment consists of a number of 

dedicated detachment and modular equipment, which may be integrated with ES 

modules for detecting and attacking both communication and 

non-communications targets. The known threats would be pre-installed in the 

mission plan and the self-defense system prior to the flight. When the aircraft 

enters the engagement zone, the radar warning receiver (RWR) will detect signals 

and compare them to the parameters in the threat library. If the tactical threats are 

detected, the appropriate countermeasures including luring the threat away or 

causing the missile to explode far enough away from the aircraft. The quantity 

and the accuracy of the threats will be based on the most up-to-date intelligence 

compilation. The properties of self-defense systems; including EA armories, are 

platform independence to the greatest extent possible, the ability to attack both 

communications and radar frequency bands, upgradeable, and capable of 

performing a range of countermeasure tasks, including but not limited to 

electronic masking, spoofing, deception and jamming. Since the IDAS is 

immense and complex, this thesis will be focused only on the countermeasure 

dispenser or chaff-flare dispenser. 

 

 
 

Figure 1: EW Integrated Defensive Aids System (IDAS) 
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2.2 Countermeasure Dispenser Systems 

Countermeasure dispenser system (CMDS) is an integrated, reprogrammable and 

computer controlled system to dispense chaffs, flares and/or decoys which are 

designed and programmed to defeat electronic and infrared weapons; i.e. the air 

interceptor (AI), the anti-aircraft artillery (AAA) and the surface-to-air missiles 

(SAMs), in order to enhance the aircraft survivability in threat environments. The 

specific designs of the CMDS are different from manufacturer to manufacturer, 

but their basic ideas are quite the same. 

 

The CMDS provides the pilot capability to release chaff or flare, depending on the 

threat type, to counter any homing missile aiming for the plane. Chaff looks like 

millions of tiny aluminum strips which are cut to one-half of interest radar 

wavelengths. Flares are composed of pyrotechnic composition or white hot 

magnesium designed to defeat the IR missile's heat tracking mechanisms. The 

purpose of both decoys is to generate the radar signature and the heat signature 

corresponding to the aircraft. 

 

The CMDS consists mainly of the programmable main controller or defensive 

aids computer (DAC), which usually integrated with the other countermeasure in 

IDAS, connected with the dispenser slots via either MIL-1553 or RS-485 data 

bus. It may also contains a safety switch, a mission load verifier interface port, the 

manual dispense button and the display unit; depending on the integrated element 

and the platform. When the main processer or DAC receives the threat signal 

from the missile detection system or the radar warning receiver, it will determine 

the appropriate dispense response and send the corresponding fire command to 

the CDMS, either in automatic or semi-automatic mode. The DAC also contains 

the mission data file (MDF) which is user-programmable and contains threat 

library that enable the CMDS to specify the payload types, dispense sequence and 

dispense quantities [1]. 

2.3 Saab’s Advanced Countermeasure Dispenser 

System (BOL ACMDS) 

Saab, Inc. (Svenska Aeroplan Aktiebolaget) was founded in 1937 with the 

primary purpose of meet the need for a domestic military aircraft industry in 

Sweden. In the year 2011, SAAB, Inc. becomes the world-leading company with 

products, services and solutions from military defense to civil security and even 

continuously develops, adapts and improves new technology to satisfy the 

customers.  

 

Other than one of the developer of the world’s leading fighter aircraft, the Gripen, 

Saab, Inc. is one of the world’s premier suppliers of solutions for surveillance, 

threat detection and location, platform and force protection, as well as avionics. 

The business runs under the section named “Electronic Defense Systems”. For 

more than 50 years experiences of EW systems for airborne platforms, Saab, Inc. 
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has created a unique proficiency and a product portfolio including EW, RWR, and 

jammers to self-protection suite (SPS) with missile approach warning (MAW) 

and CMDS. All Saab’s EW systems provide extraordinary ability in situational 

awareness to detect, localize and identify the threats. This also includes the 

CMDS which this thesis is mainly focusing on, namely the BOL ACMDS.  

 

BOL is a “high capacity CM dispenser for chaff or flares, giving pilots the 

sustained defensive capability needed to successfully accomplish mission” [4]. 

The revolutionized elongated design of BOL offers an installation in the 

elongated cavities in the aircraft structure; including missile launchers and 

pylons, and also alternatively adaptable to various types of aircrafts. It is capable 

of dispensing around 160 chaff and/or IR (flare) payloads packs. An 

electromechanical-drive mechanism feeds the packs towards the end of the 

dispenser, one pack at a time, and then releases into the airstream. The BOL 

internal vortex generators and the vortex fields behind the aircraft make the 

air-stream rapidly blow the special designed payload and build up large radiating 

radar cross-section (RCS) or IR cloud. BOL systems are typically symmetrical 

mounted on each wing to increase the aircraft signature, either RCS or IR 

signatures. After dispense the chaff or flare decoys, break-lock from hostile 

tracking radar or IR seeker can be accomplished by maneuvering the aircraft and 

using the jammers. 

 

The BOL interfaces include MIL-1553 data buses, high speed (20 Mbps) and low 

speed (1 Mbps), RS-485 data link (1Mpbs) as well as 28-V discrete bus. These 

links transport dispense message to the dispenser, indicating the corresponding 

dispenser and dispense sequence composition. The dispenser can also report the 

status back to the controller via these data links. This makes BOL suitable for the 

IDAS as well as traditional countermeasures systems [4]. 

 

According to the technical specification, BO-500 data link, the main data 

communication for BOL ACMDS, consists of RS-485 signals interface which 

serially asynchronous transmitting at 19200 baud rate. The system is a multi-drop 

type with half duplex serial communication, where the bus controller (BC) always 

initiates communication by giving out the command to remote terminal (RT). The 

communication protocol contains messages of one or several words. Each 

message transmitted from the BC is preceded by a “Break” or logic “0” during a 

defined time. Each word contains a parity bit, while the last word in every 

command and answer sent on the data link is a longitudinal parity word. Odd 

parity is used in both cases for error detection. The message will be discarded if 

any parity error is detected. The format of the message, the timing requirement 

and other parameters are indicated in Saab’s company restricted technical 

description datasheet which may not be published without the authorization. 
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Chapter 3 

Wireless Techniques 

Chapter 3 will briefly introduce three wireless techniques, Wi-Fi, Bluetooth and 

UWB, which are the main focus in this feasibility study. The background, some 

technical characteristics and the advantages of using the wireless standards are 

also explained.  

3.1 Wireless LAN (Wi-Fi) 

3.1.1 Introduction and Background 

A Wireless LAN is a flexible data communication system implemented as an 

extension to or as an alternative for a wired LAN within a building or campus. 

Using electromagnetic waves, Wireless LANs transmit and receive data over the 

air, minimizing the need for wired connections. Thus, Wireless LANs combine 

data connectivity with user mobility and through a simplified configuration 

enable movable LANs. 

 

Over the past decade, Wireless LANs have gained strong popularity in a broad 

range of applications, including household, academic, health-care, business, 

industrial, and military applications. The applications have gradually gone 

through many generations; the first generation, which operated in the unlicensed 

902-928MHz ISM band. It had limited range and throughput, but proved useful in 

many warehouse applications. These systems evolved from advances in 

semiconductor technology. Unfortunately, many products operating in that band 

were developed, and the band quickly became overcrowded with a variety of 

unlicensed products. Built upon technology originally developed for military 

applications, spread spectrum techniques were employed to minimize sensitivity 

to interference. This approach allows the design of 900 MHz Wireless LAN 

products to have nominal data rates of 500 Kbps. Ultimately, the growing 

popularity of the band for a large range of unlicensed products, aggravated by the 

limited bandwidth, caused users of Wireless LAN to look to a different frequency 

band for growth in performance. 
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The second generation of Wireless LAN evolved in the 2.40-2.483 GHz ISM 

bands, which was also enabled by semiconductor advances. Because a major user 

of 2.4 GHz ISM band is microwave ovens, a transmission scheme less sensitive to 

this type of noise source needs to be used. Extending the experience from the 

crowded 900 MHz band, spread spectrum techniques combined with more 

available bandwidth and more complex modulation schemes allows this 

generation to operate at data rates of up to 2.0 Mbps. Then, the third generation of 

Wireless LAN products is presently evolving to more complex modulation 

formats in the 2.4GHz band to allow nominal 11Mbps raw data rates and 

approximately 7 Mbps throughputs. 

 

The next generation of Wireless LAN technology offers the users data rates of 10 

Mbps and above. Again, evolving from the advances in semiconductor 

technology, the products of this generation are operating at a new, higher 

frequency or the 5 GHz band. The initial product operates in the 5.775-5.85 GHZ 

ISM band, and an additional bandwidth around 5.2 GHz has also been made 

available. Unlike the lower frequency bands used in previous generations of 

Wireless LAN, the 5GHz bands have more bandwidth available and do not have 

as large number of potential interferers as in the 900 MHz and 2.4 GHz bands. 

Meanwhile, the ongoing wireless standards are aimed to realize an effective 

throughput of 1 Gbps for home and office application [5]. 

 

3.1.2 IEEE 802.11 

In 1990 the IEEE 802 standards groups for networking setup a specific group to 

develop a Wireless LAN standard similar to the Ethernet standard. On June 26, 

1997, the IEEE 802.11 Wireless LAN Standard Committee approved the IEEE 

802.11 specification. The standard is a detailed software, hardware and protocol 

specification with regard to the physical and data link layer of the Open System 

Interconnection (OSI) reference model that integrates with existing wired LAN 

standards. The Specifications of IEEE 802.11 define two layers: layer one is 

called Physical Layer (PHY) and layer two is called Media Access Control 

(MAC) layer. Layer one specifies the modulation scheme used and signaling 

characteristics for the transmission through the radio frequencies; whereas, layer 

two defines a way of accessing the physical layer, it also defines the services 

related to the radio resource and the mobility management. 

 

The physical layer defines three technologies: Frequency Hopping 1Mbps, Direct 

Sequence 1 and 2Mbps and diffuse infrared. Since then, it has been extended to 

support 2Mbps for Frequency Hopping and 5.5 and 11Mbps for Direct Sequence 

(IEEE 802.11b). The MAC layer has two main standards of operation, a 

distributed mode (CSMA/CA), and a coordinated mode (polling mode - not much 

used in practice). The optional power management features are quite complex. 

The IEEE 802.11 MAC protocol also includes optional authentication and 

encryption by using the Wired Equivalent Privacy (WEP) [5]. 
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3.1.3 Configurations 

1. Independent Wireless LANs 

Wireless LANs can be simple or complex. At its most basic form, two PCs 

equipped with wireless adapter cards can set up an independent network 

whenever they are within ranges of one another. The standard refers to this 

topology as an Independent Basic Service Set (IBSS) and provides for some 

measure of coordination by electing one node from the group to act as the proxy 

for the missing access point or base station found in more complex topologies. 

 

This type of networks requires no administration or pre-configuration. In this 

case, each client would only have accessed to the resources of the other clients 

and not to a central server. Installing an access point can extend the range of an 

ad-hoc network, effectively doubling the range at which the devices can 

communicate. 

 

2. Infrastructure Wireless LANS 

This is a more complex topology, which includes at least one access point or base 

station. Access points provide the synchronization and coordination, the 

forwarding of broadcast packets and, perhaps most significantly, a bridge to the 

wired network. The standard refers to a topology with a single access point as a 

basic service set (BSS). A single access point can manage and bridge wireless 

communications for all the devices within range and operate on the same channel. 

 

To cover a larger area, multiple access points are deployed. This arrangement is 

called an extended service set (ESS). It is defined as two or more BSS connecting 

to the same wired network. Each access point is assigned a different channel 

wherever possible to minimize interference and accommodate many clients; the 

specific amount depends on the number and nature of the transmissions involved. 

Many real-world applications exist where a single access point serves from 15-50 

client devices. Access points have a finite range of approximately 500 feet indoor 

and 1000 feet outdoor. In a very large facility such as a warehouse or on a college 

campus, installing more than one access point is probably necessary. 

 

When there are users roaming between cells or BSSs, their mobile devices find 

and attempt to connect to the access point with the clearest signal and the least 

amount of network traffic. In this way, a roaming unit can transition seamlessly 

from one access point in the system to another without losing network 

connectivity. 

 

An ESS introduces the possibility of forwarding traffic from one radio cell, the 

range covered by a single access point to another over the wired network. This 

combination of access points and the wired network connecting them is referred 

to as the Distribution System (DS). 

 

In physical layer, two modulation schemes are commonly used to encode spread 

spectrum signals: frequency hopping and direct sequence. 



Chapter 3 – Wireless Techniques 

12 

a. Frequency Hopping Spread Spectrum (FHSS) 

In a Frequency Hopping Spread Spectrum (FHSS) system, the data is modulated 

on to the carrier in a manner identical to that employed for standard narrow band 

communications. Most frequency hopping systems employ Gaussian Frequency 

Shift Keyed modulation with either two or four levels. The carrier frequency is 

then changed (hopped) to a new frequency in accordance with a pre-determined 

hopping sequence. If the receiver frequency is then hopped in synchronism with 

the transmitter, data is transferred in the same manner as if the transmitter and 

receiver are each tuned to a single fixed frequency. If different 

transmitter-receiver pairs hop throughout the same band of frequencies but using 

different hopping sequences, then multiple users can share the same frequency 

band on a non-interfering basis. 

 

In the 2.4GHz band, there are 79 1.0MHz wide channels assigned, and a total of 

78 different hopping sequences. In theory, all 78 hop sequences can be shared on 

a non-interfering basis, but statistically only about 15-20 (depending on 

individual user data traffic patterns) can be used. Thus a network manager can 

assign 15 different hopping sequences in the same physical area with minimal 

interference. This has the effect of multiplying the total available bandwidth by 15 

times; nevertheless, each individual user will only experience a 2 Mbps maximum 

data rate. 

 

b. Direct Sequence Spread Spectrum (DSSS) 

The second type of spread spectrum is known as Direct Sequence Spread 

Spectrum (DSSS). In this technology, the data stream is multiplied by a 

pseudo-random spreading code to artificially increase the bandwidth over which 

the data is transmitted. 

 

The resulting data stream is then modulated onto the carrier using either 

Differential Binary Phase Shift Keying or Differential Quadrature Phase Shift 

Keying. By spreading the data bandwidth over a much wider frequency band, the 

power spectral density of the signal is reduced by the ratio of the data bandwidth 

to the total spread bandwidth. In a DSSS receiver, the incoming spread spectrum 

data is fed to a correlate where it is correlated with a copy of the pseudo-random 

spreading code used at the transmitter. 

 

Since noise and interference are, by definition, de-correlated from the desired 

signal, the desired signal is then extracted from a noisy channel. While the block 

diagram of a DSSS Wireless LAN product is somewhat simpler than a FHSS 

product, there are some very subtle difficulties that come into play in the presence 

of strong interfering signals. 

 

The basis of the noise immunity of a DSSS system is the fact that the desired 

signal and interference or noise is uncorrelated. In complex interference 

environments which are becoming more common as usage increases, particularly 

ones in which very strong signals may be present, non-linearity in the receiver 

generate Intermodulation distortion products between the desired signal and the 
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interfering signals. These IM products are now correlated with the desired signal, 

thus reducing the resulting signal to a noise ratio when processed in the receiver. 

 

The usual implementation of DSSS in the 2.4GHz band employs a 13MHz wide 

channel to carry a 1MHz signal. Channels are centered at 5MHz spacing, giving 

significant overlap. Within the designated 2.4 to 2.483GHz band, eleven channels 

are available for users in the US. In a practical network, three non-overlapping 

channels are typically available to deploy a network. In an analogous manner as 

described for FHSS, the total bandwidth in a physical region could effectively be 

multiplied by a factor of three for DSSS networks although each user would again 

only experience 2 Mbps throughputs [5]. 

 

 

3.1.4 Benefits of Wireless LAN 

The widespread reliance on networking in civilian and military applications and 

the huge growth of the Internet and online services are strong testimonies to the 

benefits of shared data and shared resources. With Wireless LANs, users can 

access shared information without looking for a place to plug in; in addition, 

network managers can set up networks without installing or moving wires. 

Wireless LANs offer the advantages of productivity, convenience, and cost over 

wired networks [5]: 

 

1. Mobility 

Mobility enables users to move in defined distance served by the Wireless LAN 

without any restrictions. Many job positions such as inventory clerks, healthcare 

workers, police officers, and emergency- care specialists require workers to be 

mobile. 

 

2. Cost and Time Savings 

Installing Wireless LAN where it is difficult or expensive to install wired network 

is one of the ways to reduce cost. Because there is no downtime in Wireless LAN 

that result from cable fault in a wired network, time can also be saved. Time and 

flexibility in installing Wireless LAN is much shorter and easier compared to 

wired networks. 

 

3. Scalability 

Adding new users to Wireless LAN is simple. The network can be configured as a 

peer-to-peer network environment suitable for a small number of users to full 

infrastructure networks of thousands of users that enable roaming over a wide 

area. 
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3.2 Bluetooth 

3.2.1 Introduction and Background 

Most of the devices and equipment available today are connected through cables 

such as a computer and its peripherals. The ideas of how to make things better by 

removing cables and replacing them with wireless communication have grown 

from simple ideas to reality. Bluetooth wireless technology is the world’s new RF 

transmission standard for small form factor, low cost, and short-range radio links 

between portable or desktop devices. The technology also has been designed for 

ease of use, simultaneous voice and data, and multi-point communications. It 

eliminates the confusion of cables, connectors and protocols confounding 

communications between today’s high tech products. 

 

The increase in the number of users, and the constant shrinking of portable 

computers, as well as the trend toward the replacement of desktop computers by 

portable ones form an ideal market environment that eliminates the annoying 

cable and its limitations regarding flexibility and range. 

 

In 1994, Ericsson mobile communications began a study to examine an 

alternative to the cables that linked their mobile phones with accessories. The 

study looked at using radio links because it had the advantage of complete 

directional transmission and obstacle penetration lacking in existing technology 

like IR. Many requirements of the study included handling both voice and data in 

order to connect phones to both headset and computing devices. 

 

Ericsson realized that the technology was more likely to be widely accepted and 

powerful if adopted and refined by an industry group that could produce an open, 

common specification. In response to this, the Special Interest Group (SIG) was 

founded. Founding companies of the SIG are Ericsson, Intel Corporation, IBM, 

Nokia Corporation and Toshiba Corporation. The SIG was publicly announced in 

May 1998 with a charter to produce an open specification for hardware and 

software promoting interoperable, cross platform implementations for all kinds of 

devices. In 1999, the group published version of the Specifications, and in Feb 

2001, version 1.1 of the Specification was published. 

 

The Bluetooth specifications are open to manufacturers in the SIG. A key feature 

of the specifications is that it aims to allow devices from many different 

manufacturers to work with one another. This means that the Specification 

defines the radio system and the software stack enabling applications to find other 

Bluetooth devices in the area, discover what services are offered and use those 

services. The Specifications are divided into two main parts, core specifications 

covering protocol layers and stack, and profiles giving detail of how user 

applications should use the protocol stack. As the specifications evolved and 

awareness of the technology and the SIG increased, many other companies joined 

the SIG as adopters. Today, there are over 2490 adopter members of the SIG. The 

code name Bluetooth was taken from the name of the tenth-century Danish king, 

Harald Bluetooth (Danish Harald Blåtand). He was the King of Denmark between 
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940 and 985 AD. The name "Blåtand" was probably taken from two Old Danish 

words, 'blå' meaning dark skinned and 'tan' meaning great man. The Danish king 

united and controlled Denmark and Norway at that time. The name was adopted 

because Bluetooth wireless technology is expected to unify the 

telecommunications and computing industries [6]. 

 

3.2.2 Topology 

1. Master and Slave Rules 

Bluetooth devices can operate in two modes: as a master or as a slave. The master 

sets the frequency hopping sequence, and slaves synchronize to the master in time 

and frequency by following the master’s hopping sequence. 

 

Every Bluetooth device has a unique Bluetooth device address (MAC address), 

and a Bluetooth clock. When slaves connect to the master, they are given the 

Bluetooth device address and clock of the master. The slaves then use that 

information to calculate the frequency hop sequence and synchronize themselves 

to it. In addition to controlling the frequency hop sequence, the master controls 

when devices are allowed to transmit. The master allows slaves to transmit by 

allocating slots for voice traffic or data traffic. In data traffic slots, the slaves are 

only allowed to transmit when replying to a transmission by the master. In voice 

traffic slots, slaves are required to transmit regularly in reserved slots whether or 

not they are replying to the master. 

 

A master mode starts its transmission on even-numbered slots. Likewise, a slave 

starts its transmissions on odd numbered slots. Furthermore, the master controls 

the division of available bandwidth among the slaves by deciding when and how 

often to communicate with each slave. 

 

2. Piconets and Scatternets 

A collection of slave devices operating together with one common master is 

called a piconet. If there is only one slave with that master, then it is a 

point-to-point connection; however, if there is more than one slave mastered by 

that master, then it is a point to multipoint connection. The slaves in a piconet 

only have links to the master and with no direct links between slaves in piconet. 

 

The maximum number of salves in a piconet is seven with each slave 

communicating only with a shared master. However, a large coverage area or 

greater number of network members can be covered by linking many piconets 

into scatternet, where some devices are members of more than one piconet. When 

a device is linked to more than one piconet, it must time share, spending a few 

slots on one piconet and a few slots on the other. A device cannot be a master of 

two different piconets. The current specification also limits the number of 

piconets within a scatternet to 10 piconets [6]. 
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3.2.3 Bluetooth Protocol Architecture 

The Specifications divide the protocol stack into four layers according to their 

purpose including the question of whether Bluetooth SIG has been involved in 

specifying these protocols. The protocols fall into following layers. 

 

1. Bluetooth Core Protocols 

The Bluetooth Core Protocols comprise exclusively Bluetooth-specific protocols 

developed by the Bluetooth SIG. It encompasses the radio, Baseband and Link 

Control Protocol (LCP), Link Manager Protocol (LMP), Logical Link Control 

and Adaptation Protocol (L2CAP), and Service Discovery Protocol (SDP). This 

layer is sometimes called the lower layer of the stack and is required by most of 

Bluetooth devices. 

 

Bluetooth radio is a short distance, low power radio operating in the unlicensed 

spectrum of 2.4GHz. Included are three transmit power classes with nominal 

output power of 0, +4 and +20dBm with three steps of power control mandated 

for the high power class. To operate at high power in the unlicensed bands and to 

avoid interference, Bluetooth transceiver uses FHSS with a nominal rate of 

1600hop/s. The access method is TDMA with 625 s frames and half-duplex (Tx 

and Rx alternate in time) connections and frequency hops between each transmit 

and receive signal. The hop sequence is pseudo-random with the largest possible 

hop of 78MHz. The modulation type used is Gaussian FSK in which Gaussian 

filter makes the pulse smoother to limit its spectral width. 

 

The baseband and LCP enable the physical RF link between Bluetooth units. 

Since the Bluetooth RF is a FHSS system in which packets are transmitted in 

defined timeslots and frequencies, this layer uses inquiry and paging procedures 

to synchronize the transmission hopping frequency and clock of the different 

Bluetooth devices. The system provides two different kinds of physical links with 

their corresponding Baseband packets, Synchronous Connection-Oriented (SCO) 

and Asynchronous Connectionless (ACL), which transmit in a multiplexing 

manner on the same RF link. ACL packets are used for data only while the SCO 

packets contain audio only or a combination of audio and data. All audio and data 

packets can have different levels of error correction and be encrypted. The audio 

part is not going to be covered in this thesis but further details are covered in the 

specifications. 

 

The LMP is responsible for link set-up between Bluetooth devices. This includes 

security aspects like authentication and encryption by generating, exchanging and 

checking of link and encryption keys, and the control and negotiation of baseband 

packet size. Furthermore LMP controls the power modes and duty cycles of the 

Bluetooth radio device and the connection state of the Bluetooth unit. 

 

The Bluetooth L2CAP adapts upper layer protocols over the Baseband. 

Presumably, the protocol works in parallel with LMP except in when the L2CAP 

provides services to the upper layer the payload data is not sent as LMP messages. 
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Additionally, this protocol provides connection-oriented and connectionless data 

services to the upper layer protocols with protocol multiplexing capability, 

segmentation and reassembly operation, and group abstractions. It also permits 

higher-level protocols and applications to transmit and receive L2CAP data 

packets up to 64 kilobytes in length. Although the baseband protocol provides the 

SCO and ACL link types, L2CAP is defined only for ACL links and no support 

for SCO links is specified in Bluetooth Specification. 

 

Discovery services are a crucial part of the Bluetooth framework. These services 

provide the basis for all the usage models. Using Service Discovery Protocol 

(SDP), device information, services and their characteristics can be queried and a 

connection between two or more Bluetooth devices is established. 

 

2. Cable Replacement Protocol 

This layer is also developed by the Bluetooth SIG but based on the ETSI TS 07.10 

and has RFCOMM protocol. RFCOMM is cable replacement protocol which 

emulates RS-232 control and data signals over Bluetooth baseband, providing 

both transport capabilities for upper level services (e.g. OBEX) that use serial line 

as transport mechanism. 

 

Another Bluetooth cable replacement protocol is Telephony Control Protocol 

(TCS). This layer is also developed by the Bluetooth SIG and based on ITU-T 

Recommendation Q.931. It has two protocols. The first protocol is TCS binary, a 

bit-oriented protocol defining the call control signaling for the establishment of 

speech and data calls between Bluetooth devices. In addition, this protocol 

defines mobility management procedures for handling groups of Bluetooth TCS 

devices. 

 

The second protocol is TC-AT Commands, a set of commands by which a mobile 

phone and modem can be controlled in the multiple usage models. This is in 

addition to the commands used for FAX services. 

 

3. Adopted Protocols 

The adopted protocol layer forms application-oriented protocols enabling 

applications to run over the Bluetooth core protocols. The point-to-point protocol 

one used in this layer is designed to run over RFCOMM to accomplish 

point-to-point connections. 

 

The TCP/UDP/IP protocols are standard protocols defined for communication 

across the Internet. The implementation of these standards in Bluetooth devices 

allows for communication with any other device connected to the Internet. 

 

The OBEX protocol is a session protocol developed by the Infrared Data 

Association (IrDA) to exchange objects in a simple and spontaneous manner. 

OBEX provides the same basic functionality as HTTP but in a much lighter 

fashion a client-server model is used. This protocol is independent of the transport 

mechanism and transport API provided it recognizes a reliable transport base. 
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Along with the protocol itself and the "grammar" for OBEX conversations 

between devices, OBEX provides a model for representing objects and 

operations. 

 

Hidden computing, or hidden nodes usage models can be implemented using the 

wireless application protocol (WAP) features. The WAP forum is building a 

wireless protocol specification that works across a variety of wide-area wireless 

network technologies. The goal is to bring Internet content and telephony services 

to digital cellular phones and other wireless terminals [6]. 

 

3.2.4 Link Management 

Like other communication technologies, Bluetooth wireless technology uses 

serial communication to transmit data in binary form. Serial communications 

entail the transmission of data in sequential fashion. The problem with serial data 

communication is synchronizing the receiver with the sender, so the receiver can 

correctly detect the beginning of each new character in the bit stream. There are 

two approaches to serial data transmission that solve the problem of 

synchronization. 

 

The first approach is asynchronous transmission whose synchronization is 

established by bracketing each set of 8 bits by a start and stop bit. With this link 

the transmitter and receiver only have to approximate the same clock rate. For a 1 

to 10-bit sequence, the last bit is interpreted correctly even if the sender and 

receiver clock differ by as much as 5%. This type of link is simple and 

inexpensive, however, includes high overhead since each byte carries at least two 

extra bits for the start-stop function, resulting in a 20% loss of bandwidth. 

 

The second approach is synchronous transmission which relies on accurate timing 

between the sending and receiving devices in order to identify of the bit stream 

during decoding. If both devices use the same clock source, transmission takes 

place with the assurance that the receiver accurately interprets the bit stream. To 

guard against the loss of synchronization, the receiver is periodically brought into 

synchronization with the transmitter through the use of control bits embedded in 

the bit stream. In this type of communication, the data bits are sent as packets in 

reserved time slots that are set up between the two devices. This process is more 

efficient in the use of bandwidth and the packet structure allowing for easy 

handling of control information. 

 

Two basic types of physical links that can be established between master and 

slave in a Bluetooth piconet are an ACL link and a SCO link. An ACL link 

provides a packet-switched connection when data is exchanged sporadically and 

when data is available from higher up the stack. A master may have a number of 

ACL links to a number of different slaves at any one time, but only one link can 

exist between any two devices. Thus the master on a slot-by-slot basis controls the 

choice of which slave to transmit to and receive from. Most ACL packets 

facilitate error checking and retransmission to assure data integrity. A slave 

responds with an ACL packet in the next slave-to-master slot. If the slave fails to 



Chapter 3 – Wireless Techniques 

19 

decode the slave address in the packet header, it does not know whether it is 

addressed and, therefore, does not respond. 

 

SCO link provides a symmetrical link between master and slave with reserved 

channel bandwidth and regular periodic exchange of data in the form of reserved 

slots. Thus, the SCO link provides a circuit-switched connection where data is 

regularly exchanged. A master can support up to three SCO links to the same 

slave or to different slaves [6]. 

 

3.2.5 Bluetooth General Profiles 

Profiles define the protocols and protocol features supporting a particular usage 

model. Bluetooth SIG has specified the profiles for these usage models. In 

addition to these profiles, four more general profiles are widely utilized by these 

usage model oriented profiles. These are the generic access profile (GAP), the 

serial port profile, the service discovery application profile (SDAP), and the 

generic object exchange profile (GOEP). 

 

The file transfer usage model offers the ability to transfer data objects from one 

device (e.g., PC, smart-phone, or PDA) to another. Object types include, but are 

not limited to, .xls, .ppt, .wav, .jpg, and .doc files, entire folders or directories or 

streaming media formats. This usage model also offers a possibility to browse the 

contents of the folders on a remote device. 

 

The Internet Bridge usage model: mobile phone or cordless modem acts as a 

modem to the PC, providing dial-up networking and fax capabilities without need 

for physical connection to the PC. 

 

The LAN Access usage model: multiple data terminals use a LAN access point as 

a wireless connection to a LAN. Once connected the data terminals operate as if 

they are connected to a LAN via dialup networking. The data terminal can access 

all of the services provided by the LAN. The synchronization usage model 

provides a device-to-device synchronization [6]. 

 

3.2.6 Benefits and Advantages 

1. Cables elimination 

Bluetooth will allow their manufacturers of different products to incorporate the 

technology into products for a few dollars per device. Because the cost of a cable 

and connectors can easily exceed this amount, Bluetooth represents a technology 

that afford users the ability to replace many standard and proprietary cabling 

schemes for connecting devices with one universal short-range wireless 

communication method. Although the cost to incorporate Bluetooth technology 

into a limited number of products during 2000 was slightly over $20 per unit, this 

cost is expected to decline considerably. According to several market analysts, the 

cost of incorporating Bluetooth into PDAs, cell phones, computer peripherals, 

and other products can fall to under $5 per unit. 
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2. Enhancing PAN applications 

A Wireless PAN is short-distance wireless network specifically designed to 

support portable and mobile computing devices such as PCs, PDAs, wireless 

printers and storage devices, cell phones, pagers, and a variety of consumer 

electronics equipment. Bluetooth allows devices within close proximity to join 

together in ad hoc wireless networking order to exchange information. It also 

provides the bandwidth and convenience to make data exchange practical for 

mobile devices. This provision overcomes many of the complications of other 

mobile data systems such as cellular packet data systems requiring modems and 

connections through low bandwidth cellular links. 

 

3. Voice and data handling 

Bluetooth wireless communication makes provisions for both voice and data, and 

thus it is an ideal technology for unifying these worlds by enabling all sorts of 

devices to communicate using either or both of these content types. 

 

4. Auto discovery and configuration 

Bluetooth wireless communication devices operate within a chosen frequency 

spectrum that is unlicensed throughout the world without any reconfiguration. 

These devices are always on, that is running in the background allowing devices 

to communicate with each other as soon as they come within range. This 

flexibility replaces the user requirement of opening an application or pressing a 

button to initiate a process. Additionally, these devices facilitate network 

administrator tasks in adding new user to the network. 

 

5. Unlimited Number of Applications 

This new technology has opened the door for both civilian and military wireless 

PAN applications. One example of how this technology helps in the navy where a 

lot of sensors and gauges are connected. Bluetooth will eliminate the need for 

these wires associated with sensors and gauges connected to the monitoring 

rooms [6]. 

3.3 Ultra-Wideband 

Ultra-wideband (UWB) radios take a drastically different approach from 

Bluetooth and 802.15.4 (Zigbee). While the latter two radios emit signals over 

long periods using a small part of the spectrum, UWB takes the opposite 

approach: UWB uses short pulses (in the ps to ns range) over a large bandwidth 

(often many GHz). According to Shannon's Law, the maximum data rate of a 

radio link can be increased much more efficiently by increasing its bandwidth 

than by increasing its power; hence, UWB radios offer very high data rates 

(hundreds of Mbps or even several Gbps) with relatively low power consumption. 

The use of short pulses over a wide spectrum also means that the signal is below 

the average power output defined as noise by the FCC (-41.3 dBm/MHz), and that 

UWB signals are not susceptible to noise or jamming [7]. 
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3.3.1 Direct Sequence-UWB (DS-UWB) 

Direct Sequence-UWB (DS-UWB) is the more straightforward of the two 

approaches. DS-UWB radios use a single pulse in one of two different spectra. 

These pulses may occur in the spectrum from 3.1 GHz - 4.85 GHz, or at 6.2 GHz 

- 9.7 GHz. 

 

Aside from the two different ranges of spectrum, the DS-UWB spectrum supports 

a wide range of parameters that have a significant effect on the link's usable data 

rate. Implementers may use 4-BOK modulation (2 bits /signal) where the signal 

quality permits or BPSK modulation (1 bit /signal) where the signal quality is 

poorer or the higher data rate is not needed. To further combat noise, DS-UWB 

allows optional forward error correction with rates of 1/2, 3/4, or 1. Finally, 

DS-UWB radios employ code sequences that use anywhere from 1 to 24 pulses to 

transmit a bit, again depending on the signal quality. Depending on the 

parameters selected, DS-UWB radios can achieve a data rate between 55 Mbps to 

1.32 Gbps in the 3.1 GHz band, or 55 Mbps to 2 Gbps in the 6.2 GHz band. 

 

The DS-UWB approach has been standardized by the UWB Forum, which 

specifies a standard MAC for DS-UWB-based devices. The UWB Forum FAQ 

notes that this MAC layer would use "a combination of code division, offset 

operating frequencies, and FDM to allow multiple piconets to appear as white 

noise to each other", thus fully or partially avoiding the need to resolve media 

contention among nearby PANs. Unfortunately, the UWB Forum does not make 

its specifications available to the public, so it is not possible to discuss more 

in-depth technical details of the MAC layer here [7]. 

 

3.3.2 Multi-Band OFDM (WiMedia) 

Multi-Band Orthogonal Frequency Division Multiplexing (MB-OFDM) uses a 

slightly different approach to signaling from DS-UWB. Rather than using a single 

pulse over a wide band, MB-OFDM divides the spectrum into multiple 

sub-bands. As with Bluetooth, MB-ODFM signals hop across these sub-bands in 

a predictable fashion: the radio hops between frequencies every 312.5 ns, with a 

9.5 ns guard in-between hops. The MB-OFDM standard as defined by the 

WiMedia Alliance uses the spectrum from 3.1 GHz to 10.6 GHz, which is divided 

into 14 equally-sized sub-bands of 528 MHz each. 

 

Like DS-UWB, MB-OFDM's data rate varies depending on the encoding chosen. 

However, MB-OFDM offers implementers fewer tunable parameters than 

DS-UWB. MB-OFDM signals use QPSK modulation (2 bits/signal) and support 

forward error correction rates of 1/3, 1/2, 5/8, or 3/4. MB-OFDM radios may 

interleave these coded transmissions over three sub-bands simultaneously, or they 

may use only a single band. Depending on the selected parameters, MB-OFDM 

offers data rates ranging from 53.3 Mbps to 480 Mbps. 

 

The WiMedia Alliance defines a MAC layer to be used in conjunction with 

MB-OFDM radios. WiMedia packets may be sent in either unicast or broadcast 
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fashion. Unicast packets are directed to their destination based on a 16-bit device 

address; certain addresses are also reserved for broadcast groups. Unlike Ethernet 

MAC addresses which are assumed to be globally unique, WiMedia makes no 

guarantees about the uniqueness of device addresses. Instead, the WiMedia 

standard defines a scheme for resolving address conflicts. Like ZigBee, WiMedia 

devices can transmit special packets to reserve transmission slots or contend for 

non-reserved slots. Unlike ZigBee, WiMedia's reservations are carried out in a 

decentralized fashion rather than using a centralized coordinator node [7]. 

 

3.3.3 Applications and Future Outlook 

UWB is mainly advocated as a cable-replacement technology like Bluetooth, 

except for devices with much higher data-rate requirements. In January 2006, 

Belkin announced the very first UWB-enabled product, a wireless USB hub using 

the DS-UWB-based cable-free protocol. The USB Implementers Forum is 

developing an official Wireless USB standard, which will sit on top of the 

WiMedia stack and provide USB 2.0-like speeds of 480 Mbps when devices are 

within 3 m. As discussed above, the WiMedia standard will form the basis for a 

future version of the Bluetooth radio layer. Finally, because UWB's data rate is 

high enough to support HDTV streams, it has been suggested as a replacement for 

audio/video cables in home theaters. 

 

However, like 802.15.4 or ZigBee, UWB technology is still in its beginning. As 

of this writing, only a handful of UWB-enabled products have been announced, 

and none has shipped. UWB also faces challenges that may affect its commercial 

acceptance. First, UWB technology has already been divided into two 

incompatible standards. The recent announcement of Freescale's plans to develop 

its cable-free standard independently of the UWB Forum may divide the market 

even further. Unless one UWB standard becomes dominant very quickly, 

consumers may hesitate to buy UWB devices. 

 

Second, because of the low average power of UWB radios, signal quality drops 

off rapidly as the transmitter and receiver move apart which may frustrate 

consumers who are used to longer-range technologies like Bluetooth. For 

example, Wireless USB's projected data rate drops from 480 Mbps to 110 Mbps 

when the devices are separated by 10 m, a loss of almost 80%. This issue may be 

partially-addressed by the forthcoming 802.15.5 standard, which will allow UWB 

devices to form mesh networks. In principle, this will allow two UWB devices 

located far apart to form a multi-hop link using a series of shorter, higher-quality 

links among intermediate nodes. However, like the 802.15.3c Task Group, the 

802.15.5 Task Group has not yet produced any standards as of this writing. 

Moreover, the 802.15.5 standard may require MAC layer changes for full 

functionality; devices that have been deployed before the standard is finalized 

might not be able to take advantage of its features [7]. 
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Chapter 4 

Theoretical Comparison 

This chapter will compare three wireless standards; Wi-Fi, Bluetooth and UWB, 

based on their theoretical specification focusing on OSI related parameters such 

as how they compare in terms of modulation, data rates, use of the 

electromagnetic spectrum, range of signal propagation, transmission power, and 

the structure of their protocols. 

4.1 The OSI Model 

The Open Systems Interconnection (OSI) model is the network communication 

standard used as the reference for transmitting the data from one computer or 

equipment to the other. It enables the communication between hardware and 

software from different manufacturers. The OSI model is composed of 7 layers; 

from the lowest to the highest, physical, data link, network, transport, session, 

presentation and application. Within one machine, each layer uses the services 

from the next lower layer and provides the services for the next upper layer. 

Between the machines, the data from the layer “x” on one machine will 

communicate only with the layer “x” on another machine. In this thesis, we are 

dealing only with the first subgroup, the network support layers including 

physical, data link and network which deal with moving data from one device to 

another [8]. 

4.2 The Physical Layer (PHY) 

The physical layer (PHY) is the lowest layer of the OSI model responsible for 

converting or encoding a bit stream received from the MAC layer into 

electromagnetic or optical signals and transmit over the medium. The reverse 

process also applies for the receiving function. In other words, the PHY is 

responsible for the electrical interface to the communications media including 

modulation and channel coding. The properties defined by PHY are the number of 

bits sent per second or data transmission rate, line configuration, physical network 

topology, communication type and transmission mode. 
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For the wireless communication, the physical layer is constrained to operate 

within the electromagnetic spectrum that was allocated by the organization, e.g. 

Federal Communications Commission (FCC) in the USA. The PHY is divided 

into two sub-layers, the physical layer convergence procedure (PLCP) sub-layer 

and the physical medium dependent (PMD) sub-layer. The PLCP connects the 

frames of the MAC and the radio transmission in the air by adding its own header 

while the PMD transmits the received bits from PLCP into the air using antenna 

[8]. 

 

4.2.1 Frequencies of Operation and Channels  

According to the FCC, all our interested wireless standards operate in the 

industrial, scientific, and medical (ISM) band, which define three unlicensed 

bands in the three ranges 902-928 MHz, 2.400-4.835 GHz, and 5.725-5.850 GHz, 

as shown in Figure 2. The unlicensed band makes easy in deploying new devices 

for the user and in developing new product for the manufacturers. Furthermore, 

each frequency range is divided into large numbers of channels. Countries 

generate their own regulation regarding allowed channels, authorized users and 

maximum power used within these frequency bands. [9] 

  

 
 

Figure 2: Industrial, Scientific and Medical (ISM) Band 

The communication channel is used for conveying the signal from one or multi 

transmitters to one or several receivers. The channel capacity is often measured 

by its bandwidth in Hertz (Hz) or its data rate in bit per second (bps). The number 

and spacing between channels are important to determine the amount of overlap 

interference between channels. 

 

1. Wi-Fi  

For the primary IEEE 802.11 standard, the FHSS method uses the 2.4 GHz ISM 

band which is divided into 79 channels of 1 MHz bandwidth each. This allows 

more available channels than DSSS due to the frequency hopping characteristics. 

The DSSS method divides the frequency band into 14 channels which require 22 

MHz bandwidth and 5 MHz space apart. This allows three non-overlapping 

channels to be used simultaneously, which are spaced 25 MHz apart. 
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Figure 3: Channel Allocation for 802.11 Standards 

While the IEEE 802.11a operates in the 5 GHz band, the IEEE 802.11b/g/n 

devices operate in the 2.4 GHz band. The IEEE 802.11a standard generates 12 

non-overlapping channels of 20 MHz bandwidth each. As with the initial IEEE 

802.11, the bandwidth required per channel of the IEEE 802.11b is 22 MHz 

which was based on DSSS waveforms. Since IEEE 802.11g/n OFDM signals use 

20 MHz bandwidth, there are 4 non-overlapping channels. Figure 3 shows 

channel allocation for 802.11 standards [9]. 

 

2. Bluetooth 

The Bluetooth equipment will operate in 2.400-2.483 GHz ISM band. In most 

European countries and the USA, 79 1-MHz-wide channels are allocated. FHSS 

technique is used to access the channel according to a long pseudo-random 

sequence generated from the address and a clock of the master station of the 

piconet. In transmission, the channel changes 1600 times per second, resulting in 

unchanged transmission frequency for 625-µs slots.  

 

3. UWB 

UWB is commonly referred as the radio spectrum operating in the 3.1-10.6 GHz 

band. The signal is defined by either a minimum instantaneous bandwidth of 500 

MHz or a minimum fractional bandwidth of 20 percent. Presently, IEEE 

802.15.3a and IEEE 802.15.4a standards are defining their physical layers and 

MAC protocol for UWB with difference in the modulation scheme which also 

defines the data transmission rate. The UWB PHY is designated frequencies in 

three ranges; below 1 GHz, between 3-5 GHz and between 6-10 GHz. 
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4.2.2 Modulation and Data Rates 

The process of digital modulation involves mixing the electric signal or the binary 

data with a radio signal so that it can be transmitted over a physical medium 

which is the air in wireless communication. For the wireless communication 

operating in unlicensed bands, there is the maximum power output limitation. 

Therefore, applying a modulation technique, namely spread spectrum, increases 

the possibility of usage and reliability of the communication in the unlicensed 

bandwidth without increasing the emission power. 

 

The advantages of spread spectrum modulation are reducing the channel 

interference, multipath interference and a chance of being jammed or 

eavesdropped, as well as allowing multiple users on a common channel. On top of 

that, it enables the transmission with the limited power controlled by FCC rules 

[10]. 

 

1. Wi-Fi 

The original version of IEEE 802.11 consists of three PHY layers, including the 

FHSS PHY, the DSSS PHY and the IR PHY which deliver data rate of 1 and 2 

Mbps. The first two layers operate in the 2.4 GHz band while the wavelength of 

the last layer is in the 800-900 nm. Nonetheless, the IR PHY layer is beyond the 

scope of this thesis. The study will focus on some widely accepted extensions to 

the basic standard including IEEE 802.11a, IEEE 802.11b, IEEE 802.11g and 

IEEE 802.11n. 

 

802.11a PHY Layer 

The PHY layer of the 802.11a standard is based on orthogonal frequency division 

multiplexing (OFDM) in the 5 GHz frequency band. OFDM operates by 

transmitting the data in narrow, overlapping channels, which allows achieving 

much higher data rates and using wireless spectrum more efficiently. As 

mentioned earlier, each channel is 20 MHz wide with a gap of 312.5 kHz, or 20 

MHz/64 between center frequencies. Each channel consists of 52 OFDM 

subcarriers, including 4 pilot tones and 48 data carriers. Four different modulation 

methods are used and given the result of the data rates ranges from 6 Mbps to 54 

Mbps.  The mandatory data rates specified by the 802.11a are 6, 12 and 24 Mbps, 

corresponding to 1/2 coding rate for BPSK, QPSK and 16-QAM modulation 

methods respectively. Even though 802.11a has an advantage of less interference 

by transmitting at 5 GHz comparing to the other wireless standards, the higher 

carrier frequency the nearer line-of-sight restriction may it be [10]. 

 

802.11b PHY Layer 

For the data rate of 1 and 2 Mbps, the original IEEE 802.11b PHY layer uses the 

Barker spreading code as well as DBPSK and DQPSK modulation method 

respectively. Then, a more advanced modulation technique called complementary 

code keying (CCK) is added to the original DSSS PHY. It allows achieving faster 

data rates at 5.5Mbps and 11Mbps data rates. The 802.11 standard supports 

dynamic rate shifting (DRS) or adaptive rate selection (ARS) which will adjust 
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the data rate with varying interference or path losses. When the station moves 

beyond the reliable range at the maximum data rate, the communication will 

decrease to lower rates until the reliable point is restored. In opposition, if 

interference is reduced, or if the station moves with in the higher rate range, the 

connection will automatically be shifted to a higher rate [10]. 

 

IEEE 802.11g PHY Layer 

Similar to the 802.11b, the 802.11g operates in the 2.4 GHz frequency band, but 

uses OFDM method as the 802.11a. The OFDM is used to increase the data rate 

from 12 Mbps to 54 Mbps. Each 20 MHz channel is divided into 52 subcarriers, 

with 4 pilot tones and 48 data tones, as in the 802.11a. The modulation methods 

and coding rates are identical to what are in the 802.11a. The 802.11g is backward 

compatible with the 802.11b and operates in the same 2.4 GHz frequency band. 

Although both standards are able to operate on the same network, the throughput 

will be reduced in the mixed-mode operation, or when the 802.11b stations are 

allied with the 802.11g stations [10]. 

 

IEEE 802.11n PHY Layer 

The 802.11n is comprised of two key technologies, namely OFDM with extended 

channel bandwidths and multiple-input multiple-output (MIMO) radio. The 

benefit of MIMO radio is the ability to resolve the multipath signal interference 

problem by using multiple separated transmitters and receiver antennas. These 

antennas offer an additional gain that improves decoding the data stream. 

Moreover, the extension of channel bandwidth in OFDM technique will increase 

capacity, hence the higher data rate, due to the doubled number of data tones. 

Since the data delivery required in this project is short word with low data rate, the 

wireless standard with very high data rate might not be necessary [10]. 

 

2. Bluetooth 

Gaussian frequency-shift keying (GFSK) was first the only modulation scheme 

for the Bluetooth’s basic rate mode where the data rate of 1 Mbps is possible. 

Subsequently, π/4-DQPSK and 8DPSK modulation schemes were developed 

under the term of enhanced data rate (EDR), giving 2 and 3 Mbps, respectively. 

 

3. UWB 

IEEE 802.15.4a was developed based on IEEE 802.15.4 which consists of 4 

different PHY layers. The first physical layer uses DSSS with BPSK modulation. 

It achieves a data rate of 20Kbps when operating in the 868MHz band and 40kbps 

operating on the 915MHz band. The second PHY reaches a data rate of 100Kbps 

in the 868MHz band and 250Kbps in the 915MHz band by using quadrature 

phase-shift keying (O-QPSK) modulation. The third achieves a data rate of 

250Kbps in the 2.4GHz band also using O-QPSK. The last physical layer defined 

by the IEEE 802.15.4 standard uses a different kind of spread spectrum 

technology called parallel sequence spread spectrum (PSSS). In order to achieve 

the data rate of 250Kbps in the 868MHz and 915MHz bands, amplitude shift 

keying (ASK) modulation is used.  
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IEEE 802.15.4a introduces two new physical layers: a chirp spread spectrum 

PHY that can achieve a data rate of 1Mbps and an UWB PHY that can operate at 

a variety of frequencies. Likewise, IEEE 802.15.3a is based on two UWB PHY 

approaches, DS-UWB and MB-OFDM which are already explained in chapter 3. 

 

4.2.3 Range and Power  

The range of signals and the power needed to operate the device are important 

factors in distinguishing different wireless standards. Given the different purposes 

and applications of Wi-Fi, Bluetooth and UWB, it is expected that the power 

requirements and operating range will be different. 

 

The range of a radio signal depends on the amount of power used for 

transmission. The relationship between the two is positive: the more power used, 

the greater the range. The amount of power used for transmission is important 

because every wireless device has a specific minimum receive power level. Data 

that is received below a set signal strength cannot be interpreted. It is possible to 

calculate the maximum distance a signal can be transmitted using power loss 

equations. In free space, the power loss (in dBm) is given by  

 

Pr = P0 − 10n log d 

 

where P0 is the received power at a 1m distance, n is a factor dependent on the 

environment (typically 1.6 to 3.3 indoors), and d is the distance between devices. 

To convert from watts to dB, multiply the log base 10 of Watts by 10. 

 

The power requirements for a typical wireless network device can be modeled by 

a finite state machine. In general, power consumed when the radio is off is less 

than the power needed to receive, which is less than the power needed to send. In 

fact, the power consumption for each state of the machine can be modeled with 

equations. The general cost equation is given by  

 

Cost = m × size + b, 

 

where m is an incremental cost based on the size of the packet and b is a fixed cost 

for channel acquisition. The cost to send is given by  

 

Cost = bsendctl + brecvctl + msend * size + bsend + brecvctl, 

 

where msend is the incremental cost to send the data, size is the size of the data 

packet, bsend is the cost for channel acquisition for the data message, and all other 

variables are fixed cost control messages (acknowledgments and RTS/CTS 

traffic). Likewise, the cost to receive a packet is given by  

 

Cost = brecvcts + bsendctl + mrecv ∗ size + brecv + bsendctl. 

 

 



Chapter 4 – Theoretical Comparison 

29 

By conducting a power analysis of network cards, it is possible to determine the 

values for each of the variables and use them in a simulation to model energy 

consumption.  

 

1. Wi-Fi 

Through measuring power consumption by IEEE 802.11 network card, the 

constants for the above variables are determined. This allows a simulation model 

to be constructed using the combination of the equations and the experimentally 

determined constant values. In addition to generalizing the power model, it is 

useful to dig deeper to discover the specifications of the IEEE 802.11 standard 

that relate to power consumption.  

 

The maximum power output allowable by US regulations is 1 watt in the 2.4 GHz 

operating frequency. However, many vendors have set the default output power to 

100mW in order to conserve power and abide by European regulations. In open 

areas, IEEE 802.11b can achieve an operating range of about 1000 feet, but this is 

significantly lowered to about 150-300 feet indoors.  

 

In order to conserve battery life, IEEE 802.11 devices can enter a low power 

mode. The mechanism by which this occurs is different for ad-hoc and 

infrastructure networks. In an ad-hoc network, a device can send an indication to 

any other wireless device to signal that it will enter a low-power state. A device in 

a lower-power state must wake to receive beacon frames and stay awake for a 

specific amount of time after a beacon frame is received. 

 

Nodes in an infrastructure network can achieve even better power management 

since all communication is routed through the AP. The AP can buffer all data that 

must be sent to a device in a low-power mode. A device that wishes to enter a 

low-power mode must inform the AP of the amount of time the device will be 

asleep. It is not necessary for a device to wake every beacon transmission as in the 

ad-hoc network. 

 

2. Bluetooth 

Bluetooth is intended for portable products, short ranges, and limited battery 

power. Consequently, it offers very low power consumption and, in some cases, 

will not measurably affect battery life, comparing with Wi-Fi which is designed 

for longer-range connections and supports devices with a substantial power 

supply. On average, a typical Bluetooth device absorbs about 1–35 mA, while a 

Wi-Fi device typically requires between 100–350 mA. This dramatic difference 

makes Bluetooth the only practical choice for mobile applications with limited 

battery power. 

 

3. UWB 

UWB transmissions can legally be operated in the frequency range of 3.1 GHz up 

to 10.6 GHz, at a limited transmit power of -41dBm/MHz. The transmissions 

must occupy a bandwidth of at least 500 MHz as well as having a bandwidth of at 

least 20% of a central frequency. To achieve this last requirement, a transmission 
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with a central frequency of 6 GHz, for example, must have a bandwidth of at least 

1.2 GHz. Consequently, UWB provides dramatic channel capacity at short range 

that limits interference. 

 

The fact that very low power density levels are transmitted means that the 

interference to other services will be reduced to limits that are not noticeable to 

traditional transmissions. Additionally, the lowest frequencies for UWB have 

been set above 3 GHz to ensure they do not cut across bands currently used for 

GPS, cellular and many other services. 

 

4.2.4 Packet Structure at PHY Layers 

1. Wi-Fi 

The two sublayers in the IEEE 802.11 PHY layers are the physical layer 

convergence procedure (PLCP) sublayer, which is responsible for the 

communication with the MAC layer and the physical medium dependent (PMD) 

sublayer which is responsible for transmitting the PLCP sublayer. 

 

In IEEE 802.11, physical layer frames are called PLCP protocol data units (PP-

DUs). They consist of a PLCP preamble, PLCP header, and a MAC protocol data 

unit (MPDU) or PLCP service data unit (PSDU). The PLCP preamble is used for 

signal acquisition and demodulation purposes and the PLCP header specifies 

information about the MPDU. Different physical layers may have different PPDU 

formats, but backwards compatibility is sometimes a goal. For example, the IEEE 

802.11 DSSS PHY PPDU is compatible with the IEEE 802.11b PHY long format 

PPDU. This frame format is presented in Figure 4. 

 

 

Figure 4: Basic Structure of IEEE 802.11b PHY packet format 

There are seven fields that make up a PPDU, each with a specific purpose. The 

sync field is used to acquire the signal. It is encoded as a sequence of all 

scrambled binary ones. The SFD field is the start of frame delimiter which is used 

to mark the beginning of the frame header. The signal field is used to specify the 

modulation and data rate of the PSDU. The service field contains more 

modulation details in addition to timing details. The length field specifies the 

number of microseconds it will take to transmit the PSDU. The CRC field is a 

cyclic redundancy check over all other fields in the PLCP header. Finally, the 

PSDU is the data payload associated with the frame. 
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2. Bluetooth 

A typical Bluetooth packet begins with an access code and header. The access 

code is used for synchronization, DC-offset compensation, and identification of 

the packets in the physical channel. Access codes are also used in paging, inquiry, 

and park operations in a Bluetooth system. The header contains link control 

information that includes the packet type. There are 15 different packet types 

covering the three different logical transports. As mentioned previously, the three 

logical transports or link types are ACL, SCO, and eSCO. The link type 

determines the format of the payload that follows the access code and header.  

 

The payload may contain user and control information. The user information may 

consist of data or voice or a combination of the two. The payload may also contain 

control data used for device identity and provide real-time clock information. The 

payload may also contain additional data for error discovery and recovery such as 

the cyclic redundancy check (CRC) and forward error correction (FEC) 

information. Figure 5 shows the general packet format or basic rate packet format. 

The general packet is now referenced as the basic rate packet in v2.0+EDR after 

the introduction of the EDR packet. The basic rate packet is transmitted with a 

Gaussian frequency shift keying (GFSK) modulation across the entire waveform. 

 

 
 

Figure 5: Bluetooth Basic Rate Packet Format 

 

 

Figure 6: Bluetooth EDR Packet Format 

The key characteristic of the EDR packet is the change in modulation to 

differential phase shift keying (DPSK) following the packet header. As a result, 

additional timing and control information is required for synchronizing to the new 

modulation format. The EDR packet uses the same access code and header 

definitions as the basic rate packet including the modulation format. Following 

the header, the EDR packet contains a short time period that allows the Bluetooth 

radio time to prepare for the change in modulation to DPSK.  

 

This short time or guard time is specified to be between 4.75 μs and 5.25 μs. The 

guard time is followed by a synchronization sequence that contains one reference 

symbol and ten DPSK symbols. This sequence is required for synchronizing the 
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symbol timing and phase for one of the two modulation types used in an EDR 

packet. The payload in the EDR packet may contain user and control information 

based on the type of packet transmitted. Figure 6 shows the format for an EDR 

packet. 

 

3. UWB 

The DS-UWB PHY waveform is based upon dual-band BPSK and 4-BOK 

modulation with band limited baseband data pulses. DS-UWB supports two 

independent bands of operation. The lower band occupies the spectrum from 3.1 

GHz to 4.85 GHz and the upper band occupies the spectrum from 6.2 GHz to 9.7 

GHz. Within each band, there is support for up to six piconet channels to have 

unique operating frequencies and acquisition codes. A compliant device is 

required to implement only support for piconets channels 1-4, which are in the 

low band. Support for piconets channels 5-12 is optional. BPSK and 4-BOK are 

used for modulating the data symbols with each transmitted symbol being 

composed of a sequence of UWB pulses. The various data rates are supported 

through the use of variable-length spreading code sequences, with sequence 

lengths ranging from 1 to 24 pulses or “chips”. 

The PHY Header contains information which indicates the symbol rate, the 

number of bits per symbol and the FEC scheme used. From this information the 

DEV calculates the resulting bit rate. The PHY preamble uses one of six available 

piconet access codes (PACs) for acquisition (corresponding to the piconet 

channel being used). The piconet controller (PNC) selects the operating PAC 

during piconet establishment. There are 3 preamble lengths depending upon the 

application bit rate. The first is the short preamble with 5 S in length that 

requires a high SNR with low channel dispersion - it is most suitable for high bit 

rate and short range links (<3 meters). The second is the nominal preamble with 

15 S in length that requires a nominal SNR with a nominal channel - it is the 

default preamble choice. The last is the long preamble: 30 S in length that is 

used for a poor SNR and/or highly dispersive channel - it is intended for extended 

range applications. 

4.3 The MAC Layer 

Several issues arise using a broadcast medium such as wireless where all nodes 

share access to the network simultaneously. Consider a room full of people who 

always have something to say to everyone else. If everybody started talking at the 

same time, it would be impossible to listen to what individual people have to say. 

Therefore, the restriction must be imposed that only one person may talk at a time. 

 

Essentially, this is the problem the Medium Access Control (MAC) layer solves. 

By imposing strict regulations on when a wireless device can send data across the 

shared medium, the chance that another transmitting device will interfere is 

reduced. 
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4.3.1 Contention Access  

Contention access is a mechanism by which different nodes compete with each 

other in order to use the shared medium. In the case of the room of people, this 

will involve a set of policies that dictate when a person can begin to talk. For 

instance, a person may talk if no other person is currently talking. Contention 

access is a form of distributed decision-making.  

 

The Distributed Coordination Function (DCF) is responsible for deciding when a 

wireless device can transmit on the medium when multiple stations are competing 

to transmit. The basic mechanism for arbitrating channel access is Carrier-Sense 

Multiple Access with Collision Avoidance (CSMA/CA) and Exponential 

back-off. Simply put, this method requires devices that have data to transmit to 

first listen to an open channel. Unlike wired devices, most wireless devices cannot 

send and receive at the same time, so collisions cannot be detected by transmitting 

stations. If no other devices are transmitting during some interval of time before 

some device wishes to transmit, there is a good chance no other device will start to 

transmit as well and distort the signal. 

 

Timing is essential for CSMA/CA to work. Several different timing intervals are 

defined by the standard. The Inter-frame Space (IFS) is the time between frames. 

Short IFS (SIFS) is fixed by the physical layer and represents the time needed for 

the device to switch between send and receive mode. The Point IFS (PIFS) is 

SIFS plus the time to detect an open channel, switch modes, MAC processing, 

and air propagation. The sum of those is known as the slot time. The Distributed 

IFS (DIFS) is the SIFS plus two slots times. The Extended IFS (EIFS) is the sum 

of the SIFS, DIFS, and the time needed to transmit an acknowledgment frame. If 

the wireless medium has been idle for a period of time equal to the DIFS, the 

device will pass the physical checking mechanism. If the previous frame received 

had an error, the interval must be equal to the EIFS. 

 

In addition to physically listening for use of the medium before transmissions, a 

virtual carrier sense mechanism is also used. Each device has a special variable 

called a network allocation vector (NAV) to decide if the medium is busy. All 

frames that are sent wirelessly contain duration information on how long the 

frame will take to transmit. The NAV is updated with the duration information to 

specify the amount of time that must pass before the medium could be idle. The 

NAV value is continuously decremented through time. When the NAV reaches a 

value of zero, the virtual carrier sense mechanism reports the medium as free 

 

When the MAC layer receives data to transmit from a higher layer in the network-

ing stack, these two mechanisms are checked to attempt to avoid a collision on the 

wireless medium. If both indicate the medium should be free, a MAC frame is 

created and sent to physical layer for transmission. However, if one or both 

checks fail, the device does not transmit and the back-off algorithm is triggered. 

The algorithm is also triggered if the frame was sent, but an acknowledgment was 

not received by the destination device. 
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The back-off algorithm first increments a retry counter for the frame being trans-

mitted. There are two different retry counters: one for long frames and one for 

short frames. After the correct retry counter is incremented, a random number is 

selected within a range called the Contention Window (CW). The CW represents 

the amount of time the medium must be idle before attempting transmission 

again. Each time the frame fails to transmit, the CW is doubled. The minimum 

and maximum values for the CW are specific to each physical layer 

 

4.3.2 Contention-Free Access  

Contention-free access is noncompetitive mechanism to use a shared medium. In 

the room of people, contention-free access could involve electing one person to 

act as a leader who tells each person when he can talk. Contention-free access can 

be useful if applications need a guaranteed quality of service or have low-latency 

requirements. 

 

The Point Coordination Function (PCF) is responsible for controlling 

contention-free access to the wireless medium. This is accomplished through the 

use of a single Access Point (AP) with which all devices can communicate. 

During a contention-free period, the AP has complete control over all wireless 

activity and no other device may interrupt. It follows a basic “speak only if 

spoken to rule” 

 

The series of events leading up to and during a contention-free period is as 

follows. First, devices must register with the AP in order to request 

contention-free access to the medium. This is necessary so the AP can maintain a 

list of devices to poll. Next, the AP must gain sole access to the medium. It 

accomplishes this through the contention access protocol described previously 

(the DCF). As a result, the length of the contention-free period might be 

shortened. However, the AP has an advantage: the Point Inter-frame Space timing 

interval is shorter than the Distributed Inter-frame Space interval. Therefore, the 

AP (when beginning a contention-free period) has priority access to the medium. 

 

When the AP has control, it sends a beacon to indicate to all other stations that a 

contention-free period has begun. This is the primary mechanism to ensure that no 

other devices will attempt to transmit during this time. The beacon contains the 

maximum expected length of the contention-free period, so all NAVs can be 

updated to reflect this. If a device attempts to transmit, it will fail the virtual 

carrier sensing mechanism. Additionally, since the PIFS is shorter than the DIFS, 

devices using CSMA-CA will not have the opportunity to transmit since they 

must wait longer. This is a backup method in case a device did not receive the 

beacon. To bring this about, the AP will always transmit within the PIFS time 

during contention-free access. 

 

Devices must first register with the AP in order to be placed on a polling list. 

While it is not mandatory to use a contention-free period, all network stations 

must be able to recognize it is occurring and not conduct normal CSMA-CA 

operations. When a device is polled by AP to check if there is data to transmit, the 
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device may transmit zero or one data frames in response. In order to increase 

efficiency, it is also possible for data delivered by the AP to a device to contain a 

poll request. 

 

The AP will end a contention-free period by transmitting a MAC control frame 

indicating such. When received, all wireless devices can update their NAVs 

accordingly. 

 

4.3.3 The Hidden Node Problem  

The CSMA-CA protocol works well when all devices are within range of one 

another. However, consider the scenario presented in Figure 7. It consists of three 

devices, two of which (A and C) attempt to send data to the third (B). Devices A 

and C are also not in range of each other. 

 

 

Figure 7: Hidden Node Problem 

Since Device A is out of range of Device C, it will never be able to detect a 

transmission from Device C. Therefore, the CSMA-CA protocol will not be 

effective if Device A attempts to transmit to Device B if Device C is also 

transmitting at the same time. The physical carrier sensing mechanism of Device 

A will report the wireless medium is free, when in fact it is in use near Device B. 

As a result, the two signals will collide and Device B will not be able to decipher 

the message. 

 

Note that if contention-free access is used by Devices A and C to communicate 

with Device B, this problem would not occur. The IEEE 802.11 standard for 

Wi-Fi mitigates the hidden node problem by introducing small Request to Send 

(RTS) and Clear to Send (CTS) control messages. Before a device transmits data, 

it will first send a RTS message to the destination device. The destination will 

then send a CTS message back. However, the CTS sent only if the NAV of the 

destination indicates the medium is free. Otherwise the CTS message will not be 

sent. The source will wait for a certain amount of time to pass to receive the CTS 

message. If the message is not received, the back-off algorithm is triggered.  

 

This exchange informs other devices in the vicinity of both the source and 

destination that the medium will be in use. When a device, that isn’t the 
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destination, receives a RTS frame, it will not use the medium until the requested 

frame is sent by the source. When a device receives a CTS frame, it will not use 

the medium until the acknowledgment is sent by the destination.  

 

Clearly, this method to solve the hidden node problem introduces some overhead 

with the RTS and CTS messages. Therefore, the IEEE 802.11 standard allows for 

a minimum frame size threshold for the RTS/CTS procedure to be configured. 

Any frames of size less than the threshold will not be preceded with a RTS frame. 

This enables network administrators to set an appropriate threshold based on the 

specific network geography, the prevalence of hidden nodes, and the data rate of 

the physical layer. 

 

4.3.4 MAC Frame Formats 

The IEEE 802.11 MAC accepts MAC Service Data Units (MSDUs) from upper 

layers in the networking stack. Headers and trailers are added by the MAC layer 

to form MAC Protocol Data Units (MPDUs) which are then passed to the 

physical layer for transmission. These MPDUs are called MAC frames. All MAC 

frames contain the first three and the last field of the general frame. This includes 

the Frame Control, Duration/ID, Address 1, and the FCS fields. The Frame 

Control field specifies the protocol version, frame type, retry status, power 

management status, and other information. The purposes of the Duration/ID and 

Address 1 fields change based on the frame type, and the FCS is a cyclic 

redundancy check sequence to make sure all other fields in the frame were 

correctly transmitted. 

  

The optional fields include three additional address fields, the Sequence Control 

field, and the Frame Body. Each address field can contain one of five address 

types: the transmitter address, receiver address, source address, destination 

address, or the BSSID. The Sequence Control field can be used to eliminate 

duplicate frames sent to a wireless device. The Frame Body is the first field that is 

not part of the MAC header and represents the actual payload. It has a variable 

length up to 2304 bytes without WEP encryption or 2312 bytes with WEP 

encryption.  

 

There are three main types of MAC frames: control, data, and management. 

Control frame subtypes include the request-to-send frame, clear-to-send frame, 

Acknowledgment frame, and others. Data frame subtypes include the simple data 

frame (that carries data only) as well as other data frames that also contain an 

acknowledgment or other management message. Some data frame subtypes do 

not include any data payload at all. Management frame subtypes include the 

beacon frame, probing frames, authentication and de-authentication frames, and 

others. 
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4.4 Conclusion 

Table 1 below shows the comparison between Bluetooth, Wi-Fi and UWB from 

different aspects. 

  
Wireless 

Standard 

Bluetooth 

IEEE 802.15.1 

Wi-Fi 

IEEE 802.11 a/b/g 

UWB 

IEEE 802.15.3a/4a 

Frequency 

Band 

- 2.4 GHz 

- 2.5 GHz (ver 1.2) 

- 2.4 GHz (b/g)  

- 5 GHz (a) 
- 3.1 – 10.6 GHz 

Network - Point-to-Point - Point-to-Point - Point-to-Point 

Modulation 

Technique 
- FSSS 

- OFDM or DSSS with 
CCK 

- OFDM or DS-UWB 

Max. Network 

Speed 
- 1 Mbps (ver 1.0) 

- Up to 100 Mbps 

(effective 50 Mbps) 

- 50-100 Mbps 

(480 Mbps short range) 

Main Usage 

- Voice application 

- Eliminating 
short-distance 

cabling 

- Office/Home 

network 

- WLAN 

- Replace Ethernet 
cables 

- Multimedia application 
- Healthcare application 

Strong points 

- Dominating PAN 

tech. 
- In vehicles today 

- Easy 

synchronization of 
mobile devices 

- Frequency 

hopping tolerant to 
harsh environments 

- Dominating WLAN 

technology 
- Know-how 

- Easy & cheap to build 

- Consume little power 

- Provide high bandwidth 
- Broad spectrum of frequency 

(robust) 

Weak points 

- Interference with 

Wi-Fi 
- Consume medium 

power 

- Traditionally 
consume high power 

- Short range 

Potential of 

automotive 

usage 

- Portable devices 

- Diagnostic tools 
- Real-time 

communication 

- Device 
connectivity 

- Inter-vehicle 
communication 

- Vehicle-to-vehicle 

- Vehicle-to-roadside 

- Robust vehicle 
communications 

- High bandwidth 

communications/9+ 

 

Table 1: Theoretical Comparison of Wireless Standards 
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Chapter 5 

Wireless Antenna 

An antenna is one of the most important parts in radio communication. An 

antenna is the equipment for transforming the electric current into the radio wave. 

In this thesis, we are required to transmit wireless signal between an Electronic 

Warfare Controller (EWC), which is in the middle of the aircraft’s cockpit, and 

the dispenser under each wing. The existing implemented network is wired 

network which does not require the antenna to transmit the signal. However, the 

purpose of this thesis is to consider the possibility to replace wired network with 

wireless network on the aircraft, the antenna is therefore one of the most 

important factor to be considered. This chapter will present the main antenna 

parameters and the alternative antenna types that would be implemented for 

wireless transmission between EWC and the dispensers in this thesis.  

 

 

 

 

Figure 8: The Positions of the Antennas 

5.1 Antenna Parameters 

In this section, the main antenna parameters to be considered in this thesis will be 

presented and discussed with respect to the assumption that the wireless network 

is used instead of wired network on the aircraft.  

 

5.1.1 Impedance bandwidth 

An impedance bandwidth of the antenna is the frequency range in which the 

antenna can be properly matched with feeder. The impedance bandwidth can be 

defined by return loss and Voltage Standing Wave Ratio (VSWR). The return loss 
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is the signal power loss according to the impedance mismatch between the 

antenna and the feeder. VSWR is the ratio between the highest and the lowest 

voltage of the transmission line. The relation between these two will be explained 

in the follow equations [11], [12].   
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5.1.2 Antenna Radiation Patterns 

Antenna radiation patterns are the transmission patterns of the electromagnetic 

power of the antenna via the medium. In general, there are many types of antennas 

are classified based on their radiation aspects. In this thesis, the antenna will be 

classified into two categories [13], [14]. 

 

Omnidirectional antenna: this type of antenna radiates and receives the power 

intensity similarly in all directions within the horizontal plane. The 

omnidirectional antenna is mainly used for broadcasting the radio signal around 

its coverage area as shown in Figure 9.   

  

Directional antenna: this type of antenna is not like omnidirectional antenna 

which radiates its energy in every direction. The directional antenna will 

concentrate the energy in one direction particularly which allows longer 

transmission range. The radiation pattern of the typical directional antenna is 

presented in Figure 10. 

 

According to the real implementation, although the dispensers are below the 

aircraft’s wing but EWC is supposed to be within the fuselage of the aircraft. 

Hence, the communication between them would be definitely obstructed by the 

surface of the aircraft itself. In this case, the directional antenna will not provide a 

good performance because the line of sight is obstructed. On the other hands, 

even though the omnidirectional antenna does not give high gain (will be 

described in the next section) as the directional antenna but it is not required line 

of sight communication and mostly used in mobile systems. Moreover, it also 

provides better effective coverage angle which allows multi points transmission 

by using only one antenna. Therefore, the omnidirectional antenna is suitable to 

be used in this thesis.   
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5.1.3 Antenna Directivity and Gain 

Directivity and gain of the antenna are slightly different. The directivity is the 

ratio between the radiation intensity of the desired direction to the average 

radiation intensity in all directions. The directivity can be calculated using the 

equation below [15]. 

 

                      
                           

                           
  

 

  
  

   

  
        

 

Where    is the total radiated power (Watts);   is the radiation intensity in 

particular direction and    is an isotropic radiation intensity. The isotropic 

radiation is the radiation with equal power intensity in every direction 

theoretically.  

 

The antenna gain is a measure of the ability to focus the transmitted energy into a 

particular direction. It might be confused with the directivity of the antenna. The 

difference between these two is that the directivity ignores the antenna losses in 

transmission. The antenna gain can be calculated by the following equation [15]. 

 

                             
   

   
    

   

  
             

 

    
  

   

 

 

Where     is the power fed to the antenna (Watts);   is the antenna efficiency 

factor and   is the directivity.  

 

Therefore, it can be clearly seen that the directional antenna has larger gain than 

the omnidirectional antenna because the characteristic of the directional antenna 

which focuses the energy into one direction. Meanwhile, the omnidirectional 

antenna radiates its energy in a uniform spherical pattern.      

 

 

              
  

Figure 9: Omnidirectional Antenna 

Radiation Pattern 

 

 
 

  Figure 10: Directional Antenna 

Radiation Pattern 
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5.1.4 Antenna Polarization 

The polarization of the antenna is one of the most important properties to be 

considered in this thesis. The antenna polarization is described as the position and 

direction of the electric field referenced by the earth’s surface. The various types 

of polarization can be used in the real implementation based on the applications 

and polarization matching. However, in this thesis, the commonly used 

polarization will be presented which are linear polarization and circular 

polarization [11].       

1. Linear Polarization 

Linear polarization is defined as the propagation of the electric field fluctuates in 

magnitude along a single line. If the line is perpendicular to the earth’s surface, it 

will be presented as vertical linear polarization. On the other hands, it would be 

the horizontal linear polarization if the line is parallel to the earth’s surface.     

 

 

     

 

 

Figure 11: Vertical linear polarization 

 

           

 

 

Figure 12: Horizontal linear polarization 

 

2. Circular Polarization 

The characteristic of circular polarization is that the electric field radiates the 

same energy in a circle in every plane along the transmission line. The 

requirements of circular polarization are  

 

1. There must be two orthogonal components within the electric field. 

2. These two orthogonal components must have the same amplitude. 

3. The phase difference between two orthogonal components must be 90 

degrees.     

 

There are two types of circular polarization which are right hand circular and left 
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hand circular. If the electric field rotates in clockwise, then it is called right hand 

circular. Otherwise, it is left hand circular.    

3. Polarization Matching 

In this thesis, the antennas are supposed to be attached within the fuselage and 

under each side of the wings. The polarization of each antenna has to be 

considered in order to receive signal correctly. In other words, the polarization of 

each antenna must be compatible to each other otherwise the signal might lose 

due to polarization mismatch.  

 

Normally, the transmitting antenna and the receiving antenna are supposed to use 

the same polarization. For instance, if EWC transmits dispensing command 

messages using the horizontal polarization antenna, the dispenser antennas will 

therefore use the horizontal polarization antenna to receive these messages. On 

the other hands, if EWC transmits the dispensing command messages using the 

horizontal polarization antenna but the dispensers use the vertical polarization 

antenna, then the messages are completely lost due to the polarization mismatch.   

    

The polarization mismatch can be defined by the polarization mismatch loss. The 

polarization mismatch loss will occur because the difference between the angles 

of the electric field of antennas. The polarization mismatch loss between the 

horizontal and vertical linear polarization can be presented by the Polarization 

Loss Factor (PLF) equation below [11]. 

 

                                  
        

Where   is the difference in angle between two linear polarization antennas. It 

can be clearly seen that if two antennas are vertical and horizontal polarized 

antenna which are orthogonal to each other, the   value will be 90 degrees and 

the signal is totally lost. 

 

In the case of circular polarization, there is the polarization mismatch between the 

 

   
 

Figure 13: Right Hand Circular 

Polarization 

 

  

 
 

Figure 14: Left Hand Circular 

Polarization 
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right hand circular and the left hand circular as well. This polarization mismatch 

between left hand and right hand circular can be described using the monograph 

in the Figure 15. 

 

Figure 15 [16] implies the monograph which indicates the minimum and 

maximum polarization loss of the circular polarized antenna. It can be clearly 

seen that the loss in this case depends on the axial ratio of the circular polarized 

antenna. The axial ratio is the ratio of the electric field magnitude between two 

orthogonal components.  

 

The polarization mismatch loss can appear in the present of the different 

polarization between the transmitter and receiver. In the case of using circular and 

linear polarized antennas to transmit and receive message respectively, the 

circular polarized antenna transmits the signal, which contains two orthogonal 

components, meanwhile the linear polarized antenna can only receive the 

in-phase component. This leads to the polarization loss factor to be 0.5 (-3 dB) in 

every angle.   

 

The linear polarization is affected by the angle changing, namely the difference in 

angle between two linear polarization antennas will be changed until 90 degrees 

and the PLF consequently goes to infinity. In the case of circular polarized 

antenna, the axial ratio is affected by the electric field magnitude changing which 

certainly increases the polarization mismatch loss. 

    

Hence, the antennas to be used in this thesis should be different polarization 

between EWC and the dispensers in order to avoid the complete loss in 

transmission due to the polarization mismatch.  
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Figure 15: Polarization Mismatch Loss of Circular Polarization 

5.2 Wireless Antenna 

There are various types of antennas usually used with wireless equipment such as 

yagi, dipole, monopole, parabolic, flat panel, patch antenna etc., depending on 

situation. According to wireless scenario in this thesis and antenna parameters in 

section 5.1, the antenna to be used is supposed to be omnidirectional antenna 

operating at 2.4 GHz (for Bluetooth and 802.11 b, g, n), 5 GHz (for 802.11 a) and 

3.1-10.6 GHz (for UWB). Also, the antenna should be light weight, easy to 

integrate and as small as possible because it has to be attached in EWC and 

dispensers on the aircraft. 
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5.2.1 Wi-Fi Antenna 

Wireless Fidelity or Wi-Fi is a wireless standard which operates at 2.4 or 5 GHz 

(for 802.11 a,g,n and 802.11 b respectively). Thus, the antennas to be used for 

Wi-Fi have to be resonant at 2.4 or 5 GHz. Moreover, the requirements of being 

used on the aircraft are also considered in this section.  

 

Nowadays, there are many Wi-Fi antennas used for various types of Wi-Fi 

application. This section will present the most two commonly used Wi-Fi 

antennas which can fulfill the requirements mentioned earlier which are dipole 

antenna and patch antenna.   

 

1. Dipole Antenna 

Generally, a dipole antenna is mostly used for transmitting Wi-Fi signal through 

the network via an access point. The dipole antenna in this case provides the 

advantages of large coverage area supporting all Wi-Fi technologies based on 

their operating frequencies. However, the mentioned dipole antenna is not 

compact and quite difficult to integrate with the ad-hoc network in the aircraft.  

   

This section will present a dual-band printed dipole antenna for Wi-Fi which is 

resonant at 2.45 and 5.5 GHz according to [17]. This printed dipole antenna is 

made of a dielectric substrate, two printed dipoles and a bent stripline. The two 

printed dipoles are located on both sides of the substrate in which each arm of the 

dipoles is located on the different sides from each other and are fed by the bent 

stripline. Figure 16 implies the geometry of the dual-band printed dipole antenna. 

 

This antenna can be used with both operating frequencies because of its design of 

each dipole’s arm is on both sides of the substrate. Moreover, the usage of the 

bent stripline allows the antenna size to be smaller. According to the calculations 

and measurements in [17], the dual-band printed dipole antenna also provides the 

advantages of omnidirectional radiation pattern and good antenna efficiency. 

 

2. Patch Antenna 

A patch antenna or microstrip antenna is a simple antenna consists of the 

conductive plate fed by a microstrip transmission line and placed over the 

ground plane. The advantages of this antenna are small size, low profile, 

inexpensive, good integration and high efficiency.   

 

Although the typical radiation pattern of the patch antenna is directional which is 

not considered in this thesis. There is another specific type for the patch antenna 

that allows it to radiate the signal in omnidirectional pattern called dual-patch 

antennas. The dual-patch antennas consist of two rectangular conductors located 

either on the same or different ground plane. In addition to the omnidirectional 

radiation pattern, the dual-patch antenna also provides the benefits of much 

smaller size when compared with the conventional patch antenna. This section 

will present the example of dual-patch antenna called a two-layer 
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electromagnetically coupled (EMC) patch antenna and a dual-patch air parch 

antenna which are resonant at 5.4-6.4 GHz and 2.4-2.6 GHz respectively.   

 

The two-layer EMC patch antenna, presented in [18], is made of two radiated 

components on the different dielectric substrates which are separated by the air. 

The lower radiated component is fed by the microstrip feeding line. Figure 17 

illustrates the geometry of the two-layer electromagnetically coupled patch 

antenna.           

 

However, the performance of dual-patch antenna will be suffered due to its input 

impedance can be changed easily. Also, the dual-patch antenna gives the narrow 

bandwidth and increases the insertion loss because of the dielectric substrate. 

Hence, a dual-patch air parch antenna is introduced in order to solve these 

problems according to [19].  

 

The dual-patch air parch antenna is made of an air parch dielectric substrate and 

two radiating elements which are located in the same dimension on both sides of 

the air parch dielectric substrate. Figure 18 illustrates the geometry of the 

dual-patch air parch antenna. There is a feeding line locates between two sides of 

the substrate. Moreover, there are a lot of matching holes containing on both 

radiating elements in order to provide good heat transfer and improve the 

impedance matching which results into the improvement of bandwidth.  

 

The Wi-Fi Antenna to be used in this Thesis 

Two commonly used antenna types for Wi-Fi which are dipole antenna and 

dual-patch antenna were described in the previous section. This section will 

present the comparison between those two antennas in order to decide which one 

is more suitable for using with Wi-Fi in this thesis.    

 

802.11 b,g,n (2.4 GHz) 

Antenna 
Bandwidth 

(MHz) 

Gain 

(dBi) 

Size 

(mm.) 

Return loss 

(dB) 

Dual-band printed 

dipole antenna 
270 3 25×45 -17.5 

Dual-patch air parch 

antenna 
144 7.52 56×60 29.9 

 

Table 2: Wi-Fi Antennas Comparison at 2.4 GHz 

Table 2 implies the comparison between the dual-band printed dipole antenna and 

the dual-patch air parch antenna at 2.4 GHz in terms of bandwidth, gain, size and 

return loss according to [14], [15][12-13]. It can be seen that the dual-band 

printed dipole antenna in this study has the advantages of bandwidth, antenna size 

and return loss more than the dual-patch air parch antenna. Although the 

dual-band printed dipole antenna gain is lower but it is not a big concern in this 

scenario because the distance between the transmitting and receiving antennas is 

only 4-10 m. Therefore, the dual-band printed dipole antenna design in [17] is 

supposed to be used in this thesis as Wi-Fi (802.11 b,g,n) antenna.    
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802.11 a (5.5 GHz) 

Antenna 
Bandwidth 

(MHz) 

Gain 

(dBi) 
Size (mm.) 

Return 

loss (dB) 

Dual-band printed 

dipole antenna 
1390 1 25×45 -17.5 

Two-layer EMC 

patch antenna 
670 5.5 15.2×15.2 -15 

 

Table 3: Wi-Fi Antennas Comparison at 5.5 GHz  

Table 3 indicates the comparison between the dual-band printed dipole antenna 

and the two-layer EMC patch antenna at 5.5 GHz in terms of bandwidth, gain, 

size and return loss referring to [14], [15][13-14]. It has been shown that the 

dual-band printed dipole antenna provides the better performance in terms of 

bandwidth and return loss but less performance regarding the antenna gain and 

size. However, the difference between two antenna sizes is not that much, so it is 

not a big deal in this case. Hence, the dual-band printed dipole antenna design in 

[17] is supposed to be used in this thesis with respect to 802.11 a implementation.        

 
 

Figure 16: Dual-Band Printed Dipole Antenna 
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Figure 18: Dual-Patch Air Parch Antenna 

5.2.2 Bluetooth Antenna 

Bluetooth wireless technology (IEEE 802.15.1) is a wireless standard which 

mainly aims for replacing the complicated wired link between the electronic 

devices operating at 2.4 GHz. Hence, the antenna to be used for Bluetooth 

technology has to be resonant at 2.4 GHz with bandwidth at least 100 MHz, 

VSWR less than 2.5 and antenna efficiency at least 60% [20]. Moreover, the 

requirements of compacting, low profile and omnidirectional radiation pattern are 

also considered in this case in order to implement on the aircraft.  

  

Nowadays, there are a lot of antennas which can be used with Bluetooth 

applications. However, this section will describe the two commonly used 

Bluetooth antennas, which are satisfied the mentioned requirements, such as the 

Planar Inverted F Antenna (PIFA) and ceramic chip antenna. 

 
 

Figure 17: Two-Layer EMC Patch Antenna 
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1. Planar Inverted F Antenna (PIFA) 

PIFA is one of the interesting antennas to be used with Bluetooth applications. 

This section will present the features of PIFA according to the design in [21]. The 

geometry of PIFA in this case is illustrated in the Figure 19. PIFA consists of 

ground plane and planar element separated by a short pin and a feeding probe. 

The feeding probe and the short pin included in the planar element are similar to 

the inverted F which can define its name. Furthermore, the impedance of PIFA is 

adjustable depending on the distance between the feeding probe and the short pin, 

D. If D is getting lower, the impedance will be also lower.      

    

PIFA described above provides the benefits of compacting, low profile, 

omnidirectional radiation pattern as well as wide bandwidth. Moreover, the 

proposed PIFA can provide moderate to high gain and operate at 2.41GHz to 2.92 

GHz which is satisfied the Bluetooth operating frequency.        

 

It can be noted that the PIFA’s size and impedance can be reduced if the distance 

D is smaller. On the other hands, when D is smaller, the impedance bandwidth 

will consequently narrow [11], [22].   

 

2. Ceramic Chip Antenna  

The ceramic chip antenna is frequently used with mobile Bluetooth applications 

because it can fulfil the Bluetooth requirements and also provide the extremely 

small size. In this section, the ceramic chip antenna characteristics and geometry 

will be described based on the design in [23].  

 

The proposed ceramic chip antenna consists of the ceramic body which is 

enamelled with the tortuous conductor line. The antenna is located on the alumina 

dielectric substrate and fed by either microstrip line or CPW. It can be noted that 

the ceramic to be used in this case includes high permittivity in order to get the 

small antenna size. The geometry of the proposed ceramic chip antenna is 

illustrated in the Figure 20.  

 

The proposed ceramic chip antenna is resonant between 2.35 and 2.51 GHz and 

provides the advantage of omnidirectional radiation pattern with the small size.  

 

3. The Bluetooth Antenna to be used in this Thesis 

PIFA and the ceramic chip antenna are presented in order to be used with 

Bluetooth applications in the scenario of this thesis. Both of them are the 

commonly used for Bluetooth applications and also satisfied the requirements 

mentioned earlier. The following table will indicate the performance comparison 

between PIFA and the ceramic chip antenna in order to select the most suitable 

antenna to be used with Bluetooth in this thesis. 
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Antenna 
Bandwidth 

(MHz) 

Gain 

(dBi) 

Size 

(mm.) 

Return loss 

(dB) 

PIFA 516 4.25 100×40 -34 

Ceramic chip antenna 

with microstrip line 

feeding 

120 3.8 60×30 18 

Ceramic chip antenna 

with CPW feeding 
160 3.77 60×30 34 

 

Table 4: Bluetooth Antennas Comparison 

Table 4 implies the comparison between PIFA and the ceramic chip antenna in 

terms of bandwidth, gain, size as well as return loss at 2.4 GHz According to [21], 

[23]. These antennas offer the omnidirectional radiation pattern but it can clearly 

be seen that PIFA provides the widest bandwidth, highest gain and lowest return 

loss with the slightly bigger size compared to the others. Due to the obvious 

difference in the performance, PIFA is, therefore, considered to be used in this 

thesis as the Bluetooth antenna.   

 

 
 

Figure 19: Planar Invert F Antenna (PIFA) 
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Figure 20: Ceramic Chip Antenna 

5.2.3 UWB Antenna 

UWB is wireless technology which sends the information in the very short pulses 

pattern spreading over wide bandwidth as mentioned in chapter 3. For the UWB 

antenna design in this case, in addition to the requirements of compact and low 

profile, there are also four more requirements for UWB antenna as follows: [24]  

 

 The antenna should provide wide impedance bandwidth 

 The antenna should have stable performance over the operating 

frequency  

 The radiation pattern should be the omnidirectional radiation  

 The antenna should have good time domain features because UWB 

transmits information in pulse form in the time domain. The information 

contained in the pulse might completely lose if the time domain features 

of the antenna are not good.     

 

Nowadays, there are many commonly used UWB antenna types which match 

with the above requirements. In this section, the three UWB antennas will be 

presented and compared according to [25], [26]. 

 

1. Planar Monopole Antenna 

One of the interested and commonly used antennas for UWB is planar monopole 

antenna. The planar monopole antenna UWB gives the benefits of small size, 

inexpensive, simple structure and omnidirectional radiation pattern. In addition, 

the planar monopole antenna also provides non-dispersive property which is the 

phase that can vary linearly with the frequency. 
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There are various types of the planar monopole antenna based on their shapes. In 

this thesis, the commonly used planar monopole antenna for UWB will be 

introduced.  

 

Planar Inverted Cone Antenna (PICA): PICA consists of a ground plane and a flat 

element in the shape of inverted cone. The flat element is attached orthogonally 

with the ground plane. In this section, a CPW-fed UWB PICA is introduced 

according to [27]. The benefit of using the inverted cone element over the circular 

and half-disc shaped is better omnidirectional radiation pattern together with 

smaller size [28]. Moreover, feeding by CPW allows the antenna size to be 

smaller. The geometry of PICA is shown in the Figure 21. 

 

2. Printed Symmetrical Bi-Arm UWB Antenna 

Another interesting antenna for UWB implementation is a printed symmetrical 

bi-arm UWB antenna refers to [25]. The proposed antenna is made of a ground 

plane and a two-side radiating element attached on the ground plane. Each side of 

the radiating element is connected with three holes. The radiating element 

consists of two radiators which are L-shaped and stair-shaped which fed by the 

coaxial cable. The geometry of the printed symmetrical bi-arm UWB antenna is 

illustrated in the Figure 22. 

 

The proposed UWB antenna provides wide impedance bandwidth together with 

good omnidirectional radiation pattern. Moreover, it is also compact and has low 

group delay and gain fluctuation over wide band frequency. 

 

3. Slot Antenna 

A slot antenna is usually made up of the flat metal plate. The reason that it is 

called slot antenna is that there is a slot or aperture on that flat metal plate. The 

aspects of the slot on the metal plate will define the radiation pattern of this 

antenna. The slot antenna provides the advantages of inexpensive, easy for 

integration, simple structure, low profile and low cross-polarization. Thus, it is 

suitable for implementation on the aircraft in this study. 

 

There are various types of existing slot antenna based on their shapes. However, 

not every slot antenna can be used with UWB. Namely, some types of slot 

antenna cannot cover the whole UWB frequency band (3.1-10.6 GHz). According 

to [24], elliptical and circular slot antennas with two different feeding methods 

that can fulfill the UWB requirements will be described in this section.     

 

The geometries of elliptical and circular slot antennas are indicated in the Figure 

23 and 24. It can be noted that the elliptical and circular slot antenna in this case 

can be fed by either microstrip line or coplanar waveguide together with the 

U-shaped tuning stub. It has been shown in [24] that the elliptical and circular slot 

antennas provide the omnidirectional radiation pattern aspect and wide bandwidth 

which are suitable for UWB implementation.  
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4. The UWB Antenna to be used in this Thesis 

Three types of antenna which can fulfill the UWB requirements were described in 

the previous section. In this section, these antennas will be compared and 

discussed in order to choose the most suitable UWB antenna to be used in the 

scenario of this thesis. 

 

Antenna 
Gain  
(dBi) 

Size 
 (mm.) 

Impedance 
bandwidth (GHz) 

Average 

return loss 

(dB) 

PICA 3 - 7.2 95×78 1.3 – 11 Less than -10 

Printed Symmetrical Bi-Arm 

UWB Antenna 
1.2 - 4.18 65×35 3 - 12 Less than -10 

Circular slot antenna with 

microstrip line feeding 
2-7 50×43 3.46 - 10.9 Less than -10 

Circular slot antenna with 

CPW feeding 
2-7 44×44 3.75 – 10.3 Less than -10 

Elliptical slot antenna with 

microstrip line feeding 
2-7 42×42 2.6 – 10.22 Less than -10 

Elliptical slot antenna with 

CPW feeding 
2-7 40×38 3.1 – 10.6 Less than -10 

 

Table 5: UWB Antennas Comparison 

Table 5 illustrates the comparison between UWB antennas mentioned earlier in 

terms of gain, size, impedance bandwidth and average return loss according to 

[24], [25], [26], [27]. It can be noted that the antenna gain and the average return 

loss in this case are measured between 3.1 and 10.6 GHz which is the typical 

operating frequency of UWB. Moreover, the radiation pattern of all antennas is 

omnidirectional which is satisfied the requirements mentioned earlier.   

 

According to the table, it can be clearly seen that PICA not only provides the best 

performance in terms of impedance bandwidth which is the important 

requirement of UWB antenna but also gives the highest gain. The antenna with 

high gain can transmit the signal further with the better signal quality.  

Moreover, the average return loss in this case is less than -10 dB and it is not 

obviously different between each type of the proposed antennas. Hence, although 

size of PICA is slightly larger than the others, but the better performance in terms 

of gain and bandwidth impedance allows PICA to be the most suitable antenna to 

be used for UWB transmission.      
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Figure 21: Planar Inverted Cone Antenna (PICA) 

 

 

 

 
 

Figure 22: Printed Symmetrical Bi-Arm UWB Antenna 
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Figure 23: Circular Slot Antenna 

 

 

              
 

Figure 24: Elliptical Slot Antenna 
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Chapter 6 

Wireless Security 

According to wired system in [29], the links between EWC and dispensers as well 

as the links between dispensers itself are connected by wires. This wired link is 

called RS-485 with serial asynchronous transmission. The power supply in this 

case equals to 5 Volts DC. 

 

There are many command messages sent in this link. For example, status request, 

load status request, transmit status, transmit load and so forth. However, these 

command messages are sent using wired network. Therefore, communication 

jamming from the adversary is quite difficult. The purpose of this thesis is to 

consider the possibility replacing wires with wireless. Thus, the wireless security 

is required in order to protect the communication from being jammed. 

 

The objective of the security is to guarantee the confidentiality, authentication, 
integrity, non-repudiation, availability and access control [30].  

 

 Confidentiality: the encryption of the transmitted data  

  preventing the adversary authorization  

 

 Authentication: the identification of users 

 

 Integrity: the protecting of the transmitted data from 

                  being modified or damaged  

 

 Non-repudiation: the transmitting node is able to add the signature to 

  each message 

 

 Availability: the ability to maintain the network not to be 

   occupied. 
 

 Access control: to protect the network from the unauthorized 

  access 

 

Normally, there are various types of threat against wireless communication. The 

replacement of wireless network instead of wired network in this thesis is also 
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vulnerable for these threats. Hence, each wireless standard to be considered is 

supposed to have its own security aspect.  

 

This chapter will present the typical wireless security threats based on each layer 

of TCP/IP model. The security in each layer is described in 6.2. Furthermore, the 

security aspects of three considered wireless standard will also discussed and 

compared in this chapter.  

 

Layer Threat Countermeasure 

Application layer 
Malicious code attack, 

Repudiation attack  

Firewall, Intrusion 

Detection System (IDS) 

Transport layer Session high-jacking 

Transport Layer Security 

, Secure Socket Layer 

and Private 

Communications 

Transport protocols   

Network layer 
Resource consumption 

attack 
IPSec 

Data link layer Traffic analysis 
WPA2, E0 stream 

cipher, AES-CCM 

Physical layer 

Eavesdropping, 

Jamming and 

interference 

Spread spectrum 

techniques 

Multi-layer  

Denial-of-Service attack, 

Replay attack, 

Man-In-The-Middle 

attack 

Integration of different 

layers security 

 

Table 6: Wireless Security Threats and Countermeasures 

6.1 Wireless Security Threats 

The wireless security threats typically aim against the confidentiality, 

authentication, integrity, non-repudiation, availability and access control of the 

network. The wireless threats in each layer based on TCP/IP model will be 

described in this section. 

 

6.1.1 Security Threat in the Application Layer 

The application layer usually carries the information regarding the user data. The 

data is useful for many protocols. Thus, it is one of the most fascinating layers to 



Chapter 6 – Wireless Security 

59 

be attack by the adversary. The common wireless security threats attacking the 

application layer are malicious code attacks and repudiation attacks [31].     

 

Malicious Code Attacks 

The malicious code attacks consist of virus, spy-wares, Trojan horse and worm. 

These threats aim against the user applications. The adversary can slow, 

shutdown the network or grab the useful information. 

 

Repudiation Attacks 

Repudiation attacks allow the adversary to deny the transaction in the 

communication. The repudiation attacks are similar to Malware in which the 

adversary can access to the network but refuses the responding action from that 

network.       

 

6.1.2 Security Threat in the Transport Layer 

The advantages of transport layer in the ad-hoc network are to provide end-to-end 

connection, reliable packet transmission, controlling the traffic flow and 

controlling the congestion. There are two common threats aim against the 

transport layer which are SYN flooding attack and session high-jacking.  

 

The transport protocol to be used in this thesis is User Datagram Protocol (UDP). 

UDP provides less time consumption in the dispensing process than Transport 

Control Protocol (TCP). Therefore, this thesis will not consider SYN flooding 

attack because it is related to TCP [31].            

 

Session High-Jacking 

Session high-jacking is the threat attacking the communication network by taking 

the authentication of the session away from the user. This allows the adversary to 

get the information in that session. Moreover, the adversary may use that session 

as he wants. 

 

The adversary has to do eavesdropping first in order to obtain the mandatory 

information. The next step is to impersonate dispenser. Finally, the adversary will 

discourage the real dispenser from the session using a sequence of spoofed 

disassociate messages [32].     

 

6.1.3 Security Threat in the Network Layer 

The network layer is responsible for forwarding and routing message to the 

destination. If the network consists of many subnetworks, the routing protocol is 

required. The routing protocol allows two or more devices to exchange the 

routing table for the successful transmission. Therefore, the adversary might 

interrupt the routing process in order to damage the whole communication. 

However, the wireless network in this thesis consists of EWC and dispensers 

which communicate to each other directly. Thus, the routing protocol in this case 
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will not be used. The security threats against the routing process will not be 

concerned in this section consequently. 

 

Nevertheless, there is still a security threat occurring in the network layer. This 

section will describe the example of the network layer attack called resource 

consumption attack [30], [31].    

 

Resource Consumption Attack  

The communication between EWC and the dispenser will be established when the 

coming missile is detected. The energy source will be used in order to supply the 

devices for exchanging the dispensing command messages. The adversary may 

send the redundant message to our platform in order to waste the energy source 

[33].   

 

6.1.4 Security Threat in the Data Link Layer 

The data link layer typically consists of the many protocols providing services to 

the higher layer and reliability to the physical layer. This layer also converts the 

coming message from data bit to frame and frame to data bit in the transmitter and 

the receiver respectively. This section will describe the traffic analysis which is 

the threat in the data link layer. 

 

Traffic Analysis 

The adversary might get the useful information from doing traffic analysis. The 

communication loads such as number, size, source, destination and type of packet 

might be calculated. In order to do that, the adversary is supposed to have a 

promiscuous mode wireless card and some software for checking the number and 

size of our transmitted message.     

 

The adversary may get the three types of information from doing traffic analysis.  

 

1. Detecting whether the network is occupied (not idle). 

2. Distinguishing the location. 

3. Identifying the wireless protocol using size, type and the number of transmitted 

packets over the time interval.              

 

With respect to the real implementation in this thesis, the traffic analysis allows 

the adversary to detect when the communication between EWC and dispensers is 

established. Also, the wireless protocol being used can be detected. Therefore, the 

adversary can easily interfere the communication using some jamming technique. 

The result is that chaff and flare cannot be dispensed [34].    

 

6.1.5 Security Threat in the Physical Layer 

The physical layer is the lowest layer providing the interface to the transmission 

medium. This layer is also responsible for modulation. The adversary is able to 
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attack the physical layer physically if it has adequate transmission power. 

Moreover, the leaking information regarding to the layer and the media access 

control allows the physical layer attacking to be easier.     

 

This section will present the typical physical layer security threats including 

eavesdropping as well as Jamming and interception [31].  

 

Eavesdropping 

There are two types of eavesdropping including passive eavesdropping and active 

eavesdropping. Passive eavesdropping is used for gathering the information from 

the wireless network between EWC and dispensers. The network card is deployed 

in order to allow the adversary to gain the access to our wireless network. The 

adversary is able to read the transmitted command messages by detecting the 

command messages, and defining the source, destination, size, number and 

interval. However, the passive eavesdropping can be implemented only with the 

unencrypted network and poor stream cipher encrypted messages. Active 

eavesdropping can be implemented if the adversary gains the access to our 

network. The adversary is able to change or discard message between EWC and 

dispensers. The destination IP address will be changed into adversary’s IP address 

(IP spoofing). IP spoofing allows the adversary to modify or discard these 

command messages [34].      

 

Jamming and Interference 

The physical layer typically transmits the message using the radio signal. Thus, 

the signal can be disturbed by noise or jamming signal. The adversary with high 

power transmitter can jam the transmitted signal causing the damage in the 

communication. Noise jamming and pulse jamming are the regular types of signal 

jamming over the physical layer [35].      

 

6.1.6 Multi-Layer Security Threat  

The threats affecting the security in different layers are called multi-layer threats. 

The typical multi-layer threats including Man-In-The-Middle (MITM) attack, 

replay attack and Denial-of-Service (DoS) attack will be presented in this section 

[30].      

 

Man-In-The-Middle (MITM) Attack 

This threat can modify or reject the command messages in the wireless network. 

However, MITM can be performed even the command messages are encrypted 

in the network layer. The adversary can shut down the wireless link between 

EWC and dispensers as well as prevent reestablishing a new link. The fake 

dispensers will be imitated and allow EWC to reestablish the connection with 

them. Finally, the adversary is able to modify or discard these command 

messages. Note that the encrypted messages have to be decrypted before being 

modified or rejected. 
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Figure 25: Man-In-The-Middle attack 

There is still a threat which is a part of MITM called “Address Resolution 

Protocol (ARP) attacks”. ARP is responsible for mapping Media Access Control 

(MAC) address with the IP address of each dispenser in the network layer. With 

respect to ARP attack, the adversary has to gain the access to the link first. 

Secondly, a fake ARP reply will be transmitted in order to change the mapping 

between MAC address and IP address. Finally, the command messages can then 

be modified or rejected [34]. 

 

Replay Attack 

Replay attack enables the adversary to gain the access to the wireless link without 

disturbing any session. In other words, replay attack is not a real time attack. 

 

The adversary will intercept the command messages between EWC and 

dispensers and then delay them. The adversary can also capture the correct 

passwords and delay them to the destination at a later time (if the encryption is 

implemented) [34]. 

 

Denial-of-Service Attacks 

Denial of Service (DoS) attacks are known as the security threats against the 

network availability. Namely, the adversary tries to keep the network unavailable 

for the users. DoS attack can be employed in different layers [30]. 

 

Layer DoS Attack 

Application layer Malicious code attack 

Transport layer Session high-jacking 

Network layer Interrupt the routing process  

Data link layer 
Discourage the channel access using 

the capture effect  

Physical layer Signal jamming 

 

Table 7: Denial-of-Service Attacks 
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6.2 Wireless Security Countermeasures  

There are various types of threat against each layer of the wireless network as 

described in 6.1. Therefore, countermeasures are required in order to protect the 

confidentiality, authentication, integrity, non-repudiation, availability and access 

control of the network. The countermeasure in each layer will be presented in the 

following sections.     

 

6.2.1 Countermeasure in the Application Layer 

The application layer is one of the most vulnerable layers to be attacked because 

the dispensing command messages are generated in this layer. The application 

layer is the target for the malicious code attack and repudiation attack as described 

in 6.1.1. The most commonly used countermeasures against these threats are 

firewall and Intrusion Detection System (IDS). Firewall is a system used for 

preventing the network from the unauthorized access. Moreover, the firewall also 

provides the authentication service and message filtering to the network.  

 

The implementation of firewall is sometimes not enough to secure the wireless 

network. Hence, IDS is introduced in order to gain more security in the 

application layer. IDS provides the network monitoring in order to look for the 

malicious activity and report to the user [31].  

 

6.2.2 Countermeasure in the Transport Layer  

The security threat against the transport layer was described in 6.1.2. The 

countermeasures to be used in this case including the Transport Layer Security, 

Secure Socket Layer (TLS/SSL) and Private Communications Transport (PCT) 

protocols [36]. These protocols provide the security to the wireless network using 

the public key cryptography. It can be noted that MITM attack and the replay 

attack can be protected by using these protocols.               

 

6.2.3 Countermeasure in the Network Layer 

With respect to 6.1.3, the security threat in the network layer was mentioned. The 

commonly used countermeasure against this threat is an Internet Protocol 

Security (IPSec). IPSec is responsible for providing the authentication and 

encryption over IP packet during the transmission.  

 

The transport mode IPSec is supposed to be used in this thesis because this mode 

supports peer-to-peer communication. The advantages of IPSec in the transport 

mode including end-to-end security, strong integrity, anti-replay as well as the 

good confidentiality [37].       

 

6.2.4 Countermeasure in the Data Link Layer 

The data link layer is also the important layer of the wireless network. The traffic 
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analysis is a common security threat in this layer which was described in 6.1.4. 

The traffic analysis can lead to the further threats in any layers. Each considered 

wireless standard includes its own security aspects in the data link layer. The 

security of each wireless standard in the data link layer will be discussed later in 

6.3.    

 

6.2.5 Countermeasure in the Physical Layer 

Eavesdropping, Jamming and interference are the common security threats taking 

place in the physical layer. This layer transmits the signal in the radio waveform. 

The adversary is able to jam the transmitted signal by using high transmission 

power equipment. Spread spectrum techniques are introduced in order to secure 

the transmitted signal in this layer. Each wireless standard considered in this 

thesis includes its own spread spectrum technique described in chapter 3.      

 

6.2.6 Multi-Layers Countermeasure  

The multi-layer threats can occur at different layers. Thus, the countermeasures of 

these threats are supposed to take place at different layers also. Moreover, the 

countermeasures in the different layers should be compatible with each other. 

Normally, the strong end-to-end authentication is one of the good solutions in 

order to protect the wireless network against the multi-layers threats. Namely, if 

the adversary cannot gain access to the network, that will be difficult to do 

anything further [30].    

6.3 Security of each Wireless Standard 

According to wireless threats discussed in 6.1, it can clearly be seen that the 

adversary can attack the wireless link between EWC and dispensers easily if he 

can gain the access to the network. Therefore, the security against the 

unauthorized access is an important requirement for each wireless standard. 

Each wireless standard has its own security to protect the network against the 

unauthorized access. In the next section, the security of each wireless standard 

considered in this thesis will be presented. 

6.3.1 Wi-Fi Security 

Generally, each wireless standard has its own protection from unauthorized 

access. Wi-Fi or 802.11 WLANs also has this kind of security in the data link 

layer. There are three generations of Wi-Fi security standard including Wired 

Equivalent Privacy (WEP), Wi-Fi Protected Access (WPA) and Wi-Fi Protection 

Access Version 2 (WPA2 / 802.11i).      

 

Wired Equivalent Privacy (WEP) 

In the case of Wi-Fi implementation, WEP might be considered to be the security 
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approach of the network. WEP is implemented with both of the EWC and 

dispensers using RC4 secret key cryptographic algorithm. WEP consists of 

encryption and decryption processes in the MAC layer [38], [39]. 

 

The encryption process can be done using the following procedures.  

1. Implement EWC and ICV & Integrity Algorithm (CRC-32) with 

command message. The result is Integrity Check Value (ICV) and then 

concatenate to the command message.  

2. Select the Initialization Vector (IV) and combine shared key with this 

selected IV. 

3. Generate pseudo random sequence by using Pseudo Random Number 

Generator (PRNG) together with IV and secret key.       

4. Encrypt command message by implementing XOR between command 

message and the pseudo random sequence. 

5. Send encrypted command messages right after IV.     

 

The decryption process can be done using the following procedures. 

1. Create key stream RC4 using transmitted IV and shared key. 

2. Generate ICV by XOR ciphering messages with RC4. 

3. Inspect the checksum and receive the transmitted message which has the 

same checksum.  

 

Wi-Fi Protected Access (WPA) 

However, the encryption method of WEP is still not strong enough. Therefore, 

Wi-Fi Protected Access (WPA) is created to fix the problem without changing 

any hardware. In other words, WPA is the developed version of WEP by 

improving the encryption method as described below. 

 

1. Implement Temporal Key Integrity Protocol (TKIP) message integrity 

code to overcome forgery of the adversary. 

2. Deploy a new IV sequencing discipline to defeat the effect of replay 

attack. 

3. Perform key mixing by replacing temporal key of WEP with TKIP key 

mixing function in order to solve the weak key problem. 

4. Use rekeying algorithm for refreshing the keys in order to prevent the 

key from being capture or reused [39].      

 

Wi-Fi Protected Access, Version 2 (WPA2/802.11i) 

WPA2 or 802.11i was developed in September 2004. WPA2 improves the 

authentication and encryption from WEP and WPA. WPA2 is a cooperation 

version of 802.11i using either Pre-Shared Key (PSK) or 802.1 X/EAP 

algorithms.   

 

There are two modes of WPA2 which are enterprise mode and personal mode. In 

this thesis, only the personal mode is focused due to the feature of small network 

without authentication server. In the case of personal mode WPA2, PSK is used 
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as the authentication method. PSK employs 256 bits key shared among dispensers 

and EWC. The key might be the 64 hexadecimal digits or 8 to 63 passphrases 

ASCII characters. 

      

WPA2 deploys Advanced Encryption Standard (AES) as encryption method. 

AES encrypts and decrypts message using symmetric block cipher. The capability 

of block cipher is 128 bits with 128, 192 and 256 bits cipher key lengths. AES 

encryption algorithm consists of 4 steps per one round including subbytes, shift 

rows, mix columns and add round key respectively. In the case of WPA2, 128-bit 

cipher key length with 10 rounds is used. The command messages will be 

transformed and placed into the block cipher independently and encrypted into 

ciphertext. The ciphertext is decrypted to the command messages again at the 

receiver using the same key [40]. 

 

 
 

Figure 26: AES Block Cipher 

 

6.3.2 Bluetooth Security 
 

There are three main required processes for Bluetooth security which are 

authentication, encryption, and authorization.  

 

EWC and dispensers must share the same 128 bits random link key used for 

authentication and generating the encryption key. Normally, there are 4 types of 

link keys used in different conditions including unit key, combination key, master 
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key and initialization key. However, EWC is required to transmit the command 

messages to more than one dispenser at the same time. Therefore, the master key 

is the most suitable link key to be used in this situation.     

 

An authentication process is required before the encryption will begin. The 

Bluetooth authentication is the verification process of Bluetooth devices with the 

challenge-response strategy. The purpose of the authentication is to ensure 

whether two or more devices are sharing the same key.  

 

The connection between devices is needed to be first initialized by the 

initialization key. The initialization key is created from 128-bit random number, 

Personal Identification Number (PIN) and its length by using function E22. The 

master key is used as the link key after the initialization state has done. The master 

key is generated using the function E22 together with two 128-bit random 

numbers.      

 

 

 

Figure 27: Bluetooth Authentication Process 

According to Figure 27, the Bluetooth authentication process between EWC and 

dispenser starts by sending the 128-bit random number from EWC to dispenser. 

This number is used for being authenticated by function E1 together with 

Bluetooth device address and current link key (in this case is master key). The 

outputs from function E1 of dispenser are Authenticated Ciphering Offset (ACO) 

and response. ACO will be collected in both EWC and dispenser. ACO is used for 

creating the encryption key and the response will be sent back to EWC. The 

authentication will be completed if EWC confirms that the response is matched. 

Otherwise the authentication will fail. If the authentication fails, the process will 

start again after a period of time.                   

 

The next step of the Bluetooth security is encryption. E0 stream cipher is 

implemented in order to encrypt the command messages. The Bluetooth 

encryption can be classified in 3 modes due to the master key implementation.  
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Mode 1: No encryption 

Mode 2: Encrypt only the point to point communication but not for broadcasting 

Mode 3: Encrypt all of the communications  

 

E0 stream cipher consists of a payload key generator, a key stream generator with 

4 Linear Feedback Shift Registers (LFSR) and encryption part. The E0 stream 

cipher process is shown in Figure 28.  

 

 

 
 

Figure 28: E0 Stream Cipher Process 

The input messages have to be re-arranged in the proper order by the payload 

key generator before they are sent to the key stream generator. The key stream 

generator creates key stream using 4 LFSR. Each LFSR needs to be initialized 

with the Bluetooth device address, 26-bit master clock as well as the encryption 

key. The outputs of each LSFR are combined using non-linear part. The 

encryption key is generated by 96-bit ciphering offset number (based on ACO), 

128-bit random number and current link key together with the algorithm E3. 

Lastly, the command messages will be encrypted into the ciphertext using the 

obtained key stream. 

 

 
 

Figure 29: Generation of the Encryption Key 

Finally, verification of the right to access the network of the dispensers is done in 

the authorization process.     
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There are three modes of Bluetooth security. 

Mode 1: Non-secure mode  

EWC has no the security process at all. Nevertheless, EWC can contribute the 

security processes if the dispenser starts first. 

Mode 2: service-level security mode  

Logical Link Control and Adaptation Protocol (L2CAP) will consider whether 

the security processes is necessary or not.     

Mode 3: link-level security mode 

The security processes are always implemented. Otherwise, the connection 

between EWC and dispensers will not be established [41], [42].  

 

6.3.3 UWB Security 

UWB radios are somewhat inherently secure, because their low output power and 

short pulses make their transmissions appear to be white noise from a distance. 

Nevertheless, UWB signals can potentially be sniffed by a determined attacker 

who is located close to the transmitter; this mandates the use of security at the 

MAC layer. As described above, the UWB Forum's specifications are not open to 

the public, so a discussion of security features employed by their DS-UWB 

standard is not possible here. However, it is possible to discuss WiMedia's 

MAC-level security features. WiMedia defines three levels of link-layer security. 

In Security Level 0, devices send data fully unencrypted. Devices that support 

Security Level 1 establish encrypted links with other Security Level 1 devices, but 

can also establish unencrypted links with devices that do not support encryption. 

Finally, Security Level 2 mandates that all links must be encrypted; devices at this 

security level cannot establish links with devices in the previous two levels. 

 

WiMedia devices use AES-128 to encrypt packets at the link level. Each device is 

equipped with one or more pre-defined 128-bit master keys. To prevent devices 

from sending this key in plaintext, each master key has a corresponding master 

key ID. When two devices connect, they exchange their master key IDs to 

establish a common master key, and then use this common key to negotiate a 

unique per-link key. AES-128 is used in counter mode, which XORs the plaintext 

with a counter that is incremented for each message; this effectively converts the 

fixed master and link keys to temporal keys. Devices use a basic 

challenge/response handshaking protocol during link establishment; they 

exchange randomly during this protocol in order to prevent replay attacks. 

 

This section describes the commonly used UWB security standard called 

AES-CCM. AES-CCM standards for AES in counter mode (CTR) with Cipher 

Block Chaining Message Authentication Code (CBC-MAC). This method allows 

encryption and authentication to process simultaneously with the same key. 

 

The combination between counter mode encryption and CBC-MAC 

authentication is called combined modes or authenticated-encryption modes. 
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Before the encryption process begins, the authentication tag or CBC-MAC tag 

needs to be calculated. This tag consists of (N, H, M). N is the nonce number used 

for marking the application to ensure that it will never be used again. H is the 

header needed to be authenticated but not encrypted and M is the message needed 

to be authenticated and encrypted. 

 

CBC-MAC includes a triple of bit strings (N,H,M) operates on the blocks length 

kb. The CBC-MAC tag is created by the input (command message) and the 

encoding function 

 

        

 

  is the set of blocks.   is the set of all possible triples (N,H,M) of bit strings 

and   is the encoding function. After employing the encoding function  , the 

CBC-MAC blocks (B0, ... Br) are generated. Finally, apply CBC-MAC algorithm 

in [43] with these blocks the CBC-MAC tag will be obtained. 

    

After calculating the CBC-MAC tag, CTR mode will encrypt this tag and 

messages using CTR block generator π. The CTR block generator consists of the 

components (         ). Where   and N are a counter and nonce respectively 

created by CTR block generator. CTR block generator will generate the block 

           as                 ). The CBC-MAC tag will be encrypted 

using the leftmost bit of block   and the messages will be encrypted using the 

leftmost bit of the string         . Consequently, the encrypted output called 

ciphertext C is obtained with the length equals to    +  . Where    is the 

length of the CBC-MAC [43]. 

 

 

Figure 30: Counter Mode Encryption (CTR) with AES Block Cipher 

 

Moreover, in order to secure broadcast transmissions, each group also has a 

common group transient key (GTK). The GTK is exchanged using a gossiping 

scheme when two devices establish an encrypted link. During the handshaking 

process, devices in common groups exchange the corresponding GTKs if one of 

the two devices has it in local storage. It is unclear from the WiMedia 

specification how the GTK is created in the first place, but presumably it is 

generated by the first device to join the group. 
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6.4 Wireless Security Comparison  

As mentioned earlier, Wi-Fi, Bluetooth and UWB have their own security 

process. In this section, the comparison between each wireless standard security is 

discussed. The purpose of this comparison is to consider what the most suitable 

wireless standard to be used in this thesis in terms of security. 

 

 

 
Wi-Fi Bluetooth UWB 

Spread spectrum 

technique 
DSSS, OFDM FHSS 

MB-OFDM, 

DS-UWB 

Authentication PSK (WPA2) 
Shared secret 

key 

AES-CCM 

Encryption 
AES block cipher 

(WPA2) 
E0 stream cipher 

 

Table 8: Wireless Security Comparison 

Table 8 indicates the security comparison in terms of spreading spectrum, 

authentication and encryption method between three considered wireless 

standards. Spreading spectrum is the technique making the bandwidth of signal 

larger by spreading the signal in the frequency domain. This technique improves 

the security of wireless network by protecting the communication from being 

jammed and detected. Authentication is the process used for verifying the access 

between EWC and dispensers. Lastly, the messages will be transformed to 

protected messages by using various types of algorithm. This process is called 

encryption.    

 

Many spread spectrum techniques are used as presented in chapter 3. Each spread 

spectrum technique has its own strength and weakness. In the case of Wi-Fi, 

DSSS is used in IEEE 802.11b. The original signal will be spread in the frequency 

domain by mixing with the high data rate Pseudo Random noise sequence. Even 

though DSSS is able to provide high capacities but the messages might be 

interrupted easily. The reason is that the limited carrier frequency is available to 

be used and it is also fixed. Another interesting spread spectrum technique is 

OFDM used in IEEE 802.11 a, g, n. The high data rate carrier is divided into many 

low data rate subcarriers. These subcarriers are orthogonal with each other in the 

frequency domain. After that the original signal will be mapped with these 

subcarriers using Invert Fast Fourier Transform (IFFT). The adversary requires 

knowledge of the most subcarriers in order to jam the network. Otherwise, the 

signal can be recovered by the error correcting code. 

 

In addition to spread spectrum technique, the authentication and the encryption 

are introduced in the Wi-Fi security standard WPA2. The authentication 
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technique used in the personal mode of WPA2 is PSK. PSK is usually deployed 

for the small and simple network but it still has the vulnerability. PSK passphrase 

is easy to be cracked. The adversary is able to crack the key to gain the access and 

even change that passphrase using MITM attack. The next step is the encryption, 

128-bit AES block cipher is implemented in WPA2 in order to encrypt the 

messages. Referring to [44], 128-bit key length AES has been accepted by U.S. 

Government Departments to protect the classified information up to the secret 

level. AES is tough against brute force attack which the adversary tries all of the 

possible keys because of the long length key (128 bits). However, AES still 

contains vulnerability against some side channel attack techniques. The adversary 

who performs the side channel attack will use some leak information in the 

channel to get the encryption key. The encryption key might be found by 

measuring the whole process time of the network, or timing attack.  

 

With respect to Bluetooth security, the spread spectrum technique being used is 

FSSS. FHSS will change the carrier frequency of the transmitted signal 

periodically. FHSS makes the communication more secure because the adversary 

cannot interrupt without the knowledge of used frequencies, the hopping 

sequence and the time between each hop. 

 

For Bluetooth authentication and encryption, sharing the secret key and E0 stream 

cipher are used respectively. Bluetooth authentication is weak against MITM 

attack or brute force attack. The adversary might guess the initialization key 

during the initialization process especially when the short PIN (common 4-digit 

PIN) is used. Moreover, the Bluetooth device address is the unique address for 

each device. Thus, it is possible that the adversary will know and imitate that 

address then gain the access instead of the real user. Also, E0 stream cipher still 

has the vulnerability which allows the adversary to rebuild the encryption key 

using the general linear iterative cryptanalysis method. In addition to the 

problems mentioned earlier, Bluetooth also has the security weakness against 

some denial of service (DoS) attacks and Bluesnarf attack [42]. 

 

In the case of UWB, it seems to be spread spectrum technique itself but UWB is 

different from the common spread spectrum technique. UWB message 

transmission uses the narrow pulses instead of continuous signal in time domain. 

The narrow pulses in time domain will generate the low energy and wide 

bandwidth signal in the frequency domain. This kind of signal is difficult to 

intercept. Moreover, MB-OFDM and DS-UWB are used as spread spectrum 

techniques for UWB. MB-OFDM is the improved version of OFDM used in 

802.11a, b, g and n. Frequency bands will be divided into subbands with 128 

subcarriers in each subband. OFDM will be applied and UWB pulse will be 

transmitted in the same time through different subbands. Not only the benefit of 

ordinary OFDM but frequency hopping between each subband in MB-OFDM is 

also useful. Another spread spectrum technique used in UWB is DS-UWB. The 

messages will be spread to the chip created by UWB pulses using unique PR for 

each user. However, this technique still has a security weakness. For example, the 

adversary might be able to intercept the transmission because the frequency to be 

used is fixed. 
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With respect to UWB security, AES-CCM is implemented in order to 

authenticate and encrypt messages as described in 6.3.3. However, there is still 

the same problem as typical symmetric block cipher which is the weakness 

against MITM attack. MITM attack can steal the authentication key or encryption 

key. Also, the adversary might discriminate the ciphertext based on the 

probability theory called Birthday attack described in [43]. Moreover, the 

adversary might wait until the error occur during the CBC-MAC tag calculation 

process and then attack the network. 

 

According to CMDS, EWC communicates with the dispensers which are 4-10 

meters away on each side of wings. There are command messages to be 

exchanged between EWC and the dispensers in order to deploy chaff and flare. 

Even though a wired network is replaced by a wireless network but the 

exchanging command messages between EWC and the dispensers is still 

required. Thus, the wireless security is one of the most important issues to 

consider. Refer to each wireless standard security stated in 6.3, UWB would be 

the most suitable standard to be used in this thesis in terms of security. UWB 

commonly operates in short range, consume less energy as well as transmit the 

signal using pulses. Moreover, the spread spectrum, authentication and 

encryption technique are tough and modern. For the authentication and 

encryption technique, AES-CCM provides the tough security service depending 

on the number of rounds in each complicated block cipher algorithm. 
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Chapter 7 

Simulation 

Nowadays, there are a lot of wireless testing methods implemented with aircraft. 

However, they not only have many limitations but also are very expensive and 

take long time, especially when we need to change any features of fighting 

aircraft which is the secret of the military. Thus, the simulation is required in 

order to simulate wireless scenarios with low cost, low time consumption as well 

as flexible adjusting aspects.       

7.1 The Purposes of the Simulation 

With respect to this thesis, we are considering on the possibility to replace wired 

network (BO-link and RS-232) with wireless network which are Wi-Fi, Bluetooth 

and UWB. Therefore, the purposes of this simulation are as follows: 

 

1. To study the possibility for dispensing command messages transmission 

over wireless network. 

2. To study the performance of each wireless standard in terms of goodput, 

message delay and path loss comparison.  
 

In the first case, we will simulate the two-way communication between EWC and 

dispensers. The seven dispensing command messages will be generated and 

exchanged in this simulation in order to measure the dispensing process delay of 

each wireless standard.  

 

In the second case, we will simulate the wireless scenarios in order to compare the 

performance of each wireless standard in terms of goodput, message delay and 

path loss.  

 

The dispensing process delay is the time spent in the whole dispensing command 

messages exchanging process between EWC and dispenser. It can be noted that 

there are seven dispensing command messages (will be described in 7.3.1) in this 

scenario. If the proposed wireless standards give high dispensing process delay, 

chaff and flare will consequently be dispensed slowly which leads the target 
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aircraft to be in danger. 

 

Goodput is the received information rate at the application layer of the receiver. In 

other words, it is the throughput in the application layer without protocol 

overhead and retransmitted data message. The wireless standard which provides 

high goodput means that the possibility of dropping message is small.  

 

Message delay is the duration time since the application layer of transmitter sends 

a message until the application layer of the receiver gets that message. The next 

message can be sent quickly if the wireless standard provides low message delay.   

 

Path loss is the power density attenuation during the electromagnetic wave 

transmission. Path loss is related to the link budget equation, namely path loss is 

inverse variation of the received power. If the path loss increases, the received 

power will be decreased and the performance also goes down.         

7.2 Simulation Tools 

Many types of network simulators can be used for simulating the wireless 

network. Each of them has its own benefits and drawbacks. According to [45], the 

comparison of the network simulators with their specifications will be shown in 

the Table 9.  

 

Simulators Granularity 
Metropolitan 

mobility 
Parallelism Interface License Popularity 

NS-2 Finest  Support No 
C++/ 

OTCL 
Open source 88.8% 

DIANEmu 
Application-

level 
No No Java Free < 0.1% 

Glomosim Fine Support 
SMP/ 

beowulf 

Parsec- 

C-based 
Open source 4% 

GTNets Fine No 
SMP/ 

beowulf 
C++ Open source 0.13% 

J-Sim Fine Support RMI-based Java Open source 0.45% 

Jane 
Application-

level 
Native No Java Free < 0.1% 

NAB Medium Native No OCaml Open source 0.48% 

OMNet++ Medium No MPI/PVM C++ 
Free for 

academic 
1.04% 

OPNet Fine Support Yes C Commercial 2.61% 

QualNet Finer Support 
SMP/ 

beowulf 

Parsec-  

C-based 
Commercial 2.49% 

SWANS Medium - No java Open source 0.3% 

 

Table 9: Network Simulators Comparison 

Table 9 illustrates the network simulator comparison in terms of granularity, 

metropolitan mobility, parallelism, interface, license and popularity is indicated. 
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Granularity of the simulator means the amount of details included in the simulator 

which allows the simulation to be close to the real situation.  
 

Metropolitan mobility is the moving ability for the node in the simulation around 

metropolitan area.   

 

Parallelism is the ability which allows more than one instruction to be able to 

operate in the same program simultaneously. With this aspect, the simulation can 

run faster.   

 

Interface in this case refers to the programming language required in order to 

program and set up the wireless scenario in the simulator.   

 

According to the purposes of this simulation and the information in the Table 9, 

NS-2 should be implemented as the wireless network simulation tool in this thesis 

because of the following reasons: 

 

1. NS-2 provides the best granularity which allows the simulation to be the 

closest to the real implementation when compared with the other 

simulators. 

2. NS-2 is the open source network simulation tool which has the highest 

population. 

3. Although NS-2 does not support parallelism aspect but it does not, 

however, affect seriously with the results. 

4. NS-2 provides all layers in TCP/IP model which will be used in this 

simulation.  

5. NS-2 provides the precise implementation as well as the substantial 

support such as Bluetooth and UWB extensions.  

 

NS-2 is an object oriented simulator usually used to simulate the traffic of 

information over wired and wireless networks. In order to simulate the network, 

NS-2 requires two languages which are C++ and OTcl. C++ is used for creating 

and implementing the detailed protocols. OTcl is used for setting up the 

simulation configuration [46]. Even though the network simulator cannot 

simulate all the aspects of the real network, if properly designed, it is good enough 

to study the traffic between EWC and dispenser in order to study the performance 

of each wireless standard and consider the possibility of using wireless 

communication within aircraft.        

  

In addition to NS-2, MATLAB is another tool to be used in this thesis. MATLAB 

stands for Matrix Laboratory, which is a famous computer language used for 

numerical computation, data analysis and so on. In this thesis, MATLAB will be 

used for calculating and plotting the path loss of three wireless standards as well 

as analyzing the track file obtained from NS-2.        
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7.3 Simulation Scenarios  

In this chapter, we will simulate two wireless scenarios, which are, dispensing 

process and wireless performance simulation. Three wireless standards to be 

simulated in this simulation are Wi-Fi, Bluetooth and UWB. 

 

With respect to Wi-Fi simulation, 802.11b is considered because it is the 

commonly used standard with acceptable bit rate (11 Mbps). For Bluetooth and 

UWB simulation, Bluetooth network module extension from the University of 

Cincinnati (UCBT) [47] and 802.15.4a UWB extension [48] are simulated in this 

thesis respectively.     

 

7.3.1 Dispensing Process Simulation  

According to Saab’s countermeasure systems, once the threat is detected, EWC 

will start exchanging dispensing command messages with dispenser using 

BO-500 link with RS-485 interface until chaff or flare are employed. In this 

thesis, we will focus on Saab’s fighting aircraft which has EWC in the fuselage 

and dispenser on the wings. 

 

With respect to the purposes of the simulation mentioned in 7.1, the whole 

dispensing process delay will be measured in this part. In the simulation, the 

seven command messages in the dispensing process are exchanged between the 

application layer of EWC and the application layer of the dispenser.   

 

 
 

Figure 31: Dispensing Command Messages Exchanging 
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Figure 31 illustrates the exchanging of dispensing command messages between 

the application layer of EWC and dispenser. Firstly, EWC will send status request 

message (2 bytes) to dispenser and dispenser will send transmit status message (3 

bytes) back. After that EWC will send load status request message (2 bytes) and 

receive transmit load message (6 bytes) from the dispenser. Dispense status 

request message (2 bytes) is sent from EWC and then transmit dispense status 

message (4 bytes) is sent back from the dispenser. Finally, dispense command 

message (5 bytes) is transmitted from EWC to the dispenser in order to initiate the 

enclosed dispense sequence [29]. It can be noted that in the real system even one 

message is lost in this process, it must be retransmitted. Moreover, with respect to 

this simulation, 500 dispensing processes will be simulated and the process delay 

will be measured in every process and compared with each other.    
 

Moreover, we start measuring the whole dispensing process time by recording the 

time spent in the dispensing process since the status request message (the first 

message) is sent until the dispense command message (the last message) is 

received at the application layer of the dispenser node. It can be noted that we will 

simulate the dispensing process for 500 processes and the separation of each 

process is 5 seconds.  

 

 

Figure 32: Dispensing Process Simulation 

According to Figure 32, two-way communication between EWC and dispenser is 

established in NS-2. After the dispensing command messages have been 

generated at the application layer, they will pass through the transport layer. UDP 

is implemented in this layer in order to divide payload into the stream of 

datagram. These datagrams will be reassembled again at the transport layer of the 

receiver. This protocol provides the communication more reliable. 
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Network layer will assign IP address of each dispenser or EWC to the dispensing 

command messages and match these assigned IP addresses to each messages 

destination. The network layer of EWC in the new designed system will assign IP 

address of each dispenser to all command messages and match them to each 

dispenser. In other words, the new design system will send the command 

messages directly to the specific dispenser instead of broadcasting them to all of 

dispensers in wired system (in the case of there are more than one dispenser).  

 

Because each wireless standard has its own functionality and protocol depends on 

its data link and physical layer, in this simulation, the data link and physical layers 

of Bluetooth are simulated by NS-2 based on Bluetooth network module called 

UCBT [47].  

 

In the case of 802.11b, NS-2 can simulate data link layer which consists of 

Logical Link Control (LLC) and MAC. NS-2 is also able to implement 

CSMA-CA technique together with setting maximum data rate in physical layer 

to be 2 Mbps.  

 

Even though the data link layer of UWB is not specifically defined, according to 

[48], DCC-MAC is implemented at data link layer of UWB in this simulation. 

DCC stands for dynamic channel coding which is responsible for adjusting the 

interference rate and the channel condition as described in [49]. Moreover, the 

physical layer of UWB in this case will be simulated as Impulse Radio UWB 

(IR-UWB) physical layer or IEEE 802.15.4a. 

 

7.3.2 Wireless Performance Simulation  

The dispensing process has already been described in the previous section and the 

whole process delay is also measured by exchanging the dispensing command 

messages between EWC and dispenser. In this section, we will simulate and 

compare the performance of three wireless standards mentioned earlier in terms 

of goodput, message delay and path loss.       

 

1 Goodput and message delay simulation 

With respect to goodput and message delay simulation, we will simulate one way 

communication in which a transmitter generates 1000 bytes payload with bit rate 

from 1 Kbit/s to 2 Mbits/s instead of the dispensing command messages in the 

previous case and transmits them to a receiver. The simulation process and the 

method to measure goodput and message will be described below.     
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Figure 33: Performance Simulation Process of each Wireless Standard 

Figure 33 illustrates the process of message flow for the goodput and message 

delay simulations using NS-2. Payload is generated at the application layer of the 

transmitter with the rate 1 Kbit/s to 2 Mbits/s. The transmitting payload will pass 

through the lower layer until received at the application layer of the receiver. 

Finally, we will record this received payload which is now called goodput. 

 

It can be noted that the message flow from the transport layer of the transmitter to 

the application layer of the receiver is similar to the dispensing process 

simulation. Namely, UDP is still implemented in the transport layer and the 

network layer provides the direct communication to the receiver. Meanwhile, the 

data link layer and the physical layer are also set based on each wireless standard 

as described in 7.3.1.  

 

With respect to the average message delay measurement in this simulation, since 

the payload has been generated at the application layer of the transmitter, time 

stamps are generated and attached with the message and transmitted together until 

they are received at the application layer of the receiver. In order to measure the 

message delay, we will capture the transmitted timestamps and compare with 

current time when that time stamp is captured. 

 

2. Path loss comparison 

With respect to the general link budget equation described below [50].   

 
                                                                     

 

It can clearly be seen that the receiving ability of the receiver depends on the 
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transmitted power, gain (transmitter and receiver antenna gain) and losses. The 

required transmitted power of each wireless standard is fixed and differentitated 

based on each wireless standard specification. The transmitter and receiver 

antenna gain is assumed to be ideal (0 dB) in this simulation. Therefore, losses 

should be the main parameter to be concerned in order to calculate the received 

power of each wireless standard.            

 

Losses in this case is based on path loss (we assume transmitter loss, receiver loss 

and miscellaneous loss to be 0 dB) which is devided into two categories 

depending on propagation model. In this section, path loss of each wireless 

standard is differentitated depending on the operating frequency, the distance 

between two nodes as well as the propagation model. We will compare the path 

loss of three wireless standards with two different propagation models within the 

range up to 10 meters (roughly distance between EWC and dispenser).      

 

If there is no obstruction, the free space model will be employed, and the path loss 

is determined by using the following equation [50]. 

 

                 (
   

 
) 

 

Where   is wavelength of each wireless standard and   is the distance between 

two nodes. The wavelength can be calculated by        where   is the speed 

of light (         ) and   is the operating frequency. In this part, we set the 

operating frequency to be 2.4, 2.4 and 4.0 GHz [51] for 802.11b, Bluetooth and 

UWB respectively.        

 

With respect to the structure of the aircraft, the wireless signal between EWC and 

the dispenser might be reduced by reflection the surface of the aircraft. Therefore, 

in order to calculate the received power precisely, we also have to consider about 

the path loss caused by the signal reflection which is described using two-ray 

ground reflection model. The path loss equation according to two-ray ground 

reflection model is described below [52].       

 

                                                     

 

Where    and    are the transmitter and receiver antenna heigth respectively. In 

this thesis,    and    are set to be 0.2 meters. 

 

In addition to the reflection effect, there is still loss due to the scattering and 

diffraction of the wireless signal because of the obstructions. The path loss in this 

case can be calculated by ITU-R model as presented below [52].        

 

                                              (  )        

 

Where   is the path loss exponent which is set to be 3.0 and   (  ) is floor 

penetration factor which equals to 15 in this simulation because all nodes are in 
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the same level.  

 

The path loss of three wireless standards with three propagation models will be 

ploted and compared within 0 to 10 meters in order to decide which wireless 

standard is the most suitable to implement in terms of path loss in the 

communication. The results of this calculation will be shown and discussed in 

7.5.2.3. 

7.4 NS-2 Parameters Configuration 

Many parameters in NS-2 should be configured in order to make the simulation 

close to the real situation as much as possible. The main parameters for 

dispensing process as well as goodput and message delay simulation of three 

wireless standards are set according to the following table.  

 

Parameter 
Dispensing process simulation 

Goodput and message delay 

simulation 

802.11b Bluetooth UWB 802.11b Bluetooth UWB 

Number 
of nodes 

2 nodes 

Physical 

layer 

Wireless 
physical 

layer 

Bluetooth 
physical 

layer 

Wireless 

physical 

layer 
/Interference 

Wireless 
physical 

layer 

Bluetooth 
physical 

layer 

Wireless 

physical 

layer 
/Interference 

MAC 

sublayer 
802.11 BNEP IFcontrol 802.11 BNEP IFcontrol 

Transport 

layer 
UDP 

Antenna Omnidirectional antenna 

Propagati

on 
Two-ray ground reflection model 

Distance 
between 

nodes 

10 m 4 and 10 m 

Packet 

size 

Depended on each dispensing message 

(described in 7.3.1) 
1000 bytes 

Duration 2600 seconds 500 seconds 

Traffic 

source 
Application data over UDP CBR 

 

Table 10: Parameters Configuration for NS-2 

 

7.4.1 Physical Layer, MAC Sublayer and Transport Layer 

configuration 

Two nodes are created as EWC and a dispenser with a separation of 4 and 10 

meters away from each other for goodput and message delay simulation as well as 

10 meters for dispensing process simulation.    
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With respect to physical layer and MAC sublayer configuration, NS-2 itself 

provides wireless physical layer and 802.11 MAC sublayer for 802.11b 

simulation. We also define receiver threshold (RxThresh) to be              

Watts. The receiver threshold can be used to consider if the transmitted packet is 

received correctly at the receiver. If the received message signal is stronger than 

RxThresh, the message is received correctly. Otherwise, the MAC sublayer will 

discard it.  Moreover, we set transmitted power to be 0.031622777 Watts, 

channel bandwidth is 11 MHz and operating frequency is 2.4 GHz with 11 

Mbits/s data rate according to [53].   

 

Bluetooth physical layer and Bluetooth Network Encapsulation Protocol (BNEP) 

were set according to Bluetooth simulation based on UCBT.  

 

Furthermore, the physical layer and data link layer of UWB simulation are set to 

be WirelessPhy/InterferencePhy and IFcontrol respectively based on 802.15.4a 

which is the alternative physical layer of 802.15.4 standard based on IR-UWB. 

The operating frequency is set to be 4 GHz according to [51]. The receiver 

threshold and transmitted power were set to be            Watts [54] and 0.1 

mW [55] respectively. It can be noted that we also use Pulse Position Modulation, 

described in [56], with UWB simulation.  

 

Finally, all of three wireless standards in these simulations implement UDP at the 

transport layer. UDP is better than TCP in this situation. Namely, UDP is suitable 

for the application which requires fast transmission such as the dispensing process 

because it does not has the error checking process which also can be done in the 

application layer. Moreover, TCP needs to establish the connection before the 

message can be sent but not in UDP.   

 

7.4.2 Antenna Configuration 

Omnidirectional antenna is supposed to be implemented in both simulations due 

to the benefits of no line of sight transmission and large coverage area compared 

with directional antenna as described in chapter 5.  

 

The omnidirectional antenna in the simulations was set to be an isotropic antenna 

(set the antenna gain equal to 1 Watts). In other words, the isotropic antenna is a 

theoretical antenna which radiates equal power intensity in every direction.     

 

7.4.3 Propagation Model Configuration 

The propagation model to be used in the simulations is considered based on cross 

over distance. Namely, if the distance between the transmitter and the receiver is 

lower than the cross over distance, free space model will be employed in NS-2 

otherwise two-ray ground reflection model will be implemented. Referring to 

[46], the cross over distance is calculated according to the equation. 
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Where    is the transmitting antenna height in meters;    is the receiving 

antenna height in meters and   is wavelength of the received signal in Hz. With 

respect to this simulation, we assume the surface of the aircraft as the ground and 

assume    as well as    to be 0.1 meters from the aircraft surface.     

 

However, there are three types of wireless standard, of which Wi-Fi operates at 

2.4 GHz, Bluetooth operates at 2.4 GHz and UWB operates at 3.1 – 10.6 GHz (4 

GHz for 802.15.4a in this case). Therefore, we will obtain the different values of 

wavelength as shown below. 

 

     
 

 
   

 ∗   

   ∗    = 0.125 m      (for 802.11b and Bluetooth) 

 

    = 
 ∗   

 ∗    = 0.075 m  (for UWB) 

 

Hence, the cross over distance will be 

 

                     
      

 
  = 

  ∗   ∗   

     
 ≈ 1 m. (for 802.11b and 

Bluetooth) 

 
      

 
  = 

  ∗   ∗   

      
 ≈ 1.67 m. (for UWB) 

 

It can clearly be seen that the cross over distance is smaller than the distance 

between the transmitter and the receiver which is 10 meters. Thus, the 

propagation model to be used in this simulation will be the two-ray ground 

reflection model. The two-ray ground reflection model is the propagation model 

that includes multipath transmission consisted of line of sight and the reflected 

signal from the aircraft surface. The two-ray ground reflection model can be 

described by the following equation [46].   

 

    
        

   
 

   
   

Where    is the received power;    is the transmitted power;   ,    and L are 

the transmitting antenna gain, receiving antenna gain and system loss 

respectively.  
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Figure 34: Two-Ray Ground Reflection Model 

The Effect of Multipath Transmission based on Two-Ray Ground Reflection 

Model 

According to two-ray ground reflection model configured in this simulation as 

stated in the Figure 34, the signal from EWC is received at the dispenser from 

different paths. This situation called multipath propagation which is caused by 

the scattering and reflection of the signal from the surface of the aircraft. The 

multipath transmission affects the signal to be changed in amplitude, phase and 

angle which is called fading effect. 

 

In this simulation scenario, two nodes are supposed to be moving simultaneously 

with the aircraft, thus the fading phenomena which mainly affects the 

communication in this case would be based on the static multipath propagation. 

The static multipath propagation commonly causes two forms of fading effect 

such that Rayleigh and Ricean fading. 

 

In the case of omnidirectional antenna implementation, Rayleigh fading is 

considered because the radiated power intensity of the antenna does not include 

the line of sight propagation. The Rayleigh fading is the variation of the signal 

during transmission in the channel according to Rayleigh distribution. The 

Rayleigh distribution can be defined by using Probability Density Function (PDF) 

as stated in [57]. 

 

        {
 

   
(
   

   )
          

                         
  

 

Where r is the signal strength and σ is the standard deviation. It can be noted that 

the Rayleigh distribution is normally used for modeling the signal in the wireless 

communication.   

 

With respect to directional antenna implementation, Ricean fading will be 

considered because the radiation power intensity is focused on one particular 
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direction (line of sight signal). In other words, Ricean fading is considered when 

there is at least one signal that has more signal strength than the others. Ricean 

fading is defined by Ricean distribution which is also presented using PDF [57].  

 

        { 
 

   
 (

     

   )
  (

  

  )                   

                      
      

 

Where   is the maximum is signal strength in the line of sight path and    is the 

Bessel function of the first kind and zero-order. Also, the Ricean distribution 

relates to the Rayleigh distribution by the Ricean factor (K) as shown below. 

 

   
  

   
 

 

If   goes to zero, the Ricean distribution will become Rayleigh distribution.  

 

7.4.4 Channel Configuration 

Because the Bluetooth UCBT extension in NS-2 does not support the channel 

model simulation, the channel in this simulation will be assumed to be the perfect 

channel to get the fair result. The perfect channel refers to the channel in which 

the message can be transmitted without being interfered by the interference or has 

the error probability equal to 0. 

 

7.4.5 Message Flow Configuration 

This part presents the main difference between the dispensing process simulation 

and the goodput and message delay simulation. Namely, for the goodput and 

message delay simulation, constant bit rate source is used for generating the 

payload which will be attached with the transmitting node. The size of each 

payload is 1 Kbytes and we will send these payloads from the transmitting node to 

the receiving node with the rate 1 Kbits/s until 2 Mbits/s within 500 seconds.   

 

With respect to the dispensing process simulation, the message transmission 

process is different from the previous case. In other words, the size of each 

dispensing command message and the priority of transmission are set according 

to the real implemented process in 7.3.1. Also, the duration of the dispensing 

processes is set to be 2600 seconds because we will simulate 500 dispensing 

processes with the separation of 5 seconds between each process.    

7.5 Simulation Results and Discussions 

The simulation of wireless scenarios and the parameters to be used has already 

been discussed in 7.3 and 7.4 respectively. All of the results will be indicated and 

discussed in this section in order to consider the possibility to replace wired 

network with wireless network within a certain situation and also determine 



Chapter 7 – Simulations 

88 

which wireless standards will be the most suitable to be used in this case. 

 

7.5.1 Dispensing Process Simulation Result  

According to 7.3.1, we simulate the dispensing process between EWC and 

dispenser to determine the dispensing process delay by using NS-2. The 

dispensing process delay is the time spent during the seven dispensing command 

messages exchanging between EWC and dispenser. In this simulation, 500 

dispensing processes are simulated and the simulation codes are included in the 

appendix A1. The simulation result will be indicated and discussed below.      

 

 

Figure 35: The Process Delay Comparison of three Wireless Standards  

Figure 35 illustrates the comparison of dispensing process delay of three wireless 

standards up to 500 processes. With respect to 802.11b process delay, it provides 

stable delay approximately 0.009 seconds in every process. 

 

In the case of UWB process delay, it gives the stable process delay as 802.11b but 

it is saturated at approximately 0.076 seconds in every process. 

 

The dispensing process delay result for Bluetooth in this simulation fluctuates 

from approximately 0.02 to 0.25 seconds. The reason is that the Bluetooth data 

rate is low (1 Mbits/s) and its time slot is quite long (625 microseconds) 

comparing with the other standards. If some messages in the same dispensing 

process are transmitted in the different time slot, it causes high process delay. On 

the other hand, when all messages in the same dispensing process are transmitted 

in the same time slot, the process delay will decrease. 
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However, Bluetooth might not be suitable to use when compared with 802.11b 

and UWB because it gives the unstable process delay. UWB and 802.11b provide 

the stable process delay, thus they are suitable to be used in the real situation.     

 

Furthermore, 802.11b provides less process delay than UWB, so 802.11b is the 

most suitable standard to be used according to this simulation in terms of process 

delay. 

 

It can be noted that the result in this case does not depend on the antenna type. 

Although the directional antenna was implemented, the result is supposed to be 

the same. The directional antenna can extend the transmission range by focusing 

the energy in one particular direction but it does not affect with the transmitting 

process including delay. 

 

Also, the multipath fading does not affect with the dispensing process delay in 

this case because two nodes in this simulation are under static condition. In other 

words, when two nodes are moving simultaneously with the same velocity and no 

interference, the wireless link will provide a stable message transmission 

performance [57]. 

 

7.5.2 Wireless Performance Simulation Results 

In 7.3.2, we studied the performance of three wireless standards by simulating and 

measuring goodput, average message delay as well as calculating the path loss. 

The results of each wireless standard performance simulation and calculation will 

be shown and discussed below. The code for goodput as well as message delay 

simulation with the distance equals to 4 and 10 meters are included in Appendix 

A.2.1 and A.2.2 respectively. Moreover, the path loss calculation MATLAB code 

is included in Appendix B. 

 

1. Goodput simulation results 

Goodput, of which the simulation process was described in 7.3.2 is the received 

information rate at the application layer of the receiver. The parameters to be used 

in the NS-2 were set according to Table 10. In this section, the goodput of three 

wireless standards will be measured and plotted together with payload rate up to 

400 Kbits/s within distance equals to 4 and 10 meters. The comparison graph 

between the goodput and the payload rate of three wireless standards will be 

shown in Figure 36 and 37. 
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Figure 36: Goodput Comparison with the Distance Equals to 4 m. 

 

 
 

Figure 37: Goodput Comparison with the Distance Equals to 10 m. 

Figure 36 and Figure 37 illustrate the goodput comparison between three wireless 

standards goodput and payload rate up to 400 Kbits/s within the distance up to 4 

and 10 meters respectively.   

 

All of three wireless standards provide the same goodput in every value of 

payload rate within the distance up to 4 meters. In other words, their goodput 

increase linearly and levelly within 4 meters. However, at the distance equals to 

10 meters, UWB goodput starts saturating at approximately 300 Kbits/s which is 

lower than the previous case. The reduction of UWB goodput due to the increase 

of distance is affected by the path loss attenuation.  
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Moreover, it can be seen that UWB provides the lowest goodput among three 

considered wireless standards and the reason for that is its overhead information. 

The overhead information is the information which is sent together with the 

message in order to direct the transmitted message as well as perform the error 

and congestion control. For instance, the overhead information includes frame 

headers, control messages, and so forth. The large overhead information usually 

occurs in the UWB network due to the present of long acquisition time caused by 

high precision synchronization. Moreover, the high data rate transmission in the 

UWB is not suitable for sending the overhead information which is generally 

transmitted using low data rate [58]. 

 

It can clearly be seen that every standard provides the same performance in terms 

of goodput with the payload rate up to 400 Kbits/s within 4 meters. Nevertheless, 

when the distance equals to 10 meters, the UWB goodput stops increasing, so 

802.11b and Bluetooth provide better performance in terms of goodput than 

UWB.      

 

It can be noted that the result in this simulation can be improved according to the 

directional antenna implementation. Namely, the directional antenna is able to 

decrease the interference which corresponds to the improvement of goodput [59]. 

 

Moreover, the multipath propagation that occurs in the transmission does affect 

the goodput measurement. Namely, Bit Error Rate (BER) is increased according 

to fading effect which causes more packet loss in the communication. Therefore, 

goodput will be decreased. Figure 38 [60] illustrates the example of comparison 

between BER and Signal to Noise Ratio (SNR) of Rayleigh fading and Additive 

White Gaussian Noise (AWGN) which can clearly be seen that Rayleigh fading 

provides higher BER than AWGN.       

 

 
 

Figure 38: BER of Rayleigh Fading 

 

2. Message Delay Comparison Results 

Message delay is the duration time since the application layer of transmitter sends 

a message until the application layer of the receiver gets that message. We 

compare the message delay between three wireless standards in order to find the 
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most suitable standard to be used instead of wired network in terms of time delay 

in each message. The parameters to be used in NS-2 have been described in 7.4. 

The result of the message delay simulation between three wireless standards will 

be shown in the following figures.  

 
 

Figure 39: Message Delay Comparison within 4 m. 

 
 

Figure 40: Message Delay Comparison within 10 m. 

Figure 39 and Figure 40 indicate the message delay comparison between three 

wireless standards with different payload rates up to 140 Kbits/s at 4 and 10 

meters respectively.  

 

802.11b provides the message delay approximately 0.002 seconds in every 
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payload rate in this simulation for both 4 and 10 meters. With respect to UWB 

message delay, 802.15.4a gives the message delay approximately 0.015 and 0.02 

seconds for 4 and 10 meters respectively. Bluetooth provides the highest message 

delay in this simulation which is approximately 0.14 seconds for both 4 and 10 

meters.        

 

It can clearly be seen that Bluetooth provides the highest message delay for all 

payload rate compared with the others. On the other hand, 802.11b provides the 

least message delay in every value of the certain payload rate which is 

approximately 0.001 seconds. Hence, 802.11b gives us the best performance in 

terms of message delay during the low payload rate according to the results.  

 

Moreover, with respect to the result, UWB message delay is affected by the 

distance. In other words, the UWB message delay will slightly increase when the 

distance increases from 4 to 10 meters. Meanwhile, the other standards still give 

the same results.      

 

It can be noted that the antenna type and multipath fading do not affect with the 

message delay result in this simulation as mentioned in 7.5.1.  

 

3. Path loss comparison results 

Path loss is the power density attenuation during the electromagnetic wave 

transmission. The path loss of three wireless standards within 10 meters ware 

calculated and plotted using MATLAB. The results are indicated in the following 

figures. 

 

Figure 41 to Figure 43 illustrate the comparison of path loss calculation between 

802.11b, Bluetooth and UWB within the distance up to 10 meters based on free 

space model, ITU-R and two-ray ground reflection model respectively 

 

 

Figure 41: Path Loss Comparison in the Free Space Model 
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Figure 42: Path Loss Comparison in the Two-Ray Ground Reflection Model 

 

Figure 43: Path Loss Comparison in the ITU-R Model 

It can clearly be seen that UWB gives the highest path loss compared to the others 

in free space and ITU-R model. Meanwhile, 802.11b and Bluetooth provide the 

same value of path loss in all distance and lower than UWB in both propagation 

models. In addition, two-ray ground reflection model provides the same path loss 

in all distance for all wireless standards. 
 

With respect to the results, 802.11b and Bluetooth are the best standard in terms 

of loss in transmission because they give the lowest path loss. However, 802.11b 

and Bluetooth still has tradeoff between low path loss and high transmitted 

power. Namely, 802.11b and Bluetooth use high transmitted power (31.62 and 

1-10 mW respectively) which is easy to detect and interfere the other equipment 

in the same frequency. On the other hand, although UWB gives the highest path 
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loss and may require high sensitivity receiver according to low transmitted power 

(0.1 mW), UWB signal is difficult to detect and does not interfere the other 

equipment. In other words, 802.11b and Bluetooth are the most suitable standards 

to be used in terms of loss in transmission but vulnerable with the security issue.      

It can be noted that the antenna type used in this calculation does not affect 

directly to the path loss. However, if the transmitter uses the same transmitted 

power, the received power at the receiver in the case of directional antenna will be 

stronger due to the performance of high directivity.  
 

In addition to the distance between nodes, the path loss is also affected by 

multipath propagation. Namely, path loss exponent may decrease according to the 

effect of the coherent multipath propagation which causes the error in the 

calculation. The path loss exponent is coefficient used to define the path loss, it is 

different depends on the propagation model. For example, the path loss exponent 

of the ITU-R model is 3, but it might be changed into 2 because of the multipath 

propagation effect [61].     

7.6 Summary 

This chapter presented the dispensing process and performance analysis 

simulation using NS-2 in order to measure the dispensing process delay, goodput 

and message delay. Furthermore, the path losses of three considered wireless 

standards were also calculated and shown in this chapter. According to the results 

described in section 7.5, 802.11b provides the best performances in all 

measurements. However, we cannot conclude that 802.11b is the most suitable 

wireless standard to be used instead of wired network in the communication 

between UWB and the dispenser on the aircraft. We are still required to consider 

the other factors regarding the wireless environments on the aircraft as well.   
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Chapter 8 

Preliminary Design 

8.1 Feasibility of Wireless on the Aircraft 

Since there were very limited numbers of studies directly related to the wireless 

application on the military aircraft, any research associated the wireless 

application on commercial aircraft or other high altitude vehicles shall be used as 

the basic information. 

 

Considering the appropriate situation for applying the wireless sensors onboard, 

some specific scenarios should be aware of. First, the wireless sensors shall not 

generate massive amount of data due to the limited radio spectrum resource. 

Second, the wireless sensor should not be installed in the poor signal propagation 

area. Next, the applications that require very high reliability may not be 

considered since it can be abolished by the strong jamming signal. Furthermore, 

the feasible wireless should be immune from other signals interference and should 

not be easily detectable by unfriend parties. In other words, some significant 

requirements for the wireless links are immunity to any strong interference and 

jamming signal, low intervention to other on-board wireless systems or sensors, 

low detectability by unintentional parties and high data security [62]. 

 

1. Immunity to strong interference or jamming signals 

In order to suppress the jamming signal, code-division multiple access (CDMA) 

scheme is preferred. This is due to the wireless modulation techniques; DSSS or 

FHSS. DSSS scheme attain the suppression by the processing gain from spectrum 

spreading in both narrowband and wideband jamming signals. Though, FHSS 

scheme attain the suppression by using frequency relocation in narrowband battle 

while using higher average power in broadband battle. FHSS will be slightly 

degraded in the broadband case; hence, is harder to implement than DSSS.  

 

2. Interference to the other wireless system 

DSSS scheme produces an unnoticeable interference to the other wireless system 

due to the electromagnetic compatibility requirement of the existing wireless 

system which will protect the disruption from ISM bands. Another reason is the 
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lower power of the signal used in DSSS scheme than the interference level of ISM 

band. 

 

In order to avoid the interference between different wireless links, orthogonal 

codes can be used in CDMA downlink while controlling the number of users and 

their corresponding transmission power can be used in CDMA uplink.  

 

3. Low detectability to unintended parties 

The detectability usually based on two subjects; the communication signals and 

the data symbols in the mentioned signals. The emission levels of both cases are 

very low. Besides, the knowledge of channel parameter, of the training sequence 

as well as of the channel error detection and correction code is needed for the 

unintended parties in order to successfully discover the signals. 

 

8.1.1 Wi-Fi 

From the aforementioned explanation and the studies by [62], IEEE 802.11b is 

claimed to be the better than IEEE 802.15.1 and IEEE 802.11g. IEEE 802.15.1 or 

Bluetooth has the disadvantage of the short effective coverage range and the 

FHSS modulation technique. As for the Wi-Fi standards, IEEE 802.11g can be 

eliminated from the candidate list as a result of OFDM scheme which is 

susceptible to signal interfering. Though IEEE 802.11b is based on DSSS, the 

traffic on the 2.4 GHz radio frequency is much overfilled. It would be brave to 

avoid communicating via the mentioned links where possible. For the 5 GHz ISM 

band, it is divided into channels of 20 MHz channel spacing and is mainly used by 

IEEE 802.11a wireless standard. 

 

8.1.2 Bluetooth 

As mentioned in chapter 3, the main advantage of the Bluetooth is replacing the 

wired connection in the nonsafety-critical control network. It is currently the most 

widely used automotive wireless technology. As one of the studies [63] 

conducted in 2005, the Bluetooth wireless provides enough transmission rates, 

around 1 Mbps, for the control network. Likewise, the Bluetooth communication 

consumes very low power with the acceptable coverage range for personal area 

network (PAN). The use of its medium access control protocol and adaptive 

frequency hopping mechanism support real-time traffic and interference 

avoidance, respectively.  

 

The Bluetooth nodes are distributed in the 7 piconet network, or up to 7 slave 

nodes installed on the aircraft. The sample rough design may look like the one in 

Figure 44. The wireless multidrop access scheme with the point- to-multipoint 

strategy might be used in data communication. The master Bluetooth node 

mounted on the master control unit is used as the communication controller. The 

command messages would be delivered back and forth between the master and 

the slave nodes. The corresponding actions would take place according to each 

specific demand. 
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Figure 44: Bluetooth Nodes Distribution on the Aircraft Structure 

For the disadvantages, the connection setup delay is the main problem of 

Bluetooth’s application. It is the time taken for a connection establishment 

between two Bluetooth devices. Even though there is a low-power states which 

can hold the connection during the standby mode and allow omitting the long 

setup delay process, the interference and the setup delay time can be very 

dangerous for the vehicle’s safety application, such as anti-lock breaking system 

(ABS), electric break force distribution, (EBD), and so on. 

 

8.1.3 UWB 

Replacing UWB wireless technology within the aircraft offers the reduction of 

cable weight and cost. It also contributes more flexibility in layout and more 

reliability in connection while turning, rotating or descending. Furthermore, the 

UWB reduce fading and inter symbol interference (ISI) by using the OFDM 

modulation technique. 

 

OFDM effectively converts a wideband frequency-selective channel to multiple 

flat-fading nonselective channels. The input data are divided into blocks of the 

same size. Each block represents an OFDM symbol. A cyclic prefix, which is 

longer than the impulse response of the channel, is then added to each symbol to 

remove the ISI. However, the delay spreads can be prevented by using a small 

patch of radio absorber. 

 

8.1.4 The Selected Standard 

According to all the aforementioned studies, the comparison and the relevant 

simulation, UWB is the most suitable for using in the countermeasure dispenser 

system due to many aspects. The main characteristic that is the most suitable for 

military aircraft application is the ability to share the frequency spectrum. The 



Chapter 8 – Preliminary Design 

100 

power restriction of UWB limits the system to stay below the noise flow of a 

typical narrowband and allows UWB to coexist with the other radio services 

without, or very low, interference to other communication and surveillance 

systems in the aircraft. Also, because of this low average transmission power, 

UWB systems have an essential resistance to detection and intercept. The UWB 

pulses are time modulated with codes unique to each pair of transmitter and 

receiver. The time modulation of extremely narrow pulses increases more 

security to UWB transmission. High security and low probability of intercept as 

well as detection are critical needs for military operations. 

 

Another reason that UWB is the most appropriate for the EW application is the 

resistance to jamming. High processing gain causes the frequency diversity which 

makes UWB signals resistant to jamming. The reason is that none of the jammer 

is able to jam every frequency at once. If some frequencies in the UWB spectrum 

are jammed, there are still other frequencies that remain untouched. Moreover, 

installing on the aircraft may cause multiple reflections of the transmitted signal 

from various surfaces, mostly metal substances. This can be less sensitive to the 

multipath effect due to the short transmission duration of a UWB pulse. On top of 

everything, the UWB transceiver architecture is simple and cheaper to build. 

Since UWB transmission is carrierless, fewer RF components and low power 

consumption are needed. 

 

Regarding the antenna, UWB antenna provides significant advantages for 

military operations, especially on the military aircraft, in minimizing system 

complexity, size/weight, maintenance/integration time and hence potentially also 

reducing total system cost. UWB antennas also minimize the platform’s visual 

signature and radar signature, or radar cross section (RCS), and thus improve 

mission effectiveness and covertness. UWB antennas could play an increasingly 

prominent role in military applications, such as tactical communications and 

information warfare. 

 

Even though the simulation results did not quite support UWB in throughput and 

goodput aspect, it is understandable due to the different prospect between 802.11b 

and UWB. Wi-Fi is mainly designed for long distance network, while UWB 

focuses only on a short cable substitution. Therefore, it can be concluded that 

UWB is the most appropriate wireless standard, if possible, on the chaff/flare 

dispenser system. 

8.2 Preliminary Design 

In order to design the wireless connection, the wireless channel measurement 

shall be the first priority task to complete. The UWB in-car wireless channel 

measurement might be used as the basic idea or the setup. With the use of 

monopole antenna, Omni-directional patterns, the transceiver emits a short pulse 

MB-OFDM modulated signal. The size of the channel studied in the military 

fighter aircraft shall be around four to ten meters wide, according to the distance 

between the control computer, usually located in the middle of the main console, 
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and the ECM installed position. However, due to the scarce of the resource and 

time, the study of this part had been omitted. The design is based only on the 

theoretical study. 

 

 

 

Figure 45: The Preliminary Design 

Figure 45 illustrates the preliminary design regarding to UWB implementation. 

UWB technology to be used in this case is based on IEEE 802.15.4a with UWB 

physical layer (UWB PHY) [56], [64]. Each layer of the preliminary design will 

be described in the next part. 

 

8.2.1 Application Layer 

The communication between EWC and dispenser begins at the application layer. 

Once the radar detects the threat, the dispensing command messages will be 

created at the application layer. Each dispensing command message has its own 

size as presented in 7.3.1. Moreover, the control message used to control MAC 

sublayer is also generated in this layer.     
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8.2.2 Transport Layer 

The advantages of transport layer in the ad-hoc network are to provide end-to-end 

connection, reliable packet transmission, controlling the traffic flow and 

controlling the congestion. In this thesis, UDP will be used as the transport 

protocol in this layer. UDP allows the message to be transmitted faster without the 

retransmission requirement in the case of dropped packet. UDP is a protocol 

which separates a message into small datagrams. These datagrams will be 

processed independently and transferred to the lower layer. The receiver can 

resemble the datagrams by using their sequence numbers as the reference.  

 

8.2.3 Network Layer 

The network layer provides the functions used for routing the message to the 

destination. The datagrams from the transport layer are received here and 

processed independently. The Internet Protocol (IP) is deployed in this layer in 

order to generate an IP packet.  

 

8.2.4 Data Link Layer 

The main purposes of the data link layer are to convert the message between data 

bits to in the transmitter and receiver. This layer includes many protocols used for 

providing services to the higher layer. These protocols also provide the reliability 

to the physical layer. IEEE 802.15.4a technology has its own data link layer 

specifications. Namely, the data link layer of IEEE 802.15.4a is divided into three 

sublayers including Logical Link Control (LLC) sublayer, Service-Specific 

Convergence Sublayer (SSCS) and MAC sublayer. Moreover, the security 

features including authentication and encryption are also introduced in this layer.         

 

Logical Link Control (LLC) sublayer 

LLC sublayer for the IEEE 802.15.4a is based on IEEE 802.2. LLC sublayer 

locates between the network layer and SSCS. The purpose of this sublayer is to 

provide the functionality for the data transfer and error control.  

 

Service-Specific Convergence Sublayer (SSCS) 

SSCS is responsible for providing the interface between LLC sublayer and MAC 

sublayer.  

 

MAC sublayer  

MAC sublayer usually consists of the mechanism providing the channel access 

service for multiple users. According to [65], the channel access mechanism to be 

used in this scenario should be pure ALOHA. Pure ALOHA provides satisfactory 

throughput over low network traffic loads. Moreover, the coming message will be 

transmitted immediately which is suitable for the situation in this thesis. 
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Security 

UWB technology might be the most suitable standard to be used in this thesis in 

term of security. UWB generally transmits the signal within short distance using 

the short pulse with low power. Furthermore, the spread spectrum technique, 

authentication and encryption method are reliable and modern.  

 

With respect to IEEE 802.15.4a security, AES-CCM is deployed in the data link 

layer. The encryption/authentication engine is required in order to authenticate 

and encrypt the message using the same key. AES-CCM uses CBC-MAC for the 

authentication and AES in counter mode for the encryption. AES-CCM was 

described already in 6.3.3.  

 

8.2.5 Physical Layer 

The physical layer of 802.15.4a is divided into two technologies which are Chirp 

Spread Spectrum (CSS) and UWB physical layer (UWB PHY). In this thesis only 

UWB PHY will be introduced. Reed Solomon encoding/decoding, convolution 

encoding/decoding, spread spectrum, preamble insertion/detection and 

modulation/demodulation are performed in this layer. The message flow of UWB 

PHY is illustrated in the Figure 46 based on [64].    

 

 

Figure 46: UWB PHY signal flow 

Reed Solomon Encoding 

Reed Solomon encoder is a non-binary cyclic error-correcting encoder. The 

encoding symbol is created using the coefficients of a generator polynomial. The 

Reed Solomon code in this case is RS6 (K + 8, K) which adds 48 parity bits to the 

original block. The generator polynomial used for creating the encoding symbol 

is shown below. 

 

      ∏                    

 

   

                           

 

 

http://en.wikipedia.org/wiki/Cyclic_code
http://en.wikipedia.org/wiki/Error-correcting_code
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Single Error Correct, Double Error Detect (SECDED)  

SECDED includes six parity check bits. The SECDED is constructed by a 

hamming block code. It provides the security for the Physical layer Header (PHR) 

against the noise and the channel impairment error. Moreover, a single error is 

corrected and two errors are detected at the receiver using SECDED.  

 

Convolutional Encoding  

Convolutional code is one of the error-correcting codes used for providing the 

reliable for data transfer. The convolutional encoder in this case uses the rate R = 

1/2 with the generator polynomials g0 = [010]2 and g1 = [101]2. The Reed 

Solomon coded block is encoded into a systematic coded block of length 2M + 96 

bits. There are two outputs from the convolutional encoding including the 

convolutional systematic bits and the convolutional parity bits. Consequently, the 

UWB burst position and its pulse polarity are encoded using the convolutional 

systematic bits and the convolutional parity bits respectively.   

 

 
 

Figure 47: Convolutional Encoding 

Spread Spectrum   

The convolutional coded message will be spread using the time-varying spreader 

sequence (        
  and the time-varying burst hopping sequence (    ). Both of 

them are constructed by a Pseudo-Random Binary Sequence (PRBS) scrambler. 

The scrambler consists of Linear Feedback Shift Register (LFSR) with the 

generator polynomial                . It can be noted that D is a single 

chip delay.  

 

Preamble Insertion 

The spread message is then added the Synchronization Header (SHR) preamble 

before PHR. SHR provides the better performance in terms of Automatic Gain 

Control (AGC) setting, timing acquisition, frequency recovery, packet and frame 

synchronization, channel estimation and leading edge signal tracking for ranging.    
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Modulation 

The modulation scheme to be used in this case is BPM-BPSK. The UWB PHY 

transmits the waveform during the k
th

 symbol interval can be expressed as the 

equation below. 

 

              
   

 ∑            
        

   
                    

    

   

 

 

Where k is the number of symbol to be transmitted,    is the burst position,    

is the burst polarity,         
 is the scrambling code from the spreading 

scrambler,    is the burst hopping position from the spreading scrambler and 

     is the transmitted pulse shape.   offers less interference in the case of 

multi-user.         
gives the advantage of the spectral smoothing of the 

transmitted waveform. 

 

Antenna  

According to 5.2.3, the antenna to be used with UWB application on the aircraft 

has to fulfill the requirements below. 

 

 The antenna should be compact and low profile  

 The antenna should provide wide impedance bandwidth 

 The antenna should give the stable performance over the operating 

frequency (3.1 – 10.6 GHz)  

 The radiation pattern should be omnidirectional 

 The antenna should provide good time domain features.  

 

This thesis presented six UWB antennas which can fulfill the above requirements. 

Namely, PICA, printed symmetrical bi-Arm UWB antenna, microstrip line fed 

circular slot antenna, CPW fed circular slot antenna, microstrip line fed elliptical 

slot antenna with and CPW fed elliptical slot antenna. These antennas were 

compared and discussed in terms of gain, size, impedance bandwidth and average 

return loss as stated by Table 5.  

 

The comparison results have been shown that PICA provides the best 

performance in terms of impedance bandwidth and antenna gain. Consequently, 

PICA can transmit the UWB signal further with better signal quality over wider 

impedance bandwidth. Although size of PICA is slightly larger than the others, 

but the better performance in terms of gain and bandwidth impedance allows 

PICA to be the most suitable antenna to be used for UWB transmission.   
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Chapter 9 

Conclusion & Further Study 

9.1 Conclusion 

According to the purpose of this thesis, the wireless technology has been 

considered in order to replace the existing wired network between EWC and 

dispensers. The wireless network provides the advantages of less complex 

system, lower weight and easier aircraft reconfigurable. This will result in lower 

installation and maintenance cost. Three wireless standards including Wi-Fi, 

Bluetooth and UWB were discussed and compared in this thesis. The results have 

shown that UWB is the most suitable wireless standard to be used instead of wired 

network. 

9.2 Further Study 

Actually, there are two existing data bus applied to transfer the dispensing 

command message in the CMDS which are MIL-1553 and RS-485. MIL-1553 

uses for high data rate transmission. On the other hands, RS-485 is the low data 

rate transmission link. This thesis only focuses on the replacement of wireless 

technology instead of low rate transmission physical link or RS-485. As stated by 

9.1, UWB was considered to be used in this thesis, UWB consists of many 

physical layer alternatives supporting both low and high data rate. However, since 

low data rate RS-485 physical link is focused, 802.15.4a UWB PHY for low data 

rate transmission would be considered in this thesis. Still, the high data rate 

physical link MIL-1553 is not considered. Therefore, the high data rate UWB 

PHY, for instance 802.15.3a, is supposed to study in the future.          

 

Furthermore, the wireless channel measurement is the first priority to be 

implemented in order to design the wireless network. Nevertheless, this section is 

based only on the theoretical study because the limitations of resource and time. 

Therefore, the wireless channel measurement in the real environment would be 

another interested further study. 
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Appendix  

Program Codes 

A. Tcl simulation programs 

A.1 Tcl code for dispensing process simulation 

The source codes for the dispensing process simulation for 802.11b, Bluetooth 

and UWB are provided in the following URLs. 

 

https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Dispensing

%20sim/sim_802_11_ewapp.tcl 

 

https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Dispensing

%20sim/sim_bluetooth_ewapp.tcl 

 

https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Dispensing

%20sim/sim_uwb_ewapp.tcl  
 

A.2 Tcl code for wireless performance simulations  

A.2.1 Goodput and message delay with the distance 4 meters  

The source codes for simulating and measuring the goodput and message delay 

within 4 meters for 802.11b, Bluetooth and UWB are provided in the following 

URLs respectively. 

 

https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performanc

e%20sim/sim_802_11_gp4m.tcl 

 
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performanc

e%20sim/sim_bluetooth_gp4m.tcl 

 

https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performanc

e%20sim/sim_uwb_gp4m.tcl 

 

https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Dispensing%20sim/sim_802_11_ewapp.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Dispensing%20sim/sim_802_11_ewapp.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Dispensing%20sim/sim_bluetooth_ewapp.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Dispensing%20sim/sim_bluetooth_ewapp.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Dispensing%20sim/sim_uwb_ewapp.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Dispensing%20sim/sim_uwb_ewapp.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performance%20sim/sim_802_11_gp4m.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performance%20sim/sim_802_11_gp4m.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performance%20sim/sim_bluetooth_gp4m.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performance%20sim/sim_bluetooth_gp4m.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performance%20sim/sim_uwb_gp4m.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performance%20sim/sim_uwb_gp4m.tcl
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A.2.2 Goodput and message delay with the distance 10 meters   

The source codes for simulating and measuring the goodput and message delay 

within 10 meters for 802.11b, Bluetooth and UWB are provided in the following 

URLs respectively. 

 

https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performanc

e%20sim/sim_802_11_gp10m.tcl 

 
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performanc

e%20sim/sim_bluetooth_gp10m.tcl 

 

https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performanc

e%20sim/sim_uwb_gp10m.tcl 

B. MATLAB code for path loss calculation 

The source code for calculating the path loss of three wireless standards within 10 

is provided in the following URLs. 

 

https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Path_loss_c

alculation. 

 

 

 

 

 

 

https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performance%20sim/sim_802_11_gp10m.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performance%20sim/sim_802_11_gp10m.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performance%20sim/sim_bluetooth_gp10m.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performance%20sim/sim_bluetooth_gp10m.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performance%20sim/sim_uwb_gp10m.tcl
https://code.google.com/p/master-thesis-rawin/source/browse/trunk/Performance%20sim/sim_uwb_gp10m.tcl
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