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Artificial Intelligence and National Security

Summary
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Introduction

Ar t i finitceilalli giesn cac r(aApli)d 1 yt egcrhopvohlmogg f s ekdpofiring the
of commawe,s aderfse ns e, ipnohhekl ¢l yeacntdu ailnstoenrpnesaatiifoknea I
agvidenced by a numbBner] uvolfy ,t2¢0e e Rt0ili7/e 8 €1 OV ee N me n
rel eased a sitprdaatheagkyb ed elteaaidl iibhags Al t hgn2 6 0. mont hs
VlIadimir PutinRuuvblimmlte nantoumpasd atfiWpetveechnol o
becomes the | earduelre itnlfSti hwmiiosk dfidil2yh d ithieh IU. B3e f ens e
Strategy, released in January 2018, identified a
t hat“wshte [t hewillnli tbeed aSbtlaet etso] fi ght® and win the

Thd&JSmilitary 1s imlgreAddyp yistteeangr @a nt o combat via a
Project WMhivdh wd gowoii destuitfge géets in?Theaq and Syt
dynasmasevquebt h@asgaddse heagldmmi ngnd0:2D 18

What tmipksAtloafayppl ipatiiommadawhat Ilidibe,i mfouaad?
Whautni gdeant ages and vul ner abfiolri td?désevncswémlel wAIt h e
change warfare, ahdvwewhon thmf lamelecSvoamphel tli tiar s ?
Cmgress hasovae rnduingblgetert aonfg 1teogoilssl aatiiiaviel mby euse t o
influbacenhe wehese gqhatphteit bdneswealnodpfmteAnld hnol ogy

AlTer mi nahdgPBaclklground

Al most all aicm damt icf is daicaklincoislheadtgl nge coemmonl y acce
de fini teixoi,ns tiosb epAdaruttshe dafver se appimacdches fieldesear
Likewilgd¢dPagthi o h hF2Y3280 109f Watfiems ] Aut 6 NDAARt i on Act
directsettdrey Seft De fdeenfsien ittoi opnr codfu caer tai fi cial 1 nt el
20 Jn9% o fUf. i§coivaelr d mé nhi tye o nifdie AFY2019 NDAA does,
however, provfi dhel d4flode HiieciptRBBm o® f

1. Any artificial system that performs tasks under varying and unpredictable
circumstances without significant human oversight, or that can learn from experience
and improve performance when exposed to data sets.

2. An atrtificial system developed in computer software, physical hardware, or other
context that solves tasks requiring hunlikie perception, cognition, planning,
learning, communication, or physical action.

1 This report was originally written by Daniel S. Hoadley, U.S. Air Force Fellow. It has been updated by Kelley M.
Sayler, Analyst in Advanced Technology and Global Security.

2China State Council, “A NeRdevGleapmarntti obhl AAnt’l fliwlipgpl2dnnt2d 1l
America, https://www.newamerica.ordgdécumentd/959franslationfulltext-8.1.17.pdfa nd Tom Si monite, “For
Supe powers, Artificial TIntel |WirgdAugust8, ROi&ttps/whiewired@md b al Ar ms R

storyfor-superpowerstrtificial-intelligencefuels-newglobatarmsrace

3 Department of Defens§ummary of the 2018 National Defense Stratpdd;https://dod.defense.gd¥ortalst/
Documentgdubs2018NationatDefenseStrategySummary.pdf

“Marcus Weisgerber, “The Pentagon’s New Al gd®efanseh mi ¢ War fare
One May 14, 2017http://www.defenseone.cotethnology?201705/hentagonsiew-algorithmicwarfarecell-getsits-
first-missiorhuntisis/137833/

5 For a general overview of Al, s&RS InFocus IF10608Dverview of Artificial Intelligenceby Laurie A. Harris
6P.L. 115232 Section 2Division A, Title 11, §238.
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3. An artificial system designed to think or act like a human,uiiclg cognitive
architectures and neural networks.

4. A set of techniques, including machine learning that is designed to approximate a
cognitive task.

5. An artificial system designed to act rationally, including an intelligent software agent
or embodied robahat achieves goalssing perception, planning, reasoning, learning,
communicating, decisiemaking, and acting.

This definitmaomy eonfc otmhpea @B &ecbbbrljopwwh omls d mmmar i zes
var iAdduesf 1 niint iaocnasd e mi. ¢ 1 1 teratur

Thei el d of Al trlkees eladbcthts baeng aenx pildols ¢ gan odr omnh ér 261
due to the conver gelncpemdalftthse:h a v & i“bingd b a vthage edsE,v ¢
(2i)mprovements tapmaohicthdnlceaemwmmpgter processing
powlthi s growth hawofad®NaamroewdeAfl darlsgdotirai tiech ms t hat ad
specific prgoatepleany seg ., idlank,gonaiwd ghlglnrocheint Al

sys tfehnhsi nt o t he NathrowmoAlt @ateccogdNawm.t oavp Al 0 a s h ma ¢ h
le ar nwihnige,h involves statistical algorithms that r
the own procedures throughDumiahgstBhe ofirhdecamigr g
compatysetematesownisttiaeaadcmomplli sh t he i i
has not previ.ously encountered

e
h

Expegrtnseagthy th will be many decddeeGempfraarle t he
Al , wlifedryss tteoms caplabvel of nthaalmhingence %9 cross a b
Nevertheless, theNarrapiwesAdd sthikan d eianeveetsytveintlonfs .

vent ur e icnavpeisthailaigstf bmaltiehdo nt ¢ s 2@ b & b%Cidnmi 1 ar 1 y,
DODBuncl asavtsthhmivee gr ogws tFo@mnt i no®¥ Y2016 to
$927 milli,onwiitnh FtYRe) 2IDe pnaari inheemwg rr e6p0ddr taecdliw e Al
projects

Al hasumbar qaf chehmaxytiecmpoettianst teccovschdot oxgs et
enteriohel nae¢ FurmAslitysk arpmtacntnt lgarcadosibe a variety
applidantpiroowsi c glTlmd esmet’i ofwHhehgdisparate devic
net worketdotopgetit mer PAKerwlimr Kedd e y;LUthiGeg afzda mmeder o

“Tbid. For a c¢critique of this definition, see Defense Innoyv
Ethical Use of Atrtificial Intelligence by the Department of DefenSeu p por t i ng Document- ” November
10, https://media.defense.gov/2019/0ct/31/20022044%9/

1/0/DIB_AI_PRINCIPLES_SUPPORTING_DOCUMENT.PDFhe DIB instead defines artificial inteltign c e a s “ a

variety of information processing techniques and technologies used to performogigo@d task and the means to

reason in pursuit of that task.?”

8 Executive Office of the President, National Science and Technology Council, Committee on Tecl?relpasing
for the Future of Artificial IntelligenceOctober 12, 2016, p. Bitps://obamawhitehouse.archives.gitestefault/
filesiwhitehouse_fileshicrositesdstpNSTChreparing_for_the_future_of_ai.pdf

9 Ibid., pp. 79.
PDeloitte, “dmeca* eHaw dhwntbailes are pursuing an Al advant ag
https://wwwz2.deloitte.com/us/en/insights/focus/cognii@ehnologies/ainvestmentby-country.html

11 See GoviniDepartment of Defense Artificial Intelligence, Big Data, and Cloud Taxonbegember 3, 2017, p. 9;
Office of the Under Secretary of Defense (Comptroller)/Chief Financial Offiefense Budget Overview: United
States Departmerf Defense Fiscal Year 2020 Budget Requdatch 2019, p. 9; and Brendan McCord, Eye on Al,
August 28, 2019, transcript available at
https://saticl.squarespace.com/static/5b75ac0285ede1b470f58ae2/t/5d6aa8edb91b0c0001c7.a05f/1567

2S e e St e v WhaRiathedod? Everything you need to know about the Internet of Things right how
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o b jseRaatt h & e
As naexpert
there wild]l

al gorithm
in t“We
be an
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Al Concepts

Table 1.Taxonomy of Historical Al Definitions

Systems That Think Like Humans

"7TKH DXWRPDWLRQ R astoEiatelwitih W
human thinking, activities such as decision making,
problem solving, and learning

3 Bellman, 1978

Systems That Think Rationally

"7TKH VWXG\ RI FRPSXWDWLRQV
perceive, reason, and agt

3 Winston, 1992

Systems That Act Like Humans

"7TKH DUW RI FUHDWLQJ PDFKL(
that require intelligence when performed by people

3 Kurzweil, 1990

Systems That Act Rationally

"7TKH EUDQFK RI FRPSXWHU VFL
with the automation of intelligent behaviqu

3 Luger and Stubblefield, 1993

6 HOHMRWHGL WWIR OV e

typically in structurecand XQ FKDQJLQJ H

making 47

that, once activated, can select and engage

pom sa fbflige v @ad n Mde Bt

1 Automat ed systems. ‘A physicabystemthat functiors with no (or limited) human operator involvement,

set of actions thatt has been designed to accomplishypically these arevell-definedtasks that have
predetermined responses according to simptgipted or rulebasedprescriptions |46

1 Autonomy . The condition or quality of being sefbvernng in order to achieve an assigl task based on
WKH V\VWHP:-V RZQ VLWXDWLRQDO DZDUHQHVV

1  AutonomousWeapon Systengaka Lethal Autonomous Weapon System, LAW8)weapon system

docume

QYLURQPHQWY DQG WK khe$p&tiicH K

LQWHJUDWHG

targets without further intervention by a human op®rat

ZDNet.com, August 21, 2018itps://www.zdnet.comatticlevhatis-the-internetof-thingseverythingyou-needto-

know-aboutthe-iot-right-now/.
BKevin Kelly,

https://www.wired.con2014A0future-of-artificial-intelligence
14 Greg Allen and Taniel Chadvtificial Intelligence and National Securijtelfer Center for Science and

International Affairs, July 2017, p. 47.

1 n

“Th eT hTahtr eHea vRer eFai kntahl rl oyu gUhnWireda Getoberd27, 2014, o n

be

t he

15 Steve Mills, Presentation at the Global Security Forum, Center for Strategic and International Studies, Washington,

DC, November 7, 2017.

16 Andrew llachinski,Al, Robots, and Swarms, Issues, Questions, and Recommended Setiesfor Naval

Analysis, January 2017, p. 6.
17 Department of Defensdpint Concept for Robotic and

Autonomous Syst€tober 19, 2016, p.-8.

18 Department of Defens®irective 3000.09, Autonomy in Weapon Systéts://www.esd.whs.miPortalsb4/

DocumentddD/issuance€¥0ODd/300009p.pdf
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T HumanSXSHUYLVHG $XWRQRPRXV :HDSRQ 6\VWH P thatiQdd3ign&dRa@
provide human operators with the ability to intervene and terminate engagements, including in the
Rl D ZHDSRQ V\VWHP IDLOXUH EHIRUH X©DFFHSWDEOH OH

1 SemiAutonomous Weapon SystemA weapon system that, oncctivated, is intended to only engage
individual targets or specific target groups that have been selected by a human opgtator.

1 Robot. ‘A powered machine capable of executing a set of actions by direct human control, computer
control, or a combination éboth. At a minimum it is comprised of a platform, software, and a power
source.3!

Understandingtte relationships between these terroan be challengings they may be usddterchangeably in
the literature and definitionsften conflict with one anothe For example, @me studiedelineatebetween
automaed system&nd autonomous systemsE DVHG RQ WKH V\V, &glhgthat &ipRdaddd fisteins
are strictly rulebasedwhile autonomous systems exhibit artificial intelliger8@me including theDepartmentof
Defense categorizeDXWRQRPRXV ZHDSRQ V\VWHPYV E DxityGbud mRthiér Bnthew)pe-bf
functionbeing execwgd without human intervention (e.garget selectiorandengagemeng? Still othersdescribe
Al as a means @&utomating cognitive tasksjth robotics automating physical taskehis framework however,
may not be sufficient to describe how Alsemsfunction, asuchsystemsdo not merely replicae human
cognitive functions and oftggroduceunanticipatedutputs. In addition, a robot may be automated or
autonomous and may or rgaiot contain an Al algorithnFgure 1 illustrates these relationshipbased on the
aboveselecteddefinitionsof each term

Figure 1.Relationships of Selected Al Definitions

-

Automated
4

.

Artificial
Intelligence

i

Source: CRS.

19 |bid.
20 |bid.
21 Department of Defensdpint Concept for Robotic and Autonomous Systen&:-3.

22 See Paul Scharre and Michael C. Horowdtm,Introduction to Autonomy in Weapon Systebenter for a New
American Security, February 2015, pp7 6
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I ssues for Congress

A numbembefi sMohuau@amnfl ceds 8 enti il iAlIPanyi ng t he opening
comments to a Janwuary 2018 heawrcoimngi tbteefeoroen t he Hc
Emer gi ngt ileh rsewmlt s g nenmi 1t 1t edte a ficohm i a 1 7 tl perveesl e revfef oar t
technologi ddle]l adFpd mdalp. 8ther et ar yR cobf WoDtekf eanrsgeu e d

in a Novembert hZalfbe7d e rmatle rgva wewr n me n & s mtelsed 8 tt o addr
highe levels, fuhitheirs snattingmdthing?dthlkeePentagor
analysts have called for a national -Al strategy
government i nictuitatiinge sPnavred tareand s .

In the meantime, DOD has publicahediamgclbats miiie¢d
direch@N pwi doaheeF¥2ad19 NDAA, including

T establishing a Joint(JAAItGWiwiclchadr d nn et ¢ i gence
the effopastméntheoDdevel op, mature, and tra
intelligence techn8®Pogies into operational u.

T publ ias hsitnrgat e gi ¢ r oadmap f pars Awle ldle vaesl opment a
gui datflfacpeproonpr i ate ethical, legeaht and other p
governing the development and use of artific
techgbpés in opetitdatnidonal situations

T estabhi Naingnal Security Commiososnidouncton Ar t i f-
a commmsadlve asses srieeernvta ndaf Ahi tipccehmiollpw gi es and
recommendations for stré&ngthening U.S. compe:"

These initiatives will presentgraesmumber of over s

23U.S. Congresdilouse of Representatives Committee on Armed Sen&gssommittee on Emerging Threats and
CapabilitiesHearingon& KLQD YV 3XUVXLW R (P H13UC0Qg),2T BeBK,JarRi@yR) 248/ transcript
available ahttp://www.cq.comdockongressionaltranscripg2447932; remarks by Rep. Joe Wilson

2Colin Clark, “Our Artificial IntelligencBreakiputni k Mo men't
DefenseNovember 1, 207, https://breakingdefense.cod@171 1/our-artificial-intelligencesputnikmomentis-now-
eric-schmidtbob-work/.

%] ack ColUS Negdsa National Strategy for Artificial Intelligence, Lawmakers and ExpectsCBsgnse
One July 14, 2018https://www.defenseone.cotathnology?201807/us-needsnationatstrategyartificial-intelligence
lawmakersand-expertssay/149644/

%Sydney J. FReertagahtRells Qut MajorrCyber, Al Strategies This SumnBeaking Defensgluly 17,
2018, https://breakingdefense.cod®1807 pentagorrolls-outmajorcyberai-strategieshis-summer/ andP.L. 115
232 Section 2Division A, Title X, 81051.

27p.L. 115232 Section 2Division A, Title Il, §238.In support of this mandate, the Defense Innovation Board, an

independent federal advisory committee to the Secretary of Defense, has drafted recommendations for the ethical use of
artificial intelligence. Se eRaanfmendationsoh thenkthical Use of Artifiial a r d, “ Al
Intelligence by the Depar thipsHmediaodéfenSegdvGDMB1/2002204458b/-b er 31, 20
1/0/DIB_AI_PRINCIPLES_PRIMARY_DOCUMENT.PDF

28|pid. andP.L. 115232 Section 2, Division A, Title X, §1051. The Com
challenges and opportunities of militarily relevant Al technologies, is available at
https://drive.google.com/file/d/1530rxnuGEjsUvIxXWsFY auslwNeCEkvUb/vikwdentifies five key lines of effort

for U.S. Al competitiveness: (1) investing in research and development, (2) applying Al to national security missions,

(3) training andecruiting Al talent, (4) protecting and building upon U.S. technology advantages, and (5) marshalling

global AI cooperation. The commission’s final report, whiec
lines of effort, will be available in Oaber 2020.
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In addotngowamsenmager the adefqwmdiyn o Al cwelrse nftorDOD
LieutenamthSiWenathhdehy dctor, ofdehei FAEG€ funding as
future progress, and a 204§7 attheapto rftu nbdyi ntgh ei sArimys uS
for the sedvsceptchnpil o@Atet hiokigg hAIDOD Haisnding for
increa2a®d8onol wlekRIsC $§1. 75 -ybeialrl ibound Beifxean d t he
Advanced Resear’sthDARR®DY 2 chtis]l Aig@m ciywm lvéewset ne2nt 1 n
progrsamme e x parrguseaddatvhetbiOdinunding will be required
with U.S. aodmpveivnmowat fiom mndielfiitca®®y technology.
Critics of increased federal funding contend t ha
be required, as |l thkerraegsienagracrhy asnhdo udledv ebleo p ment ( R&
the commercial sector. The 170 % MasttiasbwaitshSecur it
strategic partnerships to align private sector [
appl itaantdi otneswar d gover fdtmekie raigscknsc iaersd trhapi dly f i
commer cial ™tlenc handodlho¢giiGefs,. of Manage menDODRnd Budget
prepat s n2gbYdg &teetko t o rapidly field innovative t
sector, where possible, that arenvastildimygasdalputbad
in pa’Somnelexperts in the naariguheal §¢cwouldlyd aomm
responsible use of taxpayer money to duplicate e
sector when companies take product=h™th8 rof t he v
contend that a number of barriers stand in the v
DOD, and that reforming aspects of *Tthesdefense a
issues are discussed t¥n more detail later in thi

One impediment to accurately evalualtomeg Alndin
Pr oghlaemme nitn ([PED f u nAlsi nag rteasbullets,. Al RKREDeagdgpropri a
throughout generally tit]l edarPgEesr asnydhhienmesor por at e c
components . i FrYh2e0xla9mpNlaet,i onal De fAdfnusned iAmg hiosr i z a t
spread througheutHitghe PREf ofanmnce Computing Moder

h
g

P®Justin Doubleday, “Project Maven Ai ms Inside Défangelanudryu c e Al t o o
5, 2018 https://insidedefense.comside-armyfprojectmavenaimsintroduceai-tools-servicesintel-systemsand
Jason Sherman, “ASB: S&T Funding InadequalnsideDetensS upport ° Bi

December 15, 201 https://insidedefense.comsidearmyasbst-fundinginadequatesupportbig-betsdisruptive
technologies

30«DARPA Announces $2 Billion Campaign to Develdpxt Wave of Al Technologies” DARP A, September 7,
2018, https://www.darpa.mifiewsevents201809-07; and Elsa B. Kanid‘Battlefield Singularity: Artificial

Intelligence, Military Revolutona nd China’s Fut'urCe nMielri fory aP Nwewr  Amer i can Se.
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https://www.darpa.millewsevents2017-08-04.

"See, f orGeaeatingActionable tUnderstanding of Ré&rid Phenomenawith Al DARPA, January 4,
2019, https://www.darpa.millewsevents2019-01-04.

78 CRS Report R44940ssues in Autonomous Vehicle DeploymbwtBill Canis pp. 23.

®David B&AieFprce‘Sehds RoboticF6s i nt o MdhelNatiGhal nterestMay’16, 2017,
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8®Mark Pomerlau, “Loyal Wingman Program Seeks to Realize Be:
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Robotics and Autonomous Systems (RAS) and Atrtificial Intelligence (Al): Considerations for Cangneisated by
Andrew Feickert

2Kristin Houser, “pPdnisaRemot€ oetsr olLh¢dsRoBetw with a Machine G
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Swarm Characteristics 90
1 Autonomous (nt under centralized control)

1 Capable of sensing their local environment and othe
nearbyswarm participants

1 Able to communtate locally with others in the swarni
1 Able to cooperate to perform a given task
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85 hid.
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8Mary-Ann Russon, “Google Robot Army and Military Drone Swarnn
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83ydney J. Freedberg Jr., “S waBreaking2Defenfdhecembes 14y2016, Robot i ¢ Hi v
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Defense Announces Successful Mi@one Demonstratian” Depart ment of Defens e, January
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90 lachinski, p. 108.
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91 For a full explanation of the requirements of DOD Directive 3000.09C&® In Focus IF1115@efense Primer:

U.S. Policy on Lethal Autonomous Weapon Systeynkelley M. Sayler

92 Department of Defens®irective 3000.09, Autonomy in Weapon Systems

93 |bid.

94U.S. Congress, Senate Committee on Armed Servitazming to Consider the Nomination of General Paul J. Selva,

USAF, for Reappointment to the Grade of General and Reappoihtmbe Vice Chairman of the Joint Chiefs of Staff
115" Cong., 1%t sess. July 18, 201 {Washingon, DC: GPO, 2017

95 |bid. For a full discussion of LAWS, s&RS Report R4446@.ethal Autonomous Weap&ystems: Issues for
Congresshy Nathan J. Lucas
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97 William H. McNeill, The Pursuit of Powe{Chicago: The University of Chicago Press, 1982), pp-3&8 In this

history of technologywarfare, and international competition, McNeill discusses government mobilization of the
science and engineering community. The effort started in WWII with the creation of large research and development
organizations dedicated to creating wanning tetcinology. The government continued to invest large amounts of
money into research and development during the Cold War, as technological superiority was perceived as a key

measure of mnational strength. Mc Ne initslcompetition with the Sovietse ul t i ma t
boiled down to finding out which contestant could develop superior skilgery field of human endeavor..hi¥
would guarantee prosperity at home and s e cisteditaspmeabr oad. ” T

extent in the wake of the Cold War.

98 Alex Roland with Philip ShimarStrategic ComputingDARPA and the Quest for Machine Intelligent8831993
(Cambridge, Massachusetts: The MIT Press, 2002), p. 1 and p. 285.

99 For example, the foundational research that eventually led to the creation of Google was funded by a National
Science Foundat i ©ntheQrigins of Gooddea’v iNda t Haornta,] “Science Foundation,
https://www.nsf.gowdiscoveriesdisc_summ.jspéhtn_id=100660

100 Dr, Ed Felten, Comments at the Global Security Forum, Center for Strategic and International Studies, Washington,
DC, November 7, 2017.

101 CRS h Focus IF10658\utonomous Vehicles: Emerging Policy IssussBill Canis
102Based on CRS discussions with Dai H. Kim, AssociateDirector forAdvanced ComputingOffice of the

Congressional Research Service 16



Artificial Intelligence and National Security

Process

Standing DOGDnptaoadesnges hose related to standards
acquisitions, and intepprlhecsttwmdal apoophert yhandedagta
i nt e gorfa tmiolni tafrtye nAl c¢ci vilian amd dmipleirtfaoreymasntcaen d a 1
tnhoetr a |l d mepetals iolry t Afaanislfuerrea brlaet ¢ deemed acceptat
plication may drc owelid cmavti o comlmetwfi clew lver s a

did imarceesnesatrucdhy dtomuitl purdeedAIE ¢ a bl ewi Imlo dle e
acerbaeampliexnenvironments, Cohlacttihedg, fohnd:c
ctors meyhemrriadc¢mothttranhbh€es of commercially dev
echnoDOGRyY to

DODnay needi ticoguaidsprubstctte@sc ofvoma pi dl yt eovhbd ol agi e s
suc AI™™A201hternal pstoufdoyputnhdititat kheas a v e9r la gneotnotfh s

mo vier ¢ mme initial An,dlyYsdind ngf t Afled v reay a5 yir setameserm t
Initial Oper¥*inowaoahtCapabi ciotmmercial companies
devel opment process for soft wasiiixos mon¢lms . 1 i ke Al
GovernmemtuntOf B if IGiAt®yY udy i 68 uteh is wUrSweoymemde r lc2i a |
companieeoes whnothopo DODbwumidnadd Wwi2t ki ted the comj
defense acquissiatiran ipread®i Hor their

As a first st,DOMans acdrder acts esal vhagn ut‘@hsm wfdcady uoif¥ i t i on s
incl udSitnrga ttehgei ¢ Ca, p at bhiel iDteif eesn s Qaf ffldncnRar waj teinct n Mdmvie tn,,
or dearc cted eax g wi st ihteiaonsdst r te iacomd nhi binererpsr coreesPsrso j e ¢ t
Mavenfor wasa mpd tdaanb lAipsr;ibeyd DO d ¥ Imd e tr efaine Iwdaisn g a
commer ci alplryo tadclsqyupicir e mdc d%fAblatth.e o mh anal ysts argue t
t chsaerper o midseivred o,p nrernittsi cs point outplithilkeddateedeseuldepar
achieved byaPr mjmald @ mfdalwemme nt more compi®ehensive

- hO0o » ®» o -
O X oo =B

Commercial technology companies arecoahsoroften
aboiuntt e 1 1 e ¢ tamadl dpmrt'@pser riafgnhctoista I i nt e rGA Q@ weedp ofrotr ocan 2
broader challenges in military “4c¢cfelTobfi obdns not e
commercial technd®IODg yi sc opmpt at ni inegs ¢i nocer tecaosnepda npireess st o

Assistant Secretaryf @efense for Remarch and Engineering, Octoler2017.
103 Allen and Chan, pp.-8.

104|achinski, pp. 19a191.

1051hid, p. 189.

pefense Science Board, “Design and Acquisition of Softwar
https:/iwww.acq.osd.mitlsbfeports2010sDSB_SWA_Report_FINALdelivered21-2018.pdf

107Y.S. Government Accountability Officilitary Acquisitions,DOD is Taking Step to Address &llenges Faced

by Certain Companie$sAO-17-644, July 20, 2017, p. 9. Other rationales cited include unstable budget environment,
lengthy contracting timeline, governmesyecific contract terms and conditions, and inexperienced DOD contracting
workforce.

Marcus Weisgerber, “The Pentagon’s New BefanseOneci al Intelli
December 21, 201 http://www.defenseone.cotethnology201742pentagonsew-artificial-intelligencealready
huntingterroristsli44742/

109|jachinski, p. 190.

110y.S. Government Accountability Officsilitary Acquisitions,DOD is Taking Step® AddresChallenges Faced
by Certain Companies
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Loren Delonge Schul man, Al exandra Sander, and Madeline Ch

Washington and Silicon Valley: Clearing the Path to Improv
July 19, 2017, p4, https://s3.amazonaws.com/files.chas.org/documents/C@RNAS-Rocky-RelationshipBetween
Washirgton-And-Silicon-Valley.pdf?mtime=20170719145206

1201pid., pp. 47.
121 Allen and Chan, p. 52.

122 Daisuke Wakabayashi and Scott Sha@oogle Will Not Renew Pentagon Contract That Upset Employ#iesy
York TimesJune 1, 201&ttps://www.nytimes.con201806/01technologygoogle pentagorprojectmaven.html

125Ni t a s h AmdEdr kdeff Bezos Says Tech Companies Should Witk the Pentagagn Wired, Octder 15,
2018, https://www.wired.constoryamazongeff-bezossaystech-companieshouldwork-with-the-pentagon/

124 CRS discussion with Maj Colin Carroll.

2Ppatrick Tucker, “What the @ObfensesOnebepterhberB,i201¢,ct or Wants fr om
http://www.defenseone.cdtechnology?201709/ciatechnologydirectorartificial-intelligence1 40801/

126 CRS discussion with Paul Scharre, Center for a New American Security, September 28, 2017.
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