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Abstract

In this review, we describe key components of a computational infrastructure for a precision medicine program that is
based on clinical-grade genomic sequencing. Specific aspects covered in this review include software components and
hardware infrastructure, reporting, integration into Electronic Health Records for routine clinical use and regulatory aspects.
We emphasize informatics components related to reproducibility and reliability in genomic testing, regulatory compliance,
traceability and documentation of processes, integration into clinical workflows, privacy requirements, prioritization and
interpretation of results to report based on clinical needs, rapidly evolving knowledge base of genomic alterations and clin-
ical treatments and return of results in a timely and predictable fashion. We also seek to differentiate between the use of
precision medicine in germline and cancer.
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Introduction

Precision medicine involves using detailed, patient-specific
molecular information to diagnose and categorize disease, then
guide treatment to improve clinical outcome [1]. In precision
medicine, it is assumed that the underlying molecular causes of
disease are at least partly specific to each patient—that is, each
patient has a unique set of molecular alterations that are re-
sponsible for their disease condition. Identifying these molecu-
lar alterations helps identify the best treatment for each
individual, thus effectively tailoring and customizing treatment
for each individual. In some diseases, precision medicine relies
on molecular biomarkers, that is, molecular events that are cor-
related with treatment response and clinical outcome but not
necessarily causal for the disease [2].

The concept of precision medicine is appealing because
there are a growing number of drugs whose efficacy is tied to
the presence of one or more molecular alterations. This is espe-
cially true in oncology with Food and Drug Administration
(FDA)-approved drugs targeting mutated genes such as crizoti-
nib targeting anaplastic lymphoma kinase rearranged lung can-
cer [3], gefitinib/erlotinib for epidermal growth factor receptor
(EGFR) exon 19 deletions [4], Herceptin for HER-2 amplified or
over-expressing breast tumors [5] and many others. What

makes precision medicine even more compelling is the realiza-
tion that targetable mutations are unexpectedly observed in
certain diseases, albeit at low frequencies. For example, BRAF
V600E mutations are frequently found in melanoma but also
found at a lower frequency in lung adenocarcinoma [6]. When
such actionable mutations unexpectedly occur, off-label
prescription of the drug targeting the alteration is possible and
clinical responses have been observed. For example, BRAF
V600E-mutated lung adenocarcinomas have been observed to
respond to vemurafenib [7]. In the non-oncology area, the use of
approaches that broadly interrogate the genome is especially
compelling for rare diseases with unknown molecular causes.
For example, a recent study showed that 24% of patients with
undiagnosed genetic disease could be diagnosed using genomic
sequencing [8].

At present, most precision medicine programs rely on high-
throughput sequencing (or more commonly next-generation
sequencing—NGS) to examine DNA from patient samples. Such
analyses range from highly focused to specific regions (a few
genes are sequenced), to whole-exome (all genes are sequenced)
and whole-genome (the entire genome is sequenced). The abil-
ity to interrogate a large number of genes is clinically relevant
because predicting the efficacy of a growing number of drugs
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requires knowledge of more than one molecular alteration.
For example, in lung adenocarcinomas, the EGFR inhibitors gefi-
tinib and erlotinib target mutated EGFR but do not work when
V-Ki-ras2 Kirsten rat sarcoma viral oncogene homolog (KRAS)
mutations are present [9].

Precision medicine efforts are now in place at a number of
academic centers [10–12] including ours at Weill Cornell
Medical College—New York Presbyterian Hospital [13]. A fre-
quently encountered hurdle in the implementation of a preci-
sion medicine program is the bioinformatics and informatics
component required to support such a program [14]. Indeed, in-
formatics plays a key role in nearly every aspect of a precision
medicine program, ranging from physician-oriented clinical
interfaces that enable them to order tests and visualize and in-
terpret results for decision support and report generation, to
systems for sample tracking and handling, data acquisition,
and software for analyzing the genomic assays including identi-
fication and annotation of variants.

The objective of this review is to highlight and explain key
informatics challenges in the implementation of a Precision
Medicine program and describe approaches to address these
challenges. We begin with an overview of the different assays
currently being used to support a precision medicine effort. We
then describe the informatics infrastructure needed to support
these assays. We choose to be conservative in this review and
focus on assays that are in clinical use and whose clinical utility
is demonstrated. NGS testing is a fast evolving field and many
novel assays that are currently being investigated are men-
tioned in the ‘Discussion’ section.

Precision medicine assays

The vast majority of assays used in precision medicine pro-
grams interrogate genomic DNA to identify alterations of single
or a few nucleotides (indels) and/or larger events such as ampli-
fications, deletions and other structural variations. DNA is ei-
ther derived from tumor or normal samples, e.g. blood
lymphocytes or buccal swabs. All such assays use high-
throughput sequencing. Genomic DNA-based assay types in-
clude targeted panel resequencing, whole-exome sequencing
(WES) and whole-genome sequencing (WGS) (Table 1). These
assays differ when it comes to genomic coverage, sequencing
depth, turnaround time, clinical application and sample/tissue
type (Table 1).

Targeted sequencing is popular in the oncology space
because (1) tissue availability is a limiting factor, (2) short
turnaround time can be a strict clinical requirement, e.g. for
acute myeloid leukemia (AML), and (3) mutations may be pre-
sent in a small fraction of tumor cells (subclonal mutations).
This category of tests includes hotspot sequencing, which has a
very fast turnaround time (a few days) and requires very low
DNA amounts. A popular test is the Ion AmpliSeq Cancer

Hotspot Panel test, a polymerase chain reaction (PCR) amplicon-
based approaches that covers 40 genes or mutation hotspots,
requires down to 10–25 ng DNA, and uses the Ion Torrent
Personal Gene Machine for sequencing [15]. Targeted panels
such as those provided by Foundation Medicine [16] or MSKCC-
IMPACT [17] query 250–400 genes at the same time, work from
FFPE or frozen tissue and have a turnaround time of a few
weeks. Targeted panels are especially applicable in oncology,
where tumor tissue is obtained from resections or biopsies but
blood or adjacent normal samples are frequently unavailable. In
such settings, de novo detection of somatic mutations is
challenging and the analysis is usually restricted to well-
characterized mutations, e.g. mutations found in the COSMIC
database [18]. Targeted gene panel resequencing also applies to
non-oncology clinical areas. For example, the PulmoGene panel
covers 64 genes that are associated with several well-
characterized lung hereditary syndromes [19]. Of note, different
sequencing platforms, e.g. Illumina, Ion Torrent/Proton, have
different error profiles and require specific analytic procedures
[20–23].

In assays employing a WES approach, the coding regions of
all known genes are sequenced (�20 000 genes or �2.5–3% of the
genome) at a sequencing depth that varies between 30� for
germ line application and 100� or more for oncology. In the
clinical space, WES has been used for germline testing, e.g. diag-
nosis of rare, undiagnosed diseases. Typically, a trio (mother,
father and affected child—proband) is tested to identify the
altered gene. WES is increasingly being used in oncology as
well. The extra genomic coverage obtained with WES assays
means that in addition to single nucleotide variants (SNV) and
indels, these assays can be used to detect somatic copy number
alterations (SCNAs).

WGS-based testing provides the most comprehensive view
of the genome. Widely hailed as the future of genomic testing,
its clinical applicability is rapidly increasing. Companies such
as Illumina provide clinical-grade (Clinical Laboratory
Improvement Amendments—CLIA) WGS-based germline test-
ing. Advantages include broader coverage of genic regions, long
noncoding RNAs and regulatory regions, less artifacts owing to
capture or PCR amplification biases compared with targeted
approaches and the ability to uncover structural variations.
WGS is the most expensive NGS strategy and the most complex
and lengthy approach both in terms of turnaround time (several
weeks to a few months) and analysis including data storage and
compute power. For these reasons, applications of WGS testing
to clinical areas where starting material is low, fast turnaround
time is needed and high sequencing depth is required, such as
oncology, are not yet mainstream.

It is important to note that at the time of writing this review,
almost none of the assay types mentioned above are available
as FDA-approved tests. Hence these assays must be imple-
mented and validated as laboratory-developed tests (LDT) in

Table 1. Genomic DNA assays. Clinical application and tissue type refer to clinical-grade applicability, not to research grade

Assay type Depth Turn-around time Genomic coverage Clinical Application Tissue type

Targeted panel sequencing >500� Fast (2–4 days) 20–350 genes Cancer, germline FFPE, fresh–frozen, FNA
Whole exome sequencing 60–150� 1–2 weeks >20,000 genes Cancer, germline FFPE, fresh-frozen
Whole genome sequencing 30–100� Weeks Entire genome germline Fresh-frozen

Sequencing depth refers to the number of genomic DNA fragments covering each queried nucleotide. Turnaround time is the time it takes to go from extracted DNA to

a clinical report. It includes time needed to extract DNA, prepare sequencing libraries, sequence, analyze the results and generate a report. Genomic coverage refers to

the fraction of the genome queried or number of genes. Sample or tissue type can be frozen tissues, fine-needle aspirates (FNAs), blood or formalin-fixed paraffin

embedded (FFPE) specimens.
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agreement with state-specific legal requirements as well as
other recommendations, e.g. [24].

Data analytics for precision medicine: variation
calling and copy number analysis for DNA
sequencing

NGS testing produces a large number (tens of millions) of short
reads that need to be analyzed using procedures that (1) prepro-
cess the raw data so that it can be analyzed by subsequent
steps, (2) perform comprehensive quality control (QC), (3) pro-
cess the aligned data to remove potential bias and artifacts and
(4) perform accurate variant detection. Importantly, the CLIA /
Clinical Laboratory Evaluation Program (CLEP) requirements
and College of American Pathologists (CAP) guidelines for LDTs
do not dictate specific technical choices for these steps [25, 26].
Rather, the methods that are most applicable to each of these
procedures depend on a number of parameters including sam-
ple origin, assay type, library preparation choice, sequencing
parameters and clinical application. CLIA/CLEP considerations
and CAP guidelines must be kept in mind because analyses
must be reproducible, traceable, be well documented and occur
in compliance with privacy requirements. Other requirements
typically include sequencing: (1) samples with known muta-
tions assessed by an independent CLIA/CLEP test and demon-
strating ability of analytical procedures to recover these
alterations; (2) samples with mutational abundance below, at
and above stated detection thresholds; (3) samples on different
days and by different operators; and many others. The ability of
analytical procedures to accurately and reproducibly perform
these tasks is critical to their selection. In what follows, we pro-
vide an overview of commonly used methods for NGS data
analytics.

Preprocessing and QC

With most next-generation sequencers, the initial ‘usable’ out-
put (after base calling and demultiplexing) are files in FASTQ
format, which contain raw short reads together with their qual-
ity scores. QC can be performed based on these files. For ex-
ample, a minimum number of reads with average quality score
above a required threshold must be obtained. Programs such as
FastQC (http://www.bioinformatics.babraham.ac.uk/projects/
fastqc/) can be used to detect other problems, such as low-qual-
ity read extremities. If needed, short reads can be trimmed
using tools such as Trimmomatic [27] or Sickle [28].

Read alignment

The next step involves mapping the reads to the reference
human genome to identify their provenance. For genomic DNA,
tools such as BWA [29] and SOAP [30] are frequently used. All
these tools have numerous parameters to control the alignment
process. Alignment parameters are important as some might
favor/disfavor discovery of specific alterations. For example, the
-e flag of BWA controls gap (indel) length extension and there-
fore impacts the size of indels that can be discovered. Reads
with low mapping quality, i.e. reads whose alignment location
is unclear, should also be removed. Additional important steps
meant to improve alignment and variant detection include
quality score recalibration, and realignment around indels.
Most frequently, the Genome Analysis ToolKit (GATK) is used to
perform these procedures [31]. These tools use external
databases, e.g. reference genome builds, dbSNP [32], whose

specific version and content impact the overall result. In a clin-
ical environment, changing any of the parameters or tools re-
quires the entire pipeline to be revalidated. If applicable, PCR
duplicates are removed after alignment using tools such as
Picard (http://broadinstitute.github.io/picard). At the outset of
these steps, a clean BAM file suitable for further QC and variant
calling is produced.

A number of QC measures can now be determined, including
number of mapped reads, fraction of uniquely mappable reads,
fraction of reads on targets for capture or amplicon based
assays, average coverage, fraction captured with coverage high
enough to call variants (typically 10�). If any of these metrics
falls below a prespecified threshold, re-testing or confirmatory
testing using newly extracted DNA may be required.

Variant and mutation calling: point mutations and
short indels

The strategy used for variant calling typically depends on the
nature of the assay and the area of application. For germline ap-
plications, tools such as GATK [31] and FreeBayes [33] are fre-
quently used. In oncology, tumor/normal pairs are sequenced
together in most cases and analyzed using somatic variant de-
tection tools such as VarScan [34], Strelka [35] and MuTect [36].
These tools are commonly used to detect somatic SNV and
indels, including in samples with low tumor purity. Several
groups have reported comparisons of variant discovery tools
and pointed out to strengths and weaknesses in each method
[37–40]. All variant calling tools come with parameters that
need to be carefully explored to limit false positives and false
negatives, often including a minimum allele frequency thresh-
old. To calibrate detection thresholds and other parameters,
sequencing of reference samples such as NA12878 [41] or com-
mercially available samples (e.g. http://www.horizondx.com) as
well as samples independently assessed by a CLIA lab for spe-
cific mutations can be used. Initiatives such as Genome in a
Bottle Consortium (https://sites.stanford.edu/abms/giab) strive
to provide standard references to help variant calling including
parameter calibration. In the clinical context, clinically relevant
mutations or variants cannot be missed if present in the sam-
ple, even at low allelic frequency. Insufficient coverage of these
mutations may impede detection and therefore warnings
should be reported. Retesting may be needed if this occurs. Ad
hoc procedures that specifically investigate the tumor DNA for
presence of clinically relevant mutations, even in a small num-
ber of reads and the control, can be used to complement de novo
discovery, e.g. using tools as samtools/mpileup (http://sam
tools.sourceforge.net). Databases of recurrent mutations such
as COSMIC (cancer; http://cancer.sanger.ac.uk [18]) or ClinVar
(germline; http://www.ncbi.nlm.nih.gov/clinvar/ [42]) can be
used to identify clinically important variants to query.
Alternatively, hybrid approaches uses prior information (in the
form of known mutations) to reinforce observed sequence data
and increase the posterior probability of mutations [16].

Historically, detecting indels has been more challenging
than detecting point mutations. To overcome limitations of
indel detection approaches, frequently two independent meth-
ods are considered together. Indel detection tools such as
PINDEL [43] and SCALPEL [44] are improving detection rates,
including for long indels, using approaches such as de novo read
assembly. This is important because several long indels are
clinically relevant, e.g. FLT3-ITD in AML [45].

Variant and indel discovery tools typically produce outputs
in VCF format (germline) or MAF format (often used for tumors).
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Key information is the variant allele frequency, which conveys
the abundance of the variant in the sample. Low abundance
may signify subclonality (or mosaicism) and have clinical impli-
cations, that is, actionable subclonal events may be linked with
partial response to drug treatment compared with mutations
present in all cells of a given sample.

Importantly, clinical grade sequencing requires that nega-
tive results of important mutations or variants be reported. This
implies that a variant can have three statuses: detected, un-
detected and indeterminate when minimum quality metrics cri-
teria are not met (for example, when coverage is below a certain
threshold). These criteria should be determined according to
well-defined standard operating procedures (SOP) and will de-
pend on the specific test used (targeted panel, WES, etc.). As
suggested by CAP guidelines [25], laboratory policies should also
define criteria for confirmatory testing and retesting using an
independent assay. For example, retesting may be required if
the indeterminate mutation status is critical given the diagno-
sis, e.g. BRAF V600E mutation in metastatic melanoma.
Additional steps need to be pursued for oncology testing where
contamination of normal cells is frequently present in tumor
specimens. Tools such as ABSOLUTE [46] and CLONET [47] can
be used to estimate tumor purity. Tumor purity estimation is
important to correctly interpret variant allele frequencies,
which can be artificially reduced in low-purity tumors.

Structural variations discovery

Structural variation discovery plays a key role in precision
medicine, as a growing number of such variants have clinical
relevance. Examples include HER2 amplification in breast can-
cer, which (if associated with HER2 expression) can be targeted
using Herceptin.

Indeed, copy number variations (germline; CNV) or copy
number alterations (cancer; CNA or SCNA for somatic variants)
represent an important structural variation class. In oncology
testing, SCNA discovery is usually performed by comparing
depth-adjusted read counts within covered regions between
tumor and patient matched control samples. A read count log
ratio is calculated, then adjacent log ratios are segmented using
procedures such as DNAcopy [48] and VarScan [34] or more
sophisticated approaches using Hidden Markov Models (HMM),
e.g. Excavator [49]. Tumor purity estimation tools such as
CLONET [47] can help obtain a precise estimate of how many
copies of a given allele are present in the tumor.

For germline application, segmentation and detection of
copy number variants are complicated by biases such as GC-

content and capture efficiency. Tools such as XHMM [50] use
principal component analysis and HMM methods to overcome
such biases. Table 2 summarizes the most frequently used vari-
ant discovery tools and their applications. All tools mentioned
here are equally applicable to targeted panels, WES and WGS.

As with point mutation and indels, detection of specific
events is as important as discovery for CNAs and CNVs. Thus,
read count log ratios can be investigated independently of the
segmentation process to detect CNAs at specific loci. Such de-
tection approaches are useful to detect complex variants involv-
ing breakpoints within long genes, e.g. in the PTEN gene [52].

Variant annotation

Variant annotation is the analytic process that determines the
likely functional impact of a genomic variant (germline or som-
atic). This is an important step in a precision medicine work-
flow, yet it is one of the most complex and open-ended tasks
because it relies on evolving standards and biological know-
ledge [53]. Variant annotation depends on the knowledge of a
‘gene’, typically encoded in a gene annotation. Tools such as
AnnoVar [54] and SnpEff [55] are widely used. Nonsense muta-
tions are frequently considered deleterious while a subset of
missense mutations, e.g. those that change the physico-
chemical properties of an amino acid, are considered important.
Computational tools such as SIFT [56] or PolyPhen [57] can
predict deleterious changes by integrating data such as protein
domains and evolutionary constraints [58]. Variants predicted
to disrupt splice sites potentially leading to aberrant splicing are
also considered important.

Copy number alterations also need to be annotated, fre-
quently at the gene or subgenic level. This means that all genes
within deleted or amplified segments need to be identified. A
CNA or CNV can also be annotated as focal, i.e. involving a
‘small’ genomic area, for example including less than 50 genes,
or large scale, i.e. regions with more than 50 genes or even en-
tire chromosome arms. Focal alterations are usually more rele-
vant from a clinical point of view than large-scale alterations
because the former contain fewer genes and often directly point
to the likely driver gene.

Variant interpretation

Variant interpretation is the process that connects variant an-
notations with actionable clinical information—often in a dis-
ease-specific context—and classifies variants into clinically
distinct categories. Providing clinicians, geneticists and
non-geneticists with readily interpretable test reports is a chal-
lenging task, complicated by relative absence of standards and
institutional/clinical specificities [59].

Traditionally, variants and mutations are categorized into
three tiers of importance, depending on their level of actionabil-
ity (Table 3). Tier 1 contains the most clinically relevant alter-
ations, that is, alterations linked to treatment according to an
FDA-sanctioned set of guidelines. For example, EGFR exon 19 is
actionable in non-small cell lung cancer using EGFR inhibitors.
A mutation can be ‘actionable’ when it leads to a more accurate
diagnosis. JAK2 V617F mutation for example can help diagnose
patients with myeloproliferative disorders [60]. Importantly,
classifying a variant into Tier 1 only makes sense if that variant
has previously been clinically linked to the patient’s diagnosis.
For example, an unexpected BRAF mutation in a tumor not pre-
viously linked to response to anti-BRAF agents may not belong
to Tier 1. In the same vein, incidental findings (IF) with clinical

Table 2. Common tools for variant discovery

Tool Application Reference

GATK Germline SNPs and short indels [31]
FreeBayes Germline SNPs and short indels [33]
VarScan Germline and somatic SNP/SNVs, short

indels
[34]

Strelka Somatic SNVs and short somatic indels [35]
MuTect Somatic SNVs and short somatic indels [36]
Pindel Short and long indels [43]
SCALPEL Short and long indels [44]
Excavator Somatic Copy Number Alteration [49]
ExomeCNV Germline copy number variants [51]
XHMM Germline copy number variants [50]

This is a non-exhaustive list. SNP stands for Single Nucleotide Polymorphism.
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relevance can also be discovered, e.g. a germline BRCA1/2 car-
rier mutation, but would not be a Tier 1 mutation if the diagno-
sis is not cancer. Tier 2 mutations are typically variants with
potential but not yet proven clinical relevance. For example, al-
terations for which there is a drug in clinical trials are fre-
quently considered as Tier 2 mutations. Variants that are in or
near known cancer hotspots or in known cancer genes can also
be considered as Tier 2. Finally, Tier 3 mutations are all other
variants or mutation—often called variants of unknown signifi-
cance (VUS). This multi-tier categorization applies to both point
mutations, indels and copy number alterations.

Rapidly evolving scientific knowledge linking variants to
specific phenotypes or treatments give rise to the challenging
task to maintain the multi-tier structure of variants up-to-date.
The categorization of variants into tiers is usually either done
manually for small panels but increasingly done using a data-
base of variants or disease genes as well as rules to apply to
variants or groups of variants. Databases such as ClinVar (for
germline variants), HGMDVR (http://www.hgmd.cf.ac.uk/ac/
index.php; germline) and MyCancerGenome (http://www.
mycancergenome.org; cancer), Personalized Cancer Therapy
knowledge base (https://pct.mdanderson.org; cancer) and
DOCM (http://docm.genome.wustl.edu; cancer) are increasingly
being used to automate the process. Custom databases are also
being built to address specific, often local clinical needs. For ex-
ample a cancer center that specializes in treating patients with
sarcomas may develop a targeted assay for this disease, thus
requiring collection and curation of disease-specific genomic
variants, e.g. gene fusions involving EWSR1. Interpretative com-
ments linked to mutation–disease pairs and validated by expert
clinicians can also be stored in these databases. The develop-
ment of standards for encoding variants, variants interpretation
and treatments including drugs will help create and maintain
up-to-date, community-driven knowledge bases. In turn, mak-
ing these knowledge bases available as shared resources will
further speed up the adoption of these standards and improve
the quality, reliability and implementation of genomic testing
for precision medicine [1].

Precision medicine reports

Reporting is a key step in a precision medicine workflow and is
what most visibly distinguishes clinical from research NGS.
Reports are vehicles to communicate precision medicine results
to the referring physicians and to patients in some cases. While
the optimal structure of precision medicine reports is still heav-
ily debated, a few accepted themes are starting to emerge. For
example, it is widely accepted that they need to be succinct and
provide clear and concise clinical recommendations [61]. The
multi-tier structure together with interpretive comments is also

widely accepted and frequently part of CLIA/CLEP guidelines.
Other aspects, such as whether or how to report VUS, are
debated. In such cases, it is possible that different clinicians will
have distinct preferences and clinician-customized reports may
offer an attractive solution.

In addition to tier-ed and interpreted mutations and variants
detected, precision medicine reports need to ascertain pertinent
negative results regarding disease-specific clinically relevant
mutations, provide information about the test (extraction meth-
ods for DNA, library preparation protocols, average coverage of
the sample(s), analytic pipeline version, disclaimers, etc.).
Reports should state if specimens do not meet laboratory crite-
ria for the test. They also need to include information about the
patient, e.g. patient name and identification number or unique
identifier, lab information, specimen information such as diag-
nosis, date of collection, type, etc. The number and type of in-
formation to be reported is frequently dictated by CLIA/CLEP
requirements. For example, the CAP [62], American College of
Medical Genetics and Genomics (ACMG) and Centers for Disease
Control have provided recommendations to supplement the
CLIA general report format for molecular testing.

In many US states, guidelines indicate that reporting of IF
must be included in the precision medicine report.
Identification of IFs indeed have the potential to impact pa-
tient’s health and their family (if germline). Guidelines for
reporting IFs are evolving—ACMG recommends reporting IFs in
56 genes ([63], at the time of writing this report but this number
is likely to increase in the near future [64]).

Information technology infrastructure for
precision medicine

There are several information technology (IT) infrastructure
considerations for a comprehensive, effective and secure preci-
sion medicine program. Most importantly, a precision medicine
program must be integrated into a medical institution’s clinical
systems [10]. Such integration also facilitates billing and reim-
bursement. As many institutions run Electronic Health Record
(EHR) systems, such as EpicCare, and EHRs are the main entry
point for all clinician’s interactions, it is critical that the preci-
sion medicine workflow be able to (1) get orders from the EHR
and (2) return results to the EHR. Moreover, as molecular testing
(including NGS) is often an activity performed by pathologists,
integration with pathology systems such as CoPath or Cerner
Millennium Helix is critical. Figure 1 illustrates one way by
which this integration can occur. In this workflow, a physician
places an NGS order via EHR that triggers the appropriate events
to coordinate the acquisition of samples (either from archival
material or from surgery). Specimens are accessioned in a path-
ology system and diagnosis, site, histology are stored along
with case images, e.g. H&E staining, and other parameters, e.g.
tumor content. Pathologists select the tissue to submit for NGS
testing (and the appropriate matched control sample if needed)
and the specimens enter the NGS workflow. In this workflow,
specimens are tracked via an NGS laboratory information man-
agement system (LIMS). The LIMS oversees the entire NGS test-
ing process including the collection of QC metrics and reports.
The LIMS must interact with other instruments such as the NGS
sequencer and other devices (Agilent Bioanalyzer, Picogreen VR

assays, etc.).
The analysis of NGS raw read data can be performed on

dedicated workstations (for smaller targeted panels), but most
commonly requires high-performance computing facilities,

Table 3. Classification of genomic alterations in three tiers

Class Description of alterations

Tier 1 This Tier contains the most clinically relevant alterations:
(1) linked to treatment according to an FDA-sanctioned
set of guidelines; (2) leading to a more accurate diagnosis.

Tier 2 Alterations in this Tier have some clinical potential but not
yet proven clinical relevance, i.e. those in or near known
and frequently mutated cancer genes and/or genes/path-
ways targeted by molecules in clinical trials.

Tier 3 All remaining alterations are included here, typically called
VUS.
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especially for WES. Cluster infrastructure and fast (low latency)
network-based data transfer are must-have for large-scale NGS
testing workflows. In a cluster infrastructure, analyses are exe-
cuted on multiple compute nodes. Moreover, reliable data stor-
age must be in place, especially given that (1) State
requirements frequently include storing NGS data for a number
of years and (2) raw NGS data re-analysis might be required, as
improved detection techniques and expanded knowledge bases
become available [65]. Cloud-based data storage and computing
solutions have been explored in the research context [66]. In the
clinical setting, several cloud vendors such as Amazon and
Microsoft provide HIPAA-compliant cloud-based data storage
and offer business associate agreements, meaning that they
can legally host Protected Health Information. However, institu-
tions that use these cloud services need to fulfill substantial re-
quirements such as secure data transfer and authorized access.
Moreover, institution-specific factors such as data transfer
speed capacity, proximity to a data center and privacy rules
vary widely across institutions and may in some case delay
adoption of cloud computing [67].

After variant calling and report generation, precision medi-
cine reports are uploaded back into the sample accessioning
system either as Portable Document Format (PDF), flat text file
or as structured data. These systems frequently allow sign-off
using electronic signature by a clinical laboratory director. The
reports can then be transmitted back to the EHR and become

viewable by the referring physician. A PDF-based strategy is em-
ployed by a number of centers and is meant to overcome limita-
tions of existing EHRs [59]. Health Level 7 (HL7) is the de facto
standard framework for clinical systems and enables exchange,
integration, sharing and retrieval of health information. Hence,
it is foreseeable that structured data messages employing HL7
format will increasingly be used in the precision medicine con-
text. In that regard, an HL7 clinical genomics format is maturing
to enable seamless communication of genomic results between
clinical systems (http://www.hl7.org/Special/committees/
clingenomics/).

In the United States, requirements regarding hardware and
software infrastructure for precision medicine vary from state
to state. However, all of them include lock-down and documen-
tation. Lock-down means that the same exact pipeline, software
(including version) and databases that were described as part of
the validation procedure need to be used for all subsequent ana-
lyses. If the analytic component is modified after, analyses
must be rerun on previously sequenced samples to demonstrate
absence of substantial negative impact on alteration detection.
Software versioning is fundamental—and analytical pipeline
version must be included in the precision medicine report.
Versioning can be performed using open-source software engin-
eering tools such as git (https://github.com) and subversion
(https://subversion.apache.org), not only for software code and
scripts, but also for the analysis results and the knowledge

Figure 1. Components of an integrated precision medicine workflow. This figure illustrate a possible workflow that connects existing EHR and Accessioning systems to

a novel Precision Medicine infrastructure. A LIMS provides the central connection point between these existing systems and the NGS testing workflow. In addition to

sample information, the LIMS stores quality control metrics (QC) and final reports. The latter is transmitted back to the accessioning system for sign-off and transfer to

the EHR.
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bases used for generating a report. If the analysis is rerun on
previous samples and novel actionable alterations (typically
Tier 1) are found, the precision medicine report may need to be
amended and communicated to the physician who initially re-
quested the test.

In a precision medicine workflow, privacy and HIPAA com-
pliance are important because genetic data are patient data and
could be linked to patient identity, even if temporarily anony-
mized for certain steps, e.g. analytics. From an IT point of view,
extra care must be taken to update software including operating
systems, web servers, etc. for all machines with a network ac-
cess. Strict SOPs for testing software when these updates occur
must be put in place to avoid service continuity issues.
Likewise, strict access control rules must ensure that only
authorized personnel has access to the genomics and clinical
data.

Future directions

Precision medicine is still a young area and many aspects are in
a state of flux. There is currently little standardization regarding
best practices, especially when it comes to analytical tools and
workflows.

Knowledge bases such as MyCancerGenome, ClinVar and
PCT are still nascent and incomplete. As a result, it is frequently
the case that centers need to reinvent the wheel and create cus-
tom mutation databases to accommodate specific, often local,
clinical needs and expertise. For example, local expertise in
lung disease may necessitate the need to create a lung disease
genetics variant database to accommodate targeted sequencing
assays that solely interrogate lung disease genes. This will likely
change in the future as community-driven knowledge bases im-
prove, perhaps populated by crowdsourcing [68]. The develop-
ment of standards for variant description and interpretation of
variants will help institutions accommodate specific clinical
needs and tap information from multiple independent data-
bases within a standardized framework. Efforts such as the
Global Alliance for Genomics and Health will help realize the vi-
sion of the 2011 Institute of Medicine precision medicine report
[1] by connecting genomic variants to clinical phenotypes and
improving actionability of genomes [69].

Additional informatics techniques will need to be developed
to address unresolved challenges in precision medicine, for ex-
ample, to better detect structural variants including germline
variants or to detect active/suppressed pathways in n¼ 1 stud-
ies. Noncoding variants, e.g. variants affecting promoters and
enhancers and therefore gene expression, may eventually be
added to mutation databases, once their clinical utility and
actionability is established. Better modeling of mutations (and
combinations) via a predictive, network-level understanding of
drug-induced perturbations may eventually be included as part
of these databases. In cancer, the clinical relevance of clonality
is not well understood and will require extensive clinical trials
to investigate [70].

Current efforts to implement precision medicine projects
mostly focus on genomic DNA. Other assays, e.g. RNA-seq,
proteomics (mass spectrometry, Reverse Phase Protein Arrays,
mass-cytometry), metabolomics, microbiome, epigenomics, will
likely complement genomic DNA in the near future. As a com-
plementary assay, RNA-seq is probably the most mature tech-
nology. RNA-seq can provide orthogonal support and validation
for some of the DNA alterations, e.g. sequence support for point
mutations and indels, expression validation for genes affected
by SCNA, splicing analysis for splice site mutations [71].

Perhaps most importantly, RNA-seq can provide gene fusion de-
tection [72–74] as well as active/suppressed pathway detection
using pathway-specific gene sets [75] and computational tech-
niques such as GSEA [76]. Moreover, a comprehensive precision
medicine approach for patient care will eventually integrate
other data from patients’ health records and health history and
from increasingly popular external devices tracking individuals’
activities, from fitness data to food consumed to environmental
factors [77–80].

Conclusion

The concept of precision medicine has been rapidly growing in
the medical community, pushed by the tremendous expansion
of NGS technology. Recently a major effort from the United
States of America Administration through the Precision
Medicine Initiative (http://www.nih.gov/precisionmedicine/) is
consolidating the concept of using molecular information to
provide better patient care.

The establishment of Precision Medicine programs requires
the development and, especially, integration of many different
components. This review highlights some of the computational
tools and challenges that are required to implement a Precision
Medicine program.
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