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Abstract

In this thesisI try to show that traditional transportprotocols(suchasTCP) poorly

matchtherequirementsof today’sapplications.

Firstly, I develop two new userlevel protocolsusingApplicationLayerFraming

(ALF) [20] conceptsin orderto testthishypothesis.A simpleremoteloginprogramand

a protocolto delivermailing lists usingmulticast.In bothcasesI amableto show that

applicationlevel protocolsutilise lessnetwork resourcesthantheir traditionalcounter-

partsaswell asproviding improvedresponsivenessto theuser.

Thedevelopmentanddeploymentof new protocolsis bothdifficult andtimecon-

suming. I considera new mechanismfor the deploymentof protocols. Ratherthan

attemptingto deploy themin theendsystems,new protocolsentitiesaredynamically

deployedinto thenetwork. Theseprotocolentitiesarecalledproxyletsandarewritten

in theprogramminglanguageJava. A whole infrastructure,funnelWeb, [34], hasbeen

built to allow thedeploymentof proxylets. A numberof diverseapplicationsarethen

built aroundproxyletsto show benefitswhich canbederived from sucha scheme.In

orderto make the funnelWeb infrastructureuseful,whenglobally deployed,a routing

infrastructureis designedandpartiallybuilt.
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Chapter 1

Intr oduction

Wearestifledin theprocessof developingnew moreefficientnetwork protocolsdueto

theincreasingdifficulty in deployment.

In thestatementaboveandin thetitle “network-wideprotocols”,theprotocolsare

not end-to-endtransportor network protocolsin thetraditionalsense.They areproto-

colswhich arespecificto anapplicationbuilt, for example,on top of a connectionless

transportprotocolsuchastheUserDatagramProtocol(UDP)[70]. Theseareprotocols

which areimplementedby applicationsasopposedto protocolssuchasTransmission

Control Protocol(TCP) [72] which are traditionally provided by the host operating

system.

We argue that many networking applicationsare ill suited to using traditional

transportprotocolssuchasTCP. In AppendixC is arepresentativelist of eitherchanges

thathavebeenmadeto TCPorworkaroundswhenusingTCP. Wesuggestthatit is more

efficient to implementprotocolsthatmapdirectlyontoanapplication’s requirements.

If highperformancein termsof raw throughputis nota requirement,thenamech-

anismfor speedingupthetestinganddeploymentof anapplicationspecificprotocolis

to build it into theapplication.Thustheprotocolis implementedin “userspace”rather
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thanthetraditionalapproachof building it into theoperatingsystem.This is calledAp-

plicationLayerFraming(ALF) [20]. It is typically fasterto sendoutanew application

thanto shipanew operatingsystem.

If the hypothesisthat building applicationspecificprotocolshasvalue,then the

next problemis: How aretheseapplicationspecificprotocolsdevelopedanddeployed?

New protocolsareoftenshunnedfor a numberof reasons.Themaindifficulty is time:

the time to implement,the time to test, the time to deploy. It is rarefor softwareto

be shippedwithout anomaliesor bugs. Network protocolsoften go througha “bake-

off ” [73] processwheredifferentimplementorscantesttheir implementationsagainst

eachother. Specificationsespeciallyin protocolareascanbe difficult to follow and

implement“correctly”. Therfore,thereis alsothetime to redeploy.

Henceeaseof deploymentof new protocolsis a key componentof their being

adopted. My work focuseson this issueof deployment. By building two protocols

usingUDP asthetransportno operatingsystemmodificationsshouldberequired.Al-

thoughsomebugsin implementationsof UDP werefound,protocolsbuilt entirely in

userspacearegenerallyfasterto deploy thanprotocolsrequiringoperatingsystemim-

plementationsanddeployments.

To help simplify the creationof userspaceprotocolsan initial examinationwas

madeto specifybuilding blockswhich couldbeused[32]. As partof this examination

two applicationspecificprotocolswerebuilt usingApplicationLayerFraming(ALF)

[20] concepts.

Ratherthanfocuson theimplementationof theprotocolsit becameapparentthat

deploymentwasthe key. What if only a singleimplementationcould be usedby all

applicationswhich requireda particularprotocol then the goal of rapid protocolde-
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ploymentcouldbemet.

Using Java [9], a relatively new programminglanguageat the time, someex-

perimentswereperformedto createprotocolstackswhich could thenbedynamically

downloaded,on demand,into endsystemsby applications.

Theseexperimentsweresuccessfulin termsof performance,however, specifyinga

generalAPI fromapplicationtoprotocolstackwasnotasimpleprocess.Theseparation

of theapplicationfrom theprotocolstackprovedto bedifficult.

Insteadof attemptingto downloadcodeinto anendsystemto aid in thedeploy-

mentof a protocola whole protocolentity wasdownloadedinto the network. In the

experimentsthatwereperformedtheendsystemstackswerenot modifiedin any sig-

nificant way. This led to the developmentof Application Level Active Networking

(ALAN).

Thusthe rapid deploymentof protocolswasachieved by loadingdynamiccode

into the “network”. This is not loadingcodeinto routersasadvocatedby the active

networkcommunity[83]. In theactivenetworkingmodelthiscodecanthenmanipulate

packetstravelling throughtheseroutersandthesemanipulationscanbeconsideredto

betransparentto theendsystems.

In the caseof ALAN programsnamedproxyletsareloadedinto nodeson a net-

work. Thesenodesarenot routers.In anoptimalsituationthey would beplacedin the

coreof thenetwork. Normally theproxyletswouldbeexplicitly placedinto thepathof

aflow. This too is at variancewith theusualactivenetworking ideas,in which packets

canbetransparentlymanipulated.
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1.1 Chapter outline

The initial work in this thesis,Chapters2 and3 weredoneaspart of larger project,

the Hipparch[5] project. Otherprojectmemberswereconsideringanotheraspectof

theproblem,automatedprotocolcomposition[23]. My initial work consistedof hand

building integral applicationsandprotocols. This wasdoneto both verify that there

wasa benefitfrom this approachaswell astrying to determinewhat could be learnt

andextractedto form building blocksof future ALF applications.We considertwo

classicnetwork applications.Chapter2 describesanALF basedremotelogin protocol

calledslogin. As anenhancementovertheapplicationstelnetandrlogin availableatthe

time,slogin alsosupportedencryption.In Chapter3 MMD describesa MulticastMail

Delivery protocolwhich wasdevelopedfor thedelivery of mailing lists. Both pieces

of work developprotocolswhich aretightly matchedto theapplicationsrequirements.

Theseprotocolsaremoreefficient in termsof packet exchangethantheir TCPequiva-

lents. Unfortunatelythereis theaddedcomplexity of having to design,verify andtest

theseprotocols

TheJavaRadioChapter, Chapter4, describesa mechanismin which theprotocol

stackitself canbedynamicallyloadedby anapplication.It wasalsoanexperimentto

discover if the thenrelatively new Java programminglanguagecouldbeusedfor real

time processing.Thework in this Chapterwaspresentedat theHipparchWorkshopin

1997in Uppsala,Sweden[35].

Chapter5 on Application Level Active Networking describesan infrastructure

calledfunnelWeb[34], whichwasdesignedandbuilt to testsomeof theideaspresented.

Thework in this Chapterappearedin theJournalof ComputerNetworks[36].

ThepenultimateChapter, Chapter6, describesa naturalextensionto Application
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LayerActiveNetworking- ApplicationLayerRouting.Thiswork waspresentedat the

theInternationalWorkshopon ActiveNetworking in 2000in Tokyo, Japan.

ThelastChapter, Chapter7, is theconclusion.

1.2 Discussion

Thetwo mainapplicationsare:slogin (a simplelogin program)andMMD a multicast

mail deliveryprogram,whichusedareliablemulticastprotocolto delivermail to email

list. An infrastructureflakeway(AppendixB) wasalsobuilt to testtheslogin program.

We wereable to show with the slogin andMMD programsthat thereis indeed

a benefitto be derived from fitting an applicationsrequirementsdirectly to its own

associatedprotocol.

It maybe consideredthat this approachis limited asthereis a lot of extra effort

involved in building a protocol for eachapplicationasopposedto just usingTCP or

equivalent. In order to aid in the building of suchapplicationswe suggestedsome

possiblebuilding blocks[32].

At this point ratherthanbuild a toolkit to constructALF styleapplications,I be-

camemoreinterestedin thepropositionthatveryfew peoplewouldeverneedto design

an ALF basedprotocol. Consideran applicationsucha ftp. How many peoplehave

actuallywritten an ftp client or daemon?Considerthe mostwidely usedprotocolon

the Internet,currentlyHTTP [25]. TheW3C consortiumactuallyprovide a library to

implementthis protocol.

Thenext stepwasto considerbuilding protocollibrarieswhich couldbeusedby

applications. The challengeswere to develop a genericAPI for an arbitrary set of

protocolstacksanddealwith versioncompatibility. For example,specifyinga generic
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protocolAPI is a tricky processif outof orderdelivery is required.

Thetraditionalapproachto aprotocollibrary mayhavebeento designanAPI and

implementa numberof protocols.In theprotocollibrary ideaI wantedto addressthe

ubiquitousversionmismatchproblemwith protocolstacks.

Hence,the ideaof a dynamicprotocolstackwasconceived. In orderto address

the protocol mismatchproblem,why not dynamically load a protocol stackinto an

applicationat runtime? This solvesmany problems;only one implementationof a

protocol, perhapsavailable from the appropriatestandardsbody. Thereis an issue:

how is theprotocolstackmadeprocessorindependent?

At this time a new programminglanguage,Java, wasbecomingpopular. A pos-

sible solution seemedto be useJava as it could be compiledinto processorneutral

bytecodes.Therewassomeconcernat thetime thatsinceJavawasaninterpretedand

garbagecollectedlanguageit couldnot meettheperformancerequirementsof a large

setof applications.

However, Java hada lot to offer in termsof codeportability. The holy grail of

a singleportableimplementationof a protocolwith no versionincompatibility issues

wastoo tantalisingto beignored.Thoughtherewasstill theissueof performance.

In orderto investigatetheperformancecharacteristicsof usingJavawith arealistic

application,an audioplayout tool waswritten (Chapter4). In order to test the RTP

compliantplayouttool anaudioencoderwasalsowritten. It turnedout that for a real

timeapplicationsuchasaudioplayoutJavamettheperformancecriteria.

The next stepshouldhave beento definean API for protocolstacks. However,

it becameapparentthat it would be more beneficialto start placing the codein the

network, henceALAN (Application Level Active Networking). A numberof papers
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havebeenwritten is this area[35], [31], [36], and[33].

Having built anALAN infrastructureit waspossibleto seethattherewerebenefits

in sucha scheme.However, a significantlimitation in thesystemis thatit is a require-

mentto know beforehandthelocationof EEP’s (ExecutionEnvironmentfor Proxylets,

thenodeson which the active codeexecutes).Having to know the locationof EEP’s

beforerunningcodeis not a solutionwhich scales.Thereforesomeinitial work was

donein the areaof ApplicationLayerRouting(ALR) [33]. A two stageschemewas

designedandimplementedthataddressedtheissuesof discoveryandrouting.

Theoriginal ideawasto build tailoredapplicationspecificprotocols.In orderto

pursuethis goal thefinal outcomewasa mechanismto placecodeinto thenetwork to

aid theperformanceanddeploymentof applications.

1.3 Experimental Results

Onemajor problemwith the work presentedis being able to demonstratethat ALF

andALAN provide any benefitover traditionalnetworking paradigms.Oneway of

demonstratingbenefitis to measurean existing systemandthencompareagainstthe

new proposedsystem.

In thesloginwork (chapter2) it ispossibleto reasonthatlessresourcesareusedfor

anslogin sessionover anequivalentrlogin session.In orderto testtheslogin protocol

andto compareit againstthe rlogin protocola testingharnesswasbuilt. The testing

harness,flakeway, is describedin AppendixB. Flakewaywasintroducedinto thepath

of aconnectionandits purposewasto delayor droppackets.Reorderingcouldalsobe

achieved; reorderingis a subsetof delay. A novel featureof flakewaywasthat it does

not usea randomdrop probability. Rather, is it tabledriven. Eacharriving packet is
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manipulated(in termsof delayor beingdropped)by beingcomparedagainsta table

which determineshow a packet is modified.This givesdeterministicbehaviour across

testruns.If theinputpacketsareidenticalacrosstestrunstheresultsareidentical.The

tablesusedto drive flakeway werederived from actualpacket traces. The reasoning

is that the only time any major variancewill be seenin the performanceof slogin

againstrlogin, will be whenthereis somelevel of lossandsometransmissiondelay.

Therewill benoperceptibledifferencein performanceonaLAN with no lossor delay.

Thereforein orderto testslogin againsttraditionalapplicationssuchasrlogin a wide

areatestneedsto beperformed.Theconditionsin theglobal Internetarecontinually

changing.It would not really proveanything if wewereto saythatat a particulartime

slogin performed“better” thanrlogin in awideareatest.In orderto beableto generate

repeatabletestsflakeway wasbuilt. The tablesfor driving flakeway werederived by

runningpingsto sitesin remotecountries.Thedelay, reorderingandlosseswerethen

usedto driveflakeway. Variousfactorssuchasvariablepacketsizesandextraloadwere

not takeninto account.Flakeway turnedout to beanextremelyusefultool for testing

theslogin protocolasit wasbeingdeveloped.For example,theconnectionsetupphase

could be fairly exhaustively testedbe delayingor droppingthe initial packets on a

connection.Unfortunately, it is notpossibleto justify thatslogin performedbetterthan

rlogin by just performingtestrunsthroughflakeway.

A similar problemexistswith theMMD work (chapter3). It is difficult to show

experimentallythatthis schemeis superiorto thestandarddistributionschemes.

In boththesloginandtheMMD caseit is shownthatprotocolscanbedesignedand

deployedusingALF principlesthatarebettermappedto theapplicationsrequirements.

Thesubsequentwork in ApplicationLevel ApplicationNetworking (ALAN) and
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ApplicationLayerRouting(ALR) (Chapters5 and6) alsoexhibit this propertythat it

is difficult to provethey areanimprovementovercurrentnetworking technologies.

I havenotbeenableto provethatapplicationspecificprotocolsarethebestor only

way to deploy new applications.I havebeenableto demonstratethattherearebenefits

from building applicationspecificprotocols.I have alsobeenableto demonstratethat

it is possibleto deploy new protocolsby placingthemdynamicallyinto the network

ratherthanin theendsystems.
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Chapter 2

Simple login (slogin)

2.1 Intr oduction

TCPis a generalpurposecommunicationprotocolthatattemptsto satisfytherequire-

mentsof adiversesetof applications.It is astreambasedprotocolthattransfersstreams

of octets. The reliable transmissionof dataprovided by TCP simplifies application

writing, which is why TCPis traditionallyusedby mostInternetapplicationsrequiring

reliabledelivery. An exampleof suchapplicationis remotelogin wherethe two pop-

ular programsin useon the Internet: telnet[74] andrlogin [45] areboth TCP based.

This is despitethe fact thata streambasedprotocoldoesnot usuallymapeasilyonto

the packet basednatureof an applicationsuchasremotelogin. This usually results

in failing to provide thecorrecttradeoff betweendelayandthroughputthatmeetsthe

applicationneeds.

In a remotelogin application,oneendof the connectiontransmitstext typedby

theuserwhile theotherendof theconnectiongeneratesoutputbasedon thetypedtext

aswell aspossiblyechoingbackwhatit hasreceived.

Humanuserscanreadandgeneratedata,throughtyping,atvery low ratesthatare
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definitelylower thanthatsupportedby mostnetworkstoday. Hencelow latency rather

than a high datathroughputis the main requirementof a remotelogin application.

However, thereareoccasionswhena word processingapplicationmay needto send

severalkilobytesof datato updatethedisplay.

In anattemptto reducethenumberof packetsexchangedandhencekeeptheload

on the network to a minimum, TCP implementationsusetwo mechanisms:delayed

ACK andtheNaglealgorithm[12, 63] 1. Thegoal is to reducethenumberof packets

exchangedby increasingtheamountof informationcarriedin eachpacket. Effectively

this is achievedby delayingthe transmissionof packetsto allow moreinformationto

becarriedin eachpacket.

For a longdelaypath,usingTCPdecreasestheresponsivenessof theremotelogin

connection.This is a well known sideaffect of thedelayedACK andtheNaglealgo-

rithm. ThedelayedACK typically doesnot increasethelatency. However, in situations

whereno dataneedsto besentback,thedelayedACK will causelatency.

Ontheotherhand,theNaglealgorithmtypically meansthatatleasttwoRTT times

will passbeforetheechoof acommandis received.TheNaglealgorithmis simpleand

elegant. On packet transmissionif thereis no datain thetransmitqueuethenthedata

is sentimmediately. However, if thereis datain thetransmitqueuethenthenew datais

queueduntil thearrival of theACK for theoutstandingdataor theretransmissiontimer

expires. So a delay is imposedon the transmitqueueto allow time for moredatato

build up in thetransmitqueue.WhentheACK arrivesor theretransmittimer expires,

all queueddatacanbesentin onepacket.

Oneof the examplesfrom the Naglerequestfor comments(RFC [63]) is a link

1It shouldbenotedthat thereareinstanceswheretheNaglealgorithmcaninteractextremelybadly
with applications[59]
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with a roundtrip time of 5 seconds.The usergenerates24 characterswith an inter

charactergapof 200ms.Thefirst characterwill besentimmediatelywhile theother23

characterswill bequeuedawaitingtheACK for thefirst character. Typing23characters

will take 4.6 secondswhich is lessthanthe5 secondroundtrip time. WhentheACK

for the first characterarrivesall 23 characterswill be sentin the samepacket. The

numberof packetssenthasbeenreducedto a minimumof 2 packets,consideringthe

no losssituationwhereno packetshave beenlost, asopposedto 24 datapackets. The

time to get the ACK in the Naglecasewill be at least10 seconds.If eachcharacter

is sentin its own packet the time to get an ACK will be 24*.200+ 5 = 9.8 seconds.

Soin this exampleusingtheNaglealgorithmsavesthesendingof 22 datapacketsand

only costsan extra 200ms. For the userin the Naglecaseit will take 5 secondsfor

thefirst characterto beechoedand10 secondsafter thefirst characterbeingtyped(or

9.8 secondsafter thesecondcharacterbeingtyped)for therestof thecharactersto be

echoed.In thenonNaglecase,assumingno loss,theechowill appearafteroneRTT

delay, which is muchmoreacceptableto theuser. However, sendingonly onedatabyte

perpacket is extremelyinefficient in termsof link usage.With a20 byteIP headerand

a 20 byteTCPheader, a 41 bytepacket containingonly onebyteof datais inefficient

in termsof link utilisation. Underheavy network congestion,many smalldatapackets

will increasethecongestion.

Slogin is a programthat hasits communicationsstackbuilt with consideration

of the requirementsof the application. Slogin wasbuilt to show that a handcrafted

protocolcould be mademoreresponsive thanTCP andstill doesnot cost too much

more than TCP in termsof link utilisation. Encryptionis a value addedfeatureof

slogin.
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The building of slogin also facilitatedthe identificationof the tools neededfor

building specially tailored protocolsfor specificapplications. One of the intended

outcomesfrom this work wasto ultimately generatea setof building blocks. These

building blockscouldthenbeusedto build thenext generationof applicationspecific

protocols. This direction was ultimately not pursued. Although a paperattempting

to defineusefulbuilding blockswaswritten in 1996: “SomeLessonsLearnedfrom

VariousALF andILP Applications”[32].

2.2 Slogin Protocol Overview

Theslogin programis relatively simple. It usesits own packet formaton top of UDP.

The packet format containsheaderfields that allow the building of a reliableproto-

col. Variousideasfrom TCPimplementationsareusedsuchasdelayedACKs andthe

mechanismfor calculatingtheRTT. Theslogin programgeneratesmorepacketsthan

anequivalentremotelogin programusingTCPbecausetheNaglealgorithmis notused.

TheNaglealgorithmin TCPis not just for remotelogin applicationsbut alsofor any

applicationthatgeneratesafew bytesatatimethatcanbeamortisedinto largerpackets.

TheNaglealgorithmis inappropriatefor remotelogin sessionsover long delaypaths.

In order to keepthe responsetime to a minimum, the slogin protocolsendspackets

themomentcharactersaregeneratedby theuser. This increasesthenumberof packets

generated,however, in defenceof this strategy, a singleusertyping a characterevery

200mscanonly generate5 characterspersecondresultingin 5 packetspersecond.An

importantaspectof the slogin protocol is that eachpacket carriesall of the datathat

hasnot yet beenacknowledged. Henceany packet losswill not necessarilyresult in

anextra RTT of delay. This is anotherboostto theresponsivenessof theprotocol. A
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TCPimplementationcannot make thedecisionto carryall datathathasnot yet been

acknowledgedin its packetsbecauseasageneralpurposeprotocolit doesnotknow the

shapeof thetraffic generatedby theapplication.On theotherhanda speciallytailored

protocolcantake full advantageof suchknowledge.While theTCPprotocolrequires

20 bytes,assumingno options,the slogin protocoluses7 bytes(currentlymore are

usedfor easeof implementation)plus8 bytesof UDPheaderto giveatotalof 15bytes;

a saving of 5 bytesper packet. The comparative headersizesarenot given to imply

that slogin is betterthen TCP becauseit usesfewer bytes. It just illustratesthat an

equivalentnumberof bytesis used.

2.3 Slogin ProtocolRequirements

Thegoalof slogin is to developa UDP-basedtransportprotocolthat is optimisedfor

remotelogin applicationsover long delay links. A secondrequirementis the useof

encryptionfor securitypurposes.A numberof goalsareidentifiedfor theprotocol.

1. Most importantly, from the userpoint of view, the protocolneedsto be more

responsive thanthetraditionalprogramssuchasrlogin or telnet.

2. It is alsoimportantthat the numberof bytesexchangedusingslogin is not sig-

nificantlymorethanthenumberof bytesexchangedwhenusingTCPbasedpro-

grams.

3. It is alsoa goal to achieve betterinterruptandexpediateddataprocessing.The

rlogin programusesTCP’s urgentpointer(URG) to performexpediteddatapro-

cessing.Onesignificantdrawbackof this approachis that the URG pointer is

exactly that: a pointer into the stream.A particularpoint in the byte streamis
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Type of Packet |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Acknowledgement Number |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Length |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Sequence Number |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Data |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure2.1: slogin packet format

markedasbeingurgent.Dependingon theTCPimplementationtheurgentbyte

is notnecessarilydeliveredbeforeany otherdata.

2.4 The Slogin Protocol

2.4.1 Packet Format

Thepacket formatis rathersimple.It is madeupof four fieldsfollowedby anoptional

payload(Figure2.1).

Figure2.1shows theslogin packet format.Thepacket headeris muchlargerthan

it needsto be.Eachfield is keptasafour bytequantityfor easeof implementation.The

type field canbe reducedto threebits asthereareonly six packet types. The length

field canalsoberemovedasUDPgivesthelengthof thepacket. Soall in all theheader

canbe reducedby slightly more than5 bytes. Eachpacket containsthe samefixed

sizeheaderfor simpleparsingindependentof thepacket type. Thoughcontroversial,

thereis no versionfield in the packet format. Slogin utilizes the simpleexpedientof

usinga new UDP port for major versionchanges,which is simplerthanthe useand
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checkof aversionnumberfield. Suchdecisionforcesany slogin versionto alwaysuse

afixedUDPport. However, thereis norequirementto checkversionfieldsnorsupport

backwardcompatibility. Thereis no interoperabilityconcern.

A numberof fields that areusuallypresentin transportprotocolsaremissingin

slogin. Thereis no ID field to associatepacketswith sessions.Instead,the hostand

port fieldscontainedin theUDP headerareusedfor thatpurpose.

Slogin packetshave no additionalchecksumapartfrom the checksumprovided

by UDP. However, a checkbyteis placedat the end of the payloadto aid with the

authenticationof packets. As both TCP andUDP usethe samechecksumalgorithm,

both slogin andrlogin packetshave the sameprotectionagainstdatacorruption. The

additionalcheckbytein the slogin packetsprovidesextra protectiondespiteits main

purposebeingauthenticationratherthanprotection.

Thepacket formathasthefollowing fields:

Packet types

Thereare7 packet typesin slogin:

1. CR - ConnectionRequest- Value0

A connectionrequestpacket.

2. CC - ConnectionConfirmation- Value1

A connectionconfirmationpacket.

3. DATA - DataPacket - Value2

A datapacket.
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4. CONTROL - ControlPacket - Value3

A controlpacket.

This packet type conveys out of bandinformationsuchasinterruptcharacters,

terminalsize, flow controlinformationandterminaltype.

Thecurrentimplementationdoesnotsupportthispacket type.

5. DR - DisconnectRequest- Value4

A disconnectrequestpacket.

6. DC - DisconnectConfirm- Value5

A disconnectconfirmationpacket.

7. RESET- Reset- Value6

A resetpacket.

AcknowledgementNumber

Thisfield acknowledgesthelastbytereceivedfrom thepeer.

Length

This field specifiesthe lengthof the packet. It is a redundantfield as the UDP API

providesthesameinformation.

SequenceNumber

This is thesequencenumberof thefirst byteof datacontainedin thepacket.

2.4.2 Data

Thepayloadis encryptedby theRC4streamcipher. Thereis alsoanadditionalcheck-

bytetrailing thedatato facilitatepacket authentication.
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2.4.3 The Slogin Protocol

An slogin sessioncanbein oneof four states:IDLE, CONNECTING,CONNECTED

andDISCONNECTING.

Thesimplestway to describetheprotocolis to examinetheconnectionsetuppro-

cessandtheconnectionteardown processaswestepthroughtheprotocolstateson the

serversideof theconnection.

ConnectionSetup

Theserversideof theconnectionstartsin anIDLE stateawaitingaConnectionRequest

(CR)packet. TheclientsidesendsaCRpacketandmovesto theCONNECTINGstate.

On receiptof theCR packet, theserver sendsa ConnectionConfirmation(CC) packet

to the client andmovesto the CONNECTEDstate. Oncethe client receivesthe CC

packet, it alsomovesto theCONNECTEDstate.

Any of thepacketscanbelost in this interchange.It is up to theclient to retrans-

mit CR packetsuntil eithera timeoutperiodexpiresor a CC packet is received. On

theserver sideno timerswill bestartedoncetheCR packet hasbeenreceivedandthe

server hasmoved to the CONNECTEDstate. This is consistentwith the datatrans-

missionpart of the protocol that doesnot usekeepalive timerswhenno datais left

to beacknowledged.This designmakestheinitiator of theconnectionresponsiblefor

driving thestatetransitionsof its peerandreducesthenumberof packetsexchanged.

However, thereis aflaw associatedwith thisdesign.If aCRpacket is sentto theserver

afterwhich theclient dies,thereis no way to remove thestateof theconnectionheld

by the server. In practicethis situationrarely arisesandwhenit doesthe amountof

memoryusedto hold the protocolcontrol block is small. More importantly, this de-

signmakesslogin extremelyvulnerableto denialof serviceattackssimilar to theSYN
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attackusedagainstTCPserverssuchasWWW servers.

ConnectionTeardown

A connectionteardown canbe initiatedby eithersideof theconnection.The initiator

of the teardown sendsa DisconnectRequest(DR) packet to the peerand moves to

the DISCONNECTINGstate. On receptionof the DR, the peersendsa Disconnect

Confirmation(DC) packet to the initiator andmovesto the idle state.As soonasthe

initiator receivestheDC packet, it alsomovesto theIDLE state.

StateTransitions

Table2.1 shows the statetransitionsof the slogin protocol. The first columnlists all

the protocolpacket typeswhile the first row lists all the protocol states.Eachtable

entryshows theprotocolresponseto receiving a particularpacket at a particularstate.

Eachresponseentryconsistsof two rows. Thefirst row shows thepacket to besentin

response,if any. Thesecondrow showsthenext statetransition,if any.

Forexample,if anendpointreceivesaDR packetwhile in theCONNECTEDstate,

it will senda DC packet andmove to theIDLE state.If it receivesany subsequentDC

packetswhile still in theIDLE state,it will continuesendingDC packetsbut it will stay

in theIDLE state.

2.5 Implementation Issues

2.5.1 Control packets

As statedbefore,therlogin programusesTCP’s urgentpointer(URG) to performex-

pediteddataprocessing.Dependingon theTCPimplementationtheurgentbytemight

not bedeliveredbeforetheordinarydata.Slogin wasoriginally designedto useCon-
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STATES IDLE CONNECTING CONNECTED DISCONNECTING
PACKET TYPES

CR CC RESET CC RESET
CONNECTED IDLE IDLE

CC RESET RESET
CONNECTED IDLE

DATA RESET RESET RESET
IDLE IDLE

CONTROL RESET RESET RESET
IDLE IDLE

DR DC RESET DC RESET
IDLE IDLE IDLE

DC RESET RESET
IDLE IDLE IDLE

RESET
IDLE IDLE IDLE

Table2.1: slogin statetransitions

trol Packetsto dealwith expediateddataprocessing.ControlPacketswill carryspecial

dataandinformationthatneedsimmediatedelivery to theotherendof theconnection.

Interruptandflow control charactersaswell asinformationrelatedto changesin the

sizeof theuser’s xtermwill betypically transmittedusingControlPackets. However,

theslogin usageof a sendandwait protocolinsteadof a windowing protocolresolved

theissueof expediateddataprocessingwithout theneedto implementControlPackets.

An interruptcharacteris typically usedto stopthecurrenttransaction.If anapplication

is generatinga lot of outputin responseto auser’scommand,it is necessaryto stopthe

transmissionof the remainingoutputuponthereceiptof the interrupcharacter. Typi-

cally in theTCPsituationlargeamountsof datawill betransmittedbeforetheinterrupt

is processed.In theslogin caseat mostonenetwork buffer will besentafter theinter-

ruptcharacteris sent.Thisis aninterestingsideeffectof usingasendandwait protocol

insteadof awindowing protocol.
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2.5.2 Retransmission

Slogin usespacket retransmissionto dealwith packet loss.Whenever a packet is sent,

the senderexpectsto receive an acknowledgementfrom its peer. If an acknowledge-

mentdoesnot arrive theneithertheoriginal packet or its acknowledgementhasbeen

lost. To breakthe deadlockdueto packet loss,the sendersetsa timer oncea packet

hasbeensent. If the timer expiresbeforeanacknowledgementhasbeenreceived,the

packet will beretransmitted.To dealwith thecasewhenthepeerdisappearsfor what-

ever reason,a packet canbe retransmittedfor a specificnumberof timesafter which

theconnectionwill beclosed.

To implementtheabovemechanismthreeparametersneedto bespecified:

� Thevalueof the initial retransmissiontimer. This time is selectedbasedon the

round trip time. The exponentiallyweightedmoving average(EWMA) from

TCPis used.

� Thevalueof thesubsequesntretransmissiontimers. Thesetimersareexponen-

tially backedoff.

� Themaximumnumberof retransmissions.This valueis setto 11. A packet will

beretransmitted11 timesafterwhich theconnectionwill beclosed.

2.5.3 Bind and connectproblemswith UDP

A TCPconnectionis uniquelydefinedby apair of identifierseachidentifying oneend

of theconnection.Eachidentifiercontainsa 4 octetsIPv4 addressanda 2 octetsport

number. Well known TCP servicesareavailableon well known ports. For example

telnetusesTCPport 513. All telnetconnectionsuseport numberof 513at theserver

endandcanuseany port numberat theclient end. The addressesandportsareused
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to deliverpacketsto thecorrectprocess.In many systemstheway this is implemented

is to a have a processcontrol block (PCB) with addresses(local andremote)aswell

asports (local and remote). Whena packet arrivesat a host it is comparedagainst

the PCB’s. It is deliveredto the processwhich bestmatchesthe PCB entries. Both

TCPandUDP packetscontainsourceanddestinationaddressesaswell assourceand

destinationports.

Initially whena telnetserver is waiting for a connectionthe local port numberis

boundto port 513andtheremoteportnumberis unbound.Thereis no connectionyet.

As soonasa connectionis createdthe remoteport is boundto the port numberthe

remotepacket originatedfrom.

In theTCPcasethis workswell. Henceslogin useda similar method.Theslogin

server would wait on a well known port. The client would then ask the systemfor

ancurrentlyunusedport. TheUDP packet would besentto theserver with a random

sourceport and the known destinationport. The packet would be deliveredto the

processwhichwaslisteningontheslogin port. If theincomingpacketwasaconnection

requestthentheserverprocesswouldstartanew process.Thenew processwouldhave

acopy of thenetworkingsocket. Thenew processwould thensettheremoteportvalue

on its PCBusingtheconnect(2)systemcall. Now boththeparentandthechild would

have a PCB with the samelocal port. In the server casethe remoteport would be

unbound. Thusall packetswhich arenot boundto the child processwill be sentto

theparent.By thesametokenall packetsfor thechild processwill bedeliveredto it.

Thustheoperatingsystemwouldberesponsiblefor correctlydemultiplexing incoming

packets. Unfortunatelyon the Sunrunning(Solaris2.5.1)underwhich I waswriting

this codethedemultiplexing did not work correctly. Theway that thebug manifested
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itself wasthat thefirst connectionworkedfine. If a secondconnectionwasattempted

thennomorepacketsweredeliveredto any of theapplications.Thisseemedextremely

surprising. One would have thoughtthat other UDP basedprogramsmight usethe

samemechanismaswasattemptedin slogin. On checkingthe sourcefor the Trivial

File TransferProtocoldaemon(tftpd).A widely usedUDPbasedfile transferprogram.

It transpiredthat tftpd getsaroundthis problemby sendingthe responsepacket from

a different local port than the advertisedport. Oncethe responseis received by the

clientall packetsaresentto thenew portontheserver. A similarschemewastherefore

incorporatedintoslogin. An irritating featureof thisschemeis thatfor everyconnection

requesta new processis created,evenif theconnectionrequestsarecomingfrom the

sameclient.

2.5.4 UserPrivileges

The slogin programwasdevelopedon a Sun runningSolaris2.5.1. In order to test

slogin on wide arealinks anaccountat INRIA ,in theSouthof France,wasused.This

accounthasno root privileges. It was thereforenecessaryto try and get the slogin

server (slogind)runningwith only userprivileges.

As soonasslogin managesa connectionsetup,including theDiffie-Hellmanex-

change,theserver slogindrunsthestandardUnix login programto performauthenti-

cation.

Startingthe login programturnedout to be extremely problematic. The login

programrequiresto be startedfrom the lowest level shell. On UNIX systemsa file

“utmp” is usedto hold login records. In orderto start the login programthe “utmp”

file needsanappropriateentry. Trying to write the“utmp” entryasa nonroot process

proved to be a problem. A mechanismwaseventuallyfound througha library. The
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“utmp” entrywasnotclearedon logoutasthesystemwill eventuallyperformthis task.

Thiscausesaproblem,for attemptsto log in immediatelyafterlogout,the“utmp” entry

isn’t clearedthesamepseudoterminalis allocatedandit is not possibleto log in. The

secondlogin attemptsseemsto cleartheentryandit is possibleto log in.

2.5.5 Testing

Theslogin protocolwastestedinitially ona local areanetwork. For realisticwidearea

testsanaccountat INRIA wasusedasdescribedabove.

Also a systemwasbuilt to emulatewide arealossylinks. This systemflakeway

is describedin AppendixB. Flakewaywastabledrivenandhencedeterministic.This

allowedfor repeatableteststo testtheslogin protocol,usinghandcrafteddatasets.Test

datasetswerealsoderivedfrom ping tracesbetweenUCL andINRIA. It wasinitially

hoped,to performsystematictestsof slogin againstrlogin, to demonstratethebenefit

of oneschemeover the other. It wasnot clearthat suchtestswould actuallyhelp in

proving oneschemewasbetterthananother. Thereforetheflakewaywasonly usedfor

testing.

2.5.6 Security

At the time that the slogin work wasdone;1994, therewere no generallyavailable

remotelogin programsthatattemptedto cryptographicallyprotecteitherpasswordsor

sessiondata. Sincethat time “SSH” [94] a securelogin programhasbecomewidely

availableandis heavily used.

Any programbeingdevelopedto supportremotelogins,really neededto support

security. Adding securityin theform of encryptionalsoallowedfor testingof ideasin

integratedlayerprocessing(ILP).
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A majorwin with slogin is thatastheprotocolandapplicationaresotightly cou-

pledtheconnectionsetupexchangescanalsocarrypertinentdata.Carriedwith thecon-

nectionsetupmessageswereDiffie-Hellman[22] setupinformation. Diffie-Hellman

allows two partiesthatdo not sharea commonsecretto generatea commonsecret.It

reliesonthedifficulty of factoringlargenumbers.In theslogin casetheconnectionand

Diffie-Hellmanexchangecanbe taking placein the samepackets. If TCP wasused

first a threeway handshake would needto take place,followedby theDiffie-Hellman

exchange.More packetsareexchangedthanis necessary. Which is wastefulof band-

width andtime. Sometransportprotocolsdoallow datato becarriedin theconnection

setuppackets.

Oncea secretkey hasbeengeneratedthenthestreamencryptionprotocolRC4is

used.RC4is easyto implementandhasnoknown attacks[78]. Onceseededby thekey

generatedby theDiffie-Hellmanexchange.RC4generatesabytestream.Thisstreamis

exclusiveor’d with thedatastream.At thereceiver thesameRC4streamis generated

andthe received datastreamis againexclusive or’d with the incomingstream. This

allows therecovery of thetransmitteddata.As well asbeingsimpleto implementit is

alsocomputationallycheap;thiscanbeobservedfrom theimplementationin Appendix

D. Anotheradvantageof RC4 is thatbeingstreambased,unlike block solutionsit is

not necessaryto padtransmittedpacket to a block boundary, hencenot necessitating

thetransportof extrapaddingbytesin thedatapayload.

TheDiffie-Hellmankey exchangeusesa primemodulusof 1024bits. The(prime

- 1) / 2 is alsoprime. This is supposedto make theexchangemoresecure.I generated

theprimemyselfwhichmayhavebeenamistake. Its beentestedagainstall primesless

than2000andhashadtheRabinMiller testrun 5 times.A 1024bit key is constructed



2.5. ImplementationIssues 45

from theexchange.

The streamcipher RC4 can acceptup to 2048 bit key. So the 1024 bit key is

repeatedto give a 2048bit key. In order to have a differentencryptionkey in each

directionthekey is byte swappedfor the reversepath. Hopefully this doesn’t opena

holein theencryption.

TheGNU multipleprecisionlibrary wasusedto manipulatetheselargenumbers.

Thesecurityin slogin is only thereto encryptthetraffic. It doesnot performany

authentication.Authenticationis performedby thestandardlogin process.However,

asall traffic is encryptedthepassword will not beavailableto theworld. TheDiffie-

Hellmanalgorithmis susceptibleto manin themiddleattacks.

Checksum- Authentication

It isessentialthatall incomingpacketsareauthenticated,otherwiseboguspacketscould

befed into thesession.A nonceis addedto theendof eachpacket beforeencryption.

Thenonceis a trivial checksumthatis run acrossthedataportionof thepacket.

The checksumalgorithmconsistsof summingall the bytesin the datafield and

thenstoringthe low orderbyte at the endof the packet. This schemeis usedfor au-

thentication,not for protectingthedata.Beforethepayloadis encryptedthechecksum

byteis placedat theendof thepayload.Whena packet is receivedit is decryptedand

thechecksumalgorithmis run. Only if thecomputedchecksumbyteandthechecksum

byte in thepacket matchis thepayloadaccepted.Thereis a very high likelihoodthat

thecreatorof datapacket knew thesecretencryptionkey.
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2.6 Experiments

OnNovember271994theslogin andslogindprogramsexisted.Experimentswereper-

formedbetweenUCL in LondonandINRIA atSophiaAntipolis. Thetypical roundtrip

timewasaround200mswith 17 hops.

Theoriginal ideahadbeento build anasymmetricprotocol,at theclient sideall

datawhichhadnotbeenacknowledgedwouldbesentin all packets,thisseemedto bea

fairly reasonableapproachasat theclientend,theinput is from thekeyboard.In order

to simplify the implementation,thefirst cut wasto build a symmetricprotocol: unac-

knowledgeddatafrom theserverwasalsorepeated.With a terminalsizeof 24x80this

couldmean1920bytesin a screenrefresh,generatedperhapsby aneditor. However,

experimentsshowedthatthearbitrarypacketsizeof 1024whichwaschosensometimes

meantthatascreenof datawould requiretwo packets.HostMTU discovery, wouldbe

extremelyuseful, to allow the applicationto transmitthe largestpossiblepacket size

for apath.

In orderto simplify thebuffering of databoth from thekeyboardandtheremote

shell once1024 bytesof datais in the transmitbuffer the programno longer reads

from the input keyboard/shell.This hasthe sideeffect of thereonly ever beingone

packetsworth of databuffered. So if a keyboardinterruptis usedto stopa flow, only

onepacket’s worth of datais ever in thesystem.Whena lot of datais beinggenerated

from theserverendof theconnection,for exampledisplayingavery largefile (e.g.cat

/etc/termcap),theprotocolbecomesasendandwait protocol.
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2.7 Results

On a long delaylink with a smallamountof packet losstheslogin programfeelsmore

responsivethanrlogin. This is dueto nothaving to wait for oneroundtrip timewhena

packet is lost. It would beinterestingto modify aTCPimplementationto alsosendall

bufferedbyteswhenthenumberof bytesis small.

TheXON/XOFFflow controlandinterruptprocessingwork verywell evenwith-

out specialsupport,this is dueto only everbufferingonepacketsworthof data.

As mentionedabove when a lot of data is being sent the current implementa-

tion becomesa sendandwait protocol. This meansthat currentlyslogin hasa lower

throughputthanrlogin. However, theauthorbelievesthatapartfrom performingtests,

generatinga lot of datawhichcannotpossiblybereadis notuseful,solimiting therate

is nota badpropertyof thecurrentimplementation.

2.8 Enhancements

Passingthe usernamedisplayvariableandterm variablewould be usefulThe rlogin

protocolalsotrackswindow sizechanges.Thereis supportfor aseparatecontrolchan-

nel in slogin which hasnever beenimplemented.This control channelcouldbe used

for window updates.

Theenvironmentvariablescouldjust betackedontotheendof thekey in thekey

exchange.They could actuallybe placedin the packet asenvironmentvariablesand

notevenrequireinterpreting.



48 Chapter2. Simplelogin (slogin)

2.9 Discussion

TCP is badly matchedto the requirementsof a rlogin application. In mostcasesthe

applicationwriter hasinformationaboutthecharacteristicsof his applicationthatcan

be exploited. A classicexampleof this problemis rlogin, the echoingin rlogin is

performedby theremoteend,whenit wasdiscoveredthatfor everycharacterthatwas

typedfirst an ack wassentbackthenthe echo,TCP implementationsweremodified

to delayfor 200msto delaythesendingof theacksothat it couldbecarriedwith the

echo.

We canmake many observationsabouta typical rlogin session:a userdoesnot

typefast,sountil anacknowledgementis receivedup to somethresholdall characters

typedcanbe repeated.On long delaypathsthis shouldgive the bestresponseunder

conditionsof loss.Considerthecaseof acharactertypedby theuser. Thesinglepacket

carryingthis characteris lost. Thenanothercharacteris typed.In theTCPcasedueto

theNagledelaytypically 0.5secondswill passuntil thetwo charactersaretransmitted.

In the slogin casethe secondcharacterwill be sentimmediatelywith the first. If the

TCPhasNagledisabledit will still take onemoreroundtrip time for thecharacterto

bedelivered.

A usercannotnecessarilyreadvery fast:datarateof thereversechannelcouldbe

keptto a fairly low settablerate.In factastheprotocolwasimplementedasasendand

wait protocoltherewasalwaysa RTT of delay. This provideda usefulsideeffect of

not requiringany specialinterruptcharacteror X-ON/X-OFF flow controlprocessing.

As thereis only everonewindow of datato interrupt.
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2.10 Conclusions

Slogin providesa numberof benefitsover rlogin andtelnet. It providessecurityat no

significantoverhead.This is alsotrueof SSH.

Slogin providesbetterresponsivenesson longdelaylinks with any loss.

TCPis agoodgeneralreliableprotocol,but it doesnotmatchtherequirements,of

evenasimpleapplication;suchasremotelogin.

Theactualslogin implementationwasdifferentto theoriginal specification.The

originalspecificationwasto haveusedwindowing; theinitial implementationusedsend

andwait. This turnedout to be perfectlyacceptable.A benefitof this decisionwas,

the control channel,which hadalsobeenspecified,did not have to be implemented.

Thecontrolchannelwasamongotherthingssupposedto carryinterruptcharacters.An

expeditedchannelwhich could overtake the datachannel. With sendandwait there

wasnevermorethanonepacket of datawhich neededto beinterrupted.

The control channelwasalso to have carriedwindow size changeinformation,

amongstotherthings. Implementingthis featurewould not have providedany signifi-

cantadvantage.

It washarderto specify, implementanddebugtheslogin protocolthanwriting say

rlogin. Theauthorhaswritten a rlogin for a commercialUNIX vendor, socanvalidly

make thiscomparison.

Theincreasedimplementationcomplexity of this approach,would beanobstacle

to its adoption.An avenuethatwasconsiderwastheprovisionof building blocksto fa-

cilitate theconstructionof applicationlevel protocols(ALPs)suchasslogin [32]. This

directionwasnot pursued.Thework in this chapterwasdoneaspartof theHipparch

project [5]. Partnersin the projectwherelooking at automaticprotocolcomposition
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[23], in orderto solve thecomplexity of designingandimplementingprotocols.

In this chapteroneapplicationhasbeenconsidered.In thenext chapterwe con-

sidermailing lists to seeif ALP conceptscanbeusedin a verydifferentscenario.



Chapter 3

MMD: Multicast Mail Delivery

3.1 Intr oduction

Thework presentedin this chapteris joint work with ZhengWangandJonCrowcroft.

Thework wasdoneat theendof 1995,which is why somedesigndecisionsmaynotbe

asappropriatetodayasthey werethen.Thesedecisionsarediscussedin section3.4.4.

In this chapterwe considermailing lists asanotherapplicationthatcouldbenefit

from applicationlevel protocols(ALPs). Thisapplicationis verydifferentto theslogin

application.It is again,howeveraveryheavily usedapplication.

As mailing lists grow large,currentcentraliseddistribution becomesincreasingly

unmanageable.In this chapterwe presentan alternative mailing list delivery system

MMD. MMD delivers messageto list membersby multicastand achieves reliabil-

ity with a lightweight retransmissionschemebasedon expandingring local repair-

ing. MMD canco-exist with conventionalmailing list deliveryandrequiresminimum

changesto thesystems.

Mailing lists areamongthemostusefulapplicationson theInternet. It is impos-

sible to make an accurateestimationasto how many mailing lists exist in the whole
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Internet.As of June2nd1996,www.lisxt.com,a mailing list directoryhada database

of 37,416lists.

Standardmailing list operationis fairly simple,a mailing list is setup at a siteby

allocatingan electronicmail address,for examplemmd@cs.ucl.ac.uk. All electronic

mail sentto this addressis thenfannedout to all membersof the list at the main list

exploder.

Thereare a numberof problemsassociatedwith this conventionalmailing list

operation[89]. First of all, the administrationof large mailing lists can be a very

time consumingactivity. The simplestpart of maintenancemay just be dealingwith

subscribe/unsubscribemessages.Althoughmailing list softwaretypically canhandle

automaticsubscriptionandunsubscription[81], peopleoften fail to changetheir mail

addressesin the lists whenthey changeorganisations.A major problemreportedby

maintainersof large mailing lists is delivery failure. Whena mail transferagent[75]

fails to deliver mail to a recipientof a mailing list, a mail messageis oftengenerated

by the mailer andsentbackto the list maintainerwith an error report. Therecanbe

many reasonsfor delivery to fail, for example,the hostnamecannotbe found in the

DNS [60], themailbox mayno longerexist, the machinethat the mailbox resideson

hasbeenunavailablefor prolongedperiodsetc . . .Someof the problemsmay be the

kind of transienterrorsthatoccurin networking or they maybemorepermanentlike

a recipienthaschangedorganisationsandno mail forwarding is enabledto the new

organisations.Whethertheerror is transientor permanent,time is spentby list main-

tainersprocessingthe delivery reports. For example,InformationSciencesInstitute

(ISI), whichmaintainsmailinglists for Internetresearchgroups,theIETF andotherIn-

ternetgroups,onaveragereceivedabout400messagesamonthrequestingadditionsor
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deletions,andabout300errormessagesa monthdueto mail deliveryproblemsduring

1991[89]. ThemembersonmostISI’smailing listshave increasedsubstantiallysince.

Sinceevery messagehasto bereplicatedat themail server wherethemailing list

resides,alargeandactivemailinglist mayplacesignificantworkloadonthemail server

andalsooutgoingtraffic for thelist maintainer’s site. Themajority of themailing lists

ontheInternetareoperatedasafreeserviceto aparticularcommunityor interestgroup,

soit is desirableto reducetheburdento thelist maintainer’ssiteasmuchaspossible.

Whenthe numberof membersin a list reachesa few thousand,suchcentralised

distribution becomesincreasinglyunmanageable.In this chapter, we presenta dis-

tributedapproachbasedonmulticast,calledmulticastmail delivery(MMD). In MMD,

mailing list distribution utilises the multicast capacityof the underlying networks

(MBONE)[17]. Messagesfrom themainexploderaremulticastoutandeachsiteinter-

estedin a particularlist hasa local exploderwhich listensat themulticastaddressand

distributesto local membersof thelist.

With this approach, the entire mailing list operation is fully distributed.

The administrative load on the main exploders is drastically reduced. Subscrib-

ing/unsubscribingis alocalmattersotherewill nolongerbethelargeturn-a-roundtime

often encounteredwith somemailing lists. Any errorsgeneratedarehandledlocally

andhenceeasierto solve. As thereplicationis donewith multicast,thetraffic loadon

themainexplodersis no longeranissue.With local retransmissionmechanisms,main

explodersonly needmulticasta messageonce,or at most a small numberof times

when local repairingfails. Thus,MMD candeliver mailing lists moreefficiently in

termsof network bandwidthandspeedof delivery. With MMD, thereis theadditional

localburdenof configuringanew local list eachtimeanew mailing list is joined.This
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is inevitableasa resultof thedistributedapproach.However, thesetupprocesscould

beautomated.

3.2 DesignBasics

MMD wasdevelopedasanalternative to conventionalmailing list delivery. Its aim is

to relievetheadministrativeburdensonlist managers,andto reducetraffic anddelayin

messagedistribution. Thecoreof MMD is amulticastbaseddistributionsystemwith a

lightweightretransmissionschemebasedonexpandingring localrepairing.Thedesign

of MMD adheresto thefollowing basicprinciples:

1. Co-existencewith conventionalmailing list delivery. Given the large installed

baseof conventionalmailing lists, any systemsincompatiblewith the conven-

tional onewill not work in practice. The useof MMD andconventionalmail

deliverymustnot bemutuallyexclusive. For any list, userswho do not have ac-

cessto networkswith multicastcapacitycancontinueto useconventionalmailing

list delivery.

2. Minimum modificationsto currentsystems.MMD wasdesignedto replaceonly

the replicationpart of the mailing list delivery. Therehasdeliberatelybeenno

attemptmadeto replacecurrentmailing list maintenancesoftware.Subscribing,

unsubscribing,mailing to a list andreceiving mail arehandledthroughexisting

infrastructure. By doing so, MMD requiresminimum changesto the current

systems.

3. Handlingof multiple lists. MMD wasdesignedto handlemultiple mailing lists

so that oneinvocationof the programandconfigurationfile would be required
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persite. It will alsoallow multiple lists to shareasimplemulticastgroup.

3.3 The Structur e

TheMMD suiteof programsis brokeninto threedistinctcomponents:

mmd_accept

mmd_multicast

mmd_deliver mmd_deliver mmd_deliver

Sender

MTS

SMTP SMTP SMTP

Receiver Receiver Receiver

Main exploder

Local explodersmulticast multicast

Figure3.1: TheStructureof MMD

1. mmd accept

Electronicmail entersthe MMD subsystemvia mmd accept. The programis

invoked by the mail delivery program,it then makes a unicastconnectionto

themmd multicastprogramwhich is responsiblefor multicastingthemail mes-

sages. An exampleof operationwould be set up a mailing list for example

mmd@cs.ucl.ac.uk, ratherthan the mail now going to multiple recipientsit is

justsentto themmd accept.Themmd acceptprogramis atrivial programwhich

is the entry point into the MMD subsystem.This programis invoked onceper

mail messageanddoeslittle morethatopena connectionto mmd multicastand
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relay the message.In the unlikely event of mmd multicastnot beingavailable

mmd acceptreturnsanerrorstatusandthemail messageis queuedby themail

softwarefor a laterdeliveryattemptasmail transfersystemsaregoodat this. All

retriesareleft to theexistingmail infrastructure.

2. mmd multicast

This programmmd multicastis a server processwhich is intendedto run con-

tinuously, and is responsiblefor multicastingthe mail message.This program

sendsout periodicstatusmessagescontaininginformationaboutwhatmessages

arecurrentlyavailable. This allows receiversmmd deliver to sendnegative ac-

knowledgementswhenthey discover thatnew messagesareavailable.

3. mmd deliver

The programmmd deliver is a server processwhich is responsiblefor reliably

receiving themulticastmail messagesandperforminglocal delivery. It canalso

performretransmissionsin theeventof loss.

3.4 The Protocol

Theprotocolis totally text basedasaremail messages.Two channelsareused,onefor

control messagesandthe otherfor the data. Thereweretwo reasonsfor this choice,

onefor easeof de-multiplexing of messages,theotherto allow receiversto leave the

multicastgroupon which the datais sentin orderto take full advantageof multicast

pruning,sooncea sitehasreceivedall thecurrentlyavailablemail it no longerneeds

to receive themail again.
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3.4.1 Statusmessage

Themessageconsistsof colonseparatedfields:

v1:STATUS:timeout range:list name:lowestmail message:highestmail message:

1. v1

Theversionof theprotocol.In thiscaseversion1.

2. STATUS

Thetypeof themessage.ThekeywordSTATUS is actuallyin themessage.

3. timeoutrange

In order to guardagainstthe ACK/NACK implosion [27] problema timeout

rangein secondsis sentwith the message.Any receivers wishing to senda

NACK in responseto a STATUS messagechoosesa randomtime valuewithin

this range.

4. list name

Thenameof thelist.

5. lowestmail message

Themail messagesarenumbered,this is is thelowestmail messageavailable.

6. highestmail message

Thehighestmail messageavailable.

3.4.2 NACK message

Themessageconsistsof colonseparatedfields:

v1:NACK:list name:mail message:� optional fragment number or range� :
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1. v1

Theversionof theprotocol.In this caseversion1.

2. NACK

Thetypeof themessage.Thekeyword “NACK” is actuallyin themessage.

3. list name

Thenameof thelist.

4. mail message

Themail messagethatis beingNACK’d.

5. � optionalfragmentnumberor range� :

If this field is not presentthenthe whole messageis beingNACK’d. A single

valuedenotesa particularfragmentis beingNACK’d. A rangeof fragmentscan

bespecifiedby giving a startvalueandanendvalueseparatedwith an “-”, e.g.

“10-15”.

3.4.3 Data message

Themail messagesarebrokeninto fragments.Thesendercanchooseany appropriate

fragmentsize,theonly stipulationbeingthatoncea sizeis chosenit mustbethesame

for all fragmentsandmustremainconstantfor aparticularmessage.

Eachmail messagefragmentis prependedwith thefollowing header. Thefieldsin

theheaderarecolonseparatedandthe lastentry is followedby two newlines(ASCII

nl, hex value0xa),afterwhich themail fragmentappears.

v1:list name:messagenumber:fragment:total number of fragments:
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1. v1

Theversionof theprotocol.In thiscaseversion1.

2. list name

Thenameof thelist.

3. messagenumber

Themail messagenumber.

4. fragment

Thefragmentnumberof themessagebeingcarried.

5. total numberof fragments

Thetotal numberof fragmentswhichmakeup this mail message.

3.4.4 RetransmissionScheme

In MMD, retransmissionis receiver-initiatedbasedon expandingring local repairing.

Whena receiver detectsthata messageis lost, it first requeststhemessagein its local

scope.Any entity which hasa copy of themessagecanreply to sucha retransmission

request.If therequestedmessageis not retransmitted,areceivercanincreasethescope

of its retransmissionrequestuntil therequestedmessageis received.We now describe

thedetailsof protocoloperations.

The“mmd multicast”programsendsoutperiodic“STATUS” messages.Themes-

sagesthemselvesaresimpletext messages.The“STATUS” messagescarryinformation

regardingtherangeof messagesavailable. If a “mmd deliver” programdetectsthat it

doesnot have a particularmessageit cansenda “NACK” messagein responseto a

“STATUS” message.
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In orderto guardagainsta“NACK” implosion,the“NACK” messagesarenotsent

immediatelyafter receiving the “STATUS” messages.If thereweremany receivers,

sending“NACK” messagesimmediatelyafter a “STATUS” messagewould lead to

many “NACK” messagesbeingsentat roughlythesametime, thuspotentiallycausing

heavy congestion. Ideally only one receiver shouldsenda “NACK” in a particular

time period. A protocol could have beendevelopedin order to synchroniseall the

participantsto guardagainstthe “NACK” implosion problem. This would however

have increasedthe complexity. Also the numberof messagesexchangedwould have

increased.

As thedistribution of mail makesno real time guarantees,a simplerstrategy was

adopted,usinga randomelementto determinewhena “NACK” shouldbe sent. The

“STATUS” messagescarrya timeoutvaluewhich is a interval within which a random

valueis chosenby eachreceiver. This valueis usedasa delayperiodfrom thearrival

of the “STATUS” message.Whenthis delayperiodpasses,the receiver may senda

“NACK” message.In theinterveningperiodanotherreceiver mayalreadyhave senta

“NACK” for the requestedmessage.As all messagesaremulticast,all receiverswill

receive the “NACK” messages,so a list of “NACK” messagesis recordedandonly

new “NACK” messagessentin any particularperiod. In orderto grosslysimplify the

presentimplementationif any “NACK” or “DATA” messagesare seenin the delay

periodthenno“NACK” will besent,anew delayperiodwill bechosenandtheprocess

will repeateduntil thereareeitherno outstandingmessagesor therehasbeena quiet

delayperiodwhena “NACK” canbesent.

At thispointsomebackgroundis required.At thetimethatthiswork wasdonethe

MBONE wasbasedon a distancevectormulticastrouting protocol(DVMRP). Since
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thattime theprotocolsusedhave changed.Whatmulticastprotocolis currentlyin use

doesnot affect our discussion. An importantfeaturethat haschangedis how far a

multicastpacket travels in thenetwork is controlled. How is thescopeof a multicast

packetcontrolled?Theinitial MBONE consistedof tunnelsbetweenparticipatingsites.

Thetunnelswereconfiguredwith thresholds.For a packet to traversea tunnelits time

to live (TTL) hadto belargerthanthetunnelthreshold.Thereforehow far a multicast

packet travelledwasgovernedby its initial TTL. Thehighertheinitial TTL thefurther

thescopeof thepacket. For exampleat thetime thiswork wasdoneaTTL of lessthan

31 would keepa multicastpacket within the UK. A TTL of lessthan16 would keep

a packet within UCL. This wasnot consideredto bea flexible enoughscheme.Today

multicastpackets can be boundedby usingadministrative scopes[58]. Ratherthan

usingTTL’s to boundthe scopeof a packet the multicastaddressis used. To greatly

simplify theexplanation,borderroutersin administrativedomainsdonotallow packets

with certainadministrativeaddressrangesto traversethem.

The retransmissionis carriedout in a distributed fashion. in MMD, not only

can the “mmd multicast” program respondto a “DATA” messagebut so can the

“mmd deliver” programs.An expandingring searchfor local retransmissionis used.

TheTTL wasincreasedfor “NACK” messagesto expandtheir scope.Thereforetopo-

logically closesiteshadtheopportunityto respondfirst. If therewereno responsesthe

scopeof thesearchcouldbeincreased,until thewholeworld wassearched.This TTL

basedexpandingring searchwouldnotwork todayasexplainedabove. Todayit would

benecessaryto configurea list of addressesthatwouldbesequentiallysearched.Each

addresswouldhaveagreaterscopethanthepreviousentry.

The“NACK” messagesaremulticast,thereforeall entitiesthathaveacopy of the
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messagearein thepositionto reply with therequested“DATA”. Thehopeis thatin all

but theinitial distribution of a message,theretransmissionrequestwill besatisfiedby

anentity closerthantheoriginal sender. As with “NACK” messagestheproblemstill

existsthata largenumberof “DATA” messagescouldbesentin responseto a“NACK”

message.Causinga “DATA” implosionproblem.

As with “NACK” messages“DATA” messagesaresentafter a randomdelay in

order to guardagainstimplosion and synchronisationproblems. All entitieshave a

queueof outgoingmessages.Whenever a “NACK” messageis seenall entitieswhich

have a copy of the messageplaceit on their outgoingmessagequeue. The “DATA”

may alreadybe on the outgoingmessagequeue,in which caseit will not be added.

At somerandomtime in the future theoutgoingmessagequeuewill beactivatedand

the queued“DATA” packets will be transmitted. Every received “DATA” packet is

comparedagainstthosein theoutgoingqueue,any thatmatchareremoved.If anentity

requestsa“DATA” packetby sendinga“NACK”, many entitiesmaybein apositionto

servicethisrequest.All siteswith theappropriate“DATA” will scheduleatransmission

in the future. As soonasthefirst site satisfiesthe requesttheothersiteswill remove

thetransmissionfrom theiroutgoingmessagequeues.

The “STATUS” messagecarriesa timeoutvalueso that the valuecanbe varied

as the sizeof the groupchanges.Currently the timeoutvalue is a small fixed value

(60 seconds).The intentionis that the “mmd deliver” programshouldnoticeif many

“NACK” messagesappeartogether. If many “NACK” messagesappeartogether, this

signalsthatthetimeoutvalueis too low andthetimeoutvaluecanbeincreased.When

a new “DATA” messagebecomesavailableandno “NACK” messagesarereceived in

sayhalf the timeoutinterval thenthe timeoutvaluecanbe graduallydecreased.The
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“DATA” messagesare never sentout unsolicited,only when a “NACK” is received

will a “DATA” messagebesent.It would seemmoreobviousto multicastall “DATA”

messagesassoonasthey arereceived.Themainreasonfor alwayssolicitinga“NACK”

is thatit enablesamorefrequentestimationof thesizeof thegroup.

3.5 RelatedWork

A simple transportprotocolcalledMusefor multicastingUSENETnewsgroupswas

presentedin [51]. Musedistributeseachnews articlein a singleUDP multicastpacket

andthereareno retransmissionmechanismsfor lossrecovery.

Therehavebeenanumberof proposalsfor reliablemulticasttransportin thelitera-

ture[27, 18,92, 8, 57]. Many useacentralizeddistributiontreefor totally orderedmul-

ticastdelivery. A reliablemulticastschemebasedon distributedlossrecovery called

SRMwasdiscussedin [27]. Theretransmissionschemeusedin MMD is similar to that

in SRM whererepairfor lost packetsaredonelocally.

3.6 Discussion

In the MMD design,we have assumedthat the mailing lists areopento the public,

thusno securitymechanismswereincorporated.For closedmailing lists,conventional

mailing list schemescanbeusedor themail canbeencryptedto maintainsecrecy. At

thepresenttime with theprevalenceof SPAM it would benecessaryto useanauthen-

ticationschemeto stoptheunauthorisedinsertionof messages.

TheMMD suiteof programswasimplementedin C++ underSolarisandSunOS.

Theimplementationwastestedfor six monthsfrom December1995on asubsetof the

“rem-conf” mailing list.
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3.7 Conclusions

Onepotentialfailing with theschemedescribedis thatof scaling,from theperspective

of an individual mailing list with many subscribers.If a mailing list hasa thousand

subscribersdistributedthroughtheworld, thenin thebestcase,a smallmail message

couldbebetransmittedwide areawith asinglemulticastpacket transmissionfrom the

sender. At thelocal sitestherewill of coursebeTCPconnectionsto performtheactual

mail delivery. In conditionsof losstherewill of courseberetransmissions.Thiswould

be trueof TCPaswell. Thereis alsothe issueof the low frequency statusmessages.

Thesemay generatemoretraffic thanTCP connectionson low volumemailing lists.

For individualmailing lists thebenefitof MMD canbeseen.Therealscalingproblem

arisesin thecaseof largenumbersof mailing lists. Althoughtheprotocolwasdesigned

suchthatinformationfor multiplelistscouldbecarriedtogether;thiswouldnotscaleto

carryingall theworld’s email list. Onepossiblesolutionmaybeto usemany multiple

multicastaddresses.Thispartof theproblemspacehasnotbeenaddressed.

As with the slogin work presentedin the previous chapteran ALP hasbeende-

velopedandshown to work in a small scaletest. The resourceswere not available

for a truly global deploymentand test. Nodeswere run in London,Cambridgeand

Edinburgh.

Weareableto show asin slogin thatwecandesignourprotocolto takeadvantage

of ourknowledgeof theprotocol.In theMMD casethereis no timelinessrequirement.

Mailing lists are not requiredto provide real time delivery. A low frequency status

messagecankeepreceiversapprisedof thecurrentmessagesavailable.

Two very differentapplicationshave beenchosenandALPs have beenbuilt to

demonstratethat thereis benefitfrom using this approach. They are provided as a
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proof of concept,asabasisfor therestof thework presentedin this thesis.

Thereis still however the issueof composingALPs anddeploying them. As has

alreadybeenstatedothermembersof theHIPPARCH projectwerelooking into auto-

maticprotocolcomposition[23]. Someinitial workwasalsodonein providingbuilding

blocksfor protocolscomposition[32], this avenuewasnot pursued.

In the rest of this thesisour emphasiswill be on the deploymentaspectof the

problem. Entitiescalledproxyletsaredescribedwhich allow codeto be deployed in

the “network”. Sucha schemecould be usedto deploy a MMD into the network.

An additionalbenefitof suchan approachwould be that applicationlayer multicast

couldbeused.Thereforeno relianceon thecurrentvariationof theavailablemulticast

technology. Theseideaswill beexploredin laterchapters.

Thenext stepin thepathtowardsALP deploymentis presentedin thenext chapter.



66 Chapter3. MMD: MulticastMail Delivery



Chapter 4

JavaRadio: an application level active

network

4.1 Intr oduction

Thework presentedin this chapteris joint work with MichaelFry [35].

In the previous chapters(2, 3), we looked at the benefitsof Application Layer

Protocols(ALPs). In this chapterwedescribeanexperiment,which is thefirst compo-

nentin building an applicationlevel active network. ALPs have benefitsbut they are

harderto developthanapplicationsbuilt on, for exampleTCP. If ALP’scouldbemade

portable,henceeasierto deploy they would becomemoreattractive. Theextra effort

in developmentcouldbecounterbalancedwith ubiquitousdeployment.TheALPs and

theprotocolserver ideawasnot theapproachthatwasultimatelyadopted.Thischapter

is left in this form to show thegradualevolutionof ideas.

The World Wide Web (WWW) [10] is the world’s largestdistributeddatabase.

Largeamountsof dataareavailablein variousformats. However, we believe that the

Hypertext TransferProtocol(HTTP) [25] over TransmissionControl Protocol(TCP)
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[71] is notalwaysthemostappropriatemechanismfor retrieving thisdata.An obvious

exampleis audiofiles storedin the WWW. Typically, to accessan audiosampleone

hasto downloadthewholesampleandthenlistento it. A four minuteaudiosampleat

8K bytesper secondwould be 1920Kbytes. If thereis a slow or lossypathbetween

thereceiver andtransmitter, thedownloadcould take a long time (e.g. from a WWW

serveratUniversityCollegeLondonto aclientat theUniversityof Technology, Sydney

usuallytookaboutthreeandahalf minutesin 1997).

Playingoutthesampleasit arrivedwouldseemamoreappropriatesolution.How-

ever, streamingaudioover TCPcancauseproblemsif thereis any loss. Undercondi-

tionsof lossa delaybuilds up aslost packetsareretransmitted.A RealTime Protocol

(RTP) [80] [79] streamwould seemmoreappropriateassomepacket losscanbe tol-

erated.A possiblesolutionfor listeningto audiostreamsmaybeto modify theHTTP

protocolto returncontentusingRTP streams.This solutionis limited aseveryWWW

serverwouldhave to supportmany protocols.

Audio files arejust oneexampleof files availableon theWWW wherethestan-

dardHTTP transactionsoverTCPareinappropriate.Anothersolutionwidely in useis

RealAudio[64]. In thiscaseaURL refersto adedicatedaudioserverwhichstreamsout

audiousingaprotocolappropriatefor audio.Theaudiois heldon aseparateserver, so

canonly beaccessedwith dedicatedtools. We proposea moregenericsolutionwhere

theactualcontentsuchasaudiocontinuesto resideon aWWW server.

4.2 Proposalfor Mobile ProtocolStacks

We proposeinitially thatproxy serversexist “close” to theWWW server from which

contentis required. A standardURL is sentto the proxy alongwith a eitheran Ap-
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plicationLayerProtocol(ALP) or a referenceto anALP. Theproxy thenextractsthe

contentfrom theWWW server andreturnsit usingtheALP. This allows theclient to

selecthow contentis returned.The client in effect causesthe pushingof theplayout

protocolto theproxywhich is closeto theWWW server. Ultimately it maymakemore

senseto have theproxyco-residentwith theWWW server.

Theclientmayalsopull anALP in orderto “view” thecontentif it doesn’t already

containan appropriateplayoutmechanism.Repositoriesof ALPs (protocolservers)

could exist which containedboth endsof an ALP stack. Possibleprotocol version

mismatcheswouldbesolvedby having bothendsof theanALP stacklocatedtogether.

An applicationwould be at liberty to useany ALP availableandsignal to the proxy

whichplayoutALP to use.

To achieve this we requireaninfrastructurethatsupportsmobileprotocolstacks.

Although the protocol server is describedhere in the context of the WWW it may

be usedby other applicationsto upgradea protocol stack. In the initial work that

we describethe protocolserver hasnot yet beenimplementedbut a proxy with fixed

protocolsandaclient havebeenbuilt.

4.2.1 Application Choice

To testtheseideaswewantedto build anapplicationwith variousconfigurableprotocol

options.An initial applicationwasrequiredwhichcouldbeimplementedwith anumber

of differentprotocolstacks.An audioapplicationwaschosenfor several reasons:it

couldbeimplementedwith separateprotocolstacks,thevariousaudiocodingschemes

addanotherdimensionin variability, therealtimeaspectteststheJava implementation

framework we havechosen(below), it is easyto demonstrate,andit is acontemporary

application.
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We have now built a framework usingthe Java programminglanguageto begin

experimentswith mobileprotocolstacks.In orderto supportmobileprotocolstacksit

is desirablethatthestackis portableandnot platformspecific.A simpleway of meet-

ing this criterion is to useJava. Java programsarecompiledto byte codeswhich are

interpretedby a virtual machine.Java programswill thereforerun on all architectures

for which an interpreterexists. However interpretedcodewill not executeasfastas

native code.Justin Time (JIT) compilersarebecomingavailablefor many platforms.

A simplisticview of a JIT compileris thatit convertstheportablebytecodesto native

codeto remove theperformancepenaltyof interpretedcode.

Although Java offers portability it is not at all clear if it is suitablefor building

protocolstacks.For examplewe show thatheaderprocessingin Java is morecompli-

catedthanin theC [46] programminglanguage,which is themostcommonlanguage

currentlyin usefor protocolbuilding. Anotherunknown waswhetherJavadeliversthe

performancerequiredfor thecurrentgenerationof applications.

A standardfor transmittingreal time audioexists. We decidedto usethe Real-

time TransportProtocol(RTP) asoneof our configurableprotocols.Anotherprotocol

which is supportedis TCP. As well asa playouttool it wasalsonecessaryto write a

transmitterwhich could take audiofiles andgenerateRTP or TCPaudiostreams.To

enableprotocolandcodecselectiona control tool wasbuilt to interactwith theproxy.

Thecontrol tool is usedto selectvariousaspectsof theplayoutsuchasprotocolstack

andcodecselection.

4.2.2 Significance

Weareattemptingto build aframework for thedeploymentof new protocolsratherthan

justbuild anew playouttool. Thework describedcurrentlyusesfixedALPs. Weintend
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to move towardsdynamicallydeployed ALPs. An exampleof a simpleALP that we

have in mind is anALP which compressesWWW pages.This would bedownloaded

to a remoteproxy which would compressa pagebeforetransmission.The decom-

pressercouldbepulledto the local client. This is a compressor/decompresserALP to

beusedin saving transmissionbandwidth.Thebenefitis thattheplayoutprotocoland

transformationon thedatais determineddynamicallyat runtime.

Thiswork is alsoacontribution to researchinto ActiveNetworks.Wediscussthis

aspectbelow.

4.3 Experiment Description

The structureof our experimentalframework andapplicationis shown in Figure4.1.

Ratherthan modify a WWW server to supportdownloadingof protocols,we have

writtenaseparateproxy serverwhich is placed“close” to thetargetwebserver.

An audiotool: YetAnotherAudio Tool (YAAT), waitsfor incomingaudiostreams

andplays themout. The proxy server acceptsrequestsfor audioURLs. The audio

samplereferencedis downloadedto theproxy server andthenplayedout to theaudio

tool. TheproxyserveracceptsrequeststhroughaJavaRMI interface.Therequestsare

sentto theproxy server from thecontrol interfaceusingtheRMI interface.Although

a Protocolserver is shown in thefigureit hasnot yet beenimplemented.For our wide

areaexperimentsa proxy server waslocatedat MartleshamHeathin the UK andthe

playoutwasperformedto Sydney in Australia.

The proxy server acceptsa seriesof parameters:a URL for the audiosample,a

streamtypeRTP+UDPor TCP, acodecto use(PCMor ADPCM),anaudiosamplesize

(20ms,40ms,60msand80ms),a redundancy level (up to two levels)andadestination
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for thestream.Thesearedescribedfurtherbelow.

The interactionsareasfollows. A UniversalResourceLocater(URL) is sentto

theproxy server of anaudiosampleon theWWW server. While theaudiosampleis

beingpulled to the proxy server the playout is startedwith the parametersabove. If

network conditionschange,suchashigh levels of loss, the playoutcanbe modified.

For examplewecanselecta higherlevel of compression,suchaschangingfrom PCM

to ADPCM compression,which givesa 50%saving in bandwidth.If thereis high loss

rate,redundancy canbeaddedto eachpacketby carryingthepreviousaudiosamplein

thecurrentpacket. Currentlytwo levelsof redundancy aresupported.At presentthe

variousparameterscanbemodifiedby theuser. However it wouldberelatively simple

to adda Quality of Servicemanagerwhich, asa function of feedbackat the receiver,

modifiedtheaudiostreamto attemptto bring it backto acceptablequality.

Thecodehasbeenwritten in Java,which is compiledto bytecodeswhicharethen

interpretedinsidea Java Virtual Machine. This meansthat we have no dependency

on a particularmachinearchitecture.A performancepenaltymay be paid for using

interpretedcode.

With theportablebytecodesthat Java compilersgenerate,protocolstackscould

bewritten in Javaandthenexportedondemandto their point of use.This is discussed

below underfuture work plans. Working with Java hasalso allowed us to evaluate

the problemsof writing protocol codein Java, as well as discovering any potential

performanceproblemswhenusingJava for a realtimeapplication.

At presentour infrastructuredoesnotyet supportcodemobility. WedohaveRTP

compliantJavacode,two codecs:PCMandADPCM,anaudioplayouttool andaproxy

server. Thesearenow described.
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Protocol Server

Audio Tool Proxy

Web Server

Control

HTTP

RMI

TCP/UDP(RTP)

PCM/DVI

Redundancy

Sample Size 20,40,60,80 ms

Figure4.1: Framework

4.4 ComponentOverview

4.4.1 YAAT - Yet Another Audio Tool

Theaudiotool YAAT is totally written in Java (Figure4.2). Threemethodsof playing

outstreamsaresupported.

1. TCPdownload

In thismodeaTCPconnectionis usedto downloadtheaudiosample.Thewhole

audiofile is downloadedandthenplayed. A delay is incurredwhile the file is

downloaded.The userhasto wait for the whole file to be downloadedbut the

audioquality is preserved.

2. TCPstreaming

In thismodeaTCPconnectionis usedto downloadtheaudiosample.Theaudio

playoutis startedaftera buffer of playoutdatahasbeengathered.In this mode

the usercanstart to listen to the audiosooner. Every time a packet is lost, at
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Figure4.2: YetAnotherAudio Tool

besta delayof oneroundtrip time will be incurredat thereceiver. Sofor every

packet lost thereis a build up of delayfor thetransmittedpackets.If theplayout

buffer is not largeenough,eventuallythereceiverwill have no data.If a no data

conditionarises,thentheaudiowill breakup astherewill beperiodsof silence.

The larger theaudiosamplethenthe larger theplayoutbuffer hasto be,dueto

thepotentialfor thebuild upof delay.

3. RTP streaming

In this modeRTP is usedoverUDP. Variousoptionsareavailableto theuservia

thecontrolinterfacefor theplayout.Optionscanbevariedduringplayout.

Theoptionsavailableare:

� Codec

Currentlytwo codecsareavailable.ThePCM codecactuallydoesnothing,

astheaudiosamplesin thefile at theserver areassumedto bePCM. The

audiodeviceis alsoassumedto acceptPCM.Theothercodecis anADPCM

codecwhich givesa compressedsamplehalf the sizeof the original data
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sample. We were unableto perceive a changein the quality [21] of the

audiowhenswitchingfrom PCM to ADPCM.

� SampleSize

Thelengthof eachaudiosamplecanbevariedfrom 20msto 80msin 20ms

increments.Obviouslychangingthesamplesizechangesthepacket size.

� Redundancy

A redundantpacket format is supported.Thecurrentpayloadmaycarrya

packet from theprevioussample.

� Responseto loss

In theeventof packet lossnoaudiosampleis availableto placein theaudio

playoutbuffer. In this caseratherthan inserta 20mssilencesample,the

previous audiosampleis repeated[37]. This repetitiongreatlyenhances

thequality of theaudio.

4.4.2 Proxy Server

The proxy server supportsa RMI interfacefor acceptingrequests. It also supports

HTTP to retrieve audio files. The proxy server transmitsand possiblyconverts the

retrievedfile eitheroveraTCPconnectionor overaUDP+RTPstream.Theproxysup-

portsaudioencodingin PCMandADPCM. Thesamplesizeof thetransmittedpackets

canbevariedfrom 20msto 80msin 20msincrements.Theproxy canalsoaddredun-

dancy. Theredundancy worksby addinganaudiosamplefrom thepreviouspacket to

thecurrentpacket. A packet containsthen sampleandthen-1 sample,perhapsusing

a differentcodec. The schemeis not limited to just onelevel of redundancy. In fact

theserver supportsplacingtwo levelsof redundancy in eachpacket. So a packet can
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Figure4.3: ControlInterface

containthen, then-1 andthen-2 sample.

4.4.3 Control Interface

The control interface(Figure4.3) is usedto control the playoutof the audiostream.

Thevariousparameterssuchasthecodecthesamplesizeandthelevelsof redundancy

canbemodifiedwhile thestreamis beingplayed.

4.4.4 ProtocolServer

Theprotocolserveris currentlynotimplemented,but ultimatelythecodecsandtheRTP

componentsof theprotocolstackwill resideon it. Theintentionis thatbothserverand

client componentsof a protocolaredevelopedandplacedon theprotocolserver. This

givesthe ability at run time for both endsof a communicationto adopta new stack.

The new stackmay be adoptedfor a variety of reasons:performanceenhancements,

bug fixes, new stacks,etc. The idea is that the protocol server will allow the rapid

deploymentof new protocols.Protocolenginesoftenhave to supportold versionsof

a protocolfor backward compatibility. In a world with protocolserversif a protocol

mismatchoccursthenoneor bothsidesof a communicationcanadoptanew stack.
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4.5 Implementation Issues

4.5.1 Portability

All thecodewaswritten in Java in orderto haveportablecodewhichcouldrun onany

platform.Oneexceptionhadto bemadehowever. Java is a fairly new languageandall

theAPIsarenotcurrentlyimplementedor deployed.No portablewayexistsof access-

ing anaudiodevice from Java. SounfortunatelyYAAT will runonUNIX workstations

whereit makesthe(possiblyvery poor)assumptionthatthefile “/dev/audio”will give

accessto the audiodevice. With time a portableway of accessingthe audiodevice

shouldbecomeavailable.

4.5.2 Stability

In the few monthsthat the work hasbeenunderway Java hasundergonea seriesof

changes.In mostcasestheold APIs have beenpreservedso, thoughno necessityex-

istedfor changingcode,if new functionalitywasto beusedchangesto thecodewere

necessary. A veryirritating featureof Javais thatis doesnotsupportconditionalcompi-

lation. Thethinkingbehindthis decisionis thatJavahasno architecturaldependencies

sothereis no needfor conditionalcompilation.As theAPIsevolve it is howeveroften

useful to be ableto build codeto the old API. An exampleof the problemis that in

oneof the JDK releasessupportfor IP multicastwasintroducedinto the networking

API. Thissupportwasintegratedinto YAAT (ThisenabledYAAT to beusedto listento

MBONE sessions).Unfortunatelyin this releaseof theJDK thegraphicsperformance

wasseriouslybroken. It wasnecessaryto supporttwo versionsof the codein order

to performbenchmarks.Conditionalcompilationwould be extremelyuseful in these

situations.
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4.5.3 Thr eads

Many featuresof theJava languagemake it easierto usethanmoreconventionallan-

guages.Oneof thebestfeaturesof thelanguageis that threadsupportis built into the

language.A commonproblemin usinga usefulfeaturelike threadsin otherlanguages

is theworry that,if thecodeis to betruly portable,a threadspackagemaynotbeavail-

ableon anotherplatform. With threadsaspartof the languagethey canbeusedwith

theknowledgethatthey will alwaysbeavailable.

Thuswith threadsandtheobjectorientednatureof Java,it is verysimpleto parti-

tion tasksinto separatethreads.For examplein YAAT separatethreadsareresponsible

for the audiodevice, networking andthe windowing interface. The threadscansup-

portdifferentpriorities,sotheaudiothreadhasthehighestpriority of all thethreadsin

YAAT. Theverynatureof networkingapplicationsmeansthatnetwork inputeventsare

asynchronous.A realbenefitof threadsis thataseparatethreadcanbeallocatedto the

variousnetwork input events.

OurRTP implementationhasdatapacketsononestreamandRTCPsessionpack-

ets on anotherstream. All the sessionpacket constructionand receptionwould be

commonacrossall applications.Threadsallow thebuilding of a reusableRTP library

whichusesanumberof threadsto supportthesessionanddatamessages.

4.5.4 HeaderProcessing

An applicationwhich is doingits own ApplicationLayerFraming(ALF) needsto pro-

cessandcreateheaderfields in packets. In YAAT incomingRTP andRTCPneedsto

beprocessed.In theproxy server, RTP andRTCPpacketshave to becreatedfrom the

audiostreamfor transmission.
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struct rtphdr {
#if defined(sparc) || defined(hpux)

unsigned char rtp_v:2; /* Version */
unsigned char rtp_p:1; /* Padding */
unsigned char rtp_x:1; /* Extension */
unsigned char rtp_cc:4; /* CSRC count */

unsigned char rtp_m:1; /* marker */
unsigned char rtp_pt:7; /* payload */

#endif
#if defined(vax) || defined(ALPHA)

unsigned char rtp_cc:4; /* CSRC count */
unsigned char rtp_x:1; /* Extension */
unsigned char rtp_p:1; /* Padding */
unsigned char rtp_v:2; /* Version */

unsigned char rtp_pt:7; /* payload */
unsigned char rtp_m:1; /* marker */

#endif

unsigned short rtp_seq; /* sequence number */
unsigned int rtp_time; /* time stamp */
unsigned int rtp_ssrc; /* Synchronization source identifier */

};

Figure4.4: RTP header

struct rtphdr *rtp;
char buf[ENOUGH];
read(net, buf, ENOUGH);
rtp = (struct rtphdr *)buf;
seq = rtp_v2->rtp_seq;

Figure4.5: HeaderProcessingin C

No simplewayexistsin Javaof extractingfieldsfrom aheaderor for puttingfields

in. In theC programminglanguage,themostcommonlyusedlanguagefor thisstyleof

processing,a structureis declaredwith thefieldsin theheader. An examplefor a RTP

headerfile is shown in Figure4.4. In C this structurewould becastover theincoming

bytesandthefieldswould thenbeaccessible.A simpleexampleis givenin Figure4.5.

In Javanosuchidiom existsandit is necessaryto extracteachfield individually. A

simpleexampleis givenin Figure4.6.Two problemsexist with Javaheaderprocessing.

1. Eachfield hasto be individually extracted. In the C caseasshown, a simple

structureis declaredasanoverlayon theheaderfields. If anew field is addedor

removedit is a simpleadditionor removal from thestructure.In theJava casea
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...
byte b[];
seq = Conv.byte2_to_int(b, 2);
...

public static int byte2_to_int(byte b[], int offset) {
int i;
int val = 0;
int bits = 16;
int tval;

for(i = 0; i < 2; i++) {
bits -= 8;
tval = b[offset + i];
tval = tval < 0 ? 256 + tval : tval;
val |= tval << bits;
}

return val;
}

Figure4.6: HeaderProcessingin Java

lot morecarehasto betakenin orderextractthecorrectfields.

2. All integral quantitiesin Java aresigned.Thesequencenumberis a 16 bit (i.e.

two byte) field. So two byteshave to be extractedfrom the packet to form the

sequencenumber. As all integralquantitiesaresignedall bytevaluesgreaterthan

127will besignextendedandbenegative. Sotheextractioncodefor eachbyte

hasto checkif thevalueis negativeandthenconvert it backto a positivevalue.

This is extremelyinefficient. Every multibytefield musthave all byteschecked

to guardagainstsignextension.

OneinterestingdistinctionbetweenC andJava in the context of theheaderpro-

cessingis that, asJava definesthe sizeof all its basequantities,the Java codeonce

written will alwayswork. Thesamecannot be saidof theC code,wherethesizeof

integer quantitiesarenot defined(CompilerDependent).Also, ascanbe seenfrom

figure4.5,theorderingof thefieldsin astructureis notdefined.
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4.6 Experimental Outcomes

Themostimportantquestionwhich we wishedto answerwas: couldJava beusedfor

building ALPs?Thisquestioncanbebrokeninto two subsidiaryquestions.

1. Is theJava Virtual Machine(VM) fastenoughto allow therunningof real time

code,suchastheaudiotool andtheplayoutcodein theproxy?

2. DoestheJava languageandAPI provide reasonablehooksfor writing protocol

code?

An initial experimentwasperformedlocally at theUniversityof Technology, Syd-

ney (UTS).TheWWW serverandtheproxywereonthesamemachineandthecontrol

interfaceandYAAT wererun on a machineon the samesubnet. Both machinesin-

volved in the experimentwereSunUltra 1’s, runningSolaris2.5.1. A threeminute

songwasusedasthetestsample.

The main computationalconcernwas that an audio samplecould be codedor

decodedin lesstime thanthesamplerepresented.Thesmallesttimesamplesupported

is a 20mssample.For PCM audiosamplesthecodecdoesnothingasthefile contains

PCM samplesandtheSunaudiodeviceacceptsPCM. In theADPCM casethecodecs

convert from PCMto ADPCM or ADPCM to PCM.To decodea20msADPCM audio

sampleon a SunUltra 1 takes,between1-2ms.This is well insidethe20msrequired.

Theworstcaseis theproxy where20msADPCM audiosamplesarecreatedwith two

levelsof audiosamples.Thisprocesstakes4-5ms.Thetimetakenby theproxyfor two

levelsof redundancy for 20mssamplesandthe transmissionof thepacketsincluding

thepacketisationis � 5ms.SousingtheADPCM codecwith two levelsof redundancy

anda samplesizeof 20msa packet needsto be transmittedevery 20ms. It actually
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takes � 5ms,which leaves � 15msavailable.Sofor a simplecodeclikeADPCM there

is plentyof time.

4.6.1 Local Ar eaExperiment

In order to simulatethe effects of network loss, jitter and reordering,the RTP and

RTCP packetswerepassedthougha flakeway (AppendixB) which induceslossand

jitter. Oneof the flakeway configurationstried wasto drop 2/3 of the packetspassed

throughit. For every threepacketsarriving at the flakeway only onewasallowed to

pass(the other two weredropped). This wasa pathologicalcasewhich enabledthe

testingof the redundancy code. With two levels of redundancy enabledthe dropped

packets appearedin the redundantpart of the payloadof the surviving packet. The

wholestreamcouldthereforebereconstructed.With this high level of losswhich was

distributedfavorablyfor theapplicationthereceivedsoundquality wasacceptable.

4.6.2 Wide Ar eaExperiment

A wideareaexperimentwasalsoattemptedwith theWWW serverandproxyserver lo-

catedat theBT ResearchLaboratoriesin Martlesham(UK), andYAAT andthecontrol

tool at UTS in Sydney (Australia).Two experimentswereattempted:oneusingISDN

betweenthetwo sitesandanotherusingtheInternet.Theintentwasto demonstratethe

differencebetweenusingalossypathvia theInternetandanonlossypathacrossISDN.

Thetwo sitesareabout10555Miles apart.It wasexpectedthattheInternetpathwould

be lossyandthat the ISDN pathwould show no loss. The Internetpathhad21 hops

(determinedusingtraceroute[47]). The Internetpathexhibitedvery little loss: of the

orderof 1 or 2 percent.By addingredundancy its waspossibleto removeeventhis loss

at thereceiver. Theuserduringplayoutcanselectredundancy to overcometheeffects
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of loss.However theimpactof this feedbackloop is perhapsbizarre.Whatwe areef-

fectively doingis injectingmoredatainto thenetwork in orderto overcometheeffects

of packet loss,which hasquite likely beencausedby network congestion.Intuitively

this is counterto thecongestioncontrolpoliciesandmechanismsof theInternet.

The standardPCM audiostreamis 64Kbits andthe ADPCM streamis 32Kbits.

If a 32Kbits ADPCM streamis beingsentand loss is detected,we addone level of

redundancy creatinga 64Kbits ADPCM stream. In this examplethe packet size is

doubled,but thepacket rateis not affected.Thesamplesizescanbevariedto change

the packet rate. In the ISDN experimenta single64Kbits channelwasused. Due to

theoverheadof thetheIP+UDP+RTP headers,thedaterateof a 64KbitsPCM stream

exceedsthe64Kbitsthresholdof thesinglechannelISDN connection.It wasexpected

that a little loss would be detectedin this case. Ratherstunningly, between80-90

percentloss was detectedand the audio was not intelligible. Even more strangely,

sendinga 32KbitsADPCM streamwith 32KbitsADPCM redundancy exhibitedonly

1-2 percentloss.We haveexploredthereasonsfor thisapparentlypeculiarbehaviour.

A packet containingonelevel of redundancy, for exampletwo ADPCM streams,

is slightly larger thana singlePCM packet usingthesamesamplesizedueto thefew

extrabytesin theheaderrequiredto supportredundancy. An ADPCM streamwith one

level of redundancy thereforegeneratesa higherdataratethana PCM streamwith no

redundancy. Both streamsareof the the orderof 64Kbits, but the PCM streamwas

showing a lossof 80-90percentandtheADPCM+ADPCMstreamwasexhibiting only

1 or 2 percentloss.

The explanationlies in the fact that both sitesare usingAscendISDN routers.

Both theroutershadSTACKER LZS compressionenabledat thelink level duringour
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experiments.Whenthecompressionwasdisabledthehigh lossratedroppedto a few

percent. It canonly be assumedthat the compressionwas increasingthe sizeof the

packetsor thecomputationwascausingthe loss. It seemsironic thata telephoneline

which is designedto takePCMaudioshouldsoseverelydisruptPCM audiowhenit is

sentasdata,betweenAscendrouters..

4.6.3 Multicast Reception

Anotherexperimentattemptedwasto listen to the 37th IETF in SanJoseDecember

9-131996,usingYAAT. An interestingfeatureof usingYAAT comparedto VAT [43]

andRAT [38] (theothercommonlyusedaudiotools)is thatYAAT is designedonly for

playout,andnot for conferencing.Thusit hasa largerplayoutbuffer thantheothertwo

tools,andis betterableto copewith network jitter. Theperceivedquality of theaudio

whenusingYAAT seemedbetterthanusingVAT or RAT. The larger playoutbuffer

and,in faceof loss,playingthelastpacket ratherthansilence,seemedto bethereason

for this improved quality. Although RAT alsorepeatsthe previous packet in faceof

lossthelargerplayoutbuffer seemedto improvethequality of theaudio.

4.7 RelatedWork

SunMicrosystemshaveawebserver, Jeeves, whichallowsJavacodeto bepushedinto

theserver (servlets).TheJavaservletsrun in a restrictedenvironment,dueto thesecu-

rity concernsof downloadingarbitrarycodeinto aserver. UsingaJeeveswebserveras

a replacementfor theproxyserver is not currentlyfeasiblefor securityreasons.

Our work is significantly different to that embeddedin existing WWW-based

streamingtools. For example,Progressive Networks have a tool called RealAudio

which supportsstreamingaudio.SpecialpurposeAudio serversareusedfor theplay-
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out of the audio. Codecannotbe pushedand pulled, and supportfor adaptationis

limited.

“TowardsanActive Network Architecture”[83], describesa scenariowhereper-

hapsJavaorSafe-TCLcodeis pushedintonodesin thenetwork. Thisworkseemsmore

gearedto alowerlevel in thenetwork infrastructure,andmayfaceseriousmanagement

problemssuchasdeployment.Whatweareproposingwith ourprotocolserveris anap-

plicationlevel, end-to-endsolution,which we believe is bothefficient andrealistically

deployable.

Our work is anexperimentalcontribution to researchinto active networkswithin

aJava framework. Our focushasbeenonefficiency anddeployability, whichbeginsto

testthelimits of whatactive functionalelementscanbereasonablydeployedusingan

infrastructurethatis availabletoday.

Ourworkhassomesimilaritieswith transcoderworkwhere,attailsof thenetwork,

a high bandwidthstreamneedsto be transformedto a lower bandwidthstream.The

protocolserver could be usedto pushprotocoltranscodersto the intersectionsof the

high/low bandwidthnetworks.

4.8 Discussionsand Conclusions

Anotherapplicationhasbeenchosen,thatof audiostreamingandagainasin theslogin

andMMD casesthereseemsto beutility from usinganALP approach.

We have shown thatusingtheJava programminglanguageit is possibleto build

a realtime audioplayoutapplication.On highendworkstationsinterpretedbytecodes

arefastenoughto supportsucha real time application.Justin Time compilerswill be

availablefor mostplatforms,soperformanceworriesshoulddisappear.
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Theobjectorientednatureof Java enablesencapsulationandhencesimplereuse

of variouscomponentsof the protocol stacksuchas the RTP codeand the various

codecs.JavabasedALPsarepossibleandhavebeenshown to work. HowevertheJava

programminglanguagemakespacket headerprocessingquite complicatedanderror

prone.

We have built a set of codecsand tools to enablethe playing out of real time

streams.Thenext stageof theprojectwasto designanAPI for mobileprotocolstacks,

andthenbuild aprotocolserverto validateour ideas.A simpleALP whichweintended

to build is a simplecompressoranddecompresser, to demonstratethat the ALP API

which is developedis flexible enoughto supporta totally differentstyleof interaction.

Weintendedto build aprotocolserveronwhichawholeprotocolstackwill reside,

alongwith codecs.So, ultimately, not only will the protocolstackbe pushedto the

proxy server but theaudiotool will alsopull its componentof thestack.We envisage

a modelwherewhole stackswill be availableon protocolservers. A tool suchasa

WWW browsercanperhapspull adecompresser, andpushacompressorto theWWW

server. The protocolserver is independentof either the server or client application-

it is just a repositoryof possibleprotocol stacksto use. The protocol server is not

limited to beingusedby just WWW applications.For example,new componentsof

thetelnetprotocolstackcouldbepulledto theclient andpushedto theserver, suchas

encryption/decryptionfunctions.

Theprotocolserver ideasolvesalargesetof problems.Protocolstackcompatibil-

ity issuesdisappearif thewholestackis availablein oneplace.Theclient andserver

componentswill interoperate.New stackscanbedeployedrapidly. In an idealsitua-

tion only oneimplementationof astackmaybenecessary. For example,if anew audio



4.8. DiscussionsandConclusions 87

codecis developedthenall audiotoolscoulddynamicallyincorporatethis codec- the

ultimatein softwarereuse.

At thispoint it lookedasif all thatwasrequiredwasto defineanAPI for ALPsand

to build protocolservers. DefininganAPI that capturedthesemanticsof all possible

ALP stacksturnedout not to beeasy. An exampleof oneof theproblemsis given in

the final chapter(7). It alsotranspiredthata specialpurposeprotocolserver wasnot

required.A webserver is aperfectlygoodrepositoryfor dynamiccodeasshown in the

next chapter(5).

Thesolutionfinally adoptedfor dynamicallydeploying ALPs is describedin the

next chapter(5).
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Chapter 5

Application Level ActiveNetworking

5.1 Intr oduction

Thework presentedin this chapteris joint work with MichaelFry andGlenMacLarty

[36].

In this chapterwe link togetherthe ideaspresentedin the slogin, MMD and

JavaRadiochapters(2, 3 and4). Thusfar we have concludedthat benefitcanbe de-

rivedfrom usingALPs. In theJavaRadiochapteranotherALP wasdeveloped.It was

built usingJava sothat in thenext steptheALP couldbedownloadedandusedby ap-

plications.Defininga genericAPI betweenanapplicationanda stackis complicated.

The complexity is dueto trying to captureall the possibleapplicationrequirements.

An ALP maypossiblyincludeaudiocodecs.Thereforeall applicationsin a transaction

needto downloadtheALP in orderto communicate.StandardAPIs to network stacks

provide a smallsetof calls(e.g.open,accept,close,send,receive). Consideranaudio

ALP, the sendrequestwill take datain oneaudio format transcodeit to anotherfor-

mat,frameit in RTP perhapsandthentransmitit. TheAPI to anALP would therefore

seemto beanalagousto astandardnetwork API. Theintentwasto definesuchanAPI.
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Oneproblemthat arosewasthat of RTP redundancy [69]. In this schememorethan

onepayloadis carriedin a packet. A packet containsthe currentaudiosampleanda

previousaudiosample.Typically thepreviousaudiosampleis encodedwith a codec

that provideshigher compressionthan that usedwith the primary sample. We have

consideredanAPI thatwhenpasseddataencodesit with acodecandthentransmitsit.

Thequestionariseshow will this simpleAPI supportre-encodingtheprevioussample

that it wasgiven? A simplesolutionmay be to passin two buffers to be encodedas

the primary andthe secondarysamples.The problembecomesmorecomplex when

oneconsidersthatarbitarylevelsof redundancy areallowedby thespecification.This

is one exampleof a problemthat was encountered.If functionality is addedto the

ALP the applicationmay requireupgrading.All we would have achieved is moving

theproblemaround.

Thereforeinsteadof separatingtheapplicationandtheALP they aremergedinto

a singleentity a proxyletwhich is loadedinto the network. This structureis termed

Application Level Active Networking (ALAN). This chapterdescribesthe concepts

involvedandandaparticularimplementationfunnelWeb.

As the Internethasevolved the time to develop and deploy new protocolsand

serviceshasbeenincreasing.This increasein deploymenttime is dueto a numberof

factors. As the Internethasbecomemorecommerciallyimportant,thereis a natural

tendency to technicalstability thatdiscouragesexperimentation.Standardisationpro-

cessesarebecomingmorelengthy, involving morepeople.With theincreasingnumber

of routersandendsystemsthedeploymenttime for new protocolsis alsoincreasing.

A proposedsolutionto this deploymentblockageis Active Networks [83]. This

solution proposesthat network packets carry active codewhich can be executedin
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routers.Thisallowsfor eithernew protocoldeploymentor for singleactivecomponents

to be deployed for one-off use. We believe that,while this solutionis elegant,issues

of performance,securityand ownershipwill prevent a packet basedapproachfrom

gainingacceptance.

Thereareclearlyperformanceimplicationsfor executing3rd partycodedynami-

cally on routers.Thepotentialimpacton therouterfastpathis likely to beunaccept-

able.Nonethelesssomeof theseissuesarebeinginvestigatedusingFPGAs,but this is

not yet applicableto thecurrentnetwork infrastructure.

Therearemany securityissuesat variouslevels. At what level shoulddynamic

codebetrusted?Whosecodecanberun in a foreignrouter?It is unlikely thatanISP

will allow acompetingISPto runcodeonits routers.Thepotentialfor network attacks

increasesseverelyif activecodecanbeloadedinto routers.In essence:a routeris such

acritical network componentthatit is unlikely thatthosein controlof suchentitieswill

allow eventhesimplestpiecesof codeto bedynamicallyloadedonto themby a third

party. Althoughtheownerof a routermaydynamicallyloadcodeinto a router.

Theapproachwe havedevelopedis to deploy activeelementsasapplicationlevel

entities.Thuswe have previously proposedandvalidatedanApplicationLevel Active

Networking(ALAN) framework [31]. Therearetwo key componentsof thisapproach.

Active entitiesarecalledproxylets. Proxyletsarewritten in Java andareidentifiedby

reference.A proxyletscanbe downloadedandexecutedon a specialproxy machine

calledanExecutionEnvironmentfor Proxylets(EEP).

EEPsexist at strategic points of the network in an analogousmannerto Web

caches.They allow dynamicdeploymentof value-addedservices.We envisagethat

EEPswill be run on endsystemsaswell asinsideISPnetworks. Many ISPsnow al-
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low client Webserversto beplacedinsidetheir networksin orderto benefitfrom high

bandwidthconnectivity. Wearestartingto seesystemsplacedinto ISPsitesfor content

distribution [6] andto aid reliablemulticast[44]. We believe thatplacingEEPsin ISP

sitesprovidesamoreflexible solution.

Thepurposeof thischapteris to describeandjustify thecurrentstateof theALAN

infrastructure.This is associatedwith a softwarerelease.Thechapteris organisedas

follows. We firstly provide an overview of the basicALAN approachusinga Web-

basedexample.We thendescribein detail themajorcomponents,which aretheEEP,

theproxylet, includingpermanentsystemproxyletsthatareusedfor discoveryandrout-

ing. We discussimplementationissuesandlessonslearnedfrom deployment.We pro-

videsomeperformancemeasuresto justify our belief in ALAN.

5.2 ALAN Overview

5.2.1 BasicALAN

WehavepreviouslydescribedanALAN system[31]. Thissystemis designedto enable

theenhancementof communicationbetweenregular Internetclientsandservers,such

asWWW browsersandservers.It alsoprovidesaplatformfor thedynamicdeployment

of activecodeelements.Thissystemhasbeenimplementedandtested.

Communicationis enhancedby oneor moreExecutionEnvironmentfor Proxylets

(EEP)thatarelocatedat optimalpointsof theend-to-endpathbetweentheserver and

theclient. (In our first reportedversiontheEEPswerecalledDynamicProxyServers

(DPSs). We have now changedthe nameof theseentitiesto one that we believe is

moredescriptive). It is possibleto downloadprotocolentities,calledproxylets, onto

the EEPinfrastructure.Theseproxyletsthenact asfilters or enhancedprotocolfunc-
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Figure5.1: Text Compression

tionalitiesthat improve the level of servicebetweenserversandclients. Proxyletsare

implementedin Java. They arestoredassingleJava Archive (JAR) files on WWW

serversandhencearereferencedandaccessiblevia a URL.

An examplescenariois as follows. A large text file resideson a WWW server

in theUK. A userin Australiawishesto downloadthis text file. Theend-to-endpath

betweenclient and server typically includessomecongestedand/or low bandwidth

network clouds. This resultsin high latency pagedownloads. However, if we are

able to compressthe text pagenearthe source,transmit the compressedtext to the

client, whereit is decompressedandrendered,this will result in improveddownload

latency. Furthermore,it will alsoreducebandwidthcostsat thereceiver asdetermined

by inboundvolume.

Oneapproachto thiswouldbeto implementtheoptimisationat theserverandthe

client. However this is not agenericor scalablesolution.Rather, we producethesame

outcomein amannerthatis transparentto bothserversandclients.
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Thekey to this transparency is theuseof a Webcacheproxylet. Figure5.1shows

the interactionsinvolved. An EEP is run at the site from wherethe user is brows-

ing. A Webcacheproxylet is startedon the local EEPand the proxy variablein the

usersbrowser is set to the WebcacheproxyletEEPmachine. (This is the only non-

transparentaspectof theoptimisation,however it wouldseemareasonablestepto take

wheninstallingandconfiguringa browser). TheWebcacheproxyletdoesnot actually

performany caching,but thisschemeallowstheWebcacheproxyletto bein thepathof

HTTP requests.

In the following descriptionthenumbersin parenthesesarereferencesto the in-

teractionsin Figure5.1. A HTTP requestinvolvesa requestfor a pageon a WWW

server (1-3). Precedingthe requestedpagein the returnedstreamis a MIME content

typedefiningthecontentof thestream(4-5). This allows thebrowserto correctlyren-

dertheincomingstream.Thecontenttype“text/html”, normallycausesthebrowserto

downloadandrenderthetext.

The Webcacheproxylet is in the position to observe the contenttypesof all re-

sponsesbeing transferred(5). This is doneby the Webcacheperforminga HTTP

HEAD requestto the server to retrieve the headerinformationsuchasContent-type

and Content-Length.The Webcacheproxylet hasa table of mime contenttypeson

which it is able to performspecialoperations. If a mime contenttype hasno table

entry, thentheWebcacheproxyletsimply relaystheresponseto thebrowser. Theseare

contenttypesto which thesystemcanaddno value.

In our example,if theWebcacheproxyletobservesthat thecontenttypereturned

is “text/html”, it knows to performspecialprocessing.TheWebcacheproxyletfirstly

attemptsto identify an EEPwhich is closeto the sourceof the text, i.e. the WWW
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server on which the text pageresides.In the initial versionof ALAN therewasprior

knowledgeof the locationof appropriateEEPs. However in the currentversionthis

locationprocessis automated.

OnceanappropriateEEPis identifieda text compressorproxyletis startedby the

Webcacheproxyleton the remoteEEP. At the sametime a decompresserproxylet is

startedon thelocal EEP(6). In bothcasesa URL referenceto theappropriateJAR file

is givento theEEPsothatit candownloadandstarttheproxylet.

Thecompressionproxyletis alsotold theURL of thetext file andthelocationof

the decompresserproxylet. Thusthe compressormakesa standardHTTP requestfor

thetext file (7), thencompressestheincomingtext (8) whichis sentto thedecompresser

proxylet(9). Thedecompresserthensimply decompressesthe text andsendsit to the

webbrowser(10).

Further implementationdetailsand performancemeasurementsare provided in

[31]. This includes further examples, including transcodingof Web-basedaudio

streams,andsomenon Web-basedproxylets. The systemasdescribedhowever has

somedeficiencies.

5.2.2 ALAN Enhancements

In subsequentsectionswe describethecurrentstatusof the two key components:the

proxylet, theEEP. Howeverwehavealsofurtherenhancedtheinfrastructureto address

two key shortcomingsevidentin thesystemdescribedabove.

Firstly, Figure5.1showsa proxyletproviding compressionof content.Oneof the

key requirementsfor this serviceto be beneficialis for the contentto be compressed

from a point ascloseaspossibleto thesource.This implies thatwe needto locatea

cooperatingWebcachewhich is closeto thesourcewebserver. In our first versionthe
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EEPhostto contactis definedwithin a configurationfile. This methodis not scalable,

anddoesnot encompassthe dynamicchangeswhich occurin the network hierarchy.

Ourcurrentversionimplementsaninitial solutionto thisproblem,but ongoingresearch

is investigatingamoregenericsolution.

Essentially, this is an issueof EEPlocationand informationrouting. A related

issuethat is relevantto thescenariodescribedis thatit is not alwaysdesirableto com-

presstext. The pagemay be too small to justify compression,and or therewill be

no significantlatency savings due to network conditions. This canbe viewed asan

applicationlevel routingproblem,andalsooneof policy basedretrieval.

A furthershortcomingwith our initial approachis thatcontentthatis compressed

from a remoteproxyletwill bypasstheupstreamcache.This resultsin theobjectnot

beingstoredin thecache,evenif thecontentis identicalto theoriginal sourceobject.

This is amajorshortcoming,asfuturerequestscannotbeservedfrom acache,but will

createanadditionalrequestto theoriginal server.

Furthermorewe maywish to giveuserssomelevel of controloverhow contentis

delivered.For example,anorganisationwith ahigh-speedLAN andremoteuseraccess

via a modembank,mayinstall a webcache.This would allow remotemodemusersto

requirethat all datais compressedbeforetransferacrossthe modemlink, decreasing

objectsizeanddownloadlatency. Usersconnecteddirectly to theLAN however, may

prefernocontentprocessingasthismayslow down deliverytimeacrossthehigh-speed

link.

We discussour enhancementsto meetthe issuesarticulatedabove following our

detaileddescriptionof proxyletsandEEPs.
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5.3 Proxylets

A proxyletis codewhich is downloadedandrunonanEEP. Thenamewaschosenwith

regardsto appletswhich run in webbrowsers,andservletswhich run on webservers.

Theproxyletis anentity which runsin thenetwork.

5.3.1 Design

Theproxyletis designedto beanentity which is loadedontoanEEPandthenrun. A

proxylet is loadedonto anEEPby reference.Using a referencemeansthat theentity

which is loadingtheproxyletontoanEEPdoesnothaveto haveacopy of theproxylet.

Loading by referencemeansthat only one copy of a proxylet needsto exist. This

addressessomeof theproblemsthatoccurwith versionmismatches,sincethereis only

onecopy of aproxyletandit is thedefinitivecopy.

It wasalsodecidedthattherewouldbenoownerof aproxylet. Thereis noperma-

nenthandleto a proxylet. Oncea proxyletis loadedandrun,anybodywith thecorrect

interfacecanconnectto theproxylet, stopit or sendnew parameters.Thebenefitis that

a controlchanneldoesnot have to beheldopento a runningproxylet. Usinga control

channelwould have hadother ramificationsin termsof the controlling nodefailing,

or the casewherecontrol needsto be handedover. A proxyletcanhave a permanent

connectionto acontrollingentity if required.

A proxylet is a fire andforgetentity. Therewill be many caseswherea proxylet

is startedby anotherproxyletor program.It is thusnot clearwherethecontrolshould

reside.If requiredanentity thatstarteda proxyletmayretainanassociation.However

a featureof having no controllingentity is that if anerroroccurs,thereis no obvious

placeto sendtheerrormessage.
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A mechanismis requiredto stopaproxylet. Also amechanismis requiredto send

amessageto aproxyletwhile it is running.

A proxyletdoesnot have accessto the network interfaceat a low level in terms

of packet filters. Someactive network schemesallow entities to manipulateextant

flows. We provide no suchspecialhooksto proxylets. In termsof deploymentspecial

permissionswouldberequiredto allow theEEPto manipulateflows. Therewouldalso

be no portableway to provide suchfeatures. It wasalso felt that mostapplications

thatmadeuseof proxyletswill be awarethat they areusingproxylets. So thereis no

requirementto hijackor manipulateflows.

A proxylet is not ableto useor affect local resourceson the hoston which it is

running. The only exceptionto this rule is the ability to createnetwork connections.

A proxylet is not ableto createfiles or look at the contentsof files. It is not ableto

spawn processeson thehoston which it is running. This securefeatureof a proxylet

shouldmeanthatsitescanrun EEPswithout beingconcernedaboutpossiblesecurity

violations (apart from possibledenial of serviceattackscausedby generatinglarge

amountsof network traffic).

5.3.2 Implementation

Proxyletsarewritten in Java andhave to adhereto a proxyletinterface.This is shown

in figure5.2.This is similar to theinterfacesthatappletsor servletshave to adhereto.

It wouldhavebeenpossibleto providespecialmechanismsfor proxyletsto create

network connections.Insteadit wasdecidedto allow a proxylet to just usethe APIs

availableto standardJavaprograms.Wedidn’t wantto limit thescopeof possibleprox-

yletsby reducingthesetof network optionsavailableto them.UsingthestandardJava

networking APIs makesit relatively simpleto createproxyletsfrom existing network
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public interface ProxyletInterface {
/**
** This is the first method to be called in the proxylet.
** It is expected that this method will just store its arguments
** and return.
**
** @param args The initial arguments. Note that args[0] is the
** class name.
**
**/

abstract void init(String args[]) throws Exception;

/**
** This method is called after the init method is called. Once this
** method returns the proxylet is terminated.
**
**/

abstract void run() throws Exception;

/**
** This method may be called while the proxylet is running to provide
** new arguments.
** @param con New parameters to the proxylet.
**/

abstract void control(String con) throws Exception;

/**
** This method is called to notify the proxylet to stop. If the
** proxylet does not stop it will be killed in a number of seconds.
**
**/

abstract void stop() throws Exception;
}

Figure5.2: Interfaceimplementedby a proxylet
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code.

We alsoconsideredproviding specialchannelsfor simpleinter-proxyletcommu-

nications,asit wasclearthat proxyletswould be requiredto communicatewith each

other. It turnedout that it wassimplerto just allow proxyletsto usewhatever mecha-

nismwasconvenient.Themostconvenientmethodusedby proxyletshasbeenRMI. A

nicesideeffect of proxyletsusingRMI for inter-proxyletcommunicationis thatstan-

dardprogramscanmakeuseof servicesprovidedby proxylets. A servicemaybemade

up of a numberof proxylets, suchastheWebcacheproxylet(Section5.2.1). A prox-

yletmayfor exampleneedto communicatewith anotherproxyletin orderto discovera

service.

A standardway of bundlingtogethera setof Java classesis to usea Java archive

JAR file. Physicallya proxylet is just a JAR file. Initially we hadconsideredwriting

specialserverson which proxyletswould reside.It washowever decidedto just refer

to proxyletsvia UniversalResourceLocatorsURLs. It thereforefollowed that prox-

yletscouldresideon WWW servers.This removedtherequirementfor having special

servers.

5.3.3 Lessonslearned fr om deployment

A numberof issueshave arisenduring deployment. Oneof the issuesis to do with

security. As statedabove a proxylet oncerunning can potentially be controlledby

anybodywith thecorrectinterface.This unfortunatelymeantthatanybodycouldalso

kill a runningproxylet. In fact it wasobserved that thegraphicalinterfaceto running

proxyletsmadeit rathertooeasyto kill proxylets.

As a temporarysecuritymeasurea schemewasdesignedthatonly allowedprox-

yletsto bemanipulatedfrom a nominatedhost.A mechanismalreadyexistedto allow
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what java calls “properties”to be passedthroughto proxylets. A file called“META-

DATA” containingpropertiescanbe placedin the jar archive that is a proxylet. The

propertiesin the METADATA file can then be madeavailable to a proxylet. This

schemecanbeusedto passin configurationinformationto aproxylet. Somenew prop-

ertieswerecreatedwhich, if present,statefrom which hostconnectionsto a proxylet

areallowed.

Someof theproxyletsthathave beenwritten needto contactotherproxyletsrun-

ning on thesameEEP. Currentlya property“java.rmi.server.hostname”is usedto de-

terminethe nameof the host. This informationis requiredso often that the proxylet

stubshouldreturnthis information.

5.3.4 Futur edir ections

A proxyletis currentlyhousedin a simplejar file. Oneof our partnersin theALPINE

project,LancasterUniversity, hasimplementedproxyletsasXML files. UsinganXML

file allows for conditionalstatementsto be placedin the file to determinewhat class

files shouldbeloaded.This hasbeenusedmainly to supportthenotionof architecture

specificcode. The architectureof the machineis determinedand,if available,native

codecanbeloaded.Howeverassoonasit is possibleto loadnativecode,thenotionof

safecodeis jeopardised.

The currentway of parameterisinga proxylet is to eitherpassit an argumentor

to seta propertyin the METADATA file. To seewhat is in a METADATA file it is

necessaryto extract thefile from the jar file that containsit. However if a proxylet is

anXML file, thenit would besimpleto seewhat thepropertiesareandto createnew

proxyletswith differentproperties.It would alsobepossibleto placeconditionalcode

in theXML file, suchasalternative locationsof thejar file thatcontainstheclasscode.
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More complex securitysettingscouldalsobeplacedin theXML file.

5.4 ExecutionEnvir onment for Proxylets -

EEPs

5.4.1 Design

An EEPis the entity on which a proxylet is run. It hastwo interfaces. The control

interfaceis usedto load,run,modify andstopproxylets. Themonitor interfaceis used

to monitoranEEP.

Thedistinctionbetweenthetwo interfacesis intendedto denotethedifferencein

use.Thecontrol interfaceis usedby a client to manipulatea particularproxylet. The

controlinterfaceconsistsof anumberof methods:

� Load

This methodis usedto load a proxyletonto an EEP. A URL is passedto this

method.

� Run

Onceaproxyletis loadedit is startedwith theargumentsto this method.

� Modify

Oncea proxyletis runningit canbepassednew argumentsby this method.The

argumentsarepassedinto theproxyletvia thecontrolmethodthatit mustprovide.

� Stop

This is a methodto stopa proxylet. Calling the stopmethod,causesthe stop

methodin the proxylet to be called. A proxylet is thereforeprovided with an
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opportunityto cleanlyterminate.If a proxyletignoresthestopmethodit will be

killed anywayafteranumberof seconds.

Thecontrol methodsaremappedonto themethodsthata proxyletmustprovide,

ascanbeseenin Figure5.2.

Themonitor interfaceis intendedto be usedby theownerof an EEPto monitor

activity on anEEP. It is ratherlike a processmonitor, suchasthe“ps” or “top” com-

mandsfoundon UNIX systems.The“top” commandtypically polls thesystemat one

secondintervalsandthendisplaysa list of process.Ratherthanusea polling scheme,

which is wastefulof network bandwidth,a call backschemeis used.A registrationis

madewith anEEP, andwhenthereis a changeof statetheEEPsendsa messageto all

registeredparties.

Themethodsof themonitorinterfaceareasfollows.

� register

This is how a monitoringentity registersinterestin anEEP. A handleis passed

to the EEPto denotewherethe callbackshouldgo. If the EEPis retrieving a

proxyletthrougha cache,thenthehostandportof thecachearealsoreturned.

� unregister

This is usedto detachamonitoringentity.

� version

This returnstheversionnumberof theEEP.

� proxylet
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This returnsall that is known aboutthis proxylet, suchaswhereit wasloaded

from andwith whatargumentsit wasstarted.

5.4.2 Implementation Issues

The EEPis written in Java, asarethe proxylets. The currentimplementationusesa

separateJava VM for eachproxylet. This is wastefulin termsof resources,but does

make it relatively easyto manageproxylets. A Proxyletcaneasilybekilled by killing

theVM in which it is running. Usinga separateVM alsomeansthatproxyletscannot

interferewith eachother.

A proxyletis actuallyrunby downloadingthejar file to alocalfile systemandthen

usingthe standardJava classloaderto run the proxylet. Using thenormalclassloader

allows thestandardJavasecuritypermissionsfile to beusedto restrictthepermissions

of proxylets.

Theproxyletlocationis actuallyaddedto the“java.rmi.server.codebase”property.

This hasto bedoneto allow proxyletsto registerserviceswith the“rmiregistry”. The

“rmiregistry” hasto beableto accessthecodethat is registeredwith it. A typical way

of usingRMI is thata pieceof codeis startedwith the “codebase”propertypointing

at the locationof the code. Whena call is madeto the “rmiregistry” to make a class

availableacrossthe network, “codebase”is usedto locatethe code. An unfortunate

limitation of this schemeis thatonly onecodelocationcanbeset.

As hasalreadybeenmentioned,thereis no obviousplacewhereerrorscausedby

proxyletsshouldbe sent. No specialmechanismis provided to proxyletsto register

errors. In our initial experimentsa proxyletwriter would typically have accessto the

EEPs.Errorsgeneratedby proxyletswould appearin thewindow from which theEEP
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wasrun.

CertainlyonUnix systemstherearetwostreamsonwhichoutputcanbegenerated:

astandardoutputstreamandastandarderrorstream.Javaprovidescallsto sendoutput

to thesetwo streams.Ratherthaninventanew wayof generatingoutputit wasdecided

to continuewith this wayof generatingoutput.

Thesetwo streamsarecapturedby theEEPfrom theproxylet, andthenmulticast

at a site-widetime to live (TTL). Any outputgeneratedby legacy codewill alsobe

correctly captured. Simply multicastingthe error at a site-wideTTL meansthat no

per site configurationis necessary. A simple loggercan log all messagesgenerated

by all proxyletsat that site. The format of the messageis suchthat the proxyletand

streamonwhichthemessagewasgeneratedcaneasilybeidentified.A simpleprogram

is provided to print out the error messagesgeneratedat a site. However the issueof

errorsgeneratedata foreignsiteis notcurrentlyaddressed.Ourplansin this regardare

discussedbelow.

Currently the EEPprovidesvery little to aid a proxylet. A proxylethasfull ac-

cessto all of theJDK apartfrom thecomponentswhich areprotectedby thesecurity

manager.

An attempthasbeenmadeto keeptheEEPassmallaspossible.Only functionality

which is absolutelynecessaryhasbeenplacedin theEEP. As will beseenbelow some

of whatcouldbeconsideredto beEEPfunctionalityhasbeenimplementedin theform

of permanentsystemproxylets.

5.4.3 Lessonslearned fr om deployment

Thereareanumberof obviousdeficiencies.

Errorsgeneratedby proxyletsat foreign sitesarenot handled.However thereis
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supportfor theuserto write a proxyletwhich returnserrorsfrom foreignsites.

In the initial designit wasfelt thatonly a monitoringagentwould needto know

whatproxyletsarerunningonanEEP. However therearecaseswhereaproxyletneeds

to know whatproxyletsarerunningonaparticularEEP. An examplemaybeaproxylet

which is usedto startanotherproxyletoneveryEEP. In this casetheproxyletwill need

to beableto checkif theotherproxyletis alreadyrunning.

Many proxyletsneedto interactwith servicesrunningon thelocal EEP. TheEEP

shouldprovide thelocalhostnamethroughtheproxyletstub.

5.5 Controlling Proxylets -

The graphical user interfaces

Therearecurrently two separateGUIs associatedwith funnelWeb. One is a control

interface.Theotheris amonitorinterface.TheseparateGUIsarepartitionedconsistent

with theinterfacesofferedby theEEP.

Thecontrolinterfaceis usedto load,start,modify andstopaproxylet. If aproxylet

exits for whatever reasonthis information is not propagatedto the control interface,

sincethecontrolinterfaceperformsatomictransactionswith aproxylet.

Themonitor interfaceshows whatproxyletsarerunningon anEEPandtheir cur-

rentstate.This interfacecanbeusedto spawn control interfaceswhich canbeusedto

manipulateindividualproxylets.

A simplecommandline interfaceis alsoprovided to print out all the error mes-

sagesgeneratedby theEEPsatasite.Typically, whenwriting anddebuggingproxylets

it is necessaryto run all threeinterfaces.

An implementationreasonto keepthemonitoringandcontrolinterfacesseparateis
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thatthemonitoringinterfaceusescallbacks.Thecallbacksareimplementedby anEEP

makingRMI callsbackto themonitorinterface.This causestwo potentialproblemsif

theinterfaceswereintegrated.Firstly, it wouldnotbepossibleto startaproxyletthatis

not runninga rmiregistry for whatever reasons.Thesecondreasonis that it would be

difficult to startaproxyletonanEEPata foreignsitefrom behindafirewall. A typical

configurationfor afirewall is thatoutgoingconnectionsareallowedandincomingones

arenot. Similarly it would not bepossibleto startproxyletsfrom sitesthatarebehind

NATs(Network AddressTranslators).

In the longer term however thereis an intent to provide an integratedinterface.

This canperhapsbe achieved by disablingmonitoring features,or by implementing

callbacksvia analternativemechanismto RMI.

5.6 System Proxylets

As haspreviouslybeenobserved,our initial releasecontainedseveraldeficiencies,per-

hapsthemostsignificantbeingin theareaof dynamicdiscoveryof EEPsandrouting.It

couldbearguedthatsuchfunctionsarecoreto theEEPinfrastructure,andthusshould

be implementedwithin the EEP. However in practical termsit is more attractive to

develop suchfunctionality incrementallyasproxylets. This allows us to upgradethe

functionality of runningEEPsrelatively easily. In this sectionwe describetwo such

proxyletswhich representquitesimple,initial approachesto providing routingander-

ror handlingfunctions.

We havedevelopeda simplemechanismfor certainproxyletsto bestartedat boot

time of an EEP. We call thesesystemproxylets. At this time systemproxyletsdo not

haveany specialprivileges.They arealsonothandleddifferentlyto standardproxylets.
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Their only distinction is that they are loadedat boot time. It shouldbe notedthat if

eitherof the two systemproxyletsis not present,the EEPwill continueto function,

althoughwith slightly reducedfunctionality.

5.6.1 Routing

Thescopeof theproblemof building ascalableapplicationlevel routinginfrastructure

is huge.In orderto permitexperimentation,wehaveprovidedaroutingproxyletwhich

doesnot scaleandprovidesa very naive proximity interface. Below we outline our

currentwork towardsproviding ascalableroutinginfrastructure[33]. Thenext chapter

(6) goesinto greaterdetail.

The initial routing proxyletprovidestwo interfaces.The first interfaceprovides

a list of all executingEEPs. The secondinterfaceprovidesthe locationof a proxylet

closeto aprovideddomainname.

Theimplementationof theroutingproxyletis simple. A coordinatornodeis pre-

configuredinto the routing proxylet. Eachproxyletperiodically sendsa registration

packet to thecoordinator. All EEPsarethereforeknown by thecoordinator.

Any routingproxyletcanbe interrogatedfor the list of all EEPs.Theclient does

not needto know which routingproxyletis thecoordinator. If a requestis madeof an

EEPwhich is not thecoordinatorthenit will requesttheinformationfrom thecoordi-

natorandpassit on to theclient.

Aswell asalist of all availableEEPstheroutingproxyletalsoprovidesaproximity

function.Theproximity functionhasthename“close”. A domainnamecanbepassed

to the“close” methodof any routingproxyletandit will attemptto returnanEEPwhich

is closeto this domainname.Our implementationis extremelynaive: a longestmatch

on thedomainnamestringis performed.
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We realize that there is a large numberof obvious failure modeswith sucha

scheme. For example, if a requestis madefor an EEP closeto “acm.org” thereis

no usefulgeographicinformation. Anotherproblemis thatnowadaysa site with, for

example,thesuffix “.au” doesnotnecessarilyhave to bein Australia.

Thereforewe haveprovideda routingproxyletwith many limitations.However it

hasallowedmoreinterestingproxyletsto be built. For example,thecachingproxylet

[52] is currentlybeingmodifiedto usetheroutingproxylet. This allows it to locatean

EEPclosethethesourcewebserver.

Theroutingproxylethasanautomaticupgrademechanism.Whena routingprox-

ylet performsits periodicregistrationwith thecoordinatora versionnumbercompari-

sontakesplace. If the coordinatoris runninga newer versionof the routing proxylet

thantheproxyletregistering,thentheregisteringproxyletloadsthelatestversionof the

proxylet. This automaticreloadmechanismhasallowedus to upgradethe implemen-

tationof theroutingproxylet. It automaticallydeploys acrossall runningEEPs.As we

developmorescalablesolutionsthey will betrivial to deploy.

5.6.2 Err or Handling

As statedearliera proxylet is a fire andforgetentity. Thereforeif debuggingor error

outputis generatedfrom aproxyletthereis noobviousplaceto sendtheoutput.

Currentlyany outputgeneratedby a proxyletis multicastat a sitewide scope.An

applicationis provided to print out the error messages.This allows “local” proxylets

to be debugged. However currently thereis no way to retrieve error messagesfrom

remotesites.A systemproxylethasbeenprovidedfor errorhandlingwhich currently

doesnothing. Eventuallywe intend to useit to returnerror messagesfrom foreign

sites. As with the routingproxylet, this will bedeployedautomaticallyasit becomes
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available.

5.7 PerformanceMeasurements

We have undertaken someinitial measurementsto indicatethe overheadincurredby

thearchitecture.Theseresultsalsoindicatewhereperformancecanbeoptimised.Mea-

surementsweretaken usingthe Webcacheexampledescribedpreviously. Overheads

canbedecomposedinto anumberof componentsasfollows.

� EEPLocationOverhead

� ProxyletLoadTime

� ProxyletExecutionOverhead

5.7.1 EEP Location

For thetext compressionexample,theoverheadincurredis thetime to locateasuitable

remoteEEP, the time for the remoteEEPto download, load andstartexecutingthe

proxylet, and the time that the proxylet itself takes to download the requestedpage,

compressit, andtransferit to thelocalEEP(or Webcache).

For proxyletsinvoked from theWebcache,thedecisionof which EEPto contact

canbemadeby a call to thelocal EEPsRoutingProxylet. This call incursa delayand

is shown to bearound130milliseconds.Thisdelayis theoverheadof theRMI call and

theprocessingtimeof theRoutingProxyletto determineasuitableremoteEEP.

5.7.2 Proxylet Load Time

The proxylet load time consistsof the time taken to download the jar file from the

proxyletwebserver, thetime to startanew JavaVirtual Machine(VM) andthetime to

synchronisethenew VM with thecurrentVM.
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Sincea proxyletis a webobject,its codecanbecached.Thusthedelayto down-

load the proxyletcodeis likely to be small whena particularproxylet is loadedfre-

quently.

Thesizeof theproxyletbytecodeis alsorelatively small,with mostproxyletscur-

rently beingunder6Kb in size. A numberof load timesobserved on a testmachine

showed a delayof approximately3000millisecondsfor loadinga proxyletof around

4Kb from a web server on the local areanetwork. This time consistedof approxi-

mately1000msto startthenew VM, under200msto downloadthebytecode,with the

remaindermadeupof RMI overhead,synchronisation,securitychecking,andlogging.

Thesetimings will obviously vary for differentEEPs,with the hardwareperfor-

manceof thehostEEPmachinebeingcritical to thespeedof startinga VM. Thenet-

work latency in retrieving proxyletcodeis alsoafactorwhichwill increaseoverall load

time.

5.7.3 ExecutionTime

Theoverheadincurredby thetranscodingproxyletis dependentonanumberof factors.

� Retrieval time for thewebobject

� Sizeof requestobject(for proxyletssuchasthetext compressor)

� Overheadof theproxyletprocess

� Speedof themachineon which theproxyletis beingexecuted

� Network delayincurredin transmissionof transcodeddatato clientor localEEP

GiventhatanEEPis selectedbasedonits likely “closeness”to thewebobject,the

retrieval timeof thewebobjectwill oftenbesmall.Again this is dependentoncaching
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andtransientnetwork performance.

The remainderof the overheadis dependenton transientnetwork performance,

the performanceof the proxylet transcodingprocessand the machineon which it is

beingexecuted.Theseoverheadswill impacttheoverall efficiency of thearchitecture,

but canbeoptimisedthroughproxyletimplementationandlocationof EEPsthathave

adequateprocessingresources.

Crossplatform testshave shown the following resultsfor thecompressionprox-

ylet. Thecompressorwasrun standaloneandanaveragetakenover 10 runs.Theweb

objectwasatext pagecontainingthefull King JamesBible comprising5073934bytes.

OperatingSystem Processor Memory(Mb) JDK Time(ms)
Solaris8 440MHz UltraSparcIIi 256 1.3 5206
Solaris8 167MHz UltraSparc 128 1.3 12814

Linux 2.2.16 733MHz Intel PentiumIII 256 1.3 2219
Windows2000 733Mhz Intel PentiumIII 256 1.3 2198

Table5.1: CompressionTimes

For text compressionthe benefitof usingthis architectureis demonstratedwhen

availablebandwidthis low andthesizeof therequestedobjectis large.

A bottleneckhowever will be the compressionrateof the streamat the remote

EEP. Using the compressiontimings from Table5.1, for the Linux operatingsystem,

wecanseethatthecompressortranscodestheKing JamesBible of size5073934bytes

in 2219milliseconds.Thisextrapolatesto acompressionthroughputof 2286585bytes

persecond,or around18 Mbps.

Thereforewe predict,for this implementation,compressionis a benefitwhenthe

availableend-to-endbandwidthis lessthan18Mbps.
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To supportour hypothesiswe performeda testof the implementationby down-

loading the King JamesBible from a web server at University College London to a

client at theUniversityof Technology, Sydney. This wasperformedoncethroughour

architectureandonceusingno intermediatecaching. It resultedin a downloadtime

throughour architectureof 4 minutes23 secondsin comparisonto the non-caching

downloadtimeof 19 minutes12 seconds.

5.8 Charging

For funnelWebto bethemostuseful,globaldeploymentwouldberequired,with EEPs

runningat sitesall over the world, andin somecasesrunningin the coreof the net-

work. An applicationlayermulticastproxyletwould bebestsituatedin thecoreof the

network, asopposedto theedges.

Theproblemis whatincentivewould therebeto allow a third partyto run aprox-

yletonyourEEP?Theobviousandstandardincentiveis chargingto allow athird party

to run aproxyleton anEEP.

For someproxyletsmakingan arrangementto run a proxyleton a specificEEP

maybereasonable.In thegeneralcasethepowerof funnelWebwouldbetheability for

theEEPto bedynamicallychosen.In this casetheownerof theEEPandtheproxylet

userwouldhavenoprior arrangement.In suchacircumstanceelectroniccashcouldbe

passedto anEEPbeforeit allowsaproxyletto execute.

Resourcesthatareusedby a proxyletsuchasCPUcyclesor network bandwidth

couldbepaidfor with electroniccash.Themeteringandallocatingof resourceswould

besimpleto implement.

Thekey to globaldeploymentof EEPsandtheuseof proxyletsmaybefor owners
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of EEPsto chargefor usage.

5.9 RelatedWork

Active Networks hasbeenan importantareaof researchsincethe seminalpaperby

Tennenhouseet al.[83] We have discussedearlier how our work differs from router

level active network research.Our researchis probablymorecloseto thatcarriedout

in activeservices[7],but is moredynamicallydeployable.

Ourwork bearssomesimilaritieswith mobileagenttechnology[50]. An example

of mobileagenttechnologyis IBM’ saglets[49].Althoughmobileagentsandproxylets

may for somefunctionsbe interchangeable,thereis a differencein motivation. Both

proxyletsandmobileagentscanbeoptimisationsthatattemptto reducenetwork load

andovercomenetwork latency. Proxylets, in the generalcase,aid in this processby

attemptingto transformthecommunicationstreamand/orperformsomeintermediate

protocolprocessing.A mobileagentin contrastis typically executedcloseto a target

site,in orderto performaninteractionon theuser’sbehalf.

The incentive for muchmobileagentwork is distributedcomputing.Themobile

agentinfrastructureinsulatestheuserfrom thenetwork. An exampleis amobileagent

infrastructureallowing an agentto move from oneexecutionenvironmentto another

while preservingits state.Proxyletscouldbewritten to behave asmobileagents,but

eachproxyletwouldhave to written to manageit’ sown statewhenmoved.

Mobile agenttechnologyseemsto rely on knowing a priori wherethe agents

shouldbe executed.We in contrastaim to have proxyletsexecutedat an appropriate

location,basedon network metrics.Thecriteriafor placinga mobileagentis comput-

ing resource,for aproxyletit is networkingresource.Henceour interestin Application
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Level Routing(ALR).

TheActive Cachework of PeiCao[16]et al implementsa migrationof codevia

“cacheapplets”.Theseareassociatedwith webserverobjects,andaremigratedto local

proxies.Cacheappletsperformoptimisationssuchasimproving thecachingbehaviour

of dynamicdocuments.In ourwork suchoptimisationaretransparentto thewebserver.

Oneprimaryobjectivein ourALR work hasbeenarequirementfor minimumcon-

figuration.Our ALR solutioncanbeconsideredto beanalogousto theself organising

work of [48, 15,93].

Much of thework to datein topologydiscoveryandroutingin activeservicesys-

temshasbeenpreliminary. We have tried to draw on someof themorerecentresults

from thetraditional(nonactive)approachesto thesetwo sub-problems,andto thisend,

wehave takenacloselook at work by Francis[29],aswell asthenimrodproject[19].

5.10 Deployment

A releasewasmadeof funnelWeb2.0.1on21stMarch2000.

The releaseis currentlyonly availableto projectpartners.The releaserequires

minimal configurationto start an EEP. Simple configurationinformation is required

suchasthelocationof theJava release.

As it is expectedthat the EEP infrastructureshouldbe running permanently, a

“cronjob” is usedto checkthat an EEPis running. The cronjobrunsevery hour. It

attemptsto connectto thelocalEEP. If theconnectionsucceedsall is well. If for some

reasontheEEPis not running,theconnectionattemptfails andanew EEPis started.
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5.11 Proxylets

Over timea largenumberof proxyletshavebeenwritten.

1. TCPbridge

A simplebridgingproxyletwhich relaysTCPconnections.A detailedexplana-

tion canbefoundin chapter6 section6.2.2.

2. Webcache

A Webcacheproxylet which can start transcodingand compressionproxylets.

Theproxyletusedin thewebcacheexamplesin this chapter.

3. rtptranscoder

A proxyletwhichcantranscodesimpleaudiosamplesto RTPstreams.Thisprox-

ylet is currentlyusedin conjunctionwith theWebcacheproxylet.

4. refl

A simple reflectorproxyletwhich hasbeenusedto join multicastsessionson

foreignsites.

5. WAP

A WAP proxyletwhichconvertsHTML to WML.

6. NTP

A NTP proxylet. TheNTP proxylet is usedto determinethe roundtriptime be-

tweenEEPs.Potentiallyveryusefulfor applicationlayerrouting.

7. routing

Routingproxylet.
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8. RLC

Receiver-drivenLayerCongestionControlproxylet[86].

5.12 Conclusions

The architectureandimplementationof the ALAN infrastructurein the form of fun-

nelWebhasbeendescribed.It is concludedthat it is a feasibleplatform. A numberof

proxyletshave beenwritten andthenumberis growing. Considerthe work in earlier

chaptersonslogin andMMD. It wouldnow bepossibleto implementtheseapplication

layerprotocolsasproxylets.

In orderto remotelylog into siteA from siteB a slogin proxyletcouldbe run at

eachsite. A local connectionusingSSH[94] over TCP could be madeto the slogin

proxylet. Theslogin proxyletwould thensendpacketsto theslogin proxyletat site B

usingtheslogin protocol.At siteB theslogin proxyletwould createa TCPconnection

to the SSHdaemon.The usefulnessof the slogin proxylet in this instancewould be

its low delaycharacteristics,not for its encryption. If the slogin proxyletwasbeing

usedfor securitypurposestheEEPsandproxyletswould have to betrusted.TheEEPs

couldonly betrustedif theownerscanbetrusted.In thecaseof a company allowing

remoteloginsfor its employeesthiswouldbethecase.AssumingthatbothEEPswere

controlledby the company. The slogin proxyletcould be signedto protectagainsta

Trojan.

The MMD protocol could also be implementedasa proxylet. This would cer-

tainly aid with deployment. In fact the MMD strategy would work bestif the main

multicastingcomponentcould be placedin the coreof the network. If native multi-

castingis not availableusingproxyletstheschemecouldfall backto usingapplication
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layermulticast.

It hasbeenshown thatapplicationlayerprotocolsprovideadvantages,but they are

harderto implementthanprotocolsusingfor example,TCP. Extrawork is requiredin

designingandimplementingtheseprotocols. The extra effort requiredto designand

implementtheseprotocols,couldbejustifiedif it is only doneonce.Thisis thesolution

beingsuggestedhere.Only oneimplementationof slogin orMMD needsto exist if they

arewritten asproxylets. Every userof the slogin or MMD could referencethe same

proxylet. Enhancementsor bug fixescouldbe deployed instantaneously. Total catas-

trophewould alsobe easyto achieve. A critical bug in an upgradewould potentially

causeevery userto usethe broken proxylet. The point remainsthat proxyletsallow

rapidglobaldeployment.In thenext chapterthis featureis usedto trivially deploy new

proxylets.

A componentwhich is missingis routing. In subsection5.6.1averynaiverouting

solutionis described.This solutionwasdevelopedsolely to allow theALAN concept

to betested.In thenext chapter(6), a scalableroutinginfrastructureis described.This

is thelastpiecein thepuzzle.



Chapter 6

An Ar chitecture for Application Layer

Routing

6.1 Intr oduction

Thework presentedin this chapteris joint work with MichaelFry andJonCrowcroft

[33].

In thepreviouschapterwehaveproposed,implementedanddemonstratedanAp-

plicationLayerActiveNetwork (ALAN) infrastructure.This infrastructurepermitsthe

dynamicdeploymentof activeservicesin thenetwork,but attheapplicationlevel rather

thanthe router level. Thusthe advantagesof active networking arerealised,without

the disadvantagesof router level implementation.However we have previously left

unsolved the issueof appropriateplacementof ALAN supportedservices.This is an

ApplicationLayerRoutingproblem. In this chapterwe definethis problemandshow

that,in contrastto IP, it is amulti-metricproblem.Wethenproposeanarchitecturethat

helpsconceptualisetheproblemandbuild solutions.We proposedetailedapproaches

to theactivenodediscoveryandstatemaintenanceaspectsof ApplicationLayerRout-
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ing (ALR).

Ourapproachhasbeenvalidatedbydevelopmentsin thecommercialInternetenvi-

ronment.It is thecasethatsomeInternetServiceProviders(ISPs)will supportservers

at their sitessuppliedby third parties,to run codeof their (3rd parties’)choice. Ex-

amplesincluderepairheads[44], which areservers in the network which help with

reliablemulticastin a numberof ways. In the reliablemulticastscenarioanentity in

the network canperformACK aggregationandretransmission.Anotherexampleis

FastForwardNetworksBroadcastOverlayArchitecture[40]. In thisscenariothereare

mediabridgesin thenetwork. Theseareusedin combinationwith RealAudio[64] or

othermultimediastreamsto provideanapplicationlayermulticastoverlaynetwork.

We believe that ratherthan placing “boxes” in the network to perform specific

tasks,we shouldplacegenericboxesin the network that enablethe dynamicexecu-

tion of applicationlevel services.We have proposeda ALAN environmentbasedon

DynamicProxyServers(DPS).In our latestreleaseof thissystemwerenametheappli-

cationlayeractivenodesof thenetwork ExecutionEnvironmentsfor Proxylets(EEPs).

By deploying active elementsknown asproxyletson EEPswe have beenableto en-

hancetheperformanceof network applications.

In our initial work we have staticallyconfiguredEEPs. This hasnot addressed

the issueof appropriatelocationof applicationlayer services.This is essentiallyan

ApplicationLayerRouting(ALR) problem.

For largescaledeploymentof EEPsit will benecessaryto haveEEPsdynamically

join a meshof EEPs,with little to no configuration. As well asEEPsdynamically

discoveringeach,otherapplicationsthatwantto discoveranduseEEPsshouldalsobe

ableto chooseappropriateEEPsasa functionof oneor moreform of routingmetric.
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ThustheALR problemresolvesto anissueof overlaid,multi-metricrouting.

This chapteris organisedasfollows. We first describeour ALAN infrastructure

by way of someapplicationexamples.Theseexamplesreveal the Application Layer

Routing issuesthat requiresolution. We thenproposean architecturethat aidscon-

ceptualisationandprovidesa framework for an implementablesolution. This chapter

concentrateson theissuesof node(EEP)discoveryandstatemaintenance.

6.2 Application Layer ActiveNetworking

Thepreviouschapter5 describedtheALAN architectureandits renditionin theform

on the funnelWeb[34] package.

6.2.1 WWW cacheproxylet

Wehavewrittenanumberof proxyletsto testour ideas.Possiblythemostcomplicated

examplehasbeenawebcacheproxylet[53].

Thewebcacheproxyletis describedin thepreviouschapter5. Fig. 6.1 is repeated

hereto aid thedescription.

A limitation of our initial experimentsis thatthelocationsof thevariousEEPsare

known apriori by thewebcacheproxylet. Anotherproblemis thatit is notalwaysclear

that it is usefulto performany level of compression.For exampleif a WWW server

is on the samenetwork asthe browserit may make no senseto attemptto compress

transactions.

From this applicationof proxyletstwo clearrequirementsemerge which needto

besatisfiedby our applicationlayer routing infrastructure.Thefirst requirementis to

returninformationregardingproximity. A questionaskedof theroutinginfrastructure

maybeof theform: returnthelocationof anEEPwhich is closeto agivenIP address.
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Figure6.1: Text Compression

Anotherrequirementcouldbe theavailablebandwidthbetweenEEPs,aswell asper-

hapsthebandwidthbetweenanEEPanda givenIP address.An implied requirement

alsoemerges.It shouldnot take morenetwork resourcesor time to performALR than

to performthenative transaction.

Giventhis locationandbandwidthinformationthewebcacheproxyletcouldnow

decideif therewereany benefitto bederivedby transcodingor compressinga trans-

action. So a questionasked of the applicationlayer routing infrastructuremay be of

the form: find a EEP“close” to this network andalsoreturnthe availablebandwidth

betweenthatEEPandhere.

6.2.2 TCPbridge

Oneof oursimplestproxyletsis aTCPbridgeproxylet. TheTCPbridgeproxyletrunson

anEEPandacceptsconnectionsonaport thatis specifiedwhentheproxyletis started.

As soonasa connectionis accepteda connectionis madeto anotherhostandport.

This proxyletallows applicationlayer routing of TCP streams.It couldobviously be
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extendedto routespecificUDPstreams.

We have experiencedthe benefitsof a TCPbridgeby using telnet to remotelog

in to computersacrosstheglobe. A direct telnetfrom onecomputerto anotheracross

the global Internetmay often experiencevery poor responsetimes. However if one

canchaina numberof TCP connections(essentially, sourcerouting) by logging into

intermediatesites,betterperformanceis typically achieved. This is becausethe seg-

mentedTCPconnectionsrespondmorepromptly to loss,anddo not necessarilyincur

theoverheadof end-to-enderrorcontrol.

A requirementthatemergesfrom thisscenariois theneedfor theapplicationrout-

ing infrastructureto returna numberof EEPson a particularpath. We mayaskof the

ALR: give me a pathbetweennodeA andnodeB on the network which minimises

delay. Wemayalsoaskfor apathbetweennodeA andB whichmaximisesthroughput,

by beingmoreresponsive to errors.It mayalsobepossiblethatwe requiremorethan

onepathbetweennodeA andnodeB for fault tolerance.

6.2.3 VOIP gateway

A proxyletthatwe intendto write is co-locatedwith agateway from theInternetto the

PSTN.Theideais thata personis usingtheir PDA (PersonalDigital Assistant)with a

wirelessnetwork interfacesuchasIEEE 802.11or perhapsBluetooth[11].

Using a packet audioapplicationsuchas“vat”, the userwishesto make a voice

call to a telephonevia an IP-to-telephony gateway. The simplething to do would be

to discover a local gateway. A moreinterestingsolutionwould be to find the closest

gateway to the telephony endpoint. An argumentfor doing this might be that it is

cheaperto performthelonghaulpartof theconnectionover theInternetratherthanby

usingthePSTN.
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Thisaddsanotherrequirement:theability to discover informationaboutavailable

services.The normalmodelfor servicediscovery is to find a servicein the local do-

main. We have a requirementfor servicediscoveryacrossthewholedomainin which

EEPsarerunning. Soa proxyleton anEEPwhich is providing a VOIP gateway may

want to inject informationinto the routing infrastructurewhich canbe usedby VOIP

awareapplications.

6.2.4 Multicast

With the seemingfailure of wide areamulticastdeployment it startsto make sense

to useproxyletsinside the network to performfanoutof streams,aswell asperhaps

transcodingandretransmission.A requirementthatemergesfor multicastis thatthere

is enoughinformationin theroutinginfrastructurefor theoptimalplacementof fanout

points.

6.3 Application Layer Routing Ar chitecture

A numberof routingrequirementsfor ourALAN infrastructurehaveemergedfrom the

examplesdescribedin theprevioussection.In essenceourbroadgoalis to allow clients

to chooseanEEPor setof EEPson which to run proxyletsbasedon oneor morecost

functions.Typicalmetricswill include:

� Availablenetwork bandwidth.

� Currentdelay.

� EEPresources.

� Topologicalproximity.
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Wemayalsowanttoaddotherconstraintssuchasuserpreferences,policy, pricing,

etc. In this chapterwe focusinitially on metric-basedrouting.

An ApplicationLayerRouting(ALR) solutionmustscaleto a large,globalEEP

routingmesh.It mustpermitEEPsto discoverotherEEPs,andto maintaina notionof

“distance”betweeneachEEPin a dynamicandscalablemanner. It will allow clients

to launchproxylets(or “services”)basedononeor moremetricspecificationsandpos-

sibly otherresourcecontingencies.Oncetheseservicesarelaunched,they becomethe

entitiesthatperformtheactual“routing” of informationstreams.

We thereforeproposeanALR architecturethathasfour components.In this sec-

tion we simply provide an overview of the architecture.The four componentsareas

follows.

1. EEPDiscovery.

2. RoutingExchanges.

3. ServiceCreation.

4. InformationRouting.

EEPdiscovery is the processwherebyan EEPdiscovers(or is ableto discover)

the existenceof all other EEPsin the global mesh. In our current implementation

(describedbelow) all EEPsregisterat a singlepoint in the network. This solutionis

clearlynot scalable,requiringtheintroductionof a notionof hierarchy. Our proposed

approachis describedin thenext section.The approachaddressesboth the arrival of

new EEPsandtheterminationor failureof existingEEPs.

RoutingexchangesaretheprocesseswherebyEEPslearnthecurrentstateof the

ALAN infrastructurewith regardto the variousmetrics. On this basisEEPRouting
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Tablesarebuilt andmaintained.Theroutingmeshesembeddedin routing tablesmay

also implementnotionsof clustersand hierarchy. However thesestructureswill be

dynamic,dependingon thestateof thenetwork, with differentstructuresfor different

metrics. The stateinformationexchangesfrom which routing informationis derived

maybeexplicitly transmittedbetweenEEPs,or maybeinferredfrom theobservation

of informationstreams.

Servicecreationis theprocesswherebyaproxyletor setof proxyletsaredeployed

andexecutedon oneor moreEEP. Theclient of this servicecreationservicespecifies

theproxyletsto belaunchedandthechoice(s)of EEPspecifiedvia metrics.Theclient

mayalsospecifycertainservicedependenciessuchasEEPresourcerequirements.

The serviceproxyletsto be launcheddependentirely on the servicebeingpro-

vided. They encompassall the examplesdescribedin the previous section. For ex-

ample,thewebcacheproxyletlaunchestranscodersor compressorsaccordingto mime

contenttype. The metric usedherewill be someproximity constraint(e.g. delay)to

thedatasource,and/oravailablebandwidthon thepath.TheTCPbridgeproxyletswill

be launchedto optimiseresponsivenessto lossandmaximisethroughput.The VOIP

gatewayproxyletwill requirea telephony gatewayresourceat theEEP.

Informationrouting is the taskperformedby theproxyletsoncelaunched.Again

the functionperformedby theseproxyletsaredependenton theservice.It mayentail

information transcoding,compression,TCP bridging or multicastsplitting. In each

caseinformationis forwardedto thenext point(s)in anapplicationlevel path.

The restof this chapteris devotedto describingour moredetailedproposalsfor

EEPDiscoveryandRoutingExchanges.
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6.4 Discovery

6.4.1 Discovery phase

We will now describehow the discovery phasetakesplace. The discovery phaseis

implementedby a “discovery proxylet” that is pre-configuredwith eachEEP. Since

proxyletsareloadedonEEPsby URL reference,it is trivial to updatetheversionof the

discoveryproxylet- it will beautomaticallyloadedwhenaEEPstartsup.

The function of the discovery phaseis for all EEPsto join a global “database”,

which canbe used/interrogatedby a “routing proxylet” (discussedfurther in the next

section)to find the locationof an EEP(s)which satisfiesthe appropriateconstraints.

Constructingthis databasethroughthediscoveryphaseis thefirst stagetowardsbuild-

ing aglobalroutinginfrastructure.

Requirements

Thereareanumberof requirementsfor our discoveryphase:

1. Thesolutionshouldbeself configuring.Thereshouldbeno staticconfiguration

suchastunnelsbetweenEEPs.

2. Thesolutionshouldbefault tolerant.

3. Thesolutionshouldscaleto hundredsor perhapsthousandsof deployedEEPs.

4. No relianceon technologiessuchasIP multicast.

5. Thesolutionshouldbeflexible.
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Thediscoveryprotocol

Thesolutioninvolvesbuilding a largedistributeddatabaseof all nodes.A naive regis-

tration/discovery modelmight have all registrationsalwaysgoing to oneknown loca-

tion. However it is obvious that sucha solutionwould not scalebeyond a handfulof

nodes.It wouldnotbesuitablefor aglobalmeshof hundredsor thousandsof nodes.

In orderto spreadtheloadwe have optedfor a modelwherethereis a hierarchy.

Initially registrationsmaygo to theroot EEP. But anew list of EEPsto registerwith is

returnedby theEEP. So a hierarchyis built up. An EEPhasknowledgeof any EEPs

which have registeredwith it aswell asa pointerto theEEPabove it in thehierarchy.

So the informationregardingall the EEPsis distributedaswell asdistributing where

the registrationmessagesgo. The time to sendthe next registrationmessageis also

includedin theprotocol. Soasthenumberof EEPsgrows or asthesystemstabilises

thefrequency of themessagescanbedecreased.

If anEEPthat is beingregisteredwith fails, theEEPregisteringwith it will just

try thenext EEPin its list until it getsbackto therootEEP.

With this hierarchalmodel,if the list of all EEPsis requiredthenan application

(normally this will beonly routingproxylets), cancontactany EEPandsendit a node

requestmessage.In responseto a noderequestmessagethreechunksof information

will be returned:a pointerup the hierarchywherethis EEPlast registered;a list of

EEPsthathave registeredwith this EEPif any; a list of thebackupEEPsthatthis EEP

might registerwith. Usingthenodemessageinterfaceit is possibleto walk thewhole

hierarchy. Soeitheranapplicationextractsthewholetableandstartsroutingproxylets

on all nodes,or a routingproxyletis injectedinto thehierarchywhich replicatesitself

usingthenodemessage.
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The discovery proxyletoffers anotherservice. It is possibleto registerwith the

discoveryproxyletto discoverstatechanges.Thestatechangesthatareof interestarea

changein whereregistrationmessagesaregoing,aEEPwhich hasfailedto re-register

beingtimedout,andanew EEPjoining thehierarchy.

In thediscussionabovewehavenotsaidanythingabouthow thehierarchyis actu-

ally constructed.Wedon’t believethatit actuallymatterssolongaswehavedistributed

theload,to provide loadbalancingandfault tolerance.

It mayseemintuitive that thehierarchybeconstructedaroundsomemetric such

asRoundTrip Time (RTT). So, say, all EEPsin the UK registerwith an EEPin the

UK. This would certainlyreducethe network load against,say, a model that hadall

theregistrationsmadeby EEPsin theUK goingto Australia.A defenceagainstpatho-

logical hierarchiesis that the registrationtime canbe measuredin minutesor hours

not seconds.We canafford suchlong registrationtimesbecausewe expecttherouting

proxyletsto exchangemessagesatamuchhigherfrequency andform hierarchiesbased

on RTT andbandwidthetc...Soa failednodewill bediscoveredrapidly at therouting

level. Althoughit seemslikeachickenandeggsituationthediscoveryproxyletscould

requesttopologyinformationfrom theroutingproxylets, to aidin theselectionof where

a new EEPshouldregister. We alsodon’t want to repeatthemessageexchangesthat

will goon in thehigherlevel routingexchanges.

We have consideredtwo othermechanismsfor forming hierarchies.The first is

a randommethod. In this schemea nodewill only allow a small fixed numberof

nodesto registerwith it. Oncethis numberis exceededany registrationattemptswill

bepassedto oneof the list of nodeswhich is currentlyregisteredwith thenode.The

selectioncanbemaderandomly. If, for example,thelimit is configuredto befive, the
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sixth registrationrequestwill beprovidedwith thealreadyregisterednodesasthenew

parentEEP. Thissolutionwill obviously form oddhierarchiesin thesensethatthey do

notmapontothetopologyof thenetwork. It couldhoweverbearguedthatthismethod

maygiveanaddedlevel of fault tolerance.

Thesecondmethodthatwehavebeenconsideringis ahierarchybasedondomain

names,sothatthehierarchymapsdirectly ontotheDNS hierarchy. Thusall siteswith

thedomain“.edu.au”all registerwith thesamenode.In thiscasewecanuseproximity

informationderived from DNS to build the hierarchy. This schemewill however fail

with thedomain“.com”, wherenothingcanbeimplied aboutlocation.Also, thenode

thatis acceptingregistrationsfor the“.com” domainwill beoverwhelmed.

We believe that,sinceregistrationexchangesoccurinfrequently, we canchoosea

hierarchyforming mechanismwhich is independentof the underlyingtopology. The

morefrequentroutingexchangesdiscussedin thenext sectionwill mapontothetopol-

ogyof thenetwork anddetectany nodefailures.

We have discusseda hierarchywith a singleroot. If this provedto bea problem,

wecouldhaveaninfrastructurewith multiple roots.But unliketherestof thehierarchy

therootnodeswouldhave to beawareof eachotherthroughstaticconfiguration,since

they wouldhave to pool informationin orderto behave likeasingleroot.

Messagesexchangedby discovery proxylet

Thetypesof messagesusedareregistration messagesandnodemessages. Theregis-

trationmessagesareusedsolelyto build thehierarchy. Thenodemessagesareusedto

interrogatethediscovery infrastructure.

Version numbers areusedto both detecta protocolmismatch,andto trigger the

reloadingof anew versionof thediscoveryproxylet. Thehostcountwill makeit simple
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to discover thetotal numberof nodesby interrogatingtheroot node.

� Registrationrequestmessage.

– Versionnumber.

– Thisnode’sname.

– Countof hostsregisteredbelow thisnode.

� Registrationacknowledgementmessage,

sentin responseto a registrationrequestmessage.

– Versionnumber.

– Next registrationtime.

A delaytimebeforethenext registrationmessageshouldbesent.Thistimer

canbeadjusteddynamicallyasa functionof load,or reliability of a node.

If anodehasmany childrenthetimermayhaveto beincreasedto allow this

nodeto servicea largenumberof requests.If a child nodehasnever failed

to registerin therequiredtime, thenit maybesafeto increasethetimeout

value.

– List of nodesto registerwith,

usedfor fault tolerance.Typically the lastentry in the list will be theroot

node.

� Noderequestmessage.

– Versionnumber.

� Nodeacknowledgementmessage,sentin responseto anoderequestmessage.
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– Versionnumber.

– Hostthisnoderegisterswith.

– List of backupnodesto registerwith.

It is usefulto havethelist of backupnodesin casethepointerupto thelocal

nodefails,while a treewalk is takingplace.

– List of nodesthatregisterwith this node.

6.5 Routing exchanges

Oncetheunderlyingregistrationinfrastructureis in placethiscanbeusedto startrout-

ing proxyletsonthenodes.Theprocessis simpleandelegant.A routingproxyletcanbe

loadedonany EEP. Oneroutingproxyletneedsto bestartedon justoneEEPanywhere

in thehierarchy. By interrogatingthediscovery proxyletall thechildrencanbefound

aswell as the pointersup the tree. The routing proxylet then just startsan instance

of itself on every child andon its parent.This processrepeatsanda routingproxylet

will berunningoneveryEEP. Theroutingproxyletwill alsoregisterwith thediscovery

proxyletto be informedof changes(new nodes,nodesdisappearing,changein parent

node). Sooncea routingproxylethaslauncheditself acrossthenetwork, it cantrack

changesin thenetwork.

Many differentroutingproxyletscanbewritten to solvevariousproblems.It may

not evenbenecessaryrun a routingproxyleton eachnode.It maybepossibleto build

up a model of the connectivity of the EEP meshby only occasionallyhaving short

lived,probingproxyletsrunningon eachcluster. Theboundarybetweenhaving a cen-

tralisedroutinginfrastructureagainstadistributedroutinginfrastructurecanbeshifted

asappropriate.
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We believe that many differentrouting proxyletswill be runningusingdifferent

metricsfor forming topologies.Obviousexampleswould be pathsoptimisedfor low

latency. Or pathsoptimisedfor highbandwidth.This is discussedfurtherbelow.

6.5.1 Connectivity mesh

In a previous sectionwe describeda numberof proxyletsthat we have alreadybuilt

and are consideringbuilding, along with their routing requirements.Somerouting

decisioncanbesolvedsatisfactorily by usingsimpleheuristicssuchasdomainname.

Therewill howeverbeasetof serviceswhichrequiremoreaccuratefeedbackfrom the

routingsystem.

We believe that someof the morecomplex routing proxyletswill have to make

routing exchangesalong the lines of map distribution MD [19]. A MD algorithm

floodsinformationaboutlocal connectivity to thewholenetwork. With this informa-

tion topologymapscanbeconstructed.Routingcomputationscanbemadehopby hop.

An examplemaybeanalgorithmto computethehighestbandwidthpipebetweentwo

points in the network. A morecentralisedapproachmay be requiredfor application

layermulticastwhereoptimalfanoutpointsarerequired.

In fixed routing architectureseachnode,by somemechanism,propagatessome

informationaboutitself andphysicallyconnectedneighbours.Metrics suchasband-

width or RTT for theselinks maybe includedin theseexchanges.In theALR world

wearenotconstrainedto usingonly physicallinks to denoteneighbours.Theremaybe

conditionswherenodeson oppositesidesof theworld maybeconsideredneighbours.

Also links donotnecessarilyneedto bebidirectional.Weexpectto usevariousmetrics

for selectingroutingneighbours.Wewon’t necessarilybedistributingmultiplemetrics

throughonerouting mesh. We may createa separaterouting meshfor eachmetric.



134 Chapter6. An Architecturefor ApplicationLayerRouting

This is exploredfurtherbelow.

Another important issuewhich doesn’t usually arisefrom traditional routing is

that if careis not taken,certainnodesmaydisappearfrom theroutingcloud if a node

cannotfind a neighbour.

6.5.2 Snoopingfor network state

The maintenanceof network statecanbe performedvia periodicexchangesbetween

routing proxylets. While this hasmerit, it hasthe disadvantagethat the exchanges

themselvesput loadonthenetwork, andthereforeimpactnetwork performance.While

not dismissingthis approach,we proposehereanalternative approachthatusesmore

implicit routingexchanges.

Proxyletsstartedon EEPsmake useof the standardnetworking API to transmit

information.It wouldberelatively simpleto adda little shimlayer, suchthatwhenever

anetworkingcall is madewecanestimate,for example,thebandwidthof apath.Thus

bandwidthinformationderivedfrom serviceproxylets, suchasamulticastproxylet, can

be fed backinto the routing infrastructure.An initial proposalfor how this might be

utilisedis now discussed.

6.5.3 SelfOrganisingApplication-level Routing - SOAR

In this sectionwe describea possibleapproachto building a dynamicrouting infras-

tructure. The requirementis, constructtopologiesbasedon variousrouting metrics

[56]. Oneof theproblemsthatmustbeovercomeis thattheunderlyingtopologyis not

known. Given a large numberof nodesa structuremustbe imposedon thesenodes.

In orderto reducethescopeof theproblemneighbouringnodes(by somemetric)are

formedinto clusters.Theseclusterscanthemselvesthenbeformedinto a heirarchy. It
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shouldbebornein mindthatnodesmayappearanddisappearatany time. It is therefore

importantthat connectivity is not lost dueto the lossof a node. Themaintainanceof

theSOAR regionsis acontinuousprocess.Especiallywhenconsideringthatbandwidth

metricsmayvarydueto network load.

We proposea recursiveapproachto this,basedon extendingideasfrom RLC[86]

andSOT[48], calledSelf OrganisedApplication-level Routing (SOAR). The idea is

thataSOAR doesthreetasks:

1. Exchangesgraphs/maps[19][30] with other SOARs in a region, using traffic

measurementto infer costsfor links in graphsto re-defineregions.

A region (andtherearemultiple setsof regions,oneper metric), is informally

definedasa setof SOARs with comparablelink costsbetweenthem,and”sig-

nificantly” differentedgecostsout of the region. An electionprocedureis run

within a region to determinewhich SOAR reportstheregion graphto neighbour

regions.Clearly, thebootstrapregion is asingleSOAR.

The above definition of ”significant” needsexploring. An initial idea is to

usethe sameapproachas RLC[86] - RLC usesa set of dataratesdistributed

exponentially- typically, say, 10kbps, 56kbps, 256Kbps, 1.5Mbps,

45Mbps andsoon.

This roughlycorrespondsto thelink ratesseenat theedgeof thenet,andthusto

a setof userspossiblesharesof thenetat thenext ”level up”. Fine tuningmay

bepossiblelater.

2. SOAR usesmeasurementof usertraffic (asin SOT[48]) to determinetheavail-

ablecapacity- eitherRTCPreportsof explicit rate,or inferring theavailablerate
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Table6.1: Termsin thePadhyeTCPEquation

by modellinga link andothertraffic with thePadhye[67] equationprovide ways

to extract this easily. Similarly, RTTs can be estimatedfrom measurementor

reports(or an NTP proxyletcouldbe constructedfairly easily). This ideais an

extensionof thenotionproposedby Villamazar[87]usingtheMathis[55] simpli-

fication,in ”OSPFOptimizedMultipath”, � ������������� �� ���	�
�	�����

A morecomplex versionof this wasderivedby Padhyeetal.:
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RTT Is estimatedin theusualway, if thereis two way traffic. :�	�
�<;=�>�	�
�<;3�
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D ?A@E�FBG? �H� :�	�I�<;KJ�L It canalsobederivedusingNTPexchanges.

Thenwe simply measurelossprobability(p) with a EWMA. Smoothingparam-

eters(alpha,betafor RTT, andlossaveragingperiodfor p) needto beresearched

accurately- note that a lot of applicationsusethis equationdirectly now[76]

ratherthanAIMD sendinga la TCP. Thismeansthattheavailablecapacity(after

yousubtractfixedrateapplicationslikeVOIP) is well modelledby this.

Statedsimply, giventheRTT andlossprobabilitybetweentwo nodesit is possi-

ble to estimatethebandwidththata singleTCPflow would take. This givesus

a bandwidthboundthatTCPfair flows shouldstaywithin. Anotherway of con-



6.5. Routingexchanges 137

sideringthis is thatit alsotellsusthebandwidththatthenext flow hasavailable.

Theonly informationthatis requiredis RTT andlossprobability. Bothof which

canbeactively or passively measuredbetweennodes.

3. Oncea SOAR hasestablisheda metric to its bootstrapconfiguredneighbour, it

candeclarewhetherthat neighbouris in its region, or in a differentregion - as

thiscontinues,clusterswill form. Theneighbourwill reportits setof ”neighbour”

SOARs(asin adistancevectoralgorithm)togetherwith theirmetrics(strictly, we

don’t needthemetricsif we areassumingall theSOARs in a region aresimilar,

but therearelotsof administrativereasonswhy wemay- in any case,acapacity-

basedregionwill notnecessarilybecongruentwith adelay-basedregion. Also, it

maybeusefulto usetheneighbourexchangesaspartof theRTT measurement).

The exchangesare of region graphsor maps- eachSOAR on its own forms

a region and its report is basicallylike a link statereport. We shouldexplore

whethertheSOAR reportsshouldbefloodedwithin a region,or accumulatedas

with adistancevector.

A graphis a flattenedlist of nodeaddresses/labels,with a list of links for each

node,eachwith oneor moremetrics.

NodeandLink Labelsarein aURL-likesyntax,for example

soar://node-id.region-id.soar-id.netandaLink labelis just the

farendnodelabel.

Metrics are<type, value> tuples(ASCII syntax). Examplesof metrics

include:

� A metricfor delayis typically milliseconds
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� A metricfor throughputis Kbps

� A metricfor topologicaldistanceis hopcount

� A metricfor topologicalneighbouris IP address/mask

As statedabove,aSOAR will from timeto timediscoverthataneighbourSOAR

is in a differentregion. At this point, it marksitself asthe”edge” of a region for

that metric. This is an opportunityfor scaling- the SOARs in a region usean

electionprocedureto determinewhich of themwill acton behalfof the region.

TheelectedSOAR (chosenby lowestIP address,or perhapsat thesteinercentre,

or maybeby configuration),thenpre-fixesthe labelswith a region id (perhaps

madeup from date/timeandelectedSOAR nodelabel.

soar://node-id.region-id.soar-id.net/metricname

soar://node-id.region-id.region-id.soar-id.net/metricname

soar://node-id.region-id.region-id.region-id.soar-id.net/metricname

etc

6.6 RelatedWork

Active Networks hasbeenan importantareaof researchsincethe seminalpaperby

Tennenhouseet al.[83] (Somepeoplewould suggestthat this work wasprecededby

theSoftnet[28] work). Thispaperis basedonwork in aresearchprojectwhich is more

orientedtowardsactive services[31,7], which hasemergedasan importantsubtopic

thoughtheOpenarchconferenceandrelatedevents.

In thecurrentwork, we areattemptingto addressproblemsassociatedwith self-

organisationandrouting,both internalto Active Servicesinfrastructure,aswell asin

supportof specificuserservices.To this endwe aretaking a similar approachto the
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work in scout[62], specificallythejoustsystem[39], ratherthanthemoreadventurous,

if lessdeterministicapproachevidencedin theAnts work[90, 15]. Extensionof these

ideasinto infrastructureserviceshasbeencarriedout in theMINC Project[14] andis

partof theRTP framework (e.g.Perkinswork onRTP quality[68].

Much of thework to datein topologydiscoveryandroutingin activeservicesys-

temshasbeenpreliminary. We have tried to draw on someof themorerecentresults

from thetraditional(nonactive)approachesto thesetwo sub-problems,andto thisend,

wehave takenacloselook at work by Francis[29],aswell asthenimrodproject[19].

Our approach is trying to yield self-organising behaviour as in earlier

work[48][15][93], aswe believe that this is attractive to the network operatoraswell

asto theuser.

Therehave beena numberof recentadvancesin the areaof estimationof cur-

rent network performancemetricsto supportendsystemadaption,aswell as(possi-

bly multi-path)routeselection,e.g. for throughput,thereis the work by Mathis[55],

Padhye[67] andHandley[76], andfor multicast[86], andits applicationin routing by

Villamizar[87]. morerecently, several topologydiscovery projectshave refinedtheir

work in estimatingdelays,andthis wasreportedin Infocomthis year, for example,in

Theilman[84], Stemm[82], Ozdemir[66] andDuffield[24].
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Chapter 7

Conclusion

Currentnetworking implementationchoicesfor applicationsarelimited in two dimen-

sions.Firstly: optionsavailableto thebuilderof anetwork applicationarelimited. For

a two partycommunication,if reliability is required,thefastestway to build anappli-

cationis to build it usinga reliabletransportsuchasTCP - even if the application’s

requirementsmappoorly to the servicesprovided by TCP. The seconddimensionin

theproblemis thatof protocoldistribution. Two endpointscommunicatingwith each

othermustusethesameversionof a protocol(or onemustsupportbackwardcompat-

ibility). It takestime for communicationstacksto bedeployed. It alsotakestime for

enhancementsor bugfixesto beincorporatedanddeployed. In any significantprotocol

theremustthereforebebackwardcompatibility. Typically protocolsemploy anoption

negotiationstage.During this phasebothendsconvergeon a mutuallyacceptablein-

teractionset. Therearerarelyepochswhereit is possibleto sayprotocolA version1

will disappearandhenceforthonly protocolA version2 will bein use.

In theslogin (2) andMMD (3) chaptersit is demonstratedthatdesigningnetwork

protocolsto mapontoanapplication’s requirementsimprovesefficiency. In theslogin

caseit providesbetterinteractivity on long delay lossy links. The problemremains
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that significantlymorework is requiredto build an applicationlevel protocol (ALP)

than to usetraditional methods. We are led to the observation that if it was made

easierto write applicationspecificprotocolsthenthey wouldbeused.Initial work was

donein termsof decomposingprotocols;ALPs [32]. Theeventualgoalwasto provide

building blocksfrom which protocolscouldbebuilt. Othermembersof theHipparch

project[5], workedonsolvingthisproblemusingautomaticprotocolcompositionusing

Esterel[23]. This approachof providing a library of building blockswasnot pursued.

A library of building blockswouldhavebeenaviableapproachto have taken.

A more efficient placeto attackthe problemseemedto be that of deployment.

However, what would be deployed? Thusthe problemof simplifying thebuilding of

ALPs still exists. The traditionalway is that a protocol is defined;an exampleof a

protocolcould be the SimpleMail TransferProtocol(SMTP) [75]. As the protocol

becamepopulareachnew mail productrequiredanew implementationof theprotocol.

The SMTP protocol is designedto run over any reliabletransportprotocol. An ALP

couldbedesignedthathadthesamefunctionalityasSMTP. This ALP couldrun over

UDP. Carefully designedsmall mail messagescould be deliveredusing only a two

packet exchange. Clearly morepacketswould be requiredif any packetswere lost.

In contrastSMTP running over TCP therewill be at least threepackets exchanged

to setupthe TCP connection. Therewill alsobe at leastthreepackets to teardown

the connection.The SMTP part of the protocolwill addanotherfew packets to the

exchange.It is thereforemoreefficient in termsof network utilisation to useanALP,

however, thereis still theproblemof increasedimplementationcomplexity.

Thedecisionwastakento tackletheproblemfrom anotherangle.If it waspossible

to produceoneimplementationof a protocolthatwassharedby all applicationsthen
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theextra implementationeffort maybejustified. This is not a new idea. Traditionally

suchapackagingof codeis calledalibrary. However, a library only partiallysolvesthe

problem.It mayforcethechoiceof whatlanguagetherestof theapplicationis written

in. It will almostcertainlynotwork acrossoperatingsystemplatforms.At thetimethis

problemwasbeingconsidereda new programminglanguageappearedon the scene.

ThisprogramminglanguagewasJava[9]. Javaseemedto offer asolutionto thelibrary

problem.A Javaprogramcompileddown to platformindependentbytecodesandJava

virtual machines(JVMs),Java interpretorswereavailableacrossa rangeof platforms.

It seemedthat it shouldbe possibleto develop ALPs in Java that could be portably

incorporatedinto applications.Thevisionwas,thatin thefuture,animplementationof

aprotocolwouldbeavailablefor downloadfrom astandardbodiesserver. Applications

wouldbewrittensuchthatwhenaprotocolstackwasrequired;onecouldbedownload

on demand.Oncedownloaded,asit wascomprisedof portableplatformindependent

bytecodes,it couldbeintegratedinto theapplication.This integrationcouldbeeither

directly into anapplicationor asa separateprocessthattheapplicationinteractswith.

Multiple benefitscouldbederivedfrom sucha scheme.Firstly: only oneimple-

mentationof a protocolwould berequired.Theextra effort requiredin implementing

sucha protocolwould thereforebejustified. Secondly:a singleprotocolimplementa-

tion downloadedon demandwould solveall possibleversioncontrolproblems.When

a bug is fixed in theprotocolstackor an additionmadeit couldbemadeavailablein

placeof theolderstack.It would not bethis simpleif functionalitywasto beaddedto

aprotocolstackastheapplicationmayrequireknowledgeof thesenew options.

In theJavaRadiochapter(4) initial work pursuingtheseideasis described.Firstly

any doubtsaboutthe performanceof Java hadto be dispelled. Java is an interpreted
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language,it alsousesa memoryallocatorbasedon garbagecollection. Both of these

factorscould renderit unsuitablefor building protocol stacks. In order to testboth

ALP ideasandperformanceconcerns,a realtimeaudioapplicationwaschosen.It was

shown that Java couldmeettheperformanceconstraintsof a real time audioplayout.

Thegroundwork wasalsolaid for ALP stacks.

They were not however implemented. Dynamically linking an ALP stackinto

an applicationturnedout to be problematic. The issuewas in the API betweenthe

applicationandthe ALP. Shouldthe API be genericenoughto capturethesemantics

of all possiblenetwork stacks?PerhapsthereshouldbeAPIs perapplicationdomain.

Initially it wasbelieved that it shouldbe possibleto captureall possibleinteractions

by just modellingthe API on standardnetworking APIs. An API that supportedthe

standard(connectionsetup,datatransferphaseandconnectiontear down) and then

enhancedwith mechanismsto dynamicallyattachthe stack. A numberof problems

wereencounteredwhenconsideringRTP, thestackwhich wasdevelopedfor JavaRa-

dio. As developedThe RTP stackperformedtransformson the databy applying a

codec.Input datapresentedin PCM form to thestackcouldbe transformedinto LPC

beforetransmission.A genericAPI might thensupporta mechanismfor transformsto

beperformedon data. A moregenericAPI would supporta chainof datatransforms

(e.g. compressionfollowedby encryptionby . . . ). However, in RTP a morecomplex

problemwasencountered.It is possibleto sendRTP audiowith redundancy [69]. The

basicidea is to sendprevious audiosampleswith the presentaudiosample. With a

large enoughplayoutbuffer at the receiver, if the previous audiosamplewaslost the

next samplecanbeused.Multiple levelsof redundancy canbeperformed.Eachlevel

of redundancy goesbackin thepacket history. Typically theredundantsampleswould
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usecodecswith highercompressionthanthe primary sample.A packet could there-

fore carrynot only thecurrentpieceof databut previouspiecesof data.However, the

encodingof the datawould be different for eachtransmission.This is oneexample

of why a genericAPI would bedifficult to develop. Anotherproblemis paradoxically

with versioning.Oneof theintendedgoalswasto do away with possibleversionmis-

matches.If a new featureis addedto the ALP the applicationwould still needto be

modified in somecasesto utilise this feature. Onepossiblesolution to this problem

mayhave beento placea configurationGUI with theALP. New optionscouldthenbe

presenteddirectly to theuser. Theconclusionis not that it is not possibleto definea

genericAPI, ratherthat it would bedifficult andproneto thepitfalls describedabove.

A genericAPI mayemerge from the reliablemulticastbuilding block [91] or similar

work.

Anothersolutionto loadingALPsinto endapplicationsis to loadtheminto thenet-

work. This mechanismwastermed“ApplicationLevel Active Networking” (ALAN),

chapter5. TheALAN ideasareimplementedin theform of apackagefunnelWeb. The

ideasfrom chapter4 weretakenandintegratedinto this new framework. Thestream-

ing audioideaswerefitted into a WWW context. For the streamingaudioexamplea

mechanismwasshown for deploymentwhich requiredno changesto theendsystems

exceptfor minor configurationchangeswererequired.It wasshown thatnew applica-

tion specificprotocolscouldbedeployedinto thenetwork. Thetwo originalgoals,one

to show thatbenefitcanbederivedfrom applicationlevel protocolsandthesecondto

easethedeploymentof suchprotocols,aremetin funnelWeb. Proxyletscanbewritten

andmadedynamicallyavailable.Only oneimplementationof aproxyletis requiredfor

any particulartask.Proxyletsareloadedby reference.If for whateverreasonaproxylet
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is changed,the old versionis replacedby the new version. Any subsequentattempts

to usethe proxylet will automaticallyget the new proxylet. Thereareflaws in such

a scheme,a bug canbe deployed asquickly asa fix. Incrementaldeploymentis not

possible;this is not necessarilybad.

The funnelWeb infrastructuredemonstratesa usefulconcept.However, onemore

componentwasrequired.For all the initial experimentsthe locationof EEPs(Execu-

tion Environmentfor Proxylets) hadto beknown beforehand.Whatwasrequiredwasa

mechanismfor usingthe funnelWeb infrastructuredynamically. If anALAN stylesys-

temwereto bedeployed thenApplicationLayerRouting(ALR) would benecessary.

In chapter6 theALR schemeis described.With this final componentit is possibleto

usethefunnelWeb infrastructureasacompleteandusablesystem.

7.1 Futur eWork

A number of projects in the researchcommunity are currently using funnelWeb:

ALPINE [1], RADIOACTIVE [4] andANDROID [2]. Therehasalsobeensomein-

terestin the InternetEngineeringTask Force (IETF) communityto usethe proxylet

conceptin OpenPluggableEdgeServices(OPES)[3]. Thisservesto validatetheideas

presented.

For a funnelWeb style infrastructureto be truly interestinga wide scaleglobal

wouldbenecessary. Thiswouldallow for many new servicesto bebuilt anddeployed.

No incentivecurrentlyexistsfor asiteto runanEEP. If ausercouldbecharged(Chapter

5.8) for runningaproxyletthenwider deploymentwouldoccur. Thismight alsobethe

incentive for ISPsto putEEPsin coreof thenetwork.

In Chapter6, somepreliminary work in applicationlayer routing is described.
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Scalablerouting protocolsneedto be built within this framework suchasapplication

layermulticast.
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Glossary

ACK Acknowledgement

ADPCM AdaptivePulseCodeModulation

AIMD Additive IncreaseMulticativeDecrease

ALF ApplicationLayerFraming

ALP ApplicationLayerProtocol

ALR ApplicationLayerRouting

API ApplicationProgrammingInterface

BT British Telecom

CBQ ClassBasedQueuing

DLPI DataLink Provider Interface

DNS DomainNameSystem

DPS DynamicProxyServers
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DVMRP DistanceVectorMulticastRoutingProtocol

EEP ExecutionEnvironmentfor Proxylets

EWMA ExponentiallyWeightedMoving Average

FPGA Field ProgrammableGateArray

FreeBSD FreeVersionof theBerkeley SoftwareDistribution

Funnelweb ApplicationLevel ActiveNetworking Infrastructure

GUI GraphicalUserInterface

HTML Hypertext MarkupLanguage

HTTP Hypertext TransferProtocol

IETF InternetEngineeringTaskForce

ILP IntegratedLayerProcessing

IP InternetProtocol

ISDN IntegratedServicesDigital Network

ISI InformationSciencesInstitute

ISP InternetServiceProvider

INRIA TheFrenchNationalInstituteFor ResearchIn ComputerScienceAnd Control

JAR JavaArchive

JDK JavaDevelopmentKit
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JIT Justin TimeCompiler

JVM JavaVirtual Machine

Jeeves SunMicrosystemswebsystem

LAN LocalAreaNetwork

LPC LinearPredictiveCoding

LZS Lempel-Ziv standardcompression

MBONE MulticastBackBone

MMD MulticastMail Delivery

MTU MaximumTransmissionUnit

NACK NegativeAcknowledgement

NAT Network AddressTranslator

OPES OpenPluggableEdgeServices

OSPF OpenShortestPathFirst

PCB ProcessControlBlock

PCM PulseCodeModulation

PDA PersonalDigital Assistant

PSTN PublicSwitchedTelephoneNetwork

RFC RequestFor Comment
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RLC ReceiverdrivenLayeredCongestioncontrol

RMI RemoteMethodInterface

RPC RemoveProcedureCall

RTCP RTP ControlProtocol

RTP RealTimeProtocol

RTT RoundTrip Time

SOAR SelfOrganisingApplication-level Routing

SPAM UnsolicitedEmail

SRM ScaleableReliableMulticast

SSH SecureShell

SYN Synchronize

Slogin SimpleLogin

TCL Tool CommandLanguage

TCP TransmissionControlProtocol

TTL Time to Live

UCL UniversityCollegeLondon

UDP UserDatagramProtocol

URG TCPUrgentPointer
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URL UniversalResourceLocator

UTS Universityof TechnologySydney

VM Virtual Machine

VOIP Voiceover IP

WAP WirelessApplicationProtocol

WML WirelessMarkupLanguage

XML ExtensibleMarkupLanguage

YAAT Yet AnotherAudio Tool
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Appendix B

Flakeway

TheFlakewaytool wasbuilt in orderto testslogin andMMD applications.

All networks will losepackets. The probability of a packet beinglost canvary,

but packetswill alwaysbe lost. Thereforenetwork protocolsandApplication Level

Protocols(ALPs)needto berobustagainstpacket losses.

WhenALPs arebeingtestedanddebuggedit is usefulto beableto simulateloss.

It is possibleto simulateloss in a numberof ways. The applicationitself could be

modifiedto droppackets. Testscouldbeperformedon realnetworks in thehopethat

with enoughtestingall problemswill be discovered. A programsuchasDummynet

[77] which is installedin a FreeBSDkernelcould be usedto drop packets. Another

possibilityis to useflakeway, which predatesDummynet.

Designgoals:

� Deterministicandrepeatablebehaviour

� Drivenfrom realpacket datatraces

� No Kernelmodifications

� Simpleto insertin packet flow
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Value Action

� 0 delayin milliseconds
0 forwardpacket no delay� 0 droppacket

FigureB.1: Possibleactions

For the rest of this Appendix we will describethe operationsand implementa-

tion of flakeway. At the time thatslogin (Chapter2) wasbeingwritten a methodwas

requiredto testslogin. As discussedabove codecould have beenput into slogin to

simulateloss.Thiswasnotdone,it wouldhaveaddedextracodeto slogin unnecessar-

ily. Thecodewould not have availableto otherapplications.It wasdecidedto build a

flakewayoutsidetheapplication.

Themainfeaturerequiredfrom flakewaywasdeterministicbehaviour. Thiswould

allow teststo be repeatedandmake it possibleto craft testscenarios.It would also

allow realtraffic tracesto beuseddirectly asinput to flakeway.

Another requirementwas that no applicationchangesshouldbe requiredwhen

usingflakeway. A mechanismwasdevisedto placeflakeway in the pathof a packet

flow. Thiswill bedescribedlaterin theimplementationsection.

In order to provide deterministicbehaviour flakeway is tabledriven. Tablesare

associatedto destinationaddresses.A packet that entersflakeway anddoesnot have

anassociatedtableis ignored.FigureB.1 shows thethreeactionsthata packet canbe

subjectedto. A packet canbe: dropped,forwardedimmediatelyor delayed.

Therearetwo typesof actiontablesthatan incomingpacket canmatch.A desti-

nationaddressis associatedwith oneof thesetwo typesof actiontable.

Both typesof actiontablescontainlistsof actionsasdescribedin FigureB.1. The

action tablesare traversedsequentiallyandwhenthe endof the table is reachedthe
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Action

0
-1
1000

FigureB.2: ExamplePacket counttable

Timeperiod Action

1000 0
1000 -1
1000 1000

FigureB.3: ExampleTimesequencetable

processstartsagain.Thetablesbehave likecircularlists.

Thefirst typeof tableis a “Packet counttable”FigureB.2 is anexampleof sucha

table.Eachpacket thatarrivesis matchedagainstthecurrententry. Thepacket is then

subjectedto the actionin the currententry. The next entry thenbecomesthe current

entryin readinessfor thenext packet. Whenthenext entryis off theendof thelist then

thecurrententrybecomesthefirst entry in thetable. To work throughtheexamplein

FigureB.2; thefirst packet is forwardedwith no delay, thesecondpacket is dropped,

thethird packet is delayedfor 1000ms,thefourthpacket restartstheprocess.

Thesecondtypeof tableis a “Time sequencetable” FigureB.3 is anexampleof

sucha table. In thepacket countexamplesadvancesthroughthetableweremadedue

to packet arrival. In thetimesequenceadvancesaremadeasa functionof timeperiod.

Eachtimethetimeperiodexpiresthenext actionin thetableis used.In FigureB.3;any

packet arriving in thefirst 1000mswill beforwarded,in thenext 1000mspacketswill

bedropped,in thenext 1000msthey will bedelayedby 1000ms.This schemeallows

theemulationof periodicoutagesor delays.

A very simpleexperimentwasperfomed,a ping wasrun from UCL to INRIA in
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(c) TimeSequence

FigureB.4: PingTrace.UCL - INRIA

SophiaAntipolis. Theping outputwasthenusedto generatepacket numberandtime

sequencetraces.Pingswerethenrun throughflakeway. The traceswerethenplotted

in FigureB.4. It canbeobservedthatoriginal traceandthepacket numbertracelook

almostidentical. This is to be expected,whatever befell the original ping packet in

termsof lossor delayis emulatedby flakewaydoes.In thecaseof the time sequence

tracethe two graphsarenot socorrelated.This canperhapsbeexplainedby the time

basesbetweenthepingsandthetableslipping.

Flakeway is a usefultool for beingableto performrepeatedexperimentsandper-

hapsemulatethebehaviour of a realnetwork, from packet traces.Onelimitation that

will be discussedin the next sectionis that it could not handlelarge loads,as it is

implementedin userspace.

B.1 Implementation

A majordesignconstraintwasthatit shouldbepossibleto useflakewaywithoutaltering

the applicationsundertest. The questionis how to interposeoneselfinto the traffic



B.1. Implementation 159

Ethernet Driver

Kernel

User

TCP/IP
Stack

Data Link Provider Interface

Flakeway

FigureB.5: Flakewayworkstation

flow. Thesolutiontakenby Dummynetwasto placea modulein theFreeBSDkernel.

In previous CBQ [88] work on Solaris,streamsmoduleswereusedto get control of

packets. TheCBQ approachwould alsohave requiredtwo network interfaces,which

flakewaydidn’t A majordesigngoalhadbeenno kernelmodifications.

Thework wasbeingdoneonSolaris2.4andthisoperatingsystemprovidedaData

Link Provider Interface(DLPI) [85]. TheDLPI allows thetransmissionandreception

of MAC framesbypassingthe usualprotocolhandling. StandardDLPI implementa-

tions have a minor flaw, they do not passup or allow the settingof the MAC header.

FortunatelySunhave extendedDLPI to allow the transmissionand receptionof the

MAC header.

Flakeway is a userspaceprogramwhich usesthe DLPI interfaceto gatherand

sendpackets(seeFigureB.5).

Flakewaywill receivea copy of all packetsthatarriveon this interface.Flakeway
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Danger

Cisco

Thud

Flakeway
Neptune

Workstation

Router

Workstation
Workstation

FigureB.6: Network configuration

canalsoconstructandsendawholeMAC frame.

ConsiderFigure B.6, the trick is to get the host “neptune” to sendpackets to

“thud”. Packetsreceived by flakeway on thud destinedfor dangerwill be processed.

Thosepacketsselectedto beforwardedwill besentto “danger”.

We facetwo problems;firstly how do wegetpacketsfrom “neptune”to flakeway,

secondlyhow doesflakewaysendthesepacketsto “danger”?

Thefirst partof theproblemis to setahostroutefrom “neptune”to be“danger”to

bevia “thud”. All packetsdestinedfor “danger”will now traverse“thud” theflakeway

machine.If IP forwardingis disabledthenthehoststackwon’t attemptany forwarding.

Packetsfor “danger”will arriveat “thud” andflakewaywill processthem.If a received

packet is to beforwardedby flakeway it rewritestheMAC andtransmitsit.

In orderhelpfind potentialmis-configurationsratherthansetthegatewayaddress

to “thud”, it wasset to a specialflakeway address.After testingif a badhost route

wasnotcleared,forwardingentrieswith flakewayaddresseswouldhopefullystandout.

Thismeansthatflakewayhasto respondto ARPrequestsfor its specialaddress.
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B.2 Conclusions

Flakeway is run in userspacesotheflow which it is manipulatingmustbesendingat

a relatively low datarate.For testingslogin andaudiosamplesfor JavaRadiothedata

ratewaslow enoughfor flakewayto beused.

A furtherenhancementratherthanto delayor dropmightbeto corruptthepacket.

Beingableto duplicatepacketsmayalsobeausefulfeature.

Dummynetis ableto ratelimit a flow to simulatea bottleneck.It is alsoableto

drop packets probabilistically. Flakeway is able to do neither. Adding probabilistic

droppingwould be simple,ratelimiting would high datarateswould not be possible

from userspace.

Flakeway turnedout to beextremelyusefulfor testingslogin andJavaRadio,es-

peciallyasexplicit droppatternscouldbeprogrammed.
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Appendix C

TCP Evolution

Someexamplesof why TCPis not alwaystheappropriatechoicefor network applica-

tions.

SinceTCP [72] was specifiedin 1981 networks have evolved. This evolution

hasmeantthat for periodsof time TCP hasnot beenan optimal mediumfor some

applications.As thenetworkshaveevolvedapplicationsusingTCPandTCPitself has

hadto evolve. MismatchesbetweennetworksandTCPhavebecomeapparentandthen

addressed.Also therehavebeenproblemswith applicationandTCPmismatches[65].

In way of examplethe following two sectionsgive examplesof: applicationto

TCPmismatchesandTCPto network mismatches.

It could be postulated,that in someof thesecases,an applicationlayer protocol

(ALP), tightly matchedto anapplicationsrequirements,would have faredbetterthan

applicationsimplementedusingTCP.

C.1 Application modifications

The applicationNetscapeis commonly usedfor web browsing. The protocol that

Netscapeusesis HTTP.
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C.1.1 Netscape- multiple streams

Theprotocolusedto retrieve contentfrom a webserver is HTTP. In initial versionsof

theHTTP protocol1.0 a separateTCPconnectionwasrequiredfor every URL. If for

exampleawebpagecontainedmany imagesthenaTCPconnectionwouldberequired

for eachimage.A connectionper image.Whenfacedwith this problemtheNetscape

implementorschoseto openmultiple simultaneousconnections.This increasedthe

user’s satisfactionaswebpageswould bedownloadedfasterthantheprevioussingle

connectionscheme.Multiple connectionshoweverareextremelyunfriendlyto thenet-

work. TCP’s slow startalgorithmis in somesensedefeatedasthecongestionwindow

is multiplied by the numberof connectionsattempted.The multiple TCP flows are

competingwith eachotherandcausingmoreloadon thenetwork thanasingleflow.

C.1.2 HTTP - singleconnection

A problemwith the HTTP 1.0 protocolwasthat a singleTCP connectionis usedfor

eachrequest.So in orderto retrieve a pagea connectionis createda requestis made

andtheendof thepageis markedby theconnectionbeingtorndown. Thisis inefficient

in a numberof ways. If many pagesareretrieved from oneserver thenmultiple con-

nectionsetupandconnectionteardown packetshave to beexchanged.Eachseparate

TCP connectionwill needto go througha congestioncontrol phaseto reacha stable

operatingrate(slow start). A longerrunningconnectionis betterableto stabiliseand

betterutilise theavailablebandwidth.

With later versionsof theHTTP [25] protocolall transactionswith a web server

canbeperformedoveronepersistentconnection.
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C.2 Implementation modifications

As well asapplicationshaving to be modifieddueto an inappropriateinteractionbe-

tweenTCPandtheapplication,modificationshavebeensuggestedandimplementedin

TCP. This is not anexhaustive list but shows modificationswhich have beenrequired

with time.

A large setof modificationsanda requirementfor backward compatibility may

causeinteractionandimplementationproblemsin thefuture.

C.2.1 TransactionTCP T/TCP

T/TCP [13] is an attemptto supporta RemoteProcedureCall (RPC)still interaction

for TCP. T/TCPdoesnot requiremultiple exchangesof setuppacketsandis designed

to cacheflow stateinformation.

HTTP overT/TCPwouldbemoreefficient thanoverTCP.

C.2.2 Lar geWindows

As networksbecomefasterit becameapparentthatthe64K maximumwindow sizein

TCPis not sufficient to fully utilise a Gigabitpipe. Extensionshave beenproposedto

allow largerwindow sizes[42].

C.2.3 SelectiveAcknowledgement- SACK

TCP’sstandardacknowledgementscheme,is acumulativeacknowledgement.Theloss

of asinglesegmentin asequenceof segmentscannotbedescribedto thepeer. Whenan

acknowledgementis receivedtheonly informationthatcanbegarneredis thatsegments

uptothisacknowledgementnumberhavebeenreceived.If tensegmentsaresentandthe

fifth segmentis lost,thesenderonseeingtheacknowledgementhasnowayof knowing

only onesegmenthasbeenlostandcouldverywell retransmitall theunacknowledged
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segments.

An optionalselectiveacknowledgement[54] wasthereforeaddedto TCP. A later

additionwasmadeto theschemeto allow for thesignallingof duplicatereceivedseg-

ments[26].

C.2.4 CongestionControl

In orderto stopthecongestioncollapseof theInternetvariouscongestioncontrolmech-

anismsaretypically in mostTCPimplementations[41].

C.2.5 Unreliable Delivery

TCPprovidesreliabledelivery. Somerealtimestreamingapplicationssuchasaudioor

videocancontinueto functionevenif somepacketsin thestreamarelost. A suggestion

hasbeenmadeto modifyaTCPreceiverto sendACK’sfor packetswhichhavenotbeen

received. If anapplicationselectsthis option for a real time streama largedelaywill

notbuild up aspacketsareretransmitted.

PathMTU discovery

Differentpartsof the Internethave differentMaximum TransmissionUnit sizes.The

InternetProtocolsuitemandatesa minimumtransmissionsizeof 576octets.This size

is a lot smallerthansayan Ethernetmaximumframesizewhich is 1500octets.Tra-

ditional TCPimplementationswould usethemaximumtransmissionsizeif two hosts

wereon thesamesubnetandrevert to thelowersizeof 576octetsif thehostswereon

differentsubnets.Two hostson differentsubnetswith a transmissionsizeof greater

than576wouldnot fully utilise thelink.

Soamodificationwasmadeto TCPwhichallowedTCP[61] to discoverthemax-

imumavailablelink sizeon apathanduseit.
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Thisis anextremelyvaluablemodification.Unfortunatelythemechanismto deter-

minetheoptimumpacketsizeonalink is notavailableto UDPbasedALF applications.
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Appendix D

RC4 Implementation

FigureD.1 andD.2 arethe headerfile andC sourcefile of the RC4 implementations

takenfrom slogin. They arepresentedherein full to demonstratethesimplicity of the

algorithm.In figureD.2 thefunctionrc4next, is calledfor eachbytein thedatastream.

#define BSIZE 256

struct rc4 {
u_char sbox[BSIZE];
u_char key[BSIZE];
int i;
int j;

};

struct rc4 *rc4init(u_char *key, int len);
u_char rc4next(struct rc4 *rc4);

FigureD.1: rc4.h
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#include "rc4.h"

static
void
swap(u_char *p1, u_char *p2)
{

u_char temp;

temp = *p1;
*p1 = *p2;
*p2 = temp;

}
struct rc4 *
rc4init(u_char *key, int len)
{

struct rc4 *rc4;
int i, j;

rc4 = malloc(sizeof(struct rc4));
if(0 == rc4)

return 0;

for(i = 0; i < BSIZE; i++)
rc4->sbox[i] = i;

for(i = 0; i < BSIZE; i++)
rc4->key[i] = key[i % len];

for(j = i = 0; i < BSIZE; i++) {
j = (j + rc4->sbox[j] + rc4->key[i]) % BSIZE;
swap(&rc4->sbox[i], &rc4->sbox[j]);

}

rc4->i = rc4->j = 0;

return rc4;
}

u_char
rc4next(struct rc4 *rc4)
{

int t;

rc4->i = (rc4->i + 1) % BSIZE;
rc4->j = (rc4->j + rc4->sbox[rc4->i]) % BSIZE;
swap(&rc4->sbox[rc4->i], &rc4->sbox[rc4->j]);
t = (rc4->sbox[rc4->i] + rc4->sbox[rc4->j]) % BSIZE;

return rc4->sbox[t];
}

FigureD.2: rc4.c
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