CERTIFICATION OF A LABOR VERIFICATION STATEMENT WITH A DIGITAL SIGNATURE

PART ONE: Obtain a digital signature through the Office of Information Security

1. Go to the Office of Information Security homepage via the following link: www.uc.edu/infosec/services/cert.html

2. Click on the red, “Request Personal or Server Certificate” box on the upper right (Fig 1):

UC Home VisitUC  Support UC Directories  UC Tools « Search OIS

Office of

" Cincinnati INFORMA ION SECURITY

About ~ Policies ~ Awareness ~ Services v Account & Password Help ~ Compliance & Law

Risk Management Secuy r|‘ty Ce[’Uﬂcates

shredding F'.ut.JIic Kg'y‘ Certiﬂcates.are.- elgdronic do.cuments used to provide i.denti.ﬂcation by Request Personal or Server Certificat
digital signature and binding itto a public key. In order to properly identify a perso
resource using a certificate, they must be validated against an issuing Certificate Authdrity ~ Meed detailed instructions on
Vulnerability {CA). Most Web browsers and other Internet applications hold trust lists for the most installing your personal (client)
Assessments common Certificates Authorities on the Internet. certificate?

All new personal and server electronic cerificates used at the University of Cincinnati are issued through InCommaon, a federation
0 Security Certificates organized to provide trust frameworks and standards in order to share resources between education and research institutions in the
United States. Implementation of InCommon cerificates allows consistentissuance, revocation, and management of the cerificates
and ensures that all certificates are of the same standard. There is no per unit charge for use of these cerificates by UC staff, faculty

and systems as the cerificates are deployed as part of our enterprise license agreement with InCommaons.
SSL Certificates
Report an Incident
Secure Socket Layer (35L) is a security protocol used to secure Internet connections. It's typically used as a secondary protocol thatis

layered ontop on an existing unencrypted protocol such as FTP or HTTE. Although SSL provides two-way encryption, it doesn't provide
identification. Two parties know they're communicating securely over 351, but they have no way of making sure the other party truly is
who it claims to be. Because S5L s built into all major browsers and Web servers, simply installing a digital cerificate turns on their
_ S5L capabilities. By convention, URLs that require an SSL connection start with https: instead of hitp:.
UCIT Homepage
S5L Certificates are issued from a Certificate Authority (CA) and provide a way for clients to validate that the server they are connecting
n u tois really what it claims to be. Several major CA cerificates are built-in to modern Web browsers and SSL frameworks and those
primary CAs may also grantvalidation abilities to secondary CAs as well.

Fig 1: Locating the “Request Personal or Server Certificate” box
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http://www.uc.edu/infosec/services/cert.html

3. Enter your Username & Password (Central Login) then click the “Log In” button (Fig 2):

Sign in to: d?
webapps.uc.edu UNIVERSITY OF :
Cincinnati

Log In
Need Help?

By using this service you agree to adhere to
UC computing policies and guidelines

Fig 2: webapps.uc.edu sign-in page

4. Click the “Request Client Certificate” box (Fig 3):

UC Home Vi ( Support UC Directories UC Tools

UNIVER.E-I‘(TO.F . U
Cincinnati \ C

UC Information Technologies

UCIT, University of Cincinnati
Students

Personal and Server Certificates Logoff

Faculty & Staff You may use this interface to request both client (used to digitally sign and encrypt documents and e-mail) as well as server
certificates (used to provide identification for SSL connections on servers) for UC users and senvers.

Other Services

Client Certificates

About UCIT ) - . .
Client Certificates can be used to digitally sign and encrypt documents and e-mail. Please nate that currently you can only request one
certificate per e-mail. Cerificates can only be issued for UC e-mail addresses
Help
Request Client Certificate |
Governance

Server Certificates

Server certificates can be used to validate the identity of a server for SSL connections on web servers, LDAP servers and others. This
senvice can only provide certificates for *.uc.edu hosts

Request SSL Certificate

Fig 3: UCIT Personal and Server Certificates page
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5. Verify that all fields marked with a red asterisk are filled in except for the “Pass-phrase:” and “Re-type pass-

phrase:” (Fig4):

UCIT, University of Cincinnati

Request Client Certificate

Back

{{E\j‘ INCOMMON .. Certificate Manager

.

SIMIME Certificate Enroll

Agcass Code: ® L T T Y
FirstName: * [ s |
Middle Marmea:

LastName:* =
E-mall; " -@ucmai | U edu

Pass-phrase; * 0

Re-type pass-phrasa: *

Submit Cancel

Fig 4: UCIT InCommon Certificate Manager page

6. Enter a password in the “Pass-phrase:” and “Re-type pass-phrase:” fields.

7. Click “Submit”.

8. A confirmation box will appear stating an email will be sent to your ucmail account (Fig 5):

Confirmation

You have requested E-mail validation with the fallowing settings:

E-mail Lcmail.uc.edu,
MName;

An E-mail containing an enrollment link was sent. Click the link to continue the enrallment process.
Back

Fig 5: UCIT InCommon Certificate Manager confirmation
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9. Open the email and click the link inside (Fig 6):

Froac Certificabe Services Manager <apportiBoert-manager com>

T 'l

{c

Subjedt: ‘Wabsdstion Emad . Tou have requested emal cerificate walidation
s |

You naw need to complete the following steps:

* Click the folowing link to validate your emai hitps://ert-manager.com/ eustomar/ | mCammon/ smime Zaction=valdate L que sl od
(st ik dpsn'y work phoase copy request code pwiERFGUIID4IDSagDyXpTWES and paste it into proper field in the validation farm),

our request code: pwBRFGurIDExDSaghypTWaI

* Type In a PIN to protect your emall certificate

* Click "Downboad' to collect your certificate, You should save this file to a safe place on your hard drive,

* Impart your new certificate into your email chent and,'or intermet browser. |Please contact your administrator for help with this/Please dick the following link for instructions)

Fig 6: Validation Email from Certificate Services Manager

10. On the Account Validation page(Fig 7), enter and re-type a PIN:

Account Validation

Code: * | —
E-mail: * -@ucmail.uc.&du
PIM: @
Re-type PIM:
Select address fields to remove from the certificate.
Address as it will appear in cerificate Remove
Address1: 51 Goodman Drive r
Address2: =
Address3: =
City: Cincinnati r
State or province: Ohio r
Postal Code: 45221 r
| Subrmit | | Cancel

Fig 7: Account Validation page

11. If the address fields are filled in, verify that this UC address is correct. If these fields are blank, enter your

current UC address. Click “Submit”.
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12. A “Digital Certificate download” box will appear. Click the “Download” button (Fig 8):

Digital Certificate download

Flease save your digital certificate in safe place.

| Download || Cancel |

Fig 8: Digital Certificate download box

13. Depending on your web browser, you will see some form of box (Fig 9) asking whether to open or save the

download. Save the file to a trusted location (somewhere other than your “Downloads” folder).

You have chosen to open:

E -_ut:nﬂ_uc_ﬂhl.plz
whichis: p12 File (5.7 KE)
from: hitps:/jcert-manager.com

]

—What should Firefox do with this file?

" Openwith  Browse... |

{+ Save File

™| Do this automatically for: files like this from now an.

O

Cancel

Fig 9: Firefox download dialogue box

14. After you have moved/saved the file to a safe location, open the file.
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15. In the “Certificate Import Wizard” box, click “Next >” (Fig 10):

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

7 This wizard helps you copy certificates, certificate trust
= lists, and certificate revocation lists from your disk to a
- certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

< Back I Mext = I Cancel

Fig 10: Certificate Import Wizard box (1 of 6)

16. In the second “Certificate Import Wizard” box, click “Next >” (Fig 11):

Certificate Import Wizard _5]

File to Inport
Specify the file you want b mport.

Haote: More than ene certificate can be stored in & single fle in the following formats:
Personal Information Exchangs- PKCS 12 [ PFX, P12
Cryptographic Message Syntax Standard- PRCS #7 Certificates (P7E)

Microsoft Serisized Certificate Store (55T)

Learn more about certificate fie Formats

<Back [ hext> | cance |

Fig 11: Certificate Import Wizard box (2 of 6)
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17. In the third “Certificate Import Wizard” box , enter your PIN from Step 10 in the password field then click

“Next>" (Fig 12):

5I
Password
To maintain security, the private key was protected with a password.
Type the password for the private key.
Password:
I *EREERREN
[~ Enable strong private key protection. You wil be prompted every time the
private key is used by an application if you enable this option.
[~ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,
[™ Indude all extended properties.
Learn more about protecting private keys
< Back I Next > I Cancel
Fig 12: Certificate Import Wizard box (3 of 6)
18. In the fourth “Certificate Import Wizard” box, click “Next >” (Fig 13):
x

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

% Automatically select the certificate store based on the type of certificate
™ Place all certificates in the following store

Certificate stare;

Browse,.. |

Learn more about certificate stores

< Back I Next > I Cancel

Fig 13: Certificate Import Wizard box (4 of 6)
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19. In the fifth “Certificate Import Wizard” box, click “Finish” (Fig 14):

Certificate Import Wizard |

Completing the Certificate Import
Wizard

!fr-‘ | The certificate will be imported after you dick Finish,

You have specified the following settings:

Certificate Store Selected  Automatically determined by t

Content PEX

File Mame D:\WsersYauerkn'\DownloadsY

| | i
<Back | Fnsh | cancel

Fig 14: Certificate Import Wizard box (5 of 6)

20. In the sixth and final “Certificate Import Wizard” box, click “OK” (Fig 15):

Certificate Import Wizard x|

P 3
@) The import was successful,
- 4

Fig 15: Certificate Import Wizard box (6 of 6)
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PART TWO: Applying a digital signature to an LVS using Adobe Acrobat Pro

21. Open an LVS (.pdf) file to be signed.

22. Above the top right corner of the LVS image, click the “Tools” button (Fig 16):

EECLE

gobb@

L | NG | ©®[x=]-]| 5 H

Comm

Tools |

UNIVERSITY OF -l-@

Fall 2014

: : . Labor Verification Statement September - December 2.014.
CInCInnGt] Return to: Government Cost Compliance. ML 0225 ( -
Statement Type ;
Name: UCID:
Position:
Grant Description Sponsor Fund Center Fund Expense Type Amount Effort Pct.

Y

Total Effort

1 confirm that for my effort listed above, the wotk was performed, salaries and wages charged are reasonable given the system of payment for the position, and that the work

performed on this project is consistent with the time committed in the project proposal.

Signed:

Date:

%

Fig 16: Locating the “Tools” button in Adobe Acrobat Pro

23. On the sidebar menu now to the right of the LVS image. Click the “Sign & Certify” and “Place Signature” options

respectively (Fig 17 A/B):
Tools Comment
E-

+ Pages

» Content

» Forms

» Action Wizard

Fall 2014 fon Wiza
» Recognize Text
btember - December 2.0 » Protection
1TA v Sign & Certify
Statement T
@ Sign Document
I;CID: 17B > ﬂ Place Signature
//@ Apply Ink Signature
Time Stamp D t
e Amount Effort Pct. e
£
B% More Sign & Certify -
%
Fig 17 A/B: Locating the “Sign & Certify” and “Place Signature” options =
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24. An Acrobat dialogue box opens which instructs you to specify an area on the LVS image where you would like

your digital signature to appear. Once you have read these instructions, click “OK” (Fig 18):

Adobe Acrobat

I;”_“n Using your mouse, click and drag to draw the area where you would like the
W' signature to appear. Once you finish dragging out the desired area, you will be

~ taken to the next step of the signing process.

[™ Do not show this message again

oK

Fig 18: Adobe Acrobat instructions

25. Using the left button on your mouse, draw a rectangular area above the signature line of the LVS (Fig 19):

Total Effort

I confirm that for my effort listed above, the work was performed, salaries and wages charged are reasonable given the syste
performed on this project s consistent with the time committed in the project proposal.

Signed: Date:

Fig 19: Drawing a rectanglular area above the signature line

26. Upon releasing your left mouse button, a “Sign Document” box appears offering options to customize your signature
(No modifications are required for LVS certification). Click “Sign” (Fig 20):
x
Sign s [ ERRe ucmail.uc.<du = g
Certificate Issuer Communications Server Info.. |

Appearance: ICreated 2014.11.14 vl

Digitally signed by
@ucmail.uc.edu
Date: 2014.12.03 15:21:50 -05'00'

™ Lock Document After Signing g

Sign | Cancel |

Fig 20: “Sign Document” dialogue box
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27. You will be prompted to save the newly-signed PDF in a trusted location. Save the file.

28. Once the file is saved, your dated signature becomes visible on the image (Fig 21):

Total Effort

I confirm that for my effort listed above, the work was performed. sa
performed on this project is consistent with the time committed in th
Digitally signed by_@ucmall.uc.edu

Signed: Date: 2014.12.03 15:35:32 -05'00

Fig 21: Digital signature applied to an LVS

PART THREE: Returning the digitally-signed LVS to Government Cost Compliance (GCC)

Using the specified GCC guidelines, the signed LVS must now be emailed to Janet Brown (brown2jt@ucmail.uc.edu) to

complete its certification.

11 UNIVERSITY OF {

Cincinnati



mailto:brown2jt@ucmail.uc.edu

