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ABSTRACT
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Thesis directed by: Professor John S. Baras
Department of Electrical Engineering

Secure and efficient communication between computers is becomming more
and more essential as companies attempt to utilize the public network
infrastructure for supporting communication between their various sites. The
IPSEC protocols have been proposed as a solution to balance the needs of
security and networking between computers. The basic IPSEC protocols are
based on the end-to-end security model and when used in the most secure mode
do not allow any intermediate nodes in the network to access and obtain
information from packet headers encrypted by the security end-points. However,
with the advent of smart applications in the middle of the network, which
attempt to make it more efficient, a tradeoff is created between security and

efficiency. This tradeoff is the result of the need for these intelligent applications



to access packet header information which is not possible with secure IPSEC
flows.

This thesis analyzes and evaluates several possible solutions to this problem
and argues why they all involve an unacceptable loss in the level of security or
are not practical in any real system. On the basis of these arguments it then
proposes the use of Layered IPSEC to solve the problem. Layered IPSEC adds
felxibility to the current IPSEC protocols by providing the ability to use multiple
encryption algorithms with separate encryption keys for different parts of a
packet. We also describe an experimental implementation of the concept and
provide timing measurements from it. On the basis of our experience with the
implementation and our experimental measurements we argue for the feasiblity

and usefulness of this scheme.
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Chapter 1

Introduction

1.1 Background and Motivation

Security and efficient communication are two opposing concepts. Ideally the only
secure computer secure system is one that is disconnected from everything else
and sits in an empty room. The need to network and communicate between
computer systems is becomming more and more important as networking adds
functionality and efficiency to a computer system. Therefore, there is a tradeoff
in todays networks between security and the extent to which communication can
take place. This must be studied carefully by a network engineer in order to
create a secure and efficient system. However, even at the onset of such a study,
the network designers or administrators should have well defined limits to which
they are willing to sacrifice security in order to add functionality and efficiency to
their networks.

Several schemes have been proposed to balance security and communication

between computers. Transport Layer Security(TLS), Secure Shell(ssh), Secure



Sockets Layer(SSL), S/MIME Mail Security and Pretty Good Privacy(PGP) are
some such solutions. Each solution offers a different level of security. However,
one approach which has the potential to replace all preceding schemes is the use
of encryption and authentication at the network layer(IP). Security service at the
IP layer or IPSEC is currently undergoing standardization by the IETF. What
makes this proposal much more attractive than some of the other solutions is the
fact that being at a network layer compared to the transport layer or even the
application layer, makes it possible to use the same solution for multiple
applications and over various transport layer protocols. The fact that IPSEC
provides security at the network layer is what makes it so versatile.

IPSEC can be used to provide secure virtual pipes for applications, a pair of
computers or even entire LAN’s. The IPSEC model of security advocates the use
of end-to-end security between any two communicating hosts. The end-to-end
paradigm can be applied, in the case of virtual private networks(VPN’s), to
end-to-end security between security gateways which provide IPSEC services to
the entire Local Area Network(LAN). In this scenario, each segment of a VPN
has its own IPSEC capable gateway on its boundary with the public network.

IPSEC provides several methods of providing different levels of security. It
can be used to provide simple authentication or encryption or both. While
authentication provides a simple method to verify the originators of IP packets,
encryption provides the ability to securely transmit packet payloads as well.

While both can be used by different applications, we will study the use of



encryption more closely as it provides maximum security.

The end-to-end security model by definition does not permit any intelligence
to be built into the network which might need to access information from
encrypted packet headers. On the other end of the spectrum is the school of
thought that advocates building intelligence into the network in order to enhance
its efficiency and functionality. Such intelligence, it is argued, can improve
network performance, reliability, and reduce network management overheads.
This is the primary philosophy guiding the development of proxies, compression
agents, active networks and load distribution systems.

Such intelligent systems built into the network, can be rendered useless by the
use of end-to-end security, as they often rely on the ability to access information
contained in packet headers. Therefore, several proposed and implemented
enhancements to the basic Internet protocols loose their functionality and the
performance of the network degrades.

This makes us question the viability and usefullness of the end-to-end security
promised by IPSEC. Does high level of security have to mean giving up on
efficient network performance? Is any mechanism which advocates this an
acceptable solution? The situation is further complicated by the fact that
mechanims such as firewalls and packet filters themselves rely on information
within packet headers to implement security. Therefore, if the packet has been
IPSEC encrypted for security, then firewalls can no longer access the information

they need to identify packets to which they should apply their security rules. The



use of one tool for providing security has, in this case, hindered the performance
of another tool for providing security.

Another scenario in which the end-to-end security model can have a
significant impact is in the use of traffic analysis tools. Traffic analysis tools are
of fundamental importance to network planners and engineers. These tools can
help them make important decisions regarding network design and upgrades. The
end-to-end model is specifically designed to prevent traffic analysis and
observation by any third party in the middle of the network. However, though
network analysis when performed by an unauthorized user can be a serious
security breach, its use is often essential for authorized network designers,
planners and administrators. Traffic analysis tools, also rely on the ability to
access packet header information. Therefore, these tools are not going to be able
to access IPSEC encrypted traffic flows and include them in their analysis leading
to incorrect or invalid results. Should the solution to keeping out unauthorized
use of a service be to disable the service completely?

Limitations and problems introduced by the use of IPSEC flows as defined
today will be severely compounded with the introduction of IPv6 which makes

the use of IPSEC mandatory, unlike IPv4, where the use of IPSEC is optional.



1.2 Contributions and Organization

There are currently several implementations of IPSEC available for both IPv4 as
well as IPv6. While people in the Internet community have acknowledged the
problems associated with the use of IPSEC, up till recently there has been no
attempt to develop a system to overcome them. This thesis represents one of the
first such efforts to analyze the problem and to propose, develop and implement a
working prototype of a possible solution. Our goal is to highlight and emphasise
the limitations of the IPSEC model as it currently stands and to offer suggestions
on how greater flexibility can be added with only slight modifications and
without significantly impairing the level of security offered.

In this thesis we examine the issues related to supporting adequate security
levels in the Internet and at the same time incorporating the ability to support
applications that require information within packet headers. We demonstrate our
implementation of such a system and perform experiments to explore its
feasiblity and practicality. While there has been some work in analyzing the
cryptographic security offered by the IPSEC protocols, in this thesis we do not
attempt to make any similar analysis [1]. This thesis does not attempt to analyze
IPSEC protocols from a cryptographic point of view but more from a networking
point of view. This approach has only recently been used in [2] in an attempt to
develop a classification scheme, or model for devices that use layer violations as

well as security.



The remainder of this thesis is organized as follows. In chapter 2 we give a
brief introduction to IPSEC to provide the necessary background. Chapter 3
provides a discussion of the problems created by the use of traditional IPSEC in
different scenarios. Chapter 4 discusses various possible solutions to overcoming
the problems described in Chapter 3, and their pros and cons. Chapter 5
provides details of our proposed modifications to the traditional IPSEC protocol
followed by a description of its implementation in Chapter 6. Chapter 7 gives
some results from experiments on our implementation and finally, Chapter 8

gives conclusions and offers suggestions for future work.



Chapter 2

[PSEC

In this chapter we briefly describe the key features and properties of IPSEC, and

explain how the current specification imposes certain constraints and limitations.

2.1 Overview

IPSEC [3] is a framework of open standards that describe a method of providing
data confidentiality, data integrity, and data authentication between
participating peers. It can be used to protect one or more data flows between a
pair of hosts, between a pair of security gateways, or between a security gateway
and a host. It can allow data to be sent across a public network without its
contents being observed or modified by a third party. This creates the ability to
support several applications such as secure Virtual Private Networks, and secure
remote user access [4] [5] [6] [7].

IPSEC differs from other methods of providing security as it provides the

security service at the IP layer. It uses the Internet Key Exchange Protocol(IKE)



to handle negotiation of protocols and algorithms based on local policy, and to
generate the encryption and authentication keys to use.

As IPSEC is a standard it creates the opportunity for secure devices and
implementations from various vendors to interoperate. In this context it
represents the first large scale effort from the Internet community to consider and
impose the use of security. In fact, the IPv6 specification requires that IPSEC
use be mandatory [8].

Providing security services consists of providing the following services. Data
authentication and integrity, data confidentiality, replay protection and an
automated mechanism for the management of cryptographic keys and security
associations.

The IETF has defined the following protocols to address each of these

security services:

e IP Authentication Header(AH): Provides data origin authentication, data

integrity, and replay protection.

e IP Encapsulating Security Protocol(ESP): Provides data confidentiality,

data origin authetication, data integrity, and replay protection.

e Internet Security Association and Key Management Protocol(ISAKMP):
Provides a method for automatically setting up security associations and

managing the cryptographic keys.

In the sections that follow, we will examine each of these in greater detail but



first we need to examine the motivation behind the development of IPSEC.

2.1.1 Why use IPSEC?

Various security protocols have been defined for different applications in the
Internet. Secure Sockets Layer(SSL) for web traffic, Secure Shell(SSH) for remote
logins, Pretty Good PRivacy(PGP) for email, etc. However, they all have the
drawback of behind application specific. If a new application is built, a new
security mechanism will have to be built as well. This was the reasoning behind
the development of Transport Layer Security(TLS). However, even this proves to
be insufficient as it cannot accomodate UDP based applications. Moreover, TLS
also exposes important transport layer header information which can be used to
mount sophisticated security attacks such as IP spoofing and denial of service
attacks.

Therefore, the chief reasons for using IPSEC instead of the various other

security protocols mentioned earlier are [9]:

e Transparency: As IPSEC is implemented at the network layer, it provides
complete transparency to all applications. IPSEC can work with all TCP
and UDP applications alike, including all HT'TP, FTP, Telnet and SMTP
applications. It can even be used in addition to application layer security

protocols such as SSL.

e Security: It generally provides better protection against traffic analysis,
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denial of service and IP spoofing attacks compared with other application

layer or transport layer based mechanisms.

e Independent of Networking Topologies: As IPSEC works on IP packets, it

can be used in conjunction with any networking topology such as Ethernet,

TokenRing and PPP.

e Standards Based: As IPSEC is standards based, it offers the opportunity

for various implementations from different vendors to interoperate.
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2.2 1P Authentication Header: Data Authentication and
Integrity

Data authentication and integrity deals with ensuring that the data received is
the same as the data that was sent and that the claimed sender is in fact the
actual sender. This mechanism requires that any tampering with the data in
transit be detected and the packet be silently discarded.

The TPSEC specification provides a mechanism to implement data
authentication via the use of an Authentication Header(AH) [10]. The security is
provided by adding authentication information (to the IP datagram) which is
calculated using all of the fields in the IP datagram (including not only the IP
header but also the other headers and the user data) which do not change in
transit (for instance hop-count field in IPv6, and time-to-live field in IPv4,
headers cannot be included as they are altered at each relay the datagram passes
through). In IPv4, AH is placed immediately following the IPv4 header and
before the information being authenticated. The modified header of a packet
using AH is shown in Figure 2.1. The fields of an AH are also shown in the
figure. The Security Parameter Index (SPI) field is an arbitrary 32 bit that in
addition to the destination IP address and security protocol specifies the Security
Association for each datagram. The Sequency Number field is used to provide
protection for replay attacks. The Authentication Data field is a variable length

field which contains the Integrity Check Value(ICV) for each packet. The
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computation of this field depends on which algorithm is being used for
authentication MD5, SHA etc. It is essentially a ”checksum” type of
computation.

AH can be used in either transport mode or in tunnel mode. In transport
mode, the original IP header is maintained and an additional authentication
header is added in between the IP header and the data. In tunnel mode, a new
IP header is generated, the AH header is then placed after this new header. The
AH header in this scenario protects the entire new IP packet. Therefore, any
change to any fields in the new packet can be detected even though the packet
contents are in cleartext form.

Therefore, AH can be used to provide per packet integrity and data origin
authentication for IP datagrams as well as protection against replay. Data
integrity is assured by ”checksum” generated by a message authentication
algorithm such as MD5; data origin is assured by including a secret shared key in
the data to be authenticated(SPI); and replay protection is provided by use of a
sequence number field within the AH header.

Various transform algorithms other than MD5 can also be used in AH. The
most common algorithms specified by the IETF are: MD5 [11], Secure Hashing
Algorithm(SHA) [12], Hashed Message Authentication Code MD5(HMAC-MD5)
[13], and Hashed Messaged Authentication SHA(HMAC-SHA). All systems
claiming to be IPSEC compliant must at least implement AH in MD5 mode.

When the destination IPSEC end-point receives an AH packet, it uses the

12
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information in the AH to determine if the packet has been modified during
transmission. If it is unable to verify the packet, the packet is discarded.

The security provided by AH might be useful for some services requiring only
”weak” security. However, as we are considering primarily applications which
require that not only should the data not be modified during transit, but that
they also be unreadable to any third party, we focus our attention on the ESP

service of IPSEC.
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2.3 1P Encapsulating Security Header: Data

Confidentiality

Data confidentiality deals with ensuring that only the sender and the receiver are
able to read the data being transfered between the two. All intermediate systems
cannot determine the contents of the packets that might be passing through
them. This functionality is accomplished via the use of encryption and a secure
key distribution mechanism.

The IPSEC specification provides a mechanism to implement data
confidentiality services via the use of Encapsulating Security Payload(ESP) [14].
There are two ways of providing the ESP service. ESP can be used in tunnel
mode or transport mode. In tunnel mode the entire original IP packet is
encrypted and placed within another IP packet created by the security gateway.
In transport mode the original IP packet headers are maintained while the
payload of that packet is encrypted. When ESP is used, the protocol header(IP)
immediately preceding the ESP header contains the value 50 in its Protocol
(IPv4) or Next Header (IPv6) field.

The format of the ESP header is shown in Figure 2.2. The SPI field is a 32 bit
random value that along with the destination IP address, specifies the security
association for this packet. The sequence number field is used to prevent replay
attacks. The padding fields are used to add padding data to allign it if necessary

for encryption. The next header field identifies the type of data contained in the
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payload field, and the authentication data field contains an Integrity Check
Value(ICV) computed over the the entire ESP except the authentication data.

Various encryption algorithms may be used with ESP. The most common
algorithms specified by the IETF are: ESP Cipher Block Chaining(CBC) mode
of the US Data Encryption Standard(DES-CBC) [15] and the Triple DES CBC
[16]. The RC5-CBC encryption algorithm has been proposed by RSA and is
currently an IETF draft. All systems claiming IPSEC compliance must
implement ESP with at least the DES-CBC algorithm. MD5 or SHA may be
used for computation of ICV.

During transmission, an IPSEC-ESP end-point encrypts the payload of each
packet using the chosen encryption method. The receiving IPSEC-ESP
end-point, decrypts the payload and forwards the packet to its final destination.

As the use of ESP provides maximum level of security, for the rest of this

thesis, we will consider the use of IPSEC primarily in ESP tunnel mode.

2.4 Security Associations and Key Management

In order to use either the AH or ESP mode security, we must agree on how they
are going to be used. Security Association (SA) is a set of security information
relating to a given network connection or set of connections. The concept of a SA
is fundamental to both the IP ESP and the IP AH. A security association

identifies the cryptographic algorithm to be used, the keying information, the

15



identities of the participating parties, etc. A security association is
unidirectional, therefore, protecting a bi-directional communication requires two
associations. Each SA is uniquely identified by the destination address in an IP
packet, a security protocol identified (AH or ESP) and a Security Parameter
Index (SPI) which is a 32 bit block in the header of an exchanged packet. The
SPI is choosen by the receiver and it is transmitted in the clear.

Security Associations rely on key exchange between communicating parties in
order for the authentication and encryption algorithms to be used with AH and

ESP. The most common ways for key exchange currently are:

e Manual Key Exchange: This is the simplest and currently the most widely
used method of key distribution. In this scheme, a person manually
configures each system with its own key as well as the keys of the other
communicating systems. This works quite well for small static

environments however is not scalable.

e Simple Key Interchange Protocol (SKIP): This key management scheme
was proposed by SUN Microsystems, however the IETF chose to use the
Internet Security Association and Key Management (ISAKMP) algorithm

instead of SKIP for IPv6.

e Internet Security Association and Key Management Protocol (ISAKMP)
and Oakley: The Protocol has been picked as the standard for IPv6 and as

an option for IPv4. By itself ISAKMP does not establish session keys,

16



however it can be used with various session key establishment protocols.
Oakley is one such key establishment protocol chosen by the IEFT. Oakley
Key Determination Protocol uses a Diffie-Hellman technique to establish

session keys on Internet hosts and routers.
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Chapter 3

Problem Description

The IPSEC specification requires that when end-to-end encapsulated security is
used, all protocol headers below the IP layer must be encrypted. While this is
the most secure method of providing security at the network layer, it does
however introduce several problems for legitimate users or applications who wish
to observe protocol headers below the IP header in the middle of the network. In
this chapter we provide detailed descriptions of several such
applications/scenarios. We only describe some of the applications here, so as to
present a general feel for what the problems are in the different cases. Other
possible applications and uses, such as [17], are left out because of their similarity

to the ones described here.
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3.1 Case 1: Internet over Satellite

3.1.1 Background

The first application we consider is the use of TCP connection splitting to
enhance the performance of TCP over satellite. But first we need to justify the
need for such an application by quantifying the benefits of its use. Therefore we
first attempted to obtain simulation results to justify the usefulness of TCP
connection splitting in Internet over satellite.

A typical architecture for providing Internet over satellite is shown in
Figure 3.1. It consists of two LANs connected across a satellite link via gateways.
Various solutions have been proposed to overcome the problem of running
conventional Internet protocols over the high delay network topology. These
include the use of proxies, protocol enhancements, as well as the use of new

protocols. While the most efficient solution is to use a new, specially designed
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protocol suite which keeps in mind the heterogeneous nature of today’s networks,
such a solution is impractical due to the wide installation base of the current
protocols. Therefore, the alternative solution, which has been shown to work
quite efficiently, is to hide the presence of such links from the protocols via the
use of proxies or enhanced gateways [18] [19]. These enhanced gateways
implement several protocol enhancements and modifications to improved the
end-to-end performance of traffic lows through them. They use TCP
enhancements such as window scaling, fast recovery and fast retransmit, Selective
Acknowledgements (SACK) and Forward Acknowledgements (FACK), as well as
TCP connection splitting.

TCP connection splitting is conceptually illustrated in Figure 3.2. The

end-to-end connection between end-hosts is split into seperate TCP connections,

20



from end-hosts to gateways, and in between the gateways.

In an effort to gauge the usefulness of this techique, we performed OPNET
simulations on different scenarios. We studied four simulation scenarios:
terrestrial network, satellite network without enhanced gateways, satellite
network without enhanced gateways but with large windows used end-to-end,
and finally satellite network with enhanced gateways. The point-to-point link
between the two gateways was set at a data rate of a T1 link. A unidirectional
delay of 250ms is added to the link when simulating a satellite link. In the cases
where the large windows option has been used, the receive TCP buffers are
configured to 195K (default is 64K). This value is chosen as it equals twice the
bandwidth-delay product (2*(1.5M(bw)*0.5(rtt)). The window scale factor
chosen is 3. In all cases a ftp file transfer is studied. A 50M file is transferred
from the server to the client.

One of our primary performance criteria was the throughput on the satellite
link. Figure 3.3 shows relative performance of different simulation scenarios. The
throughtput was measured on the link between two gateways. In the terrestrial
case there was no delay on that link, therefore throughtput was high(close to the
capacity of the T1 link). When a 250ms delay was introduced on this link the
observed throughtput dropped to 500Kbps (about a third of the capacity of the
T1 link). When the large windows option was introduced on the client and
server, the observed throughtput improved to 800-900Kbps. Finally connection

splitting was enabled on two gateways, and the large windows option was used
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just between them. In this case the throughput on the satellite link was again
close to the capacity of the T1 link. This clearly shows the benefit of connection
splitting and the use of TCP enhancements on the satellite gateways.

The performance of TCP is highly sensitive to the measured round trip time.
This is the primary reason why TCP performance suffers when a satellite link is
part of the network. Figure 3.4 shows the round trip time measured by the server
for different simulation scenarios. In the simple terrestrial case it is close to
150ms. In both cases when the gateways are not used, the presense of the
satellite link causes the round trip time to increase to be slightly greater than
500ms. However, when the enhanced gateways are used, the round trip time
measured by the server is only 75ms. This implies that the use of the enhanced

gateways has removed the negative impact of the satellite link in TCP
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Figure 3.4: Observed RTT Comparison

performance. As the observed round trip time measured by both the server and

the client is short they also recover faster from packet loss.

3.1.2 The Problem

Therefore, we see from the results in the previous section that the performance
impact of the use of the enhanced gateways and TCP connection splitting in
Internet over satellite is significant. However, the implementation of TCP
connection splitting relies on the ability to read the TCP header of all incomming
packets. When a security mechanism such as IPSEC is used to provide
end-to-end security, the TCP header is encrypted. Therefore, the enhanced
gateways are unable to perform connection splitting on these secure flows, as

they do not have access to the information in the TCP headers of these packets.
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This implies that IPSEC flows cannot benefit from the performance gain
provided by TCP spoofing gateways. This problem is expected to become an
important factor in both the rate at which IPSEC is adopted in the Internet, as
well as the acceptability of TCP spoofing as a performance enhancing solution for
providing Internet over satellite.

VPN’s involving a satellite link can choose to use IPSEC security, in which
case their throughput over the satellite link suffers, or the VPN’s can choose not
to use IPSEC secure flows in order to benefit from the higher network
performance provided by TCP connection splitting. The trade-off is extreme, as

both high performance and security are desired essentials of a network.

3.2 Case 2: Firewalls

3.2.1 Background

The second application we consider which requires the ability to correctly access
packet headers is the use of firewalls. When a private network is connected to the
public network, any and all users from the public network can access the private
network. This creates a dangerous situation from the point of view of security of
the private network. A firewall is a device which can be used to control access
from the public network into the private network. Firewalls are used by almost

all major companies who have Internet access.
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The basic assumptions that must be made for a firewall to work are:

e All traffic from private network to public network and vice versa must pass

through the firewall;

e The firewall itself is secure.

The primary function of the firewall is to allow only selected traffic to pass
through it and the rest is blocked. This can be a very effective solution in
providing security to the private network, as all incomming traffic from the
public network is monitored and suspicious or malicious content can be filtered
out. The firewall administrator has to define certain rules or tags which describe
suspicious content. Often, defining the security policy for a firewall is the
network administrators most difficult task.

There are primarily two different kinds of firewalls in use today [20] [21]:

e Packet-Filtering Firewall: A packet-filtering firewall applies a set of rules to
each incomming packet and decides whether that packet should be
forwarded or discarded. The filtering rules are based on fields in the IP and
transport layer headers including IP source and destination addresses, IP

protocol field, and TCP and UDP port numbers.

e Application-Level Gateway: An application-level gateway or proxy server,
acts as a relay of application level traffic. The user contacts the gateway

using a TCP/IP application, the gateway then in turn contacts the remote
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host on behalf of the user, and then transfers application data from the
remote host to the user. In effect there are two spliced connections between
the remote and the gateway and between the user and the gateway. This
kind of firewall is more secure than a packet filtering firewall, as this type of
firewall allows traffic for specific applications, which it proxies, only.
However, there is a large processing overhead in examining traffic on both

connections.

3.2.2 The Problem

While firewalls can be configured to provide various degrees of security, the more
secure packet-filtering firewall configuration requires that packets containing data
to or from certain ports not be allowed to pass though. This requires that the
firewall have access to the transport layer headers. However, with the use of
IPSEC, firewalls can become ineffective. When IPSEC is used, information
required by packet-filtering firewalls is no longer visible to the firewall, therefore
the firewall can make incorrect decisions.

There is however an underlying assumption in the above argument. The
assumption is that the IPSEC encryption is performed prior to the firewall. Most
commercial firewalls solutions available today which claim to be IPSEC compliant
perform the firewall functionality before the encryption. One must note that this

is not a desired solution as it is open to a very serious security attack. In these
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systems, all incomming packets are decrypted, then passed through the firewall.
An attacker can simply capture a legitimate packet and then use it to mount a
denial-of-service attack on the firewall by transmitting fake packets which will
needlessly go through IPSEC processing before being dropped by the firewall. As
IPSEC processing is CPU intensive it would be quite easy for the attacker to
load the IPSEC processing system, thereby denying service to legitimate packets.
Moreover, it is also desirable to place the IPSEC processing system inside the

firewall for the following reasons:

e Bottleneck Avoidance: IPSEC processing can be distributed among several
systems thereby enabling the link from the firewall to the public network to

be more fully utilized.

e Security: A firewall is supposed to represent the entry point for all external
traffic into the private network. This is the most secure method of
controlling access to the private network. The use of IPSEC is only
supposed to make the network more secure, however most current solutions
place the potentially most important computer system, the one that holds
the keys to all encrypted traffic, outside the firewall. This makes the IPSEC

system itself much more vulnerable to attacks.

Some might argue that firewalls are no longer required as IPSEC ensures that
transmitted and received data are secure and encrypted. However, it must be

noted that use of encryption and the use of firewalls are aimed at solving two
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different problems [22]. The use of encryption is to prevent unauthorized access
to data that are being exchanged between computers while the use of firewall is
to prevent unauthorized access to a network. The use of an IPSEC system makes
the use of a firewall even more essential as the IPSEC system itself must be
protected from security attacks.

Therefore we see that in order for a firewall to function correctly there is a
need for it to be able to access packet headers. Under current IPSEC standards,

a firewall cannot be used correctly and to its full potential.

3.3 Case 3: NAT and Internet Service Providers

3.3.1 Background

Network Address Translation (NAT) is a technique often used by Internet Service
Providers to maximize their use of Internet addresses. NAT allows them to use
private addresses internal to their network, and then use a fixed address pool
when accessing data from the Internet. In this form NAT is also reffered to as
Masquerading. In masquerading an almost arbitrary number of connections is
multiplexed using TCP port information [23]. For each outgoing packet the
source IP is replaced by the NAT gateway’s (external) IP address, and the source
port is exchanged against an unused port from the range reserved exclusively for

masquerading on the gateway. If the destination IP of an incoming packet is the
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NAT gateway’s IP address and the destination port is inside the range of ports
used for masquerading on the router, the NAT router checks its masquerading
table if the packet belongs to a masqueraded session; if this is the case, the
destination IP and port of the internal host is inserted into the packet and the
packet is sent to the internal host. Therefore, the number of simultaneous
connections is limited only by the number of TCP-ports available for
masquerading. NAT is also used by network administrators who wish to hide the
IP addresses internal to their network from the outside Internet. This provides
security by means of obscurity. Providing minimal information to potential
hackers, can act as an effective detterent against security attacks.

NAT can be used in several applications other than IP address space

conservation and security by obscurity. Some of these applications are:

e Load Balancing Servers: NAT can be used to create virtual servers which
provide a single reference point to clients. Internally the virtual server

routes the requests to one among several servers.

e Load Balancing Networks: NAT can be used for transparently using
different ISP or routers when accessing a remote host. When an internal
host wants to establish a new connection with a destination on the Internet,
it just sends its packets to the NAT gateway. The NAT gateway , because
it knows all connections, decides which provider will route this connection,

replaces the source hosts (internal) address with one of the providers chosen
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and sends it out to this provider’s router. Since the source address is an
address of this provider’s network, the answers will also come in that way.
The host where the packets originated never gets to know which provider

had been chosen by the NAT gateway, so this process is transparent.

3.3.2 The Problem

Based on the functionality of NAT described in the last section, we can easily
describe several scenario’s where NAT cannot be used in conjunction with IPSEC
flows because of its dependence on information within the transport layer header.
One such scenario is the use of NAT in a VPN. Usually the NAT and the firewall
capabilites are combined into a single device, however if IPSEC flows are present,
then it is essential that NAT be performed before IPSEC processing, followed by
the firewall processing. Therefore the NAT and firewall functionalities cannnot

be placed in the same device.

3.4 Case 4: Network Monitoring and Analysis

3.4.1 Background

While providing someone the ability to monitor and analyze traffic from a
network can be a severe security risk, at the same time this ability may be

required by legitimate network engineers and administrators in order to monitor

30



network usage and provide better service.

There are several applications currently in use for network analysis and
monitoring. TCPdump, Snoop and Sniffer from Network Associates are some
commonly used tools. These tools help network administrators and engineers to
monitor and analyze the traffic on their network so that they can identify faults
and bottlenecks. In the recent years significant progress has been made in the
field of network analysis via the use of such network analysis tools which have
forced us to question the very basic assumptions that had been made regarding
the nature of network traffic. For example we now know that the simplistic
Poisson arrival patterns for traffic which had been assumed for a long time, are
no longer valid. Invariably, as new applications develop, traffic patterns in
networks also change, sometimes drastically. Without the ability to use these

tools we would not be able to identify such changes.

3.4.2 The Problem

Network analysis and monitoring requires the ability to access headers within

packets. One of the basic advantages offered by IPSEC is that it prevents such
analysis. However, in light of the fact that such analysis is both necessary and
essential, we must find a way of accomodating both needs. Such a provision is

not present in the IPSEC standard as it currently stands.
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Chapter 4

Solutions to Security v/s Networking

In this chapter we explore some schemes for resolving the problems described in
the previous chapter and argue why each of them is not suitable for use in the
Internet as a general solution. We then describe briefly our proposed solution
which is a general solution for adding flexibility to the current IPSEC standard.
It aims to achieve this while at the same time not severely reducing the
performance of an existing IPSEC system either in terms of throughput or in

terms of security.

41 Split IPSEC

The first scheme we consider is Split IPSEC. This scheme involves splitting the
end-to-end security provided by IPSEC security gateways, into secure flows
between the endpoints and the intermediate systems. This is depicted in
Figure 4.1 for the case of an Internet over Satellite system using connection

splitting. The end-to-end tunnel connection provided by IPSEC is split into
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Figure 4.1: Split IPSEC in Internet over Satellite

sections. One for each segment between the IPSEC gateways and one for the
segment inbetween the connection splitting gateways.

The packet flow in this scenario is as follows. A packet generated within a
VPN and destined for the other side is sent to the IPSEC gateway. This gateway
procedes to encrypt this packet using IPSEC tunnel mode and forwards it into
the Internet. When this packet reaches the connection splitting gateway
(asuming the connection splitting gateway has the right keys) the packet is
decrypted, connection splitting is performed, and the resulting outgoing packet is
then re-encrypted. At each connection splitting gateway, the same operation is
repeated. Finally, when the packet reaches the destination IPSEC gateway, the
packet is decrypted and forwarded to the destination within that VPN. In this
way, an intermediate system that requires transport header information has to

decrypt the entire packet and then reencrypt it.
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While this scheme would require no modifications to the existing IPSEC
specification, this mechanism would however break the end-to-end security
concept of IPSEC tunnels. Each segment of the split IPSEC connection is a valid
IPSEC secure connection. However, the intermediate systems now have to be
trusted by the end networks, and proper mechanisms are needed to distribute
decryption and encryption keys to them. A key distribution protocol for such a
scenario can be quite complicated.

Also, in this scenario, the intermediate systems have to implement IPSEC as
well as any other functionality they might be providing. These systems must now
perform decryption and reencryption of packets as well. The combination of all
the functions that such a system now has to run might require a sufficiently large
amount of processing to overwhelm the intermediate system or significantly
reduce its throughput.

The primary advantages and disadvantages of this scheme are summarized
below:

Advantages:

e No changes required to the existing IPSEC specification

Disadvantages:

e All flows through the intermediate gateway are decrypted and then

re-encrypted; this requires a lot of processing.
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e The intermediate systems have to be trusted; this breaks down the

end-to-end encryption promised by the tunnel mode IPSEC specification.

e A key distribution protocol must be implemented to ensure that the

intermediate gateways get decryption keys.

4.2 Modifications to IPSEC packet format

In this section we consider a proposal to modifiy the IPSEC packet structure to
support applications that might need access to transport layer headers. In this
method, the IPSEC packet format is modified to add additional information
required by intermediate systems. The new packet formats are shown in

Figure 4.2. This proposal is similar to the concept of transport friendly ESP

outlined in [24].
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This scheme aims to overcome the problem created for intermediate systems
by IPSEC encryption. Therefore this scheme aims at making selected
information from the transport layer headers available to intermediate systems by
duplicating it outside the encrypted packet. The IPSEC packet header is
expanded to include such information.

The packet flow in one such scenario might be as follows. A packet generated
within a VPN and destined for the other side is sent to the IPSEC gateway. This
gateway procedes to encrypt this packet using IPSEC tunnel mode. The IPSEC
gateway also places information from the TCP header into the new fields in the
IPSEC header. This packet is now forwarded towards the second IPSEC gateway.
When this packet arrives at the intermediate system, the required information
can be read, and the packet processed. Finally when the packet arrives at the
destination IPSEC gateway, decryption is performed and the packet is forwarded
to its destination within the second VPN.

The information that needs to be added to the IPSEC header in this scheme
could open the traffic flows to several attacks that IPSEC was formulated to
protect against, such as traffic analysis. Therefore, this scheme would undo to a
large extent the security benefits of IPSEC. Moreover, another significant
disadvantage of this approach is that the implementation of this scheme would
require extensive modification to IPSEC.

The advantages and disadvantages of this scheme are summarized below:

Advantages:
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e Per packet overhead is minimal

Disadvantages:

e Requires changing the IPSEC specification

e Significantly reduces the security of the traffic flow

e Intermediate systems might require keys

4.3 Tunneling IPSEC within TCP flow

In this section we discuss a scheme which might be used to overcome some of the
limitations imposed by IPSEC by essentially nullifying some of its benefits. In

this method, an IPSEC packet is encapsulated within another TCP packet by the
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security gateway. Therefore a new and unencrypted transport layer header is
added to the packet, which is visible to all intermediate systems.

In this scenario, when an encrypted flow reaches an intermediate gateway
that requires access to transport layer headers, it sends back an explicit
notification to the originating security gateway. The security gateway then opens
a new TCP connection with the destination set to the end-point security
gateway, and places the entire original encrypted packet into the data payload of
this new packet. The resulting packet format from this scheme is shown in
Figure 4.3. The intermediate system can now access the transport header, and
possibly use the information, even though it is different from the infromation
within the transport header of the original packet. At the second security
gateway, the original packet is retrieved from the payload of the new TCP
packets and decryption and forwarding is performed as usual.

This method requires several siginificant changes to the IPSEC gateways.
However, the security of the original packet is not compromised, and even though
the TCP headers of the packets flowing between the VPN’s are visible, this does
not reveal any information about the real encrypted packet which is the payload
of the outer packet. The major drawback of this scheme is the significant per
packet overhead due to the extra encapsulation.

The advantages and disadvantages of this scheme are summarized below:

Advantages:
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e Security of the original packet is not compromised

Disadvantages:
e Requires changing the IPSEC specification

e Requires some changes to the security gateways to add the TCP

encapsulation functionality

e There is a large per packet overhead

e Significant loss of security

4.4 Transport Layer Security(TLS) or TCPSEC

In this section we discuss an alternative to IPSEC which has been proposed in

the Internet community as an alternate solution for providing security. This
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scheme proposes the use of security at the transport layer. TCPSEC refers to the
TCP analog of IPSEC. In this only the payload of the TCP packet is encrypted
leaving the TCP headers unencrypted. This is shown in Figure 4.4

In this scenario a packet generated within a VPN and destined for the other
side is encrypted using TCPSEC. This packet is now forwarded towards the
second TCPSEC gateway. When this packet arrives at an intermediate system,
the information from the TCP headers is available. Finally the packet is
decrypted at the second TCPSEC gateway and the packet is forwarded to its
destination in the second VPN.

The major drawback of this scheme is that it reduces the effectiveness of
security as the TCP headers of the packets are now unencrypted and open to
several well known attacks.

A more general approach to this scheme is the use of Transport Layer
Security (TLS). TLS provides security between two communicating applications.
It is layered on top of some reliable transport protocol such as TCP. Using this
protocol for security in place of IPSEC significantly reduces the security of the
communication as it leaves the transport layer header unencrypted. This can
potentially leave the network vulnerable to several security risks. Moreover,
because TLS depends on a reliable transport protocol it cannot be used for
applications that use UDP. Voice over IP is one such major application that will
not be able to use encryption. Therefore, video conferencing sessions can easily

be snooped on. Moreover, TLS cannot be used by any multicast applications
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either. Therefore, TLS is not a viable and acceptable solution.
The advantages and disadvantages of this scheme are summarized below:

Advantages:
e Requires no changes to the IPSEC specification
Disadvantages:

e Requires changes to the security gateway to add the TCPSEC functionality
e Security is significantly reduced as now the TCP header is unencrypted

e For TCP only

4.5 Layered Encryption in IPSEC

Keeping in mind the failure of any of the other approaches to provide a
satisfactory answer, we propose a new scheme which seeks to modify IPSEC
slightly in order to make it more flexible. This scheme enables different parts of a
packet to be encrypted with different encryption schemes with different keys or
even the same encryption scheme but with different keys for different parts of the
packet. This gives us the flexibility to selectively distribute one key to provide
access to different parts of the packet without compromising the security of the
other parts of the same packet. This scheme is described and analyzed further in

the following chapters.
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4.6 Discussion

The two main system parameters of interest to us when examining the feasibility
of any system are, first of all, the ability to meet the functional requirements, and
secondly, the ease of implementation. In this scenario, an acceptable solution to
the problem of selective access to packet headers should have the ability to
support applications that require access to headers within a packet as well as the
ability to do so without significant compromise on security. Therefore, keeping
these parameters in mind we now reexamine the different schemes described in
the previous sections.

All schemes described in the previous section do infact hinder the level of
security provided by IPSEC. While the split IPSEC, TCP encapsulation of
IPSEC packets and the separate encrypted packet scheme both maintain original
packet integrity, they do introduce weakness at different points in the system.
The split IPSEC weakens the system as a whole due to its reliance on the ability
to locate and trust intermediate systems in a network. The TCP encapusulation
scheme does not depend on this. However, its point of weakness is the
introduction of a TCP header which is visible to a potential attacker. The
remaining two schemes of using TLS or TCPSEC and proposals for modification
of the IPSEC packet format both severly diminish security and are therefore not
appropriate for consideration in any system where security is of primary

importance.
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From the point of view of ease and feasibility of implementation the split
IPSEC scheme places a significant additional load on intermediate systems by
adding the need to decrypt and re-encrypt entire packets. The scheme of
modifying the IPSEC packet format though not difficult to implement would not
be acceptable as it significantly impairs security. The TCP encapsulation of
IPSEC packets is fairly complex and impractical for implementation in any real

system.
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Chapter 5

Layered IPSEC

This chapter describes our proposed scheme for supporting secure IPSEC flows in
a network in which intermediate nodes might require the ability to read packet
headers. The core concept of the scheme was developed in conjunction with HRL
Laboratories [25]. This scheme aims at adding flexibility to the existing IPSEC
framework. By using multiple keys, it provides the end-points of a flow with the
ability to selectively distribute keys to different nodes, depending on the level of
acces they require. Using separate encryption keys and algorithms for different
parts of the same packet also enhances security as now for the data to be
completely compromised we require that multiple keys be obtained by the
attacker. This makes even brute force key cracking attacks harder.

In traditional IPSEC a single encryption scheme is used to encrypt the entire
packet. The encryption scheme chosen can be RC5, DES or 3DES or any other
algorithm. However, IPSEC does not make any provision for the use of multiple
keys or multiple encryption algorithms. This makes the IPSEC framework quite

inflexible.
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We propose a scheme which allows different encryption algorithms with
different keys to encrypt different parts of the same packet. This allows us the
ability to distribute one key without completely compromizing the security of the
entire packet. This key can therefore be distributed to all intermediate systems

that are interested in accessing parts of a packet. The primary features of this

scheme are listed below:

e Multiple key generation: Each end-point of the secure connection generates
separate keys for each of the encryption algorithms it will use for that
particular connection. Multiple keys can be used even if the same
encryption algorithm is used to perform the encryption. In the original
IPSEC specification, each end-point has two keys, one for sending and one
for receiving data. In our scheme, if for example two encryption schemes or
keys are being used, then there are a total of four keys at each end-point.

One set is used for sending data and the other for receiving data.
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e Multiple key distribution: Similar to the original IPSEC single key
scenario, the keys are symmetric and therefore need to be exchanged
between the connetion end-points. However, in layered IPSEC, key
distribution is much more complicated. Not only is the number of keys that
need to be exchanged two or more times the number of keys in original
IPSEC, but in addition, if other intermediate systems require a key the

appropriate key needs to be distributed to them as well.

e Selective Decryption and Re-encryption: While the end-points of the secure
connection decrypt the entire packet, any intermediate systems that have
been given keys to certain parts of a packet perform partial decryption on
those portions. In some cases if the original packet is modified,
re-encryption must be performed so that the end systems will still get what
appear to be end-to-end encrypted packets. As the decryption and
encryption keys are the same, this does not add much complexity to the

system.

In the problems described in Chapter 3, the part of the packet that is of
interest to the applications is primarily the packet headers. Therefore, one direct
application of this scheme is to encrypt the header of a packet with one
encryption scheme and to encrypt the remaining portion of the packet with
another encryption scheme. Therefore, the end systems have two keys for

encryption and decryption, but all interested intermediate systems only have the
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key for the packet headers. By allowing two seperate keys, this scheme aims at
providing the much needed packet header visibility to intermediate systems, but
at the same time does not completely reveal the contents of the entire packet to
those systems as the data portion of the packet is still encrypted by a key that is
not known to them.

We now describe how the use of layered IPSEC can solve the problems
described in Chapter 2 without either increasing the complexity of the system

unacceptably or significantly diminishing the overall security of the system.

e Internet over Satellite: The key used to encrypt the header is distributed to
the connection splitting gateways. When a packet from an encrypted flow
reaches the connection splitting gateway, the header of the packet is
decrypted, acknowledgements are spoofed and the decrypted packet headers

are reencrypted before transmission.

e Firewalls: The firewall obtains keys for the packet headers of the IPSEC
flows passing through it. The packet header of an incomming packet is
decrypted, and examined to see if the firewall rules are satisfied. The

outgoing packet is then re-encrypted before retransmission.

e Network Address Translation: This functionality it similar to the

functionality of the firewall described previously.

e Network Monitoring and Analysis: The network monitoring system obtains

keys for decrypting headers of all IPSEC flows passing through it. For each
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IPSEC encrypted packet, the header is decrypted and all relevant
information is extracted. There is no need to re-encrypt as a captured
packet is never retransmitted, network monitoring applications only receive

a copy of the original packet.

Therefore, the primary benefits of using a layered IPSEC scheme is not only
that it enables us to design and build efficient networks, but also that it enables
the existence of secure flows without sacrificing on efficiency. The advantages of

using a layered IPSEC approach are summarized below.

e No compromise on security: The end-to-end security for data payloads is
preserved. Even the packet headers are encrypted and are safe from

attackers who do no have the appropriate keys.

e Privileged applications: Layered IPSEC gives us the ability to supprort
priviledged applications in the Internet, by allowing us to control up to a

finer level who can read specific parts of a packet.

e Feasiblity and ease of implementation: The intermediate systems in this
scheme only have to decrypt a small portion of the entire packet. This takes
much less computation than having to decrypt the entire packet making

this scheme much more practical and feasible than using split IPSEC.

e Security: Probably plaintext cryptoanalysis can be used to aid in cracking

an encryption key. A probably plaintext attack works by looking at certain
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bit positions for which a likely value can be predicted [26]. A comparison
engine can count the number of such matches, and pick up certain packets
for further analysis by a second stage cracking engine. Given that the
IPSEC protocols when used in tunnel mode encrypt the IP header, a large
number of bit fields have values that can be predicted. Therefore, the
IPSEC protocols are vulnerable to probably plaintext attacks. Using the
encrypted IP and TCP headers, attackers can obtain the encryption key,
and then proceed to decrypt the data itself. However, use of Layered
IPSEC can protect against this type of an attack, as different keys are
being used for the headers and the data. Therefore, there is very little
probably plaintext information available to help in cracking the key used to

encrypt the data.

Not a new scheme: This scheme is still essentially IPSEC, the added

modifications only make IPSEC more flexible.
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Chapter 6

Implementation of Layered IPSEC

In this chapter we describe some details of the IPSEC testbed and the various
modules that were implemented in order to demonstrate the feasibility of the

layered IPSEC concept.

6.1 Background

6.1.1 FreeS/WAN

The IPSEC testbed we developed was based on the Free Secure
WAN (FreeS/WAN) implementation of IPSEC and IKE for Linux. We used
version 1.0 of the FreeS/WAN written by developers at the Electronic Frontier
Foundation (EFF) in Canada [27]. This is a stable version of the software and
runs on Linux version 2.0.36. FreeS/WAN provides us with a base IPSEC
implementation on top of which we can implement our modifications.

Version 1.0 of the FreeS/WAN software supports both manual key distribution

as well as automatic key distribution. Manual keys can be specified in a
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configuration file. The automatic key distribution method uses a shared secret
string stored in a different configuration file to create session keys as required.
All connections are re-keyed periodically. Automatic key distribution using the
Internet Key Exchange (IKE) protocol is implemented via the Pluto daemon.
The FreeS/WAN software supports both the required encryption schemes
recommended by IPSEC for use in ESP in addition of some others. Both the null
encryption transform and the DES encryption transform are implemented, for
conformance with other IPSEC requirements, however, they are generally
disabled by default as they are both regarded as insecure [28]. At a recent
contest, a 56 bit DES key was cracked in only 22 hours using brute force
exhaustive searching of the key space. However Triple DES (3DES) performs
three DES encryptions on a single data block, and therefore provides a much
higher level of security than is available from a single DES pass. The three-key
version of 3DES is the default encryption algorithm for Linux FreeS/WAN.
For IPSEC in AH mode, the FreeS/WAN software implements both keyed

MD5 and keyed SHA transforms.

6.1.2 The RC5 Algorithm

RC5 is a fast symmetric block cipher suitable for hardware or software
implementations. This algorithm has been developed by Ronald L. Rivest at

MIT Laboratory for Computer Science [29]. RC5 has a variable-length secret key,
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providing flexibility in its security level. RC5 provides several tunable parameters
such as the word size, the number of rounds, and the number of bytes in the
secret key. Therefore, this algorithm can offer a variable level of security
depending on the parameters which are chosen. The DES algorithm does not
have this flexibility. As the security needs of an application increase, the
parameters of RC5 can be changed to provide increased protection against brute
force attacks. Detailed security analysis of the algorithm has shown that RC5
with 12 rounds and 64 bit block size gives roughly the same security as DES
against analytical attacks [30].

In general, by choosing greater key sizes and more rounds in RC5, leads to a
higher level of security. The performance of RC5 is directly proportional to the
number of rounds, and is not affected by the key size. This flexibility of RC5
makes it ideal for our implementation of layered IPSEC, as the tradeoff between
speed(and hence throughput) and security can be balanced via appropriate
parameter settings. A word size of 32 bits, a round number of 12, and a key
length of 16 bytes are recommended as the nominal choice of parameters for RC5.

The input to the encryption and decryption algorithm of RC5 are 2 ”word”
sized registers. Therefore RC5 can be used to selectively encode and decode parts
of a data block in 2 word sized chunks independent of each other. This once
again is perfectly suited for our implementation of layered IPSEC as we can
selectively decrypt as little a portion of the data packet as we have to and

thereby save considerably on processing. The RC5 algorithm is considered
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superior to DES and other encryption and decryption algorithms with respect to
software performance. This makes it an excellent candidate for use in IPSEC
where it can be used even on workstations and laptops without the need for
special hardware and without any severe performance penalties.

We implemented an RC5 encryption and decryption library for use in our
layered IPSEC testbed. The library was derrived heavily from published
reference code for the algorithm. Various modifications were added to make it
more suitable for our purposes, however the core algorithm functionality was not
modified in any way.

Though the ESP RC5-CBC transform for using RC5 with IPSEC in ESP
mode has been described in [31] this was not used, as there was no readily
available implementation of this for IPSEC. The RC5 is a patented algorithm,
therefore support for this algorithm from various IPSEC vendors and

implementors is scarce.

6.1.3 Linux IPCHAINS

Linux TPCHAINS is the core functionality in Linux that enables applications
such as firewalls, transparent proxies, and masquerading to be used. Linux
IPCHAINS enable users to specify a set of rules and actions for all incomming
packets [32]. A chain is a checklist of rules. Each rule specifies what action

should be taken on each packet. If a rule doesn’t match the packet, then the next
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rule in the chain is consulted. Each packet that enters the IP layer in Linux is
tested against the various specified rules and if the packet matches a specific rule,
then that packet has the associated action performed on it. For example, a
firewall application registers DENY and ALLOW actions within the Linux kernel
along with the address and port information. All incomming packets have theirs
ports and addresses compared against this rule set and are forwarded or dropped
according to the policy specified for those packets.

In Linux, a firewall rule can be specifed at three stages, input, forwarding and
output. An incomming packet is first checked against input firewall rules, and if
it is accepted there then it is checked against the forwarding rules (after a routing
decision), and finally just before a packet is sent out, it is checked against the
output rules. Each stage can have muliple sets of rules; this is why these are
known as chains.

Recognizing this structure in the Linux kernel is important for our
implementation approach. All packets that enter a system will pass through the
IPCHAINS. Since what we want to do is modify IP packets, IPCHAINS is the
right tool for us to use. We can use Linux IPCHAINS, to modify a packet by
inserting a rule early in the IP input chain. All applications that receive the
packet after this rule will get the modified packet. Finally we can insert a rule in
the IP output chain, which is called just before the packet is sent out. This rule

can undo the changes made in the input chain.
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Figure 6.1: IPSEC Testbed Architecture

6.2 Testbed Network Architecture

The testbed we setup for implementation of layered IPSEC is shown in

Figure 6.1. In our testbed, the IPSEC Gateways run the FreeS/WAN software.
The secure tunnel is setup between these two gateways. End-to-end
communication is tested by running applications between the two end hosts
(ping, telnet, and ftp). The intermediate system between the two security
gateways, functions as a general router in the base case when normal IPSEC is
used, but is used to test and verify the correct operation of the layered IPSEC
concept in other scenarios. It basically represents a specific trusted and
authorized host in the Internet that wants to access information contained in the

packet headers of the encrypted flow between the two security gateways.
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6.3 Implemented Changes and Modifications

6.3.1 Modifications to FreeS/WAN

For our testbed, all changes to the FreeS/WAN software distribution were kept to
a minimal. No modifications were made to paket formats, key distribution, etc.
The only changes that were made were to add support for layered IPSEC. This
essentially involves two steps. In the first step, the starting point for the default
IPSEC encryption, i.e. 3DES is moved forward, such that only the portion of the
packet following the transport layer header is encrypted with it. In the second
step the portion of the packet that has now been exposed is then encrypted using
RC5 encryption.

Corresponding changes are also made in the decryption routines of the
FreeS/WAN software, so that the right portions of the packet are decrypted with
the corresponding algorithm.

This forms our base test system, which demonstrates IPSEC end-to-end
security with layered encryption. In order to demonstrate the usefullness of the

layered IPSEC approach we also implemented some example applications.

6.3.2 IPSEC module for Intermediate Systems

We implemented a dynamically loadable module for use in intermediate systems
which might want to access the packet header information from a flow encrypted

using layered IPSEC. This module uses the IPCHAINS feature in Linux. It adds

o7



two rules to IPCHAINS. The input rule removes the ESP tunnel headers and
decrypts the IP and TCP headers from the original packet (before ESP). All
applications that sit in between this input stage and the output stage see the
actual packet header and can perform any required operations on them.
Applications like IP Masquerade, NAT and Firewalls work in this manner. The
output stage is the inverse operation of the input stage, the IP and TCP headers
are reencrypted using RC5 encryption, the IPSEC IP and ESP headers are
replaced and the packet is sent out.

As far the ESP end-points are concerned, they obtain a packet that appears
to be essentially unmodified to them. The ESP header is the same as was

initially transmitted from the source IPSEC gateway.

6.3.3 RC5 Encryption/Decryption Library

In order for the intermediate systems to be able to handle a large volume of
traffic, its decryption and reencryption has to be extremely efficient and fast.
Therefore, rather than simply using 3DES with different keys on different parts
of the packet, we use RC5 on the packet headers instead. RC5 is known for its
speed in encryption/decryption. In order to do this we implemented an RC5

library for use both by the IPSEC gateways as well as intermediate systems.
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6.3.4 Enhanced TCPdump

We also implemented an enhanced version of TCPdump which enables us to
examine ESP flows. Normally TCPdump simply examines copies of packets it
picks up from the network and displays the information contained in the headers.
In this way, TCPdump is a good tool for use by network engineers and designers.
However, when IPSEC in ESP mode is used, the only information that
TCPdump can provide is limited to the the outer IP header of the tunnel
between the IPSEC gateways. We modified this behaviour of TCPdump such
that it can now display the decrypted contents of the packets encapsulated

within the tunnel as well.
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Chapter 7

Results and Analysis

In this chapter, we present some results and analysis related to our
implementation of layered IPSEC. We provide justification for various design
choices, in the form of timing measurements and provide feasibility arguments on

the basis of both implemented applications as well as overhead measurements.

7.1 Applications

In order to demonstrate the feasibility of our approach, we implemented sample
applications. We implemented modification for both the firewall implementation
in Linux 2.2.12 as well as TCPdump 3.4. In both cases only minimal changes
were required in order to implement correct functionality. In both cases the
approach is identical. The ESP encrypted packet is decrypted, the tunneled
packet is extracted and passed on for further default processing. In the case of
TCPdump the application picks up a copy of the packet from the network,

therefore, there is no need to re-encrypt the packet. However, for the case of the
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firewall, the packet may need to be forwarded back out into the network, and
therefore, it needs to be reencrypted; and the ESP tunnel header needs to be

replaced on the packet.

7.1.1 Firewalls

We were successfully able to demonstrate correct firewall functionality on an
encrypted flow using layered IPSEC and our module for intermediate systems.
With an encrypted flow, a firewall cannot examine the complete headers of the
packets, and therefore cannot function correctly. However, with our
modifications, the firewall application is able to see the relevant information from
the packet headers, and make correct decisions about dropping or forwarding
these packets.

We performed the following experiment. The intermediate system is running
as a firewall. When ITPSEC is not used the firewall works correctly. As an
example we add a rule to block all telnet traffic (as passwords are sent clear
text). The firewall correctly blocks the attempt to telnet from one end-host to
the other. However, now if IPSEC is enabled at the security gateways, the telnet
session is permitted. This is a significant security risk as even though the traffic
up to the destination security gateway is encrypted, there might be a malicious
intruder on the other network who will be easily able to capture the password.

Therefore, we have a situation where the use of IPSEC is infact reducing the
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effectiveness of other security measures.

In the second part of the experiment we run Layered IPSEC on the security
gateways, and our layered IPSEC module for the intermediate system on the
firewall. The Layered IPSEC module decapsulates the IPSEC ESP packet,
decrypts the header information and passes the internal packet to the firewall.
Therefore, in this case, the firewall rule is correctly able to determine that a

telnet session has been requested and blocks the connection attempt.

7.1.2 Network Monitoring and Analysis

We were successfully able to demonstrate correct operation of a network
monitoring and analysis tool such as TCPdump. Layered IPSEC was used at the
IPSEC gateways, and our modified TCPdump was used on an intermediate
system. All incomming IPSEC ESP packets from the network are identified and
the encapsulated packet is extracted, the header is decrypted and then passed
onwards so that the various fields in the header can be identified. We were
correctly able to examine and record information regarding not only the IP
tunnel between the IPSEC gateway, but information from the IP and TCP
headers of the tunneled packets as well. In our prototype implementation, we
only tested our setup for one flow, therefore only one key was needed. In a more
robust implementation there might be some additional overhead involved in

locating appropriate header keys for each traffic flow.
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Figure 7.1: Comparison of encryption times for RC5 versus 3DES

7.2 'Timing Analysis

An important factor to consider when analyzing a new scheme is its practicality.
In this section we present some measurement results from our implementation,
and explain some design choices made during our implementation.

For the purposes of timing measurements we use the time stamp counter on
the Pentium chip. The RDTSC (Read Time Stamp Counter) instruction is a two
byte instruction, that returns the number of clock cycles since the CPU was
powered up. Therefore, by reading this counter twice we can compute the
number of cycles that have elapsed between the first and the second call. This
provides us with a much more accurate and meaningful measurement of time,

which are independent of the CPU clock speed.
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7.2.1 3DES v/s RC5

When first considering a system that would do layered IPSEC, we were faced
with a design choice of what encryption algorithm to use for the different parts of
the packet. The default FreeS/WAN implementation uses 3DES as its basic
encryption mechanism. However, in studying the literature, we found that there
are other choices available as well. One notable alternative, was RC5. The RC5
algorithm has been specially designed for speed and fast implementation.
Though different figures have been quoted providing the speeds of these
algorithms, we wanted to compare these two on the same platform, with the
same measuring setup. So we could choose to use either 3DES or RC5 to encrypt
the packet header and data portion with different keys, or perhaps even both on
the different parts of the packet.

Figure 7.1 shows a comparison of the time taken to encrypt a block of data
using the 3DES algorithm and the RC5 algorithm. Measurements were taken for
various block sizes, ranging from 2 to 1024 bytes. The measurements are in
numbers of cycles and can be easily converted to seconds by dividing by the clock
speed of the CPU, which was 166MHz in our case. As these encryption
algorithms operate on small protions of data at a time, the time taken to encrypt
increasingly larger blocks grows linearly. However, it is clear that the RC5
encryption(RC5 32/12/16 with 32 bit word size, 12 rounds, and 16 bytes of key

length) takes much less time than 3DES(16 bytes of key length). The data from
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Packet Size(bytes) | RC5(cycles) | 3DES(cycles)
2 1285.992 3217.761
4 1587.342 3347.378
8 1587.568 3207.518
16 2324.53 4516.135
32 4388.633 7625.232
64 8497.234 12351.9

128 16706.51 23253.11
256 33512.03 42314.46
512 66183.67 820002.76
1024 132944.6 168445.6

Table 7.1: Average Number of Cycles to Encrypt a Packet using RC5 and 3DES

our measurements is sumarized in Table 7.1.

However, the relative security offered by RC5 versus 3DES for same size key
lengths have not been evaluated in the literature; though RC5 claims to be as
secure as 3DES. Therefore, keeping in mind the faster speed of RC5, and
weighing it against its unproven strength, for our implementation of layered
IPSEC, we decided to use RC5 for encryption of the packet headers and maintain
the default use of 3DES for encryption of the data portion of the packet.

This is a favorable design choice, as the faster speed of RC5 means that it is

possible to decrypt and re-encrypt the packet header in the middle of the
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IPSEC v/s Layered IPSEC
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Figure 7.2: Comparison of time required for normal IPSEC encryption versus
Layered IPSEC encryption

network, much more efficiently. This makes the layered IPSEC concept much

more feasible and practical.

7.2.2 Overhead at IPSEC Gateways

In order to justify our approach as a viable modification, we also have to show
that it does not add too much overhead at an IPSEC Gateway compared with an
unmodified IPSEC Gateway. For this purpose we constructed an experiment
where we first measured execution time for encrypting a packet entirely with
3DES as normal IPSEC does and then measure the time required to use Layered
IPSEC on a Packet. We repeated this experiment for packet sizes of 64, 128, 256,
512 and 1024 bytes. An 8 byte header is added to our payload size specified. Our
results are shown in Figure 7.2. As can be seen the time measured in cycles to

perform Layered IPSEC on a packet(with RC5 and 3DES) is slightly less than
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Packet Size(bytes) | Normal IPSEC(cycles) | Layered IPSEC(cycles)
72 20713.26 17963.3
136 29555.53 26677.53
264 47864.7 42948.4
520 81971.09 75522.94
1032 142753.5 140684.2

Table 7.2: Average Number of Cycles to Encrypt a Packet IPSEC v/s L-IPSEC

the time required to perform 3DES on the entire packet. RC5 is a much faster
algorith than 3DES as shown by our previous experiment. However, since it is
used on such a small portion of the packet, the gains from its faster speed are not
very large. Nevertheless, the difference is sufficient to offset the overhead of 2
function calls that Layered IPSEC must make for encryption, versus 1 for normal
IPSEC.

Therefore, we see that implementing Layered IPSEC has not added significant
overhead to an IPSEC gateway. It should be noted that in this case the overhead
has been offset by the use of much faster RC5 algorithm. If 3DES were to be

used on both parts of a packet in Layered IPSEC, this would not be the case.
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Average Overhead for TCPdump
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Figure 7.3: Average Number of Cycles added to TCPdump by header decryption
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Figure 7.4: Average Number of Cycles added by IPSEC module for intermediate
nodes
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7.2.3 Overhead at Intermediate Gateways

There can be two types of intermediate nodes. The first kind are passive and do
not need to allow packets to pass through them. The second kind are those that
do allow packets to pass throught them, with or without modification. For the
first kind, the overhead comes simply from the need to decrypt the packet
headers. There is no need to reencrypt as these nodes are only passive observers
of traffic. TCPdump is a good example of this kind of an application. In the
second case, packet headers need to be reencypted before retransmission back
into the network. A firewall is an example of this type of a node.

The data from our measurements for the two different cases are summarized
in Table 7.3. Figure 7.3 shows the overhead incurred by a traffic monitoring node
that is running our enhanced TCPdump. The additional decryption overhead
added is constant as irrespective of packet size; only the same amount of packet
header bytes need to be decrypted.

Figure 7.4 shows the overhead of using Layered IPSEC on an intermediate
node that needs to modify packet headers. In this case the overhead is dependent
on the packet size as the additional processing required for handling Layered
IPSEC includes a memory allocation for creating a new packet for retransmission
(packet headers need to be added). This operation is dependent on the size of the
packet. However, even for packet sizes ranging from 64 bytes to 1K, the number

of cycles only increases from 8500 to 10,000. This provides a good indication of
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Packet Size(bytes) | TCPdump(cycles) | L-IPSEC Module(cycles)
64 4637.133 8732.88
128 4598.633 8537.08
256 4587.333 8793.82
512 4637.133 9038.70
1024 4617.933 9755.92

Table 7.3: Overhead at Intermediate Nodes

how much overhead is added by the Layered IPSEC module.
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Chapter 8

Conclusions and Future Work

In this thesis we have described an alternative mechanism for adding flexibility to
the current IPSEC standard. The current IPSEC standard has been in
development for a long period of time. The work was initiated at a time when
there was no forseable need for intermediate nodes to access information
contained within encrypted packets. This has changed quite dramatically over
the years, and applications which require such ability are gaining popularity. The
use of Layered IPSEC can provide a way of accomodating applications in the
middle of the network which violate the end-to-end security paradigm. In
Layered IPSEC, the end-to-end security concept is not violated for the data
being transmitted, only the packet header information is made visible to
intermediate nodes with valid packet header keys.

We also provided some results from our prototype implementation, regarding
the practicality of this approach. We showed how Layered IPSEC can be
implemented with only slight modifications to the base IPSEC implementation.

We also demonstrated sample applications such as Firewalls and TCPdump
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which use Layered IPSEC to obtain packet header information.

Analysis of the timing measurements from our implementation shows that the
overhead in using Layered IPSEC is not unacceptably large. Infact any system
that currently implements IPSEC can implement Layered IPSEC without any
loss in throughput. Due to the nature of Layered IPSEC, the overhead incurred
at intermediate nodes in the network is also small.

There is currently significant opposition to the concept of Layered IPSEC, in
the Internet community. Most opposition is based on arguments regarding
end-to-end security violation, unclear motivation for its use, as well as
performance drawbacks. This thesis aims at answering some of these questions
and concerns, by providing a prototype implementation as well as actual
measurements from the implementation.

On the basis of the results and arguments presented earlier in this thesis we
argue that Layered IPSEC is an important tool for adding flexibility to security
in the Internet. We also propose the use of a faster encryption algorithm such as
RC5 for data such as packet headers which need relatively less security.

Further work is needed in developing and adding a key distribution
mechanism for Layered IPSEC. For the purposes of simplicity we used manually
distributed keys for distributing RC5 keys between Layered IPSEC end-hosts and
Layered IPSEC intermediate nodes. Significant work also needs to be done in
convincing the Internet community of the value behind this approach. Formal

Internet drafts and detailed specifications need to prepared and presented at the
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IETF, before the Internet community will find it an acceptable option to add to
the IPSEC standard. Our prototype implementation only verified correct
functionality with firewalls and TCPDump. The implementation of NAT and
connection splitting gateways for Internet over satellite is similar in structure to
that of a firewall application. Both use the same Linux IPCHAINS feature that
is used by the firewall application. Therefore, the implementation of those two
applications was left for future work. Currently, a correctly working firewall
implementation is sufficient to prove the viablity of our approach. The second
implementation of TCPDump was done as it is necessary to have such a tool
when debugging a Layered IPSEC implementation and as it demonstrates an
example of a passive application which only needs to decrypt packet headers and
never has to encrypt them.

While security and efficient networks will always be in conflicts, the use of
Layered IPSEC, we hope, can bring us one step closer to finding an acceptable

balance.
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