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IPSEC-ESP in Tunnel Mode
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Traditional IPSEC Packet

3DES encryption
É

Layered-IPSEC Packet

RC5 encryption

Original
Ê
IP hdr

New 
IP hdr

ESP
hdr Data

TCP
hdr

Original
Ê
IP hdr

New 
IP hdr

ESP
hdr Data

TCP
hdr

Plain Text
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Flow1:HdrKey1
VPN

VPN

VPN

Flow1:HdrKey1,DataKey1
Ë
Flow2:HdrKey2,DataKey2
...
...

Flow2:HdrKey2,DataKey2
Ì
...
...

Flow1:HdrKey1,DataKey1
...
...

1

2

Flow2:HdrKey2

Systems without any keys
(no access to encrypted pkts)

Systems with a single key
(access to pkt headers only)

Systems with both keys
(access to entire pkt)
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