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ABSTRACT

Distributed web services are under constant threat of being
attacked from nodes, internal or external to the system. Internal
attacks may result from hijacking of trusted web servers, resulting
in loss/corruption of information, and Denial of Service (DoS) to
clients. External attacks can occur from hijacking of trusted clients
or malicious nodes leading to DoS to clients. The paper focuses on
building an attack resistant framework for web services based on
unauthorized traffic. Unauthorized traffic is a consequence of
query driven session less HTTP-request/response message based
web service applications, such as google.com. Dictionary.com etc.
Unauthorized traffic based web service applications are supposed
to have low response time. Unfortunately current mechanisms
show lack of support for this traffic, since they add extra delay due
to processing at intermediate nodes. The paper proposes a
framework that optimizes the use of secure overlay services for
unauthorized traffic. We add an extra layer of security around the
web servers, which introduces uncertainty in the adversary’s
actions and is achieved by introducing dummy servers to the
existing system, which appear as real servers to the clients or
adversaries. The dummy servers act as traps if an adversary
attacks assuming them to be real servers. Secure strategies have
been proposed to implement the dummy servers. These strategies
reduce the risk of hijacking and DoS attacks, minimize the changes
to external infrastructure, can be easily integrated with existing
security systems, do not promote ISP collaboration, and helps in
scaling the system.

1. INTRODUCTION

Web services are under constant threat of being abused by

attacks such as the following:

e Denial of service attack: These attacks can be
launched by sending flash crowds to web servers. Such
flash crowds can be generated by concatenating

distributed hosts across the network; hence the name
distributed denial of service (DDoS) attack. DDoS
attack can be launched in an unsophisticated way by
running "rootkits" and worms [6] on these malicious
nodes. The source of the flash crowds can be internal
trusted nodes or external trusted/distrusted nodes. The
trusted nodes are made to act malicious by hijacking
them.

e Information corruption: Nodes internal to the system
can be hijacked. Once hijacked, these nodes can disrupt
the information at the system, and also send malicious
information to the client side.

The malicious nodes are either internal or external to the
system, hence the name internal and external attacks. In
order to subvert such attacks we need to design framework
that protects different kinds of web services. We identify
web services on the basis of traffic generated by web
applications as follows:

e Unauthorized traffic: This can be generated from
query driven web services such as search engines
(google.com), online dictionary (dictionary.com,
word.com), map service (mapquest.com) etc. The
interaction between client and server are HTTP-request
and HTTP-response messages and do not require
authentication mechanism prior to any information
exchange. Such kind of traffic has low response times
since the user expects quick responses.

e Authorized traffic: This can be generated from web-
applications such as email service (gmail.com), e-
commerce website (amazon.com) etc. These
applications involve authentication mechanisms prior to
information exchange. Such kind of traffic can have
delay tolerance since authorization mechanisms involve
identification processing.

Recent work on resistance against DDoS [1, 2, 3,4, 5, 6, 7,

8, and 10] has focused on filtering traffic at the intermediate

nodes. The filtering criteria can be traffic from

unauthorized/illegitimate clients or absence of expected
information in the message sent by the clients. Techniques
such as [4] filter illegitimate traffic at the routers whenever
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the client identifies an attack being done using such a traffic.
Similar techniques [5, 6, 7, and 10] have been developed to
identify illegitimate traffic as weapons for launching DDoS
attacks. Unauthorized traffic is based on short lived HTTP
sessions that use TCP connections that tear down after each
use. Subjecting the unauthorized traffic to such mechanisms
would increase the response time, which is not a valid
feature for such kind of applications. However, we observe
that such solutions are more suited for authorized traffic
based web applications since they are delay tolerant at the
cost of security.

Frameworks that are based on Secure Overlay Services

(SOS) [1, 2, 3, and 6] are suited for prevention against

internal and external attacks. However, it is not suited for

unauthorized and authorized traffic, as a result of the
following problems:

- Lack of traffic Support: SOS-based techniques do not
provide support for unauthorized traffic and filter such
traffic assuming it to be a weapon to launch DoS attack.
Therefore, we cannot rely on methods that support
authorized traffic and use unauthorized traffic as a
means to filter out an attack.

- Hop Delay: We could depend on techniques such as
Secure Overlay Services (SOS) [1] to protect web
services that support unauthorized traffic based
applications. However, SOS has a potential problem for
query driven application that requires fast responses.
SOS adds hop-delays that will result in increase in
response time.

- Points of failure: A node belonging to SOS can serve
different web services. When such a node comes under
attack, it malfunctions and affects all such systems. We
need to remove such dependencies and points of failure,
in order to secure the web services.

The above rationale motivates the design of secure

framework for web services (supporting unauthorized traffic

based applications) and is derived from an optimized SOS

architecture. This paper contributes by proposing such a

framework with the following design scope:

¢ Risk Reduction: Reduce the risk involved in hijacking
and DoS or DDoS attacks by increasing the probability
of failure of the adversary, which will act as the de-
motivating factor for the adversary.

e Minimal Change to existing Infrastructure: The
change in the system should least impact the external
system such as the internet and transport protocols, and
the routers. This also includes end-host, inter-ISP and
intra-ISP cooperation.

o Co-existence with existing security features: The new
layer of security should not impact the existing security
features.

e Support Scalability of the existing system: The
addition of the security feature should have minimal
impact the scalability of the system

e Fast Query responses: The response time of the
system should not be affected by the addition of
security features.

e No external cooperation: The framework should result
in increase in traffic due to cooperation between end-
host/ISP, inter-ISP, and intra-ISP cooperation [4].

e [Ease of customization: The framework requires
minimal effort in customizing it for existing web
service architectures [12], such as cluster-based, virtual
clusters and locally distributed servers.

The proposed design introduces a set of dummy
nodes/servers that are mapped to the real nodes/servers. The
clients communicate either directly with the real servers or
indirectly via the dummy servers. However, the clients
assume direct communication with the real server. The
mapping between the real and dummy servers is a secret and
introduces uncertainty in launching internal or external
attacks. We have shown the probability of failure of the
adversary increases as the number of dummy servers is
made equal to the number of real servers. Our design
introduces (<) 1-hop delays which is an improvement over
SOS design. Moreover it does not have points of failure
since we do not use an infrastructure such as SOS.

2. DESIGN RATIONALE AND ASSUMPTIONS

The following assumptions are considered for our design:

e Servers within the system can communicate with each
other over secure reliable high bandwidth links using
their synchronization protocols.

e Any system node is capable of identifying a DoS attack
and raises an alarm.

e During a node crash, the system will bring up another
identical node with same IP address.

SOS hides the true identities of servers by introducing

hidden paths to the target nodes. These paths are like levels

in security. In case a web service uses a SOS, the target
nodes are the web servers. Therefore, the web servers are
hidden behind the SOS. We introduce an extra layer of
nodes, similar to SOS, before the web servers. This layer is
defined by dummy servers that are not used by the system
for processing requests. We assume that the adversary views
the dummy servers as real servers and will try to attack

them. Therefore the dummy servers will act as traps and as a

result the probability of its failure of the adversary will

increase.

Figure 1 illustrates the interaction between client and N
servers. We introduce K dummy servers to form the extra
layer of security. N- K servers communicate directly and
considered exposed and vulnerable to attack. Meanwhile K
servers communicate indirectly with the real servers via the
dummy servers.

We need the following features to implement the extra
security layer:



e Transparency: The client nodes should visualize the
dummy servers as real servers. In order to achieve such
transparency we need mechanisms wherein the dummy
servers should be able to process the client requests.

e Secrecy: In order to break down the system the
adversary should be in a state to distinguish between
dummy and real servers. In order to counter such an
act, we need to maintain the identities of real and
dummy servers a secret.
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Figure 1 Client-Server Interaction

3. STRATEGIES TO SUPPORT THE DESIGN

The following section tries to explain strategies that can be
used to maintain transparency and secrecy.

3.1 Transparency-based Strategy

Each dummy server is mapped to a real server. Clients
communicate with the real server via the dummy nodes. In
this case, the HTTP requests are received at the dummy
nodes and forwarded to the real nodes. Similarly the HTTP
response is received from the real server and forwarded to
the client. HTTP uses TCP at the transport layer and hence
would require two separate TCP sessions, referred in figure
2 as TCP1 and TCP2. Whenever the clients send out
requests represented by TCP1-Req, the dummy server
establishes a TCP connection with real server represented by
TCP2-req. The real server responds with TCP2-reply and
this is conveyed to client as TCPl-reply. It should be
observed here that the TCP1 and TCP2 are different, and
TCP2 represents TCP1 to the real server.

TCFl-Reg TCPZReq
TCPL-Reply TCP2-Reply

Figure 2 TCP traffic handling

The connection is made transparent since TCP2 is hidden
from the client and it always assumes interaction with the
real server. It is can be observed from Figure 2 that the
HTTP requests and response over TCP1 and TCP2 stay
invariant and are referred as TCP1-Req/TCP21-Req and

TCP1-Reply/TCP2-Reply respectively. The client always
visualizes interaction with the real server. We assume that,
whenever a dummy server is under attack, all the current
connections can be redirected to a back-up dummy server.

3.2 Secrecy-based Strategy

We add a set of dummy servers say K (< N, number of real
servers). Each dummy server is mapped to a real server. The
number K and the mapping is kept secret and can vary with
time. Therefore the adversary will be unable to distinguish
between the real and dummy servers. The IP address of the
real and dummy servers is made public and is used by the
clients for communication. Since the mapping secret we say
that it is an extra secret layer. The secret in this layer results
in uncertainty in the adversary’s decision to attack the
system.

In this approach we only have one-to-one mapping between
the real server and the dummy server; in case there is a
compromise of the dummy server, the identity of at most
one server is revealed, leaving rest of the system safe.
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Figure 3 (a) Insecure System
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Figure 3 (b) Secret Extra Layer for Figure 3 (a)

Figure 3(b) represents a secrecy-based strategy for Figure
3(a). In this case we introduce two dummy servers with
mapping (D1, R1) and (D2, R2). The client’s perspective
remains the same since the number of servers does not
change. The following sections try to answer questions
related to the use of secrecy-based strategy.

4. ATTACKS AND COUNTER MEASURES



The following subsections explain the attacks and their
counter measures.

4.1 Internal Attack

Adversaries can capture servers and use the information
stored at the server to attack other servers. Compromised
servers can collude to attack and obtain the identity of other
servers. As a result, compromise of servers can lead to
attacks that compromise the remaining servers.

In order to make the system robust, we make the real servers
incapable of discriminating between real and dummy
servers. This can be achieved by following the secret-based
strategy mentioned in section 3.2. The clients in this case are
the servers themselves. Every real server is given a set S of
IP address of servers they can communicate to, for
synchronization purpose. The set S contains a combination
of IP addresses of real servers or dummy servers. A real
server by itself is unable to discriminate between the IP
addresses of real and dummy servers. It assumes
communication with all the real servers. In case the IP
address of the dummy server is being used, communication
with the real servers happens via the dummy server. During
an attack, an adversary may compromise the real server.
However since the real server is incapable of discriminating
between the real and dummy servers, it will give no clue to
the adversary.

4.2 External Attack

Adversaries can capture trusted clients and launch attacks on
web servers that trust these clients. The following sub-
sections explain as to how the security strategy can help
prevent these attacks.

4.2.1 Delay Pattern Attack

The adversary may try to pin point a dummy server by
observing the 1-hop delay added due to the routing process.
In order to handle this situation we can add random delays
to responses to the requests that do not come from the
dummy servers. So that the adversary will not get an exact
knowledge about the real servers, thus defeating the
adversary’s purpose.

4.2.2 All node Attack

A consequence of the combination of secret and
transparency strategies is a layer of uncertainty that protects
the real servers. However, some of the real servers are
always exposed to the Internet. In order to overcome the
uncertainty, an adversary may attack all the servers. We
assume that the dummy servers are capable of recognizing
such an attack and will raise an alarm to overcome such an
attack. As a result, we will be able to protect the exposed
real servers.

As long as the adversary is unable to distinguish between the
true and dummy servers, the element of uncertainty always
confuses the adversary. Therefore, the adversary is
incapable of launching attacks [6] such as probing, adaptive
flooding, and request attack. Prevention against external and
internal attacks helps reduce the risk of DDoS by
unauthorized traffic. The reduction in risk is evident in
section 6.

5. CUSTOMIZATION FOR WEB SERVICES

A web service can be organized a locally distributed set of

servers [12], which can be defined as cluster-based, virtual

web-cluster and geographically distributed. The following
schemes customize our solution to distributed web servers:

e Cluster-based: In such a scheme, we have a web-
switch that acts as the router to the incoming and out-
going requests/responses. The IP address of the web-
switch is the publicly known to the clients. An attack
can be launched on such a system by overtaking the
web-switch. Since the web-switch has full knowledge
of the IP address of all the servers, it will come under
attack. Such an attack can be dissuaded by making the
web-switch unable to distinguish between the real and
dummy servers. It can be easily observed that the
dependence on a single web-switch makes the system
vulnerable to central point of failure. We can overcome
this problem by assuming the web-switch is the target
address for SOS. As a result, the clients observe the IP
address of these SOS as the contact point to the web
service. It has been shown in [1] that SOS offers
significant guarantee against failures due to denial of
service attack. Therefore in our improved design we
observe the use of SOS in combination with our
technique.

e Virtual web-cluster: In such a scheme, the web servers
have the same IP address. We can customize this design
to our solution by adding dummy servers with the same
IP address. A significant advantage of such an approach
can be triangular routing where the connection requests
route from dummy to real servers. However the
response and further communication takes place with
the real server.

e Locally Distributed servers: In such a distribution, the
IP address of the web servers is publicly known. We
customize this scheme to our idea by adding the IP
addresses to the pool of publicly known IP addresses.
The IP addresses of the real servers that pair with the
dummy servers are hidden. So the publicly known IP
addresses consist of IP addresses of the dummy and real
servers. It should be observed here that our original
scheme does not hide the IP addresses of the real
servers.

It can be observed that in the above customizations, that we

do not change the existing web server systems. This is

evident from the fact that the IP address remains invariant. It
is the mapping between real and dummy servers that will
determine the difference. However, this is not influenced by



web service architecture. Thus we induce minimal changes
and add ease in customization to the existing system. The
following system analyses hop delay and risk of the
proposed design.

6. ANALYSIS

This section is aimed at analyzing the framework in terms of
reduction in risk and average hop delay.

6.1 Analysis of Risk

The probability of failure of the adversary indicates the
effectiveness in security of our system. The following
analysis calculates such a probability, where for a system of
N servers with K dummy servers, the adversary attacks J
servers without being able to distinguish between the real
and dummy servers. Probability of failure of the adversary
isCCcyNC)y.

N=5 K=1 K=2 K=3 K=4 K=5

J=1 0.2000 0.4000 0.6000 0.8000 1.0000
J=2 0 0.1000 0.3000 0.6000 1.0000
J=3 0 0 0.1000 0.4000 1.0000
J=4 0 0 0 0.2000 1.0000
J=5 0 0 0 0 1.0000

Table 1 Probability of failure for (N=5, varying J (1 to 5),
K (1to5))

Table 1 illustrates different values of probability of failure,
given N = 5 for different values of K (1 to 5) and J (1 to 5).
We can observe from table 1 that in order to have
probability of failure (> .5) we need higher number of
dummy servers in the system. For K = 5, we can guarantee
100% failure of the adversary. It can be observed that in
order to attack the system, uncertainty will prevail for
probability of failure (> .5). If the number of dummy servers
being operated is made a secret, the probability of failure is
a secret. Thus, uncertainty will prevail by maintaining such
secret and will dissuade adversary. Therefore, when
designing the web services framework we need not require
the condition N = K. Therefore, we can claim that the SOS
based extra layer of security can be optimized.

N =4 K=1 K=2 K=3 K=4
J=1 0.2500 0.5000 0.7500 1.0000
J=2 0 0.1667 0.5000 1.0000
J=3 0 0 0.2500 1.0000
J=4 0 0 0 1.0000

Table 2 Probability of failure for (N=4, varying J (1 to 4),
K (1to 4))

Table 2 illustrates risk analysis for Figure 3(b), with
different values of probability of failure given, N =4, K (1
to 4) and J (1 to 4). We can observe that the probability of

failure for figure 3 is represented in column K =2. As
observed in table 1, table 2 also shows us that for larger
values of J, we need higher number of dummy servers to
keep the probability of failure (> 0.5).

6.2 Analysis of average hop delay

The average hop delay [11] (for K dummy servers, N real
serves, Average Traffic) can be calculated as follows:

_ Z.K:  AverageTraffic

Average Hop Delay €]
ZJN:l AverageTraffic
_ K * AverageTraffic @
N * AverageTraffic
K
"N 3)

It can be observed from equation 3, that the average hop-
delay is (K/N < 1) for (K <N), and hence is an improvement
over SOS where average hop-delay is > 1. For figure 3(b), K
=2, N =4 and the average hop delay is (2/4 = 0.5 <1).

7. DISCUSSION

This section discusses our design in terms of advantages; the
disadvantages with their counter measure, and compare our
design to SOS.

7.1 Advantages

The advantages are listed as follows:

e Handling DDoS attack: Our design is capable of
handling DDoS attack as it dissuades the adversary
from launching internal and external attacks (see section
4).

e Reduction in risk: As we increase the dummy servers
in the system, the likelihood of an adversary attacking a
dummy server increases (see section 6). The idea of
secret strategy will act as a dissuading factor to the
adversary. Thus we might be able to avoid external and
internal attacks.

e Co-existence with existing security strategy: Our idea
can work in conjunction with SOS by registering the IP
addresses of the dummy and real servers to the SOS. In
such a case, our system introduces uncertainty in attack
to a compromised SOS node.

¢ No change in external system: We do not make any
major changes to the external protocols such as UDP,
TCP or routers. Hence our design has minimal impact
on the Internet infrastructure.

o No External cooperation: The design does not assume
any end-host, inter-ISP and intra-ISP cooperation. Thus
making the system free of signal exchange.

¢ Reduced Response time: In SOS where hop delay is a
problem. However, the introduction of only a single
layer adds a 1-hop delay. Since some of the servers are



directly exposed the 1-hop delay is not present. As a
result, the response time will be reduced as compared to
SOS technique. It can also be observed since no prior
authentication is requires, we reduce the response time.

e Ease of customization: It has been shown in section 5
that our framework does not require any major changes
in existing web service architectures.

7.2 Disadvantages and Counter-measures

Scalability at increased cost: As the number of requests of
the clients increase, the load at the dummy servers will
increase. This can be handled by increasing the computation
power and memory capacity at the dummy servers. Since
companies are willing to invest and the requisite hardware is
getting cheaper, scalability is possible.

7.3 Comparison with Secure Overlay Services

Secure Overlay Services (SOS) hides the true identities of
servers by introducing hidden paths to target servers. These
paths are like levels in security. An attack on a node at a
given level can be handled by removing the node from the
SOS, and rerouting the traffic through another SOS node. In
case a web service uses a SOS, the target nodes are the web
servers. Therefore, the web servers are hidden behind the
SOS. It has been shown in section 5 that the probability of
failure of an adversary for SOS is 100%. However, by re-
using the SOS ideas of hiding some of the servers in our
own system, we introduce uncertainty in the adversary’s
desire to attack a web service (see section 5). We can
compare SOS with our technique in terms of the following:

e Traffic Support: Our technique provides this support,
and can also work in conjunction with techniques such
as SOS to provide support against DDoS attacks.

e Hop Delay: Removing the extra layers and leaving
certain servers directly exposed can reduce the overall
delay. This evident from subsection 6.2 where it has
been shown that the average hop delay (< 1).

e Points of Failure: The extra layer of dummy servers
are system dependent, the points of failure are removed.
A failure of a dummy server will not affect another
web-application.

8. CONCLUSION

In this paper, we develop a secure framework for web
service applications that generate traffic which does not
require authentication as a pre-condition for communication.
The design of the framework is derived by optimizing
Secure Overlay Services (SOS). However, it does not suffer
from the fundamental drawbacks of the SOS such as hop-
delay, and lack of unauthorized traffic support. The paper
proves that the framework avoids DDoS and information
corruption attacks from nodes (external/internal) that are
either acting malicious or have been compromised. The
framework can be easily integrated with existing

frameworks such as SOS, scalable at increased cost, does
not require any change in external (internet protocols),
requires no ISP collaboration and can be easily customized
for existing web service architectures.
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