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Abstract

Current wireless world witnesses multiple heterogeneous systems such as Bluetooth, IEEE 802.11, UMTS, and satellite
networks. These systems are envisioned to coordinate with each other to provide ubiquitous communications to mobile
users. A novel architecture, Architecture for ubiquitous Mobile Communications (AMC), is introduced in this paper that
integrates these heterogeneous wireless systems. AMC eliminates the need for direct Service Level Agreements (SLAs)
among service providers by using a third party, Network Inter-operating Agent (NIA). Instead of developing a new archi-
tecture, AMC extends the existing infrastructure to integrate heterogeneous wireless systems. It uses IP as the inter-
connection protocol to provide transparency to the heterogeneities of individual systems. Third-party-based authentication
and billing algorithms are designed for AMC. New handoff management protocols are also designed to support seamless
vertical handoffs between different wireless systems in AMC. Performance analysis is carried out to determine the latency
associated with vertical handoffs and the load on the NIA that arises because of these vertical handoffs. Toward this, a
network deployment scenario that consists of three types of wireless systems: WLAN, 3G, and satellite networks is con-
sidered. Moreover, the number of SLAs required in AMC is also determined for a given number of network operators. It is
also shown that by using hierarchical structure, AMC can realize the integration of heterogeneous wireless systems around
the globe.
© 2006 Elsevier B.V. All rights reserved.
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1. Introduction nologies and have different network architectures
and protocols, such as Bluetooth for personal areas,

Various heterogeneous systems exist in the cur- IEEE 802.11 for local areas, Universal Mobile Tele-
rent wireless world. They adopt different radio tech- communication System (UMTS) for wide areas, and

satellite networks for global area. These systems are
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none of them can simultaneously satisfy the low-
latency, high-bandwidth, and ubiquitous-coverage
needs of mobile users at low cost. Since different
wireless systems, each of which is optimized for
some specific service demands and coverage area,
are complementary to each other, they can co-oper-
ate to provide ubiquitous ““always best connection”
[3] to mobile users. This necessitates the design of
intelligently integrating the existing wireless systems
so that the users may receive their services via the
best available wireless network anytime anywhere.

The integrated wireless system must keep the best
features of individual networks, while at the same
time, eliminates their weaknesses and drawbacks.
It must be able to support for the best network selec-
tion based on users’ service needs so that each user is
always connected to the best available network or
networks; must have mechanisms to ensure high
quality security and privacy; and must have proto-
cols to guarantee seamless inter-system mobility.
Moreover, the architecture should be scalable, i.e.,
able to integrate any number of wireless systems of
different service providers who may not have direct
service level agreements (SLAs) among them.

The concept of integrating two or more systems to
get better performance is already in use and has been
proven to be highly efficient. The existing integrated
architectures address the following issues: integra-
tion of two specific systems, integration of any two
systems, integration of networks of multiple opera-
tors but of the same technology, and integration
of networks of different operators employing differ-
ent technologies. These architectures are described
below.

In [4,5], specific pairs of different systems are inte-
grated through an additional gateway, such as inter-
working of Digital Enhanced Cordless Telephone
(DECT) with Global System for Mobile Communi-
cations (GSM) and interworking of IS-41 with
GSM. The additional gateway proposed between a
pair of systems takes care of interworking and
inter-operating issues such as transformation of sig-
naling formats, authentication, and retrieval of user
profiles. In addition, different architectures are pro-
posed to integrate WLAN and 3G wireless networks
[6,7]. All the above architectures are limited to the
integration of a specific pair of systems and hence
are not scalable to integrate multiple systems.

The Boundary Location Register (BLR)
approach [8] is proposed to integrate any two adja-
cent networks with partially overlapping areas. In
[9] a handoff algorithm is proposed to carry out

seamless inter-system roaming under this architec-
ture. However, this approach is not scalable in the
sense that one BLR gateway is needed for each pair
of adjacent networks when integrating multiple net-
works. Moreover, the above architecture assumes
the existence of SLAs between the networks, which
is not desirable.

GSM association has proposed an inter-PLMN
(public land mobile network) backbone using
GPRS Roaming eXchange (GRX) [12] to globally
integrate the GPRS networks deployed by various
providers who may not necessarily have direct SLAs
among them. This architecture uses multiple peer
GRX nodes for connecting several GPRS networks.
This architecture is limited to only one technology,
i.e., GPRS networks.

In SMART project [13], a new architecture is
proposed to integrate heterogeneous networks.
The architecture uses two distinct networks: basic
access network and common core network for signal-
ing and data traffic, respectively. This architecture is
scalable, but requires the development and deploy-
ment of the new basic access and common core net-
works. Hence, it is not cost-efficient.

Heterogeneous network integration using Mobile
IP [15] and Session Initiation Protocol (SIP) [22] are
proposed in [14,22], respectively. In these archi-
tectures, Mobile IP and SIP use Authentication,
Authorization, and Accounting (AAA) agents to
carry out authentication and accounting during
inter-network roaming. However, these architec-
tures do not have any mechanism to decide the best
available network. Moreover, although Mobile 1P
and SIP protocols are used to carry out inter-system
handoff, seamless support of inter-system handoff is
not always guaranteed [1].

None of these existing architectures satisfy all the
previously specified requirements of the integrated
heterogeneous systems. This is our motivation
behind the design of a new architecture for hetero-
geneous wireless systems with all the desired
characteristics.

In this paper, we present the design of a novel
architecture for ubiquitous mobile communications,
AMC. AMC integrates heterogeneous wireless sys-
tems using a third-party, Network Inter-operating
Agent (NIA), thereby eliminates the need for direct
SLAs among different network operators. We
design the protocols for authentication and billing
in AMC. We also design the mobility management
protocols to support best network selection and
inter-system handoff. AMC achieves transparency
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to the heterogeneities of individual systems by using
Internet Protocol (IP) as the inter-connection proto-
col. We conduct performance analysis to investigate
the number of required SLAs, inter-system handoff
delay, and the load on NIA in AMC. Performance
results show that using hierarchical structure,
AMC can realize the integration of heterogeneous
wireless systems around the globe.

The remainder of this paper is organized
as follows. We present our proposed architecture,
AMC, in Section 2. We describe the security and
billing mechanisms in Section 3, followed by mobil-
ity management in Section 4. In Section 5, we carry
out the performance evaluation, followed by con-
clusions in Section 6.

2. The proposed architecture
2.1. IP-based inter-connection

The heterogeneities of access technologies and
network protocols adopted by different wireless net-
works ask for a common infrastructure to inter-con-
nect different networks. Since IP provides a globally
successful infrastructure for supporting applications
in a scalable and cost effective way, it is recognized
to become the core backbone network of next-gen-
eration wireless systems.

By using IP as the common inter-connection pro-
tocol, mobile users may roam among multiple wire-
less networks in a manner that is completely
transparent to different radio technologies. This
IP-based inter-connection solution hides the hetero-
geneities of the lower layer technologies from higher
layers in the TCP/IP protocol stack. Under this
solution, IP-based mobile devices with multiple
radio interfaces may roam from one radio system
to another without worrying about the communica-
tion issues at the IP layer and above. Therefore, this
approach requires no modifications to the existing
heterogeneous radio technologies and provides the
greatest transparency to ubiquitous communica-
tions in the heterogeneous environment. In addi-
tion, many existing solutions on providing QoS
guarantees in the Internet, such as Resource Reser-
vation Protocol (RSVP) [10] and Multi-Protocol
Label Switching (MPLS) [11], can be extended to
wireless environments or combined with wireless
mobility management solutions. These solutions
can provide notable benefits through traffic engi-
neering and the support of advanced IP services

such as multimedia communications and virtual pri-
vate networks.

2.2. AMC

Architectures requiring direct SLAs between dif-
ferent wireless service providers are not feasible
because of the following reasons.

e Operators have reservations to open their net-
work databases (which is required for authentica-
tion, billing, and service provisioning when SLA
is established between operators) to all other
operators.

e Each time a new operator deploys a wireless net-
work, it has to setup SLAs with every other oper-
ator separately. Given the large number of
operators, it is almost impractical for network
operators to create bilateral agreement with every
other operator. Note that to overcome this prob-
lem, in GPRS global roaming support, GSM
association has proposed to use GPRS roaming
networks [12] instead of direct SLAs among
GPRS operators.

Therefore, we propose the use of a third-party to
integrate wireless systems of different service provid-
ers. In this case, individual network operators need
to establish direct SLAs only with the proposed
third-party.

Our proposed architecture, AMC, is shown in
Fig. 1, which consists of a cdma2000, a GPRS, a
satellite network, and a WLAN of service providers
A, B, C, and D, respectively. These systems are con-
nected to the Internet through gateways, e.g.,
c¢dma2000 is connected to the Internet via Packet
data serving node (PDSN), GPRS through gateway
GPRS support node (GGSN), satellite network
through gateway stations (GS) and WLAN through
access router (AR). Note that this architecture can
integrate any number of systems of different service
providers. In Fig. 1, HLR is the home location reg-
ister and HAAA is the home AAA server.

We define two new entities Network Inter-operat-
ing Agent (NIA) and Interworking Gateway (1G) for
our proposed architecture. The NIA functions as the
third-party and the IG as the gateway between a par-
ticular system and the NIA. The NIA resides in the
Internet, whereas IG resides in each system as shown
in Fig. 1. Instead of getting connected to every other
system, the IG is connected to only one entity, NIA.
It can be implemented as a separate entity or can be
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Fig. 1. NIA-based integrated architecture for heterogeneous wireless systems.

integrated with the gateways through which individ-
ual systems are connected to the Internet, e.g.,
PDSN, GGSN, GS, AR, in case of cdma2000,
GPRS, satellite network, and WLAN, respectively.
We advocate the latter choice because in this case,
the IG can be plugged into the existing infrastructure
and thus, it is easy to implement and manage.

The NIA handles the authentication, billing, and
mobility management issues of inter-system roam-
ing. Currently, the AAA broker networks support
authentication and billing for users belonging to dif-
ferent service providers. However, they cannot han-
dle the mobility management issues, and hence,
cannot be used as the third-party.

2.3. Components of the NIA and the IG

The sub-systems of the NIA are shown in
Fig. 2(a).

a b
s \ (T (Mobility Management Unit). )|
Operators Database ) ) ( Y g )
- MIpP Seamless Roaming
WLAN | 3G __| Satellite [ FA ] [ M i ]
A,B,.. |C,D,.. | EF,. L J

Handover Management Traffic Management
Unit Unit

c ~
Authentication| fAccounting Authentication] [Accounting
Unit Unit Unit Unit

\\ ))

Fig. 2. Logical diagram showing the subsystems of the NIA and
IG.

o The authentication unit is used to authenticate
users moving between two systems belonging to
two different service providers as discussed in
Section 3.1.

e The accounting unit handles the billing issues
related to inter-system roaming as discussed in
Section 3.2.

e The operators database stores information about
the network operators who have SLAs with the
NIA.

e The handover management unit decides if the
inter-system handover (ISHO) request should
be granted. It derives the Network Access Identi-
fier (NAI) from the Mobile IP Registration
Request [15] message and verifies with the opera-
tors database for the existence of the SLA with
the home operator of the mobile terminal
(MT). When applicable, it also acts as the medi-
ator between different networks, e.g., for trans-
ferring user service profiles between them. The
handover management unit also decide about
the best available network as discussed in Section
4.1.

The components of the IG are shown in Fig. 2(b).

o The mobility management unit implements Mobile
IP [15] (MIP) functionalities using the MIP for-
eign agent (FA). Note that when a particular
wireless system already implements Mobile IP,
e.g., cdma2000, there is no need to implement
the FA in the IG. In this case, the FA in the
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IG refers to the FA already implemented in the
system. The seamless roaming module implements
mobility management algorithm for seamless
inter-system roaming as discussed in Section 4.

¢ The IG implements traffic monitoring function in
its traffic management unit by discarding the
packets coming from unauthorized users.

e The authentication unit and accounting unit pro-
vide authentication service and billing support,
respectively, as described in Section 3.

3. Authentication and billing support in AMC
3.1. Authentication

Our proposed security architecture is shown in
Fig. 3, where the Foreign Network (FN) is the net-
work where the MT is currently visiting. This archi-
tecture glues the security architectures of the FN
and the Home Network (HN) through Authentica-
tion Unit (AU) of the NTIA (AU_NIA). The use of
AU_NIA eliminates the need for any direct security
association/agreement between the FN and HN.
Both the FN and HN have separate security associ-
ation/agreement with AU_NIA. Thus, AU_NIA
functions, in essence, as a trusted third party for
authentication dialogs between the FN and HN.
The working principle of this third party based secu-
rity architecture is as follows. When a mobile user
requests services from an FN and the FN deter-

Home Network (HN)

HLR

887 link

~a=— Existing security association
< --»  MIP security association to be created

AU —> Authentication Unit

Fig. 3. The proposed security architecture for AMC.

mines that it has no service level agreement (SLA)
with the user’s HN provider, it forwards the request
to AU_NIA to authenticate the user. Then,
AU_NIA talks to the user’s HN provider and medi-
ates between the FN and HN for authentication
message exchanges. Once the user is authenticated,
AU_NIA also creates security associations/keys
required between different network entities. At the
end of the proposed security procedures, the HN
and FN will be mutually authenticated, and will
have session keys for secured data transfer.

We integrate the authentication and Mobile IP
registration processes as defined in [14]. The archi-
tecture in Fig. 3 shows the existing security associa-
tions along with the required MIP security
associations so that the FN will be able to deliver
services to the roaming MT. We use Extensible
Authentication Protocol (EAP) [16] over Diameter
[17] for end-to-end mutual authentication between
an MT and its home AAA server (AAAH). The
authentication and MIP registration are carried
out when the MT roams into the FN’s domain.
We use EAP-SIM [18] as the authentication algo-
rithm in AMC. It may be noted that any other
authentication schemes, e.g. EAP-AKA, EAP-
SKE, EAP-TLS etc., can also be used.

3.2. Billing

Once the MT is authorized by the FN, Account-
ing Unit of the IG (ACU_IG) maintains a per user
accounting record based on the charging policy of
the FN provider (e.g., connection duration,
amount of data transferred, etc.). It transfers the
accounting information either on per session basis
or in real-time to the local AAA server (AAAL)
of the FN domain. The AAAL server collects and
consolidates the accounting information for the
MT and forwards it as the FN access call detail
records (CDRs) to the Accounting Unit of the
NIA (ACU_NIA), which converts it to the CDR
format supported by the MTs home network and
forwards the final CDRs to the AAAH for billing
the user.

4. Mobility management in AMC

In AMC, two types of handoff scenarios may
arise: (1) horizontal handoff, i.e., handoff between
two base stations (BSs) of the same system and (2)
vertical handoff, i.e., handoff between two different
systems, e.g., movement from the cdma2000
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network to the WLAN in Fig. 1. Vertical handoff is
also referred as inter-system handoff. It is essential
that the applications running on a user’s terminal
remain unaware of user’s movement to ensure unin-
terrupted services with minimum QoS degradation.
This can be achieved by reducing the handoff failure
probability and handoff latency to the values that
are tolerable by the applications.

Out of several mobility management protocols,
Mobile IP [15] based mobility management for hor-
izontal and vertical handoffs is gaining more accep-
tance [1]. The standard Mobile IP is not sufficient to
carry out seamless horizontal and vertical handoffs
[1]. Micro-mobility protocols are proposed to
support seamless horizontal handoff [1]. However,
the support of seamless vertical handoff is still an
open issue. There are several issues that has to be
addressed during the vertical handoff. First, based
on the service needs of a user, the best available net-
work should be determined. Then, the authentica-
tion, authorization, and accounting procedures are
to be carried out before the Mobile IP registration
process. In AMC, the existing micro-mobility proto-
cols are used to carry out seamless horizontal hand-
off. We develop algorithms for best network
selection and seamless vertical handoff support as
described next.

In AMC, when the need for vertical handoff
arises, first the best available network is selected.
Then, the handoff initiation instance is estimated
in such a way that Mobile IP procedures are carried
out successfully before the user moves out of the
coverage area of the serving network. This handoff
instance estimation guarantees a successful inter-
system handoff.

4.1. Best network selection

Several factors influence the design of policies on
the best network selection for vertical handoff.
Monetary cost, network conditions, power con-
sumption, network performance, and user activity
history are considered as the decision metrics. In
addition, the required QoS from applications is also
an input parameter for the policy design. Moreover,
the best network selection also affects the distribu-
tion of the overall system load.

We develop a hybrid network selection scheme
that combines terminal-based and network-based
selection mechanisms. Terminal-based mechanism
allows MTs to periodically collect dynamic network
conditions and determine the best reachable net-

work for handoff by themselves. Network-based
mechanism makes globally optimized selection and
achieve load balancing for the whole system. The
objective of the proposed scheme is to provide satis-
factory overall performance of the whole system as
well as take into account the user preferences. It is a
two-level decision-making scheme. At the first level,
each MT monitors and collects the dynamically
varying network conditions for decision-making at
the terminal side. At the second level, the handover
management unit inside the NIA finds the optimal
user distribution for each individual network based
on global observations. The decision made by this
central controller is the feedback to the first level
decision as adjustments. The details of the proposed
best network selection scheme is in [25].

4.2. Seamless vertical handoff

Once the network that a user is going to move is
determined, the next challenge is to determine right
time to start the Mobile IP handoff procedures. Cur-
rently, there are several proposals using the physical
and MAC layer sensing to determine the appropri-
ate time for vertical handoff initiation. In these algo-
rithms, the implicit assumption is that the signaling
delay associated with vertical handoff is constant.
Based on this assumption, these algorithms initiate
the vertical handoff when the received signal
strength (RSS) of the serving BS of the current net-
work goes below a certain fixed threshold value, Sy,.
However, in a real scenario, the vertical handoff sig-
naling delay varies from few seconds to several tens
of seconds depending on several factors, e.g., traffic
level in the backbone network, the wireless link
quality, and the distance between the user and its
home network. In these approaches as the handoff
procedures are started when the RSS of the serving
BS drops below Sy,, these procedures must be com-
pleted before the RSS goes from Sy, to Spin, 1.€., the
minimum RSS required by an MT for successful
communication with the serving BS. Else the hand-
off process becomes unsuccessful and the MT looses
its connections. Therefore, the probability of suc-
cessful handoff depends on the time required for
the RSS to drop from Sy, to Spin. This depends
on the time that the MT requires to travel the dis-
tance over which the RSS drops from Sy, to Spin-
If we assume that the distance over which the RSS
drops from Sy, to Spin is d. Then, the time taken
by the MT to cross this distance d is equal to %,
where v is the speed of the MT. For successful
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handoff completion this time should be greater than
or equal to the handoff signaling delay, i.e., ‘L—’ > T,
where 7 is the vertical handoff signaling delay.
Therefore, for a fixed value of 7, the value of d
and the corresponding value of Sy, should be higher
for higher values value of v. Moreover, for a fixed
value of v, Sy, should be higher for higher value of
7. In summary, Sy, should be adaptive to both speed
and vertical handoff signaling delay.

The RSS of the serving BS is averaged over an
averaging window. An adaptive fuzzy logic based
handoff algorithm is proposed in [19] to select the
size of averaging window based on users’ speed.
Therefore, in this algorithm when the speed of the
user is higher less latency is introduced in handoff
decision process. However, this algorithm does not
address the above issue of variable vertical handoff
signaling delay and time taken by the MT to travel
the distance d. Numerical value of MTs speed is
used for handoff decisions in overlay cellular sys-
tems in [23,24]. This decision making is limited to
whether a handoff to macro or micro cellular system
should be carried out or not. However, they do not
address the issues related to adverse effects of MTs
speed and vertical handoff signaling delay on the
handoff performance. Therefore, the existing hand-
off algorithms can not be used for seamless vertical
handoff support in AMC.

As pointed out earlier, the numerical value of Sy,
should be adaptive to both t and v to support hand-
off performance independent of network load and
users’ speed. Toward this, we propose the use of
dynamic RSS threshold, Sy, to initiate the handoff
procedures. The operation of this dynamic RSS
threshold based handoff support can be summarized
as follows.

e Using the existing physical and MAC layer sens-
ing algorithms the need for a vertical handoff is
determined. Then, the best available network is
selected.

e The handoff latency, 7, in the event of MTs hand-
off to this selected network is estimated using the
technique proposed in [21]. Moreover, MTs
speed, v, is estimated using our own speed estima-
tion algorithm proposed in [20].

e Then, using the estimated values of t and v, the
dynamic value of RSS threshold is determined
using our algorithm proposed in [21]. The numer-
ical value of Sy, is determined such that if the
vertical handoff procedures are initiated when
the RSS of the serving network goes below Sy,

they are completed before the user moves out the
coverage area of the serving network. The seam-
less roaming module implements the algorithm for
the estimation of Sgp.

More details about handoff signaling delay esti-
mation and determination of dynamic RSS thresh-
old can be found in [21]. Moreover, the details
about the speed estimation algorithm can be found
in [20].

The operation of the vertical handoff is summa-
rized in Fig. 4. First the MT learns about a possible
vertical handoff when the RSS of its serving BS
belonging to the current network decreases continu-
ously. Then, the best available network for the MT
is selected. The MT estimates the handoff signaling
delay in the event of its movement to the selected
network. The MT also estimates its speed. Using
the handoff signaling delay and speed information,

Monitoring of RSS

NO

Is
RSS decreasing
continuously

YES

Handoff anticipation and best
network selection

and Speed Estimation,

Handoff Signaling Delay
and Estimation of Sdth

Monitoring of RSS

Vertical handoff
initiation

Fig. 4. Flow diagram of vertical handoff operation in AMC.
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Fig. 5. Inter-system handoff failure probability in AMC.

the MT determines the numerical value of Sy, and
starts to monitor the RSS of its serving BS. When,
the RSS of the serving BS drops below Sy, the
MT initiates the vertical handoff procedures.
Fig. 5 shows the comparison handoff failure proba-
bility of the existing fixed RSS threshold based ver-
tical handoff algorithms vs. the proposed dynamic
RSS threshold based vertical handoff algorithm.
The results show that by using Sg, instead of Sy,
the performance of the vertical handoff algorithms
can be significantly improved. For Fig. 5, we use
Sin = —63 dB and different values of 7. The results
are similar for other values of Sy, and 7. It may be
noted that the proposed dynamic RSS threshold
based vertical handoff algorithm can also be used
for the existing architectures that use bilateral SLAs
to integrate heterogeneous wireless systems. More-
over, when the proposed vertical handoff algorithm
is used for the existing architectures, the handoff
failure probability will be similar to that of the
AMC. This is because the handoff algorithm takes
into account the vertical handoff delay to determine
the RSS threshold that it uses for vertical handoff
initiation.

5. Performance analysis of AMC

Here, we analyze the number of required SLAs,
inter-system handoff delay, and load on NIA in
AMC.
5.1. Required number of SLAs

To compare the number of required SLAs in
AMC and the existing bilateral SLA based architec-

tures, we assume that the number of network oper-
ators is M. To realize roaming among the networks
deployed by these operators, the number of SLAs
required in case of existing bilateral SLA based
architecture, Ny, is given by

MM + 1)
I — (1)

On the other hand, the number of SLAs required in
AMC, N,, is given by

N, =M. (2)

Ni=14+2+43+- +M=

This is because in AMC each operator needs to
create only one SLA with the NIA. Therefore, when
bilateral SLA based architecture is used, the number
of SLAs required is proportional to the square of
the number of operators. Whereas, in AMC this is
linearly proportional to the number of operators.
This is a significant reduction in the number of
SLAs especially when the number of operators, M,
is large.

5.2. Inter-system handoff delay

We first study the relationship between the inter-
system handoff delay and the distance of the NIA
from an IG. Under AMC, inter-system handoff
delay consists of two components: message signal-
ing time over wireless links M ;cless and message
signaling time over the Internet M;.. According
to [9], the time to send a message is the sum of the
transmission time o, the propagation time f3, and
the processing time for the signaling message 7.
o= %, where b is the size of the signaling message
in bits and B is the bit rate of the link on which
the message is sent. Based on the model in [26],
for wireless links,

1+
Mwireless == (O( + ﬁ+ V) T (3)

A

S

where p is the probability of wireless link failure.
For wireline links,

Mwire:(a+ﬁ+y)+tq7 (4)

where {4 is the queuing delay at each router in the
Internet. When a signaling message arrives at a rou-
ter, the router may be busy processing other higher
priority messages and queue the signaling message
for deferred processing. Queuing delay at each rou-
ter depends on the packet arrival rate and process-
ing rate. Hence, it is not a function of the distance
between the NIA and an IG.
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Fig. 6. Inter-system handoff delay in AMC.

Assume that the total number of hops between
the HA and an IG is D and the total number of hops
between the NIA and the IG is d. Then, the distance
between the NIA and the HA is D — d. Based on the
signaling procedure of inter-system handoff, the
inter-system handoff delay is given by

T= 4'Mwirclcss +4'Mwirc 'd+2'Mwirc : (D_d)
(5

The relationship of the inter-system handoff delay
vs. the ratio of the distance between the NIA and
an IG to the total distance between the HA and
the 1G, i.c., %, is shown in Fig. 6. System parameters
are obtained from [9] [26]. Fig. 6 shows that the
farther the NIA from the IG, the higher the inter-

system handoff delay.
5.3. Load on the NIA

To analyze the load on the NIA, we consider that
in a particular geographic region, e.g., a city like
New York, the number of satellite networks, 3G
networks, and WLAN networks are, N, Ng, and
Ny, respectively. We assume that the satellite net-
work has global coverage and the 3G and WLAN
have coverage area of A4, and A, respectively. We
consider that a mobile user’s preference for net-
works follows the order WLAN then 3G and then
the satellite network. We also assume that the
WLANSs are overlaid with 3G networks and the
3G networks are overlaid with satellite networks.
Hence, the possible types of inter-system handoff
in the above scenario are between WLAN < 3G
and 3G < satellite networks. We assume that the

user density in satellite networks, 3G networks,
and WLANSs are, ps, pg, and p,, respectively. We
assume that the cell radius of a 3G network and
WLAN are r. and ry, respectively. If we denote
the number of cells that belong to one subnet
of the 3G network as R, the subnet crossing rate
in the 3G networks is given by [27]

vl
Ry = pg_v (6)

T

where v is the average user velocity and L is the
perimeter of one subnet in 3G networks. As each
subnet crossing results in an MIP [15] handoff, the
number of MIP handoffs in a 3G is given by (6).
Similarly, the number of WLAN to 3G and 3G to
satellite inter-system handoffs is given, respectively,
by

Ly
Rdwg = Nw pwlj; ) (7)
Le oL
Ne Vb pguL
Rigs = N gn — ng’ (8)

where v; is the average user velocity in a WLAN. L,
and L, are the perimeter of a 3G and WLAN net-
work. For simplicity, we assume that 3G networks
have coverage over the same region and have uni-
form user density. Therefore, if the density of 3G
users is p,, the user density of each 3G network is
pe/Ng. Using (6)~(8), the ratio between the total
number of vertical handoffs to that of total number
of MIP handoffs is given by

H, PgULg + Nypy 1Ly

— 9
Hy GspgULs ’ ©)

where G; is the total number of subnets in a 3G net-
work. Fig. 7(a) shows the plot of (9) vs. N,, for dif-
ferent values of v using the parameters shown in
Table 1. The results show the number of vertical
handoffs is insignificant compared to the number
of MIP handoffs. Hence, the load on the NIA
arising from inter-system handoffs is limited. In
the current implementation, one HA is used to han-
dle the MIP handoffs of a particular 3G network.

Table 1

Numerical values of parameters

Parameter Value Parameter Value

N, 1 A, 7800 km?
s 0.0083 m~2 Ay, 0.25 km?
Pe 0.0083 m—2 re 2 km

Pw 0.0083 m~2 Fe 50 m
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Fig. 7. Total number of vertical handoffs (a) relative to horizontal handoffs, (b) absolute value.

Therefore, we advocate that one NIA will be suffi-
cient to handle the inter-system roaming of a partic-
ular geographic region, e.g., a city.

Our previous discussion is for one city. As the
number of cities increases, the number of inter-
system handoffs also increases. We show the total
number of inter-system handoffs for different num-
ber of cities in Fig. 7(b). It shows that the load on
the NIA increases as the number of cities increases.
This implies that as the size of the geographic region
increases, the total number of inter-system handoffs
increases.

Based on the above results, we propose hierarchi-
cal NIA architecture to integrate wireless networks
globally to limit the load on the NIA and inter-sys-
tem handoff delay to desired values. In this hierar-
chical architecture, wireless networks of various
providers are integrated at the regional (e.g., city)
level through the first tier of NIAs. These regional
NIAs of a particular country or several countries
are then integrated through the second tier of NIAs,
followed by the third tier of NIAs to realize global
integration.

6. Conclusion
In this paper, we presented a third-party-based

integrated architecture, AMC, for heterogeneous
wireless systems. AMC reduces the cost of architec-

ture deployment by using the access and core net-
work infrastructures of the existing wireless
systems. We showed how AMC can integrate heter-
ogeneous wireless systems of different operators
who may not necessarily have direct SLAs among
them. Furthermore, security equivalent to the exist-
ing wireless systems is achieved under AMC.
Finally, advanced link layer sensing algorithms
and neighbor discovery protocols are implemented
in the IG to achieve seamless inter-system handoff
by reducing the connection interruption and hand-
off failure during inter-system handover. We also
conducted performance analysis of AMC. Perfor-
mance results showed a significant reduction in the
number of required SLAs in AMC. The results of
inter-system handoff delay and load on the NIA
can help to design hierarchical NIA architecture
which can integrate wireless networks globally.
AMC is a centralized third-party-based architec-
ture. It can afford greater control over heteroge-
neous networks for providing authentication,
service agreement, mobility management, etc. It
avoids problems of distributed coordination among
individual networks. However, it may create a single
point of failure and the third-party may become a
bottleneck, reducing performance. Advanced solu-
tions are needed to take care of the reliability and
scalability issues of AMC. The hierarchical NIA
architecture as discussed in Section 5.3 can resolve
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the bottleneck problem and still maintain the bene-
fits of centralized control.
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