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Abstract 
 
The concept of Effects-Based Operations emphasizes actions performed to achieve effects 
beyond the most obvious tactical goals. We have investigated a case of decision-making, 
regarding planning for NBC protection of Swedish forces participating in an international 
operation, which should gain from applying an effects-based approach. In this application, the 
achieved effects of actions in terms of decreased probability of casualties should be related to 
the overall goals for the mission, such as contributing to the democratic development in the 
region without compromising the safety of own forces and without superseding the budgetary 
constraints. We propose a technical concept intended for decision-makers involved in effects-
based planning to facilitate their evaluation of different strategies against conflicting goals. To 
this end we describe how Influence Diagrams may be integrated with other services in order to 
implement this functionality. We also provide an example of how the suggested approach will 
look like from an operational point of view. 
 
 

INTRODUCTION 
 
Unexpected disasters, terrorism, illegal international crimes, and spread of diseases, are all 
examples of threats that have shown upon the vulnerability of the society of today. Changes of 
the threatening in the world have radically changed the work and the assigned tasks for the 
military and for civil authorities, domestic as international. Civil security has become an 
essential part in the daily work for these authorities. The globalization of people and politics 
now requires that threats to democracy and to the safety of people needs to be managed 
independently of national borders.  

In consequence of this development, the role of the Swedish total defence has changed 
dramatically. The tasks assigned to the total defence now include defending Sweden against 
armed aggression, asserting territorial integrity, contributing to peace and security in the world 
around us and strengthening the Swedish society to meet peacetime emergencies. The previous 
separation between civilian security, rescue operations and disaster’s relief at the one hand and 
military operations at the other becomes less clear. Civilian and military resources will be 
needed to protect people from criminal actions, terrorism, accidents and natural disasters both 
within and outside the country.  

Developed mainly in the military domain, the concept of Effects Based Operations 
(EBO) emphasizes actions taken to achieve effects beyond traditionally military goals. These 
actions, performed by different organizations and authorities, are to be synchronized to 



accomplish desired effects and to avoid unwanted effects in the societal or cognitive domains, 
as well as in the physical domain. Consequently there is a major focus on how actions affect 
people’s minds:  

 
Effects-based operations are coordinated sets of actions directed at shaping the 
behavior of friends, foes, and neutrals in peace, crisis and war [Smith, 2002] 
 

To reduce, or avoid, the negative effects of future crises, preventive planning is performed to 
analyse risks and threats to the society and to design predefined plans on how to deal with 
different scenarios. Also, preparation should include how to monitor for negative effects, in 
order to quickly activate the crisis organization when needed. Once an unwanted event is 
indicated, the predefined plans are assessed in order to find the one that is most apt to reduce 
negative effects. The selected plan is continuously adapted to the unfolding situation and 
executed, until the desired end state is achieved. Such an effects-based work process, 
combining analysis with planning, execution and monitoring operations, is suggested in Figure 
1.  Following this process, actions performed by units belonging to different authorities, such as 
the police or the military, need to be carefully synchronised to achieve the desired effects. Thus, 
as suggested in Figure 2, decision-makers on different command levels need to collaborate, 
despite of the fact that they work in different kinds of environment and have different amount 
of time available to make their decisions.  
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Figure 1. An effects-based work process performed at different decision-levels 
  
This collaborative decision-making, controlling very complex and quickly unfolding situations, 
would be greatly improved by elaborated decision support services that faciliate the effects-
based analysis in combination with command support services to manage the operations. 
Several previous authors have discussed methods to perform such analysis for EBO planning 
[Wagenhals et. al., 2003]. In particular, the use of embedded simulation to predict effects 
[Brynielsson and Wallenius, 2003, Huang et. al., 2003], the use of Monte Carlo methods to 
perform predictions [Brynielsson, et. al., 2005], and the combined use of agent-based embedded 
simulation and influence diagrams to support the analysis [Suzić and Wallenius, 2005], have 
been investigated in previous papers.  

The latter approach deals with a case of riot control protecting a summit in a middle-size 
European city, either by domestic police units, or by military units as a part of an international 



mission. The work supported in this case is performed on the tactical level during an ongoing 
operation, and with only some hours available to make decisions. 

Fully inline with these approaches, we will continue discussing the design of effects-
based decision support services. The presented services will be illustrated by an example 
dealing with planning the NBC defence of a Swedish contribution to an international operation. 
This planning work is performed by members of the Joint Headquarters who belong to the 
category of decision-makers who, according to the classification in Figure 2, are working in a 
normal office environment, and have got a couple of  weeks to perform the planning. 
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Figure 2. Categories of decision-makers in a military organization, roughly classified by the 
environment in which they perform, and the time available for making decisions. 

 
 

EFFECTS-BASED PLANNING OF NBC DEFENCE 
 
The application we use as an example deals with planning for the contribution of Swedish 
forces to a peace-keeping operation mandated by the U.N. Among all the issues that need to be 
planned for, NBC defence is particular important. NATO defines NBC defence as:  
 

… all measures designed to defend against attacks with nuclear, biological, 
chemical and radiological weapons or the hazards arising from Release Other 
Than Attack. [NATO, 2003] 

 
Within the Swedish Armed Forces, the Joint Forces Command (OPIL) is responsible for 
preparing the force contribution to an U.N. operation. Within OPIL, the staff department for 



deliberate planning (J5) is responsible for the planning of this preparation, supported by other 
departments in the staff. The result of the planning is the operation plan, in which the NBC 
issues are stated in Annex U, Operations in an NBC Weapons Environment. The contents of 
this annex mainly include a) the declaration of the mission for the NBC operations, b) a 
situation description in terms of threats in the operation’s area, and c) stated tasks and directives 
for the force contribution. 

According to our fictive example, reconnaissance has shown that, among other NBC 
related threats, there is a chemical factory in the area that may be subject for an attack from 
hostile forces. If such an attack is carried out, there will potentially be a toxic release 
threatening the own forces and the population. Hence measures should be taken to reduce this 
risk of negative effects. Potential measures to perform include a) protecting the plant from 
attack, b) preparing a signal system to be able to warn and evacuate people, or c) preparing for 
Collective Protection (COLPRO) of own forces. However, each of these measures is connected 
with a cost in terms of an increased requirement of personnel. Thus, there is a trade-off between 
increased safety and keeping within the budgetary constraints. According to our interpretation 
of EBO, this trade-off is exactly what it is all about – careful consideration of the casual 
relations between actions and probable effects when making decisions. 
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Figure 3. The system view of services supporting effects-based joint operational planning of 
NBC protection. 

 
In Figure 3, a set of decision support services used by the joint operational planning staff are 
depicted to facilitate this consideration. These services are integrated with command services 
keeping track of the contents of the operation plan, i.e. mission priorities stated by the superior 
command, and tasks and directives for the forces. We will continue discussing the design of 
these services in the following sections. 



  
Figure 4. An Influence Diagram representing the casual model between actions and effects. 

 
 

THE INFLUENCE DIAGRAM 
 
As indicated in Figure 3, an Influence Diagram is used to represent a model of these casualties, 
and hence to express the relations between what is stated in the mission and the decisions that 
may be made on how to achieve this. By deploying Influence Diagrams, the situation could be 
described by joint probability density functions. In turn, these are described by products of 
conditional probability tables, each representing the probability of a certain effect to occur, 
given that a potential combination of actions is executed. Consequently, a rich and transparent 
model can be expressed, greatly facilitating predictive situation awareness [Suzić and 
Wallenius, 2005]. 

In Figure 4, we depict such an Influence Diagram using a general open source tool for 
describing decision theoretic models [Genie, 2005]. According to this causal model, there is a 
probability that the chemical plant will be subject for an attack, which then will cause casualties 
among own forces and in the civilian population. According to the example, given the current 
decision to establish a continuous protection of the factory, the probability for no attack on the 
factory is 90 %, while the probability of a small attack is 7 %, and the probability for a major 



attack is 2 %. In combination with the decisions to establish a warning system covering own 
forces but not preparing for Collective Protection, the probability of no casualties caused by a 
toxic release from the factory is a 93 %, the probability of more than zero casualties but less 
than 10 is 4 %, and the probability of more than 10 casualties is 3 %.  

There may also be other NBC related threats, here omitted for simplification, which need 
to be considered during the planning process. Hence the influence diagram includes a node that 
aggregates the expected casualties from different threats into one probability distribution. The 
purpose of this node is to compare the expected effects with the mission requirements. Hence 
the requirements need to be stated in terms of a scheme for classifying potential outcomes. In 
this case, the mission requirements state that the acceptable state, denoted ‘OK’, admits no 
casualties at all, while more than zero casualties implies an unacceptable state, denoted ‘Not 
OK’, and while more than 10 casualties is considered being a disastrous state, denoted ‘Severe’.  

The costs of different actions, in terms of the required number of personnel, are also 
aggregated in a similar manner, making it possible to compare the expected outcomes of 
different combinations of measures. Hence the decision-maker may explore the space of 
possible decisions in order to find the optimal trade-off between cost and risks. According to 
the decisions made in the example in Figure 4, the probability for casualties may be acceptable; 
however the required number of personnel is too high. 
 

INTEGRATING WITH OTHER SERVICES 
 

Further indicated by Figure 3, the influence diagram should be part of a system of services that 
together fully support the effects-based work processes. 

One problem with influence diagrams is that it is very cumbersome to fill in the casual 
relationships represented by the conditional probability tables in the influence diagram. Hence, 
better tools are needed to set up these relationships. This could be dealt with by using agent-
based Monte Carlo simulations to retrieve the probability distributions of effects given different 
combinations of actions [Suzić and Wallenius, 2005]. In this case, we however suggest that 
dedicated decision support tools for NBC protection should be used (which are denoted ‘NBC 
Specific Services’ in Figure 3). Thus, repeated automated questions should be put to some kind 
of an expert system, asking for the expected number of casualties given a certain attack on the 
factory and given different weather conditions. 

Another problem with influence diagrams is that, in order to be informative, they tend to 
grow and get very complex. Also, it may be difficult for decision-makers to relate to the 
probability distributions presented in the diagrams. An attempt to aggregate the information 
from an influence diagram, and to make it more comprehensible, is depicted in Figure 5. In this 
human-machine interface, the information pieces in the plan regarding mission objectives, 
situation, tasks and directives directly refer to nodes in an underlying influence diagram. 

The probabars on the right in Figure 5 give a rough indication of the current probability 
distributions. Applying a colour scheme corresponding to the classification of outcomes, e.g. 
‘Green’ for ‘OK’, ‘Yellow’ for ‘Not OK’, and ‘Red’ for ‘Severe’, will give a quick 
understanding of the expected outcome compared to the mission requirements. A fully green 
bar means that there is a probability of almost 100 % that the outcome will fulfil the 
requirements. Some yellow part in the bar indicates that there is some probability for an 
unacceptable outcome, representing a risk that still may be reasonable to accept. However, if 
some red part is visible, there is a substantial probability of a disastrous outcome, which hence 
represents a risk that may be highly unreasonable to allow.        
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Figure 5. An example of a browser service visualizing the NBC annex of the operation plan 
together with “probabars” representing the estimated effects of current decisions. 

 
 

CONCLUSIONS 
 
Coordinated research of EBO in the areas of crisis management, disaster relief, police work and 
military operations would greatly support a safer world. Such research should involve in many 
challenges, including how to prepare for the unexpected, how to quickly adapt to upcoming and 
evolving situations by flexible methods and organizations, and how collaborative decision-
making and management procedures can be supported utilizing artificial intelligence and 
network technology. The design of novel means for interacting with computers and the design 
of decision support services to analyse the evolving situation and the effects of actions in the 
physical, social, and cognitive domains should play a vital part in this research.  

We have merely touched upon a few of these issues by suggesting a design of decision 
support services facilitating effects-based planning on the operative decision-level. Employing 
influence diagrams provides rich models of the causal relationships between measures and 
effects in a given situation. There are however major challenges in how to interact with these 
models in an effective manner. An interdisciplinary approach to the research on methods and 
technology for analysing, planning, executing and monitoring effective operations is hence 
required. This research should combine human and technological research to ensure a holistic 
view of this development. 
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