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7DEOH�RI�&RQWHQWV
3UHIDFH �

6HFWLRQ����,QVWDOO�DQG�6HW�8S�*LW/DE�2Q�3UHPLVHV�RU
LQ�WKH�&ORXG
&KDSWHU����,QWURGXFLQJ�WKH�*LW/DE�$UFKLWHFWXUH �

7HFKQLFDO�UHTXLUHPHQWV �
7KH�RULJLQV�RI�*LW/DE �
([SORULQJ�*LW/DE�HGLWLRQV�b�&(�DQG�(( ��
7KH�FRUH�V\VWHP�FRPSRQHQWV�RI�*LW/DE ��

1*,1; ��
'HEXJJLQJ�1*,1; ��

8QLFRUQ ��
'HEXJJLQJ�8QLFRUQ ��

7LPHRXWV�LQ�8QLFRUQ�ORJV ��
8QLFRUQ�SURFHVVHV�GLVDSSHDU� ��
2WKHU�NLQGV�RI�HUURUV�RU������&38�ORDG ��

6LGHNLT ��
'HEXJJLQJ�6LGHNLT ��

6LGHNLT�SURFHVVHV�GLVDSSHDU ��
$�6LGHNLT�SURFHVV�LV�VHHPLQJO\�GRLQJ�QRWKLQJ ��
2WKHU�NLQG�RI�HUURUV�RU������&38�ORDG ��

*LW/DE�6KHOO ��
'HEXJJLQJ�*LW/DE�6KHOO ��

5HGLV ��
%DVLF�GDWD�RSHUDWLRQV�LQ�5HGLV ��

*LWDO\ ��
'HEXJJLQJ�*LWDO\ ��

*LW/DE�:RUNKRUVH ��
'HEXJJLQJ�*LW/DE�:RUNKRUVH ��

'DWDEDVH ��
'HEXJJLQJ�3RVWJUH64/ ��

*LW/DE�&, ��
3LSHOLQHV�DQG�MREV ��

*LW/DE�5XQQHUV ��
,VVXHV�ZLWK�WKH�ROG�UXQQHU ��
6ZLWFKLQJ�WR�*R ��

&ORXG�QDWLYH ��
6XPPDU\ ��
4XHVWLRQV ��
)XUWKHU�UHDGLQJ ��
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&KDSWHU����,QVWDOOLQJ�*LW/DE ��
7HFKQLFDO�UHTXLUHPHQWV ��
,QVWDOOLQJ�*LW/DE�XVLQJ�RPQLEXV�SDFNDJHV ��

2PQLEXV�VWUXFWXUH ��
3URMHFW�GHILQLWLRQ ��
,QGLYLGXDO�VRIWZDUH�GHILQLWLRQV ��
$�*LW/DE�FRQILJXUDWLRQ�WHPSODWH ��
&KHI�FRPSRQHQWV ��
5XQLW�UHFLSH ��
7HVWV ��
JLWODE�FWO�FRPPDQGV ��

5XQQLQJ�WKH�LQVWDOOHU ��
%URZVLQJ�WR�WKH�H[WHUQDO�85/�DQG�ORJLQ ��
8SJUDGH�XVLQJ�WKH�RPQLEXV�JLWODE�SDFNDJH ��

5XQQLQJ�IURP�VRXUFH ��
2SHUDWLQJ�V\VWHP�b�'HELDQ��� ��

5HTXLUHG�EDVLF�VRIWZDUH�SDFNDJHV ��
5HTXLUHG�SURJUDPPLQJ�ODQJXDJHV ��

5XE\ ��
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1RGH�MV ��

6\VWHP�XVHUV ��
64/�GDWDEDVH ��
5HGLV�PHPRU\�GDWDEDVH ��
*LW/DE ��
,QVWDOOLQJ�*LW/DE�6KHOO ��
,QVWDOOLQJ�*LW/DE�:RUNKRUVH ��
,QVWDOOLQJ�*LWDO\ ��
,QLWLDOL]LQJ�WKH�GDWDEDVH�DQG�DFWLYDWLQJ�DGYDQFHG�IHDWXUHV ��
)LQDO�VWHSV�IRU�SUHSDULQJ�WKH�V\VWHP ��
3UHSDULQJ�WR�VHUYH ��

&RPSLOLQJ�*HW7H[W�32�ILOHV ��
&RPSLOLQJ�DVVHWV ��
6WDUWLQJ�\RXU�*LW/DE�LQVWDQFH ��
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8VLQJ�LW�IURP�'RFNHU ��

5XQQLQJ�WKH�LPDJH�GLUHFWO\ ��
&RQILJXULQJ�*LW/DE�DIWHU�VWDUWXS ��
6WDUWLQJ�WKH�FRQWDLQHU�ZLWK�FRQILJXUDWLRQ�VHWWLQJV�DV�LQSXW ��
8SJUDGLQJ�*LW/DE ��
5XQ�*LW/DE�&(�RQ�D�GLIIHUHQW�,3�DGGUHVV ��
'HEXJJLQJ�WKH�FRQWDLQHU ��

,QVWDOO�*LW/DE�XVLQJ�'RFNHU�&RPSRVH ��
8SGDWLQJ�*LW/DE�XVLQJ�'RFNHU�&RPSRVH ��

'HSOR\LQJ�*LW/DE�XVLQJ�.XEHUQHWHV ��
*LW/DE�5XQQHU�+HOP�FKDUW ��

'HSOR\LQJ�RI�D�*LW/DE�5XQQHU�WR�.XEHUQHWHV ��
*LW/DE�+HOP�FKDUW ��

'HSOR\LQJ�*LW/DE�WR�.XEHUQHWHV ��



���(!`+"`�+*0!*0/

S`%%%`T

0RQLWRULQJ�WKH�GHSOR\PHQW ��
,QLWLDO�ORJLQ ��

2XWJRLQJ�HPDLO ��
8SGDWLQJ�*LW/DE�XVLQJ�WKH�+HOP�FKDUW ��
8QLQVWDOOLQJ�*LW/DE�XVLQJ�WKH�+HOP�FKDUW ��

&UHDWLQJ�GURSOHWV�RQ�'LJLWDO2FHDQ ��
6XPPDU\ ��
4XHVWLRQV ��
)XUWKHU�UHDGLQJ ��

&KDSWHU����&RQILJXULQJ�*LW/DE�8VLQJ�WKH�:HE�8, ��
7HFKQLFDO�UHTXLUHPHQWV ��
&RQILJXULQJ�*LW/DE�VHWWLQJV�DW�WKH�LQVWDQFH�OHYHO ��

0HQX�RSWLRQV ��
0RQLWRULQJ ��
0HVVDJHV ��
6\VWHP�KRRNV ��

3OXJLQV ��
$SSOLFDWLRQV ��
$EXVH�UHSRUWV ��
/LFHQVH ��
.XEHUQHWHV ��
3XVK�UXOHV ��
*HR ��
'HSOR\�.H\V ��
6HUYLFH�WHPSODWHV ��
$SSHDUDQFH ��
6HWWLQJV ��

*HQHUDO ��
9LVLELOLW\�DQG�DFFHVV�FRQWUROV ��
$FFRXQW�DQG�OLPLW ��
'LII�OLPLWV ��
6LJQ�XS�UHVWULFWLRQV ��
6LJQ�LQ�UHVWULFWLRQV ��
7HUPV�RI�VHUYLFH�DQG�SULYDF\�SROLF\ ��
([WHUQDO�DXWKHQWLFDWLRQ ��
:HE�7HUPLQDO ��
:HE�,'( ��

,QWHJUDWLRQV ��
(ODVWLFVHDUFK ��
3ODQW80/ ��
7KLUG�SDUW\�RIIHUV ��
6QRZSORZ ��

5HSRVLWRU\ ��
5HSRVLWRU\�PLUURU ��
5HSRVLWRU\�VWRUDJH ��
5HSRVLWRU\�PDLQWHQDQFH ��

7HPSODWHV ��
&,�&' ��
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$XWR�'HY2SV�VHWWLQJV ��
6KDUHG�UXQQHU�VHWWLQJV ��
&RQWDLQHU�UHJLVWU\ ��

5HSRUWLQJ ��
6SDP�DQG�DQWL�ERW�SURWHFWLRQ ��
$EXVH�UHSRUWV ��
(UURU�UHSRUWLQJ�DQG�ORJJLQJ ���

0HWULFV�DQG�SURILOLQJ ���
0HWULFV�b�,QIOX['% ���
0HWULFV�b�3URPHWKHXV ���
3URILOLQJ�b�3HUIRUPDQFH�%DU ���
8VDJH�VWDWLVWLFV ���
3VHXGRQ\PL]HU�GDWD�FROOHFWLRQ ���

1HWZRUN ���
3HUIRUPDQFH�RSWLPL]DWLRQ ���
8VHU�DQG�,3�UDWH�OLPLWV ���
2XWERXQG�UHTXHVWV ���
*HR ���

3UHIHUHQFHV ���
(PDLO ���
+HOS�SDJH ���
3DJHV ���
5HDO�WLPH�IHDWXUHV ���
*LWDO\ ���
/RFDOL]DWLRQ ���

&RQILJXULQJ�*LW/DE�VHWWLQJV�DW�WKH�JURXS�OHYHO ���
&RQILJXULQJ�*LW/DE�VHWWLQJV�DW�WKH�SURMHFW�OHYHO ���

*HQHUDO ���
1DPLQJ��WRSLFV��DYDWDU ���
9LVLELOLW\��SURMHFW�IHDWXUHV��SHUPLVVLRQV ���
0HUJH�UHTXHVWV ���

6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU����&RQILJXULQJ�*LW/DE�IURP�WKH�7HUPLQDO ���
7HFKQLFDO�UHTXLUHPHQWV ���
&RQILJXULQJ�RPQLEXV�DQG�*LW/DE�LQVWDOODWLRQV�IURP�WKH�WHUPLQDO ���
&RQILJXULQJ�VRXUFH�LQVWDOODWLRQV ���

*LW/DE�DSS�VHWWLQJV ���
6WRULQJ�ELJ�ILOHV ���

8VLQJ�REMHFW�VWRUDJH ���
*LW/DE�SDJHV ���
0DWWHUPRVW ���
*UDYDWDU ���
6LGHNLT ���

*LW/DE�5HJLVWU\ ���
*LW/DE�&,�VHWWLQJV ���
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$XWK�VHWWLQJV ���
$GYDQFHG�VHWWLQJV ���
5DFN�$WWDFN ���

5HFRQILJXULQJ�*LW/DE�'RFNHU�FRQWDLQHUV ���
&KDQJLQJ�*LW/DE�LQ�D�.XEHUQHWHV�HQYLURQPHQW ���

%DVLF�FRQILJXUDWLRQ ���
&RQILJXULQJ�7/6 ���
&RQILJXULQJ�RXWJRLQJ�HPDLOV ���
2WKHU�VHWWLQJV ���

6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

6HFWLRQ����0LJUDWLQJ�'DWD�IURP�'LIIHUHQW�/RFDWLRQV
&KDSWHU����,PSRUWLQJ�<RXU�3URMHFW�IURP�*LW+XE�WR�*LW/DE ���

7HFKQLFDO�UHTXLUHPHQWV ���
8VLQJ�WKH�*LW+XE�LQWHJUDWLRQ�IHDWXUH ���

3UHSDULQJ�*LW+XE�IRU�H[SRUW ���
3UHSDULQJ�*LW/DE�IRU�LPSRUW ���
5XQQLQJ�WKH�LPSRUW ���

8VLQJ�D�*LW+XE�WRNHQ ���
3UHSDULQJ�*LW+XE�IRU�H[SRUW ���
5XQQLQJ�WKH�LPSRUW ���

8VLQJ�D�*LW/DE�UDNH�WDVN ���
3UHSDULQJ�*LW/DE�IRU�LPSRUW ���
5XQQLQJ�WKH�LPSRUW ���

6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU����0LJUDWLQJ�IURP�&96 ���
7HFKQLFDO�UHTXLUHPHQWV ���
&96�YHUVXV�*LW ���

)LOHVHWV�YHUVXV�FKDQJHVHWV ���
*LW�EUDQFKLQJ ���
&UHDWLQJ�UHSRVLWRULHV ���
$WRPLF�RSHUDWLRQV ���
2EMHFW�QDPLQJ�RU�UHIHUHQFLQJ�YHUVLRQV ���
.H\ZRUG�VXEVWLWXWLRQ ���
%LQDU\�EOREV ���
$PHQGLQJ�FRPPLWV ���
$�FHQWUDO�UHSRVLWRU\ ���
$FFRPSDQ\LQJ�WRROVHW ���
'HWHFWLQJ�ILOH�UHQDPHV ���
&RPPLW�EHIRUH�PHUJH ���
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3UHSDULQJ�WR�PLJUDWH�IURP�&96�WR�*LW ���
3UHSDULQJ�IRU�D�FRQYHUVLRQ�XVLQJ�FYV�IDVW�H[SRUW ���
3UHSDULQJ�IRU�D�FRQYHUVLRQ�XVLQJ�FYV�JLW ���

5XQQLQJ�WKH�FRQYHUVLRQ ���
&RQYHUWLQJ�GDWD�XVLQJ�FYV�IDVW�H[SRUW ���
&RQYHUWLQJ�GDWD�XVLQJ�FYV�JLW ���

&OHDQLQJ�XS�DIWHU�PLJUDWLRQ ���
6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU����6ZLWFKLQJ�IURP�691 ���
7HFKQLFDO�UHTXLUHPHQWV ���
7KH�GLIIHUHQFH�EHWZHHQ�691�DQG�*LW ���

6HFXULW\�DQG�DFFHVV�FRQWURO ���
6SDFH�UHTXLUHPHQWV�DQG�UHIHUHQFHV ���
%UDQFKLQJ ���
+DQGOLQJ�ELQDULHV�ZLWK�691�DQG�*LW ���

0LUURULQJ�691�DQG�*,7 ���
1R�V\QF��MXVW�FRQYHUW ���

8VLQJ�VYQ�JLW�WR�PLJUDWH�LQ�RQH�FXW ���
6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU����0RYLQJ�5HSRVLWRULHV�IURP�7)6 ���
7HFKQLFDO�UHTXLUHPHQWV ���
7)6�YHUVXV�*LW ���
&HQWUDOL]HG�RU�GHFHQWUDOL]HG ���

+DQGOLQJ�FKDQJHV ���
%UDQFKLQJ�DQG�PHUJLQJ�FDSDFLW\ ���
+LVWRU\ ���
7UDFHDELOLW\ ���
)LOH�KDQGOLQJ ���

7KH�JLW�WIV�WRRO ���
3UHSDULQJ�WR�PLJUDWH ���

6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

6HFWLRQ����,PSOHPHQW�WKH�*LW/DE�'HY2SV�:RUNIORZ
&KDSWHU����*LW/DE�9LVLRQ���WKH�:KROH�7RROFKDLQ�LQ�2QH�$SSOLFDWLRQ ���

7HFKQLFDO�UHTXLUHPHQWV� ���
7KH�$JLOH�0DQLIHVWR ���
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7KH�LQLWLDO�PRGHO�b�ZDWHUIDOO ���
5R\FH
V�PRGHO ���
7KH�VDVKLPL�PRGHO ���
7KH�9�PRGHO ���
'6'0 ���

7LPHER[LQJ ���
0R6&R: ���

6FUXP ���
&U\VWDO�PHWKRGV ���

;3 ���
)LQH�VFDOH�IHHGEDFN ���

3ODQQLQJ�JDPH ���
5HOHDVH�SODQQLQJ ���
,WHUDWLRQ�SODQQLQJ ���

3DLU�SURJUDPPLQJ ���
7HVW�'ULYHQ�'HYHORSPHQW ���

&RQWLQXRXV�SURFHVVHV ���
&RQWLQXRXV�LQWHJUDWLRQ ���
5HIDFWRULQJ ���
6KRUW�LWHUDWLRQV ���

(YHU\ERG\�RZQV�WKH�FRGH ���
6KDUHG�XQGHUVWDQGLQJ ���
&RGLQJ�VWDQGDUGV ���
6LPSOH�GHVLJQ ���
6\VWHP�PHWDSKRU ���

7KH�'HY2SV�PRYHPHQW ���
+LVWRU\�RI�WKH�PRYHPHQW ���

)RXU�4XDGUDQW�0RGHO ���
)RXU�OHYHOV�RI�FRPSHWHQFH ���

7KH�WRROFKDLQ ���
6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU�����&UHDWH�<RXU�3URGXFW��9HULI\��DQG�3DFNDJH�LW ���
7HFKQLFDO�UHTXLUHPHQWV ���
7KH�*LW/DE�ZRUNIORZ ���
'HY2SV�SKDVH�b�PDQDJH�\RXU�LGHDV ���

&\FOH�DQDO\WLFV ���
'HY2SV�SKDVH�b�SODQ�\RXU�IHDWXUH ���

,VVXHV ���
&RQWHQW ���
6WDWXV�RI�WKH�LVVXH ���
0HWD�LQIRUPDWLRQ ���

'LVFXVVLRQV ���
0LOHVWRQHV ���
(SLFV ���
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7LPH�WUDFNLQJ ���
4XLFN�DFWLRQV ���
7KH�3URMHFW�,VVXH�ERDUG ���
7RGRV ���

'HY2SV�SKDVH�b�FUHDWH�LW� ���
3URMHFWV�DQG�JURXSV ���
6QLSSHWV ���
:HE�,'( ���
:LNL ���

3URWHFWHG�EUDQFKHV ���
0HUJH�UHTXHVWV ���

'HY2SV�SKDVH�b�YHULI\�\RXU�SURGXFW ���
&RGH�4XDOLW\�UHSRUWV ���
5HYLHZ�DSSV ���

'HY2SV�SKDVH�b�SDFNDJH�LW�IRU�XVH ���
*LW/DE�FRQWDLQHU�UHJLVWU\ ���

6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU�����7KH�5HOHDVH�DQG�&RQILJXUH�3KDVH ���
7HFKQLFDO�UHTXLUHPHQWV ���
&RQWLQXRXV�'HSOR\PHQW ���
$XWR�'HY2SV ���

&RQILJXULQJ�$XWR�'HY2SV ���
%XLOG�VWHS ���
&RGH�TXDOLW\�VFDQ ���
&RQWDLQHU�VFDQQLQJ ���
'HSHQGHQF\�VFDQQLQJ ���
/LFHQVH�PDQDJHPHQW ���
6WDWLF�DSSOLFDWLRQ�VHFXULW\�WHVWLQJ��VDVW� ���
7KH�ILQDO�WHVW�VWHS ���
3URGXFWLRQ ���
3HUIRUPDQFH ���

6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU�����0RQLWRULQJ�ZLWK�3URPHWKHXV ���
7HFKQLFDO�UHTXLUHPHQWV ���
6HWWLQJ�XS�3URPHWKHXV ���

8VLQJ�DQ�H[WHUQDO�3URPHWKHXV�KRVW ���
(QDEOLQJ�WKH�H[WHUQDO�GDVKERDUG�OLQN ���

&XVWRPL]LQJ�PRQLWRULQJ ���
7KH�VWDWLF�DQDO\VLV�RI�VHFXULW\�YXOQHUDELOLWLHV ���
'\QDPLF�$SSOLFDWLRQ�6HFXULW\�7HVWLQJ ���
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'HSHQGHQF\�FKHFNLQJ ���
6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU�����,QWHJUDWLQJ�*LW/DE�ZLWK�&,�&'�7RROV ���
7HFKQLFDO�UHTXLUHPHQWV ���
8VLQJ�-LUD�ZLWK�*LW/DE� ���
&RQQHFWLQJ�-HQNLQV�WR�*LW/DE ���
,QWHJUDWLQJ�ZLWK�0DWWHUPRVW ���
8VLQJ�ZHEKRRNV�IRU�HYHQWV ���
6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

6HFWLRQ����8WLOL]H�*LW/DE�&,�DQG�&,�5XQQHUV
&KDSWHU�����6HWWLQJ�8S�<RXU�3URMHFW�IRU�*LW/DE�&RQWLQXRXV�,QWHJUDWLRQ ���

7HFKQLFDO�UHTXLUHPHQWV ���
3LSHOLQHV ���
-REV ���
&UHDWLQJ��JLWODE�FL�\PO ���
&RQILJXULQJ�D�UXQQHU ���

*LW/DE�5XQQHU�IHDWXUHV ���
6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU�����,QVWDOOLQJ�DQG�&RQILJXULQJ�*LW/DE�5XQQHUV ���
7HFKQLFDO�UHTXLUHPHQWV ���
7KH�5XQQHU�FOLHQW�DUFKLWHFWXUH ���

%DVLF�DUFKLWHFWXUH ���
&UHDWLQJ�D�EDVLF�5XQQHU�ZLWK�WKH�VKHOO�H[HFXWRU ���

,QVWDOOLQJ�5XQQHU�RQ�/LQX[ ���
8VLQJ�D�SDFNDJH�PDQDJHU ���
8VLQJ�D�PDQXDO�LQVWDOODWLRQ ���
8SGDWLQJ�D�PDQXDOO\�LQVWDOOHG�UXQQHU�ELQDU\ ���

,QVWDOOLQJ�RQ�0DF ���
7KH�PDQXDO�ZD\�RI�LQVWDOOLQJ�D�UXQQHU ���
,QVWDOOLQJ�DQG�XVLQJ�WKH�+RPHEUHZ�SDFNDJH�PDQDJHU ���
8SGDWLQJ�D�PDQXDOO\�LQVWDOOHG�UXQQHU�ELQDU\ ���

,QVWDOOLQJ�RQ�:LQGRZV ���
5HJLVWHULQJ�D�UXQQHU ���

7KH�LQWHUDFWLYH�ZD\�RI�UHJLVWHULQJ�D�UXQQHU ���
7KH�QRQ�LQWHUDFWLYH�ZD\�RI�UHJLVWHULQJ�D�UXQQHU ���

5XQQLQJ�WKH�QLJKWO\�YHUVLRQ ���
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6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU�����8VLQJ�*LW/DE�5XQQHUV�ZLWK�'RFNHU�RU�.XEHUQHWHV ���
7HFKQLFDO�UHTXLUHPHQWV ���
5XQQHU�FOLHQW�DUFKLWHFWXUH ���
&UHDWLQJ�\RXU�RZQ�'RFNHUL]HG�*LW/DE�5XQQHU ���
8VLQJ�D�SUHEXLOW�'RFNHU�FRQWDLQHU�WR�GHSOR\�*LW/DE�5XQQHUV ���
8VLQJ�D�.XEHUQHWHV�FOXVWHU�WR�VSDZQ�*LW/DE�5XQQHUV ���
6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU�����$XWRVFDOLQJ�*LW/DE�&,�5XQQHUV ���
7HFKQLFDO�UHTXLUHPHQWV ���
5XQQHU�FOLHQW�DUFKLWHFWXUH ���
6HWWLQJ�XS�WKH�HQYLURQPHQW ���

3UHSDULQJ�D�EDVWLRQ�KRVW ���
'HSOR\LQJ�WKH�*LW/DE�5XQQHU�VRIWZDUH ���
,QVWDOOLQJ�'RFNHU�0DFKLQH ���

&RQILJXULQJ�WKH�5XQQHU ���
2II�SHDN�WLPH�PRGH�FRQILJXUDWLRQ ���
'LVWULEXWHG�UXQQHUV�FDFKLQJ ���

6HWWLQJ�WKH�FDFKH�JOREDOO\� ���
6HWWLQJ�WKH�FDFKH�DW�WKH�SURMHFW�OHYHO ���

'LVWULEXWHG�FRQWDLQHU�UHJLVWU\�PLUURULQJ ���
,QVWDOOLQJ�DQG�UXQQLQJ�D�SUR[\�FRQWDLQHU�UHJLVWU\�DQG�D�FDFKLQJ�VHUYHU ���

3UR[\�FRQWDLQHU�UHJLVWU\ ���
&DFKLQJ�VHUYHU ���

&UHDWLQJ�DQ�6��EXFNHW�LQ�$PD]RQ�:HE�6HUYLFHV ���
&UHDWLQJ�\RXU�RZQ�0LQ,2�VHUYHU ���

6FDOLQJ�\RXU�UXQQHUV ���
8VLQJ�'RFNHU�0DFKLQHV�ZLWK�D�ORFDO�9LUWXDO%R[�LQVWDQFH ���
8VLQJ�GRFNHU�PDFKLQHV�WKDW�KDYH�EHHQ�FUHDWHG�RQ�$PD]RQ�:HE�6HUYLFHV
�(&�� ���

6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU�����0RQLWRULQJ�&,�0HWULFV ���
7HFKQLFDO�UHTXLUHPHQWV ���
(QDEOLQJ�PRQLWRULQJ�IRU�5XQQHUV ���
(GLWLQJ�WKH�*LW/DE�5XQQHU�FRQILJXUDWLRQ�ILOH ���
5XQQHU�EXVLQHVV�ORJLF�PHWULFV ���

.H\�PHWULFV�WR�ZDWFK ���
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*HQHUDO�SURFHVV�PHWULFV ���
.H\�PHWULFV�WR�ZDWFK ���
$OHUW�PDQDJHPHQW ���

6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

6HFWLRQ����6FDOH�WKH�6HUYHU�,QIUDVWUXFWXUH�
(High $YDLODELOLW\�6HWXS�
&KDSWHU�����&UHDWLQJ�D�%DVLF�+$�$UFKLWHFWXUH�8VLQJ�+RUL]RQWDO�6FDOLQJ ���

7HFKQLFDO�UHTXLUHPHQWV ���
7KH�XQGHUO\LQJ�DUFKLWHFWXUH�RI�WKLV�VROXWLRQ ���

$PD]RQ�VHUYLFHV ���
(ODVWLF�FRPSXWH�FORXG��(&�� ���
&ODVVLF�ORDG�EDODQFHU ���
9LUWXDO�SULYDWH�FORXG�DQG�VXEQHWV ���
6*V ���

7HUUDIRUP ���
,QVWDOOLQJ�7HUUDIRUP ���

$QVLEOH ���
,QVWDOOLQJ�WKH�$QVLEOH�7HUUDIRUP�SURYLGHU ���
6WDUWLQJ�ZLWK�WKH�FRGH ���

YSF�WI ���
VXEQHW�WI ���
LQVWDQFH�WI ���
DQVLEOHBKRVW�WI ���
URXWHBWDEOH�WI ���
VHFXULW\BJURXS�WI ���
YDULDEOH�WI ���
NH\SDLU�WI ���
OE�WI ���
SURYLGHUV�WI ���

3UHSDULQJ�WR�UXQ�7HUUDIRUP�WR�GHSOR\�WKH�YLUWXDO�KDUGZDUH ���
5XQQLQJ�WKH�GHSOR\PHQW ���

6HWWLQJ�XS�WKH�EDVWLRQ�KRVWV ���
&RQILJXULQJ�WKH�GDWDEDVH�QRGHV ���

&RQWHQWV�RI�WKH�JLWODE�UE�SRVWJUHV�M��WHPSODWH ���
&RQILJXULQJ�WKH�FRQVXO�QRGHV ���

&RQWHQWV�RI�JLWODE�UE�FRQVXO�M� ���
&RQILJXULQJ�WKH�3J%RXQFHU�QRGH ���

&RQWHQWV�RI�JLWODE�UE�SJERXQFHU�M� ���
7KH�5HGLV�FRQILJXUDWLRQ ���

&RQWHQWV�RI�JLWODE�UE�UHGLV�M� ���
&RQQHFWLQJ�WKH�VKDUHG�ILOHV\VWHP ���

&RQWHQWV�RI�QIVBH[SRUWV�M� ���



���(!`+"`�+*0!*0/

S`4%%`T

6HWWLQJ�XS�WKH�DSSOLFDWLRQ�VHUYHUV ���
&RQWHQWV�RI�JLWODE�UE�M� ���
5XQQLQJ�DOO�WKH�$QVLEOH�SOD\ERRNV ���

6XPPDU\ ���
�4XHVWLRQV ���
�)XUWKHU�UHDGLQJ ���

&KDSWHU�����0DQDJLQJ�D�+\EULG�+$�(QYLURQPHQW ���
7HFKQLFDO�UHTXLUHPHQWV ���
7KH�EDVLF�DUFKLWHFWXUH�RI�WKLV�VROXWLRQ ���
$�UHQHZHG�7HUUDIRUP�FRQILJXUDWLRQ ���

LQVWDQFH�WI ���
DQVLEOHBKRVW�WI ���

6SOLWWLQJ�DSSOLFDWLRQ�FRPSRQHQWV�LQWR�IURQWHQG�DQG�PLGGOHZDUH
WLHUV ���

6SOLWWLQJ�6LGHNLT�IURP�WKH�IURQWHQG ���
&RQWHQWV�RI�JLWODE�UE�PLGGOHZDUH�M� ���

&UHDWLQJ�D�PRQLWRULQJ�LQVWDQFH ���
&RQWHQWV�RI�JLWODE�UE�SURPHWKHXV�M� ���

&UHDWLQJ�D�PRQLWRULQJ�GDVKERDUG�ZLWK�*UDIDQD ���
&RQWHQWV�RI�JLWODE�UE�JUDIDQD�M� ���

&RQQHFWLQJ�WKH�VKDUHG�ILOHV\VWHP ���
&RQWHQWV�RI�WKH�JLWODE�UE�JLWDO\�M��ILOH ���

&KDQJHV�LQ�$QVLEOH�ILOHV ���
6FULSW�HQKDQFHPHQWV ���
6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU�����0DNLQJ�<RXU�(QYLURQPHQW�)XOO\�'LVWULEXWHG ���
7HFKQLFDO�UHTXLUHPHQWV ���
7KH�EDVLF�DUFKLWHFWXUH�RI�WKLV�VROXWLRQ ���
3HUIRUPLQJ�FKDQJHV�WR�WKH�7HUUDIRUP�FRQILJXUDWLRQ ���

LQVWDQFH�WI ���
DQVLEOHBKRVW�WI ���

6SOLWWLQJ�PRUH�DSSOLFDWLRQ�FRPSRQHQWV ���
7KH�WKLUG�DSSOLFDWLRQ�VHUYHU�IRU�*LW�66+ ���

&RQWHQWV�RI�JLWODE�UE�IURQWHQGBVVK�M� ���
7KH�PLGGOHZDUH�OD\HU�b�6LGHNLT� ���

7KH�$6$3�6LGHNLT�LQVWDQFH ���
&RQWHQWV�RI�JLWODE�UE�VLGHNLTBDVDS�M� ���

7KH�UHDO�WLPH�6LGHNLT�LQVWDQFH ���
&RQWHQWV�RI�JLWODE�VLGHNLT�UHDOWLPH�M� ���
7KH�SLSHOLQH�6LGHNLT�LQVWDQFH ���
&RQWHQWV�RI�JLWODE�VLGHNLT�SLSHOLQH�M� ���
7KH�QRUPDO�6LGHNLT�LQVWDQFH ���
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7KH�FOXVWHUHG�5HGLV�6HQWLQHO�FRQILJXUDWLRQ ���
&RQWHQWV�RI�JLWODE�UE�UHGLV�FOXVWHU�M� ���

&KDQJHV�LQ�$QVLEOH�ILOHV ���
6FULSW�HQKDQFHPHQWV ���
6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

&KDSWHU�����8VLQJ�*HR�WR�&UHDWH�'LVWULEXWHG�5HDG�2QO\�&RSLHV�RI
*LW/DE ���

7HFKQLFDO�UHTXLUHPHQWV ���
7KH�EDVLF�DUFKLWHFWXUH�RI�WKLV�VROXWLRQ ���
3UHSDULQJ�WKH�LQIUDVWUXFWXUH ���

7KH�URRW�PRGXOH�H[SODLQHG�b�PDLQ�WI ���
8WLOL]LQJ�WKH�NH\SDLU�PRGXOH�b�PRGXOHV�VHUYLFHV�NH\SDLU�PDLQ�WI ���
9DULDEOHV�IRU�WKH�NH\SDLU�PRGXOH�b�PRGXOHV�VHUYLFHV�NH\SDLU�YDUV�WI ���
2XWSXWV�IURP�WKH�NH\SDLU�PRGXOH�b�PRGXOHV�VHUYLFHV�NH\SDLU�RXWSXW�WI ���
([SODLQLQJ�WKH�*LW/DE�PRGXOH ���

7KH�PDLQ�PRGXOH�ILOH�b�PRGXOHV�VHUYLFHV�JLWODE�PDLQ�WI ���
7KH�YDULDEOH�ILOH�b�PRGXOHV�VHUYLFHV�JLWODE�YDUV�WI ���
7KH�RXWSXWV�IRU�WKH�PRGXOH�b�PRGXOHV�VHUYLFHV�JLWODE�RXWSXWV�WI ���

6HWWLQJ�XS�*HR ���
,QVWDOOLQJ�WKH�*LW/DE�VRIWZDUH�DQG�OLFHQVH ���

&RQWHQWV�RI�JLWODE�UE�M� ���
3UHSDULQJ�WKH�GDWDEDVH�UHSOLFDV� ���

&RQWHQWV�RI�JLWODE�UE�SULPDU\�M� ���
&RQWHQWV�RI�JLWODE�UE�SULPDU\�M� ���

&KDQJLQJ�WKH�66+�NH\�ORRNXS�PHWKRG�WR�WKH�GDWDEDVH ���
$GGLQJ�WKH�VHFRQGDU\�QRGH�YLD�WKH�ZHE�8, ���

$FWLYDWLQJ�KDVKHG�VWRUDJH ���
&KHFNLQJ�WKH�VWDWXV�RI�WKH�VHFRQGDU\�QRGH ���

6XPPDU\ ���
4XHVWLRQV ���
)XUWKHU�UHDGLQJ ���

$VVHVVPHQWV ���

2WKHU�%RRNV�<RX�0D\�(QMR\ ���

,QGH[ ���
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• CI/CD
• Project Issue Board
• Mattermost integrations
• Time tracking
• GitLab pages
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• Maven and NPM repository functionality
• Protected environments
• Burndown charts
• Multiple LDAP servers and Active Directory support
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• All security scanning tools
• Epics
• Free guest users
• Web terminal for the web IDE
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2019/09/08 20:45:14 [crit] 2387#2387: *95 connect() to
unix:/var/www/gitlab-app/tmp/sockets/unicorn.sock failed (2: No such file
or directory) while connecting to upstream, client: 127.0.0.1, server:
localhost, request: "GET /-/metrics HTTP/1.1", upstream:
"http://unix:/var/www/gitlab-app/tmp/sockets/unicorn.sock:/-/metrics",
host: "127.0.0.1:8080"
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���`/!.2!.
�!��1/!`%0`%),(!)!*0/`
���`"+.`���'`�,,(%��0%+*/K`���'L`%*`01.*L`%/`��01�((5`�`�1�5`
%),(!)!*0�0%+*`+"`�`)%*%)�(`%*0!."��!`0+` !�(`3%0$`3!�`.!-1!/0/L`3$%�$`5+1`��*`1/!`%*
5+1.`�+ !K

�+1`��*`"%* `0$!`,.+&!�0`�0`https:/ c/crack. cgithub. cioK

�*%�+.*`.1*/`�/`�` �!)+*`/!.2!.`%*`�*%4`�* `%/`,.+#.�))! `%*`�1�5`�* `0$!`�
,.+#.�))%*#`(�*#1�#!K`�/%*#`�1�5`)!�*/`0$�0`%0`��*`�(/+`.1*`�`�1�5`+*`��%(/`�,,(%��0%+*
/1�$`�/`	%0���K`

'HEXJJLQJ�8QLFRUQ
��5�!`%*/0�((%*#`�*%�+.*`,.+ 1�! `!..+./L`+.`5+1`�.!`!4,!.%!*�%*#`�� `,!."+.)�*�!`0$�0
5+1`/1/,!�0`%/`��1/! `�5`�*%�+.*`*+0`3+.'%*#`,.+,!.(5K

�$!.!`�.!`/!2!.�(`3�5/`0+`"%* `0$!`��1/!K`�$!`(+#`"%(!/`��*`,+%*0`5+1`%*`0$!`.%#$0` %.!�0%+*K

Timeouts in Unicorn logs
�$!`"+((+3%*#`+10,10`%/`3$�0`�`�*%�+.*`3+.'!.`0%)!+10`(++'/`(%'!
%*`unicorn_stderr.logK`�$%/`%/`*+0`*!�!//�.%(5`�� N`%0`&1/0`)!�*/`0$�0`�`*!3`3+.'!.`%/
/,�3*! M

�>����������7����������������������@�(5525������ZRUNHU ���3,'�������WLPHRXW
���V�!���V���NLOOLQJ
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�>����������7����������������������@�(5525������UHDSHG���3URFHVV��6WDWXV�
SLG�������6,*.,//��VLJQDO���!�ZRUNHU ��
�>����������7����������������������@�,1)2������ZRUNHU ���VSDZQHG�SLG �����
�>����������7����������������������@�,1)2������ZRUNHU ���UHDG\

�0`�+1( `�!`0$�0`0$!.!`�.!`&1/0`*+0`!*+1#$`�*%�+.*`3+.'!./`�2�%(��(!`0+`.!/,+* `0+`0$!
.!-1!/0/`�0`$�* K`�	���`�1""!./`�`(+0`+"`.!-1!/0/`/+`3!`)1/0`�$!�'`+*`0$!`$�* +2!.`/+�'!0
3$!0$!.`�*%�+.*`��*`'!!,`1,K`�+` +`0$%/L`�`(%00(!`*%"05`/�.%,0`%/`�2�%(��(!`$!.!M`https:/ c/
github.ccom/cjahio/ cunicorn- cstatusK

�0`��*`�!`��((! `3%0$`0$!`"+((+3%*#`�+))�* M

��UXE\�XQLFRUQBVWDWXV�UE��YDU�RSW�JLWODE�JLWODE�UDLOV�VRFNHWV�JLWODE�VRFNHW
��
5XQQLQJ�LQILQLWH�ORRS��8VH�&75/�&�WR�H[LW�
������������������������������������������
$FWLYH�5HTXHVWV�4XHXHG�5HTXHVWV
�����

�$!`"%./0`�.#1)!*0`$!.!`%/`0$!`unicorn_status.rb`/�.%,0L`0$!`/!�+* `%/`0$!`/+�'!0`0+
�+**!�0`0+`../.socketL`�* `0$!`(�/0`�.#1)!*0`%/`0$!`,+((`%*0!.2�(`Q10RK

Unicorn processes disappear 
�*`�%*14L`0$!.!`%/`�`)!�$�*%/)`��((! `�10_+"_�!)+.5`Q���R`%((!.`0$�0`3%((`".!!`1,`
)!)+.5`%"`0$!`/5/0!)`%/`.1**%*#`(+3`+*`)!)+.5L`�* `5+1` +*W0`$�2!`�*5`/3�,`)!)+.5
(!"0K`�0`)%#$0`'%((`�*%�+.*`%"`%0`%/`1/%*#`0++`)1�$`)!)+.5K

�/!`dmesg | egrep -i 'killed process'`0+`/!�.�$`"+.`���`!2!*0/M

>��������������@�.LOOHG�SURFHVV�������UXE\��WRWDO�YP���������N%��DQRQ�
UVV�������N%

Other kinds of errors or 100% CPU load
�$!`1(0%)�0!`3�5`0+` !�1#`�*%�+.*`,.+�!//!/`%/`0+`.1*`strace`+*`0$!)M

�1*`sudo gdb -p (PID)`0+`�00��$`0+`0$!`�*%�+.*`,.+�!//K8K
�1*`call (void) rb_backtrace()`%*`0$!`	��`�+*/+(!`�* `"%* `0$!`#!*!.�0! 9K
�1�5`���'0.��!`%*`/var/log/gitlab/unicorn/unicorn_stderr.logM

�IURP
�RSW�JLWODE�HPEHGGHG�OLE�UXE\�JHPV�������JHPV�EXQGOHU��������OLE�EX
QGOHU�FOL�H[HF�UE����LQ�CUXQ

�IURP
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�RSW�JLWODE�HPEHGGHG�OLE�UXE\�JHPV�������JHPV�EXQGOHU��������OLE�EX
QGOHU�FOL�H[HF�UE����LQ�CNHUQHOBORDG

�IURP
�RSW�JLWODE�HPEHGGHG�OLE�UXE\�JHPV�������JHPV�EXQGOHU��������OLE�EX
QGOHU�FOL�H[HF�UE����LQ�CORDG

�IURP��RSW�JLWODE�HPEHGGHG�ELQ�XQLFRUQ����LQ�C�WRS
�UHTXLUHG�!
�EU�!�IURP��RSW�JLWODE�HPEHGGHG�ELQ�XQLFRUQ����LQ�CORDG
�IURP
�RSW�JLWODE�HPEHGGHG�OLE�UXE\�JHPV�������JHPV�XQLFRUQ�������ELQ�XQL
FRUQ�����LQ�C�WRS��UHTXLUHG�!

�IURP
�RSW�JLWODE�HPEHGGHG�OLE�UXE\�JHPV�������JHPV�XQLFRUQ�������OLE�XQL
FRUQ�KWWSBVHUYHU�UE�����LQ�CVWDUW

�IURP
�RSW�JLWODE�HPEHGGHG�OLE�UXE\�JHPV�������JHPV�XQLFRUQ�������OLE�XQL
FRUQ�KWWSBVHUYHU�UE�����LQ�CVSDZQBPLVVLQJBZRUNHUV

�IURP
�RSW�JLWODE�HPEHGGHG�OLE�UXE\�JHPV�������JHPV�XQLFRUQ�������OLE�XQL
FRUQ�KWWSBVHUYHU�UE�����LQ�CZRUNHUBORRS

�IURP
�RSW�JLWODE�HPEHGGHG�OLE�UXE\�JHPV�������JHPV�XQLFRUQ�������OLE�XQL
FRUQ�KWWSBVHUYHU�UE�����LQ�CVHOHFW


�$!*`5+1`�.!` +*!L`(!�2!`	��`3%0$`detach`�* `qK:K

6LGHNLT
�% !'%-`%/`�`".�)!3+.'`"+.`���'#.+1* `&+�`,.+�!//%*#K`�0`�((+3/`5+1`0+`/��(!`5+1.
�,,(%��0%+*`�5`,!."+.)%*#`3+.'`%*`0$!`���'#.+1* K`�+.`)+.!`%*"+.)�0%+*`+*`�% !'%-L
�+*/1(0`0$!`"+((+3%*#`3!�/%0!M`https:/ c/ cgithub. ccom/ cmperham/ csidekiq/ cwikiK

���$`�% !'%-`/!.2!.`,.+�!//`,1((/`&+�/`".+)`0$!`-1!1!`%*`�! %/`�* `,.+�!//!/`0$!)K`�%'!
5+1.`3!�`,.+�!//!/L`�% !'%-`�++0/`��%(/`/+`0$�0`5+1.`&+�/`�* `3+.'!./`$�2!`0$!`"1((`��%(/
���`�2�%(��(!`"+.`1/!L`%*�(1 %*#`��0%2!�!�+. K`�$!`/!.2!.`3%((`%*/0�*0%�0!`0$!`3+.'!.`�* 
��((`,!."+.)`3%0$`0$!`#%2!*`�.#1)!*0/K`�2!.50$%*#`!(/!`%/`1,`0+`5+1.`�+ !K
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'HEXJJLQJ�6LGHNLT
�/`3%0$`�*%�+.*L`0$!.!`�.!`/!2!.�(`3�5/`0+` !�1#`�% !'%-`,.+�!//%*#K`�$!`!�/%!/0`3�5`%/`0+
(+#`%*`0+`	%0���`�/`�*`� )%*%/0.�0+.`�* `2%!3`0$!`(+#/`".+)`0$!.!L`�* `!/,!�%�((5`2%!3`0$!
-1!1!/`�* `&+�/`+*`0$!`���'#.+1* `�+�/`,�#!L`�/`/$+3*`%*`0$!`"+((+3%*#`/�.!!*/$+0M

�+)!0%)!/L`5+1`!4,!.%!*�!`0.+1�(!/`�* `"%* `/%01�0%+*/`+*`5+1.`�%*14`/!.2!.K

Sidekiq processes disappear
�/`)!*0%+*! `�!"+.!L`%*`0$!`�*%�+.*`/!�0%+*L`0$!`���`%((!.`)%#$0`'%((`�% !'%-`%"`%0`%/`1/%*#
0++`)1�$`)!)+.5K

�/!`dmesg | egrep -i 'killed process'`0+`/!�.�$`"+.`���`!2!*0/M

>��������������@�.LOOHG�SURFHVV�������UXE\��WRWDO�YP���������N%��DQRQ�
UVV��������N%

A Sidekiq process is seemingly doing nothing
�"`�% !'%-`%/*W0` +%*#`�*5`3+.'`�* `%0`/!!)/`/01�'`)+/0`+"`0$!`0%)!L`0$%/`)!�*/`0$�0`0$!
,.+#.�)`%/`3�%0%*#`"+.`/+)!0$%*#K`�`�+))+*`3�%0`/%01�0%+*`%/`3$!*`5+1`�.!` +%*#`.!)+0!
*!03+.'`��((/K`�"`5+1`0$%*'`0$%/`�+1( `�!`0$!`��/!L`5+1`�+1( `)�'!`�% !'%-`,.+�!//!/` 1),`�
���'0.��!`0+`0$!`(+#`�5`/!* %*#`%0`�`����`/%#*�(K



�*0.+ 1�%*#`0$!`	%0���`�.�$%0!�01.! �$�,0!.`8

S`8>`T

�$%/`%/`3$�0`�`�% !'%-`3+.'!.`(++'/`(%'!`%*`0$!`(+#`"%(!`%*
/var/log/gitlab/sidekiq/currentM

 {"severity":"INFO","time":"2019-06
23T19:00:14.493Z","class":"RemoteMirrorNotificationWorker","retry":3,"queue
":"remote_mirror_notification","jid":"69eb806bfb66b82315bcb249","created_at
":"2019-06-23T19:00:14.461Z","correlation_id":"toX0HnYW0s9","enqueued_at":"
2019-06-23T19:00:14.461Z","pid":471,"message":"RemoteMirrorNotificationWork
er JID-69eb806bfb66b82315bcb249: done: 0.03
sec","job_status":"done","duration":0.03,"completed_at":"2019-06-23T19:00:1
4.493Z"}

�%*�!`	%0���`89K7L`0$!` !"�1(0`+10,10`(+#`"+.)�0`"+.`�% !'%-`%/`����L`0$%/`)�'!/`%0`!�/%!.`0+
.!� `0$!`(+#`"%(!/`%*0+`�`0++(`(%'!`(+#/0�/$`�!��1/!`%0`%/`)+.!`/0.1�01.! K

Other kind of errors or 100% CPU load
�$!`1(0%)�0!`3�5`0+` !�1#`�% !'%-`,.+�!//!/`%/`0+`)�'!`%0` 1),`�`���'0.��!`2%�`	��M

�1*`sudo gdb -p (PID)`0+`�00��$`0+`0$!`�% !'%-`3+.'!.`,.+�!//K8K
�1*`call (void) rb_backtrace()`%*`0$!`	��`�+*/+(!`�* `"%* `0$!`#!*!.�0! 9K
�1�5`���'0.��!`%*`/var/log/gitlab/sidekiq/currentM

2018-09-21_19:55:03.48430 from
/opt/gitlab/embedded/lib/ruby/gems/2.4.0/gems/redis-3.3.5/lib/redis
/connection/ruby.rb:83:in `_read_from_socket'
2018-09-21_19:55:03.48431 from
/opt/gitlab/embedded/lib/ruby/gems/2.4.0/gems/redis-3.3.5/lib/redis
/connection/ruby.rb:87:in `rescue in _read_from_socket'
2018-09-21_19:55:03.48432 from
/opt/gitlab/embedded/lib/ruby/gems/2.4.0/gems/redis-3.3.5/lib/redis
/connection/ruby.rb:87:in `select'

�0`%/`2!.5`$�. `0+`.!� `���'0.��!/L`�10`0$%/`,.+�!//`3�/` +%*#`*!03+.'`+,!.�0%+*/:K
3$%(!`�!%*#`0.��! L`3!`��*`/!!`�`Q_read_from _socketRK`�+1`��*`.!� `0$!
/+1.�!`�+ !`0+`�$!�'`3$�0`%0`%/` +%*#`Q0$!.!`�.!`(%*!`*1)�!./`)!*0%+*! RK
�$!*`5+1`�.!` +*!L`(!�2!`	��`3%0$`detach`�* `-1%0K;K

�+1`��*`�(/+`1/!`+0$!.`0.��%*#`0++(/`0+`!4�)%*!`0$!`�!$�2%+.`+"`0$!`(++,%*#`,.+�!//K`�*
�%*14L`"+.`%*/0�*�!L`strace -p <pid>`�((+3/`5+1`0+`2%!3`0$!`/5/0!)`��((/`0$�0`�.!`�!%*#
)� !`�5`0$!`,.+�!//K
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*LW/DE�6KHOO
�$%/`�+),+*!*0`%/`1/! `0+`,.+2% !`���!//`0+`	%0`.!,+/%0+.%!/`0$.+1#$`��
K`�*`"��0L`"+.
,1/$!/`2%�`0$!`git-http`,.+0+�+(L`%0`%/`�(/+`��((! `%*/0!� `+"`0$!`��%(/`�,,K`�0W/`!//!*0%�((5`�`
/)�((`�1�5`3.�,,!.`�.+1* `0$!`	%0`�(%!*0K`	%0L`0$.+1#$`��
L`1/!/`,.! !"%*! `�+))�* /
0$�0`��*`�!`!4!�10! `+*`0$!`	%0���`/!.2!.K`�+.`�10$+.%6�0%+*L`%0`)�'!/`��((/`0+`0$!`	%0���
���K`�!"+.!`	%0���`<K7L`0$%/`"1*�0%+*�(%05`3�/` !(%2!.! `�5`	%0+(%0!`�* `,+3!.! `�5`0$!`�!.(
,.+#.�))%*#`(�*#1�#!K

�$!`/+1.�!`�+ !`+"`0$%/`,.+&!�0`��*`�!`"+1* `$!.!M`https:/ c/ cgitlab. ccom/ cgitlab- corg/
gitlab-cshellK`�+1`��*`/!!`0$!`"+((+3%*#`,�#!M

�+1`��*`%*/0�((`%0`(+��((5L`�10`%0W/`.!�((5`+*(5`1/!"1(`3$!*` !,(+5! `0+#!0$!.`3%0$`+0$!.
	%0���`�+),+*!*0/K`�$!*`5+1`$�2!`0$�0`%*/0�((! `Q/!!`Chapter 2L`�*/0�((%*#`	%0���L`"+.
%*/0.1�0%+*/`+*`$+3RL`0$!`*!40`/!�0%+*` !/�.%�!/`�`3�5`0+` !�1#`3$!*`5+1`$�2!`,.+�(!)/K

'HEXJJLQJ�*LW/DE�6KHOO
�*`�*`+)*%�1/`%*/0�((�0%+*L`0$!`(+#`"%(!`"+.`	%0���`�$!((`��*`�!`"+1* `%*`0$!`"+((+3%*#
(+��0%+*M

/var/log/gitlab/gitlab-shell/gitlab-shell.log
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�(0!.*�0%2!(5L`%0`)�5`�!`"+1* `%*`0$!`"+((+3%*#`(+��0%+*L`"+.`%*/0�((�0%+*/`".+)`/+1.�!M

/home/git/gitlab-shell/gitlab-shell.log

�$�0`5+1`3%((`#!*!.�((5`"%* `�.!`(+#`(%*!/`0$�0`�+*�!.*`0$!`��/%�`+,!.�0%+*/`+"`	%0���`�$!((M

	%0`�+))�* /`Q/1�$`�/`git push`�* `git pullRK
�10$+.%6�0%+*`��((/`0+`0$!`	%0���`��%(/`���`0+`�$!�'`3$!0$!.`5+1`�.!`�((+3! `0+
�+**!�0
�4!�10%+*`+"`,.!_.!�!%2!`$++'/`
��0%+*/`.!-1!/0! 
�+/0_.!�!%2!`��0%+*/
�*5`�1/0+)`,+/0_.!�!%2!`��0%+*/


!.!L`3!`$�2!`(%/0! `/+)!`(%*!/`".+)`0$!`(+#`"%(!M

EDVK������WDLO�JLWODE�VKHOO�ORJ
WLPH �����������7����������������OHYHO LQIR�PVJ �H[HFXWLQJ�JLW�FRPPDQG�
FRPPDQG �JLWDO\�XSORDG�SDFN�XQL[��YDU�RSW�JLWODE�JLWDO\�JLWDO\�VRFNHW
^?�UHSRVLWRU\?��^?�VWRUDJHBQDPH?��?�GHIDXOW?��?�UHODWLYHBSDWK?��?�[[[�[[[�J
LW?��?�JLWBREMHFWBGLUHFWRU\?��?�?��?�JLWBDOWHUQDWHBREMHFWBGLUHFWRULHV?��>@�
?�JOBUHSRVLWRU\?��?�[[[?�`�?�JOBUHSRVLWRU\?��?�SURMHFW�
[[?��?�JOBLG?��?�NH\�[[?��?�JOBXVHUQDPH?��?�[[[[[[?�`��SLG ������XVHU �XVHU
ZLWK�NH\�NH\�[[�

WLPH �����������7����������������OHYHO LQIR�PVJ �ILQLVKHG�+773�UHTXHVW�
GXUDWLRQ �����������
PHWKRG 3267�SLG ������XUO �KWWS������������������DSL�Y��LQWHUQDO�DOORZHG�

WLPH �����������7����������������OHYHO LQIR�PVJ �ILQLVKHG�+773�UHTXHVW�
GXUDWLRQ ������������PHWKRG 3267�SLG �����
XUO �KWWS������������������DSL�Y��LQWHUQDO�SUHBUHFHLYH�

WLPH �����������7����������������OHYHO LQIR�PVJ �ILQLVKHG�+773�UHTXHVW�
GXUDWLRQ ������������PHWKRG 3267�SLG �����
XUO �KWWS������������������DSL�Y��LQWHUQDO�SRVWBUHFHLYH�

�*!`3�5`0+`"%* `!..+./`%/`0+`(++'`"+.`�!.0�%*`,�00!.*/L`/1�$`�/`failedL`�/`"+((+3/K`�$%/
,�.0%�1(�.`!..+.`,+%*0/`0+`�`<77`!..+.`".+)`�*%�+.*`3$%(!`�$!�'%*#`3$!0$!.`�`1/!.`$�/`0$!
.%#$0`�10$+.%6�0%+*`0+`)�'!`�`��((`0+`0$!`	%0���`���K
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�$%/`!..+.`/$+1( `/$+3`1,`%*`0$!`�*%�+.*`(+#/`Qproduction.logR`%"`5+1`/!�.�$`"+.`�*

���`<77`!..+.M

EDVK������JUHS��L�IDLOHG�JLWODE�VKHOO�ORJ
WLPH �����������7����������������OHYHO HUURU�PVJ �$3,�FDOO�IDLOHG�
ERG\ �^?�PHVVDJH?��?�����,QWHUQDO�6HUYHU�(UURU?�`��FRGH ����PHWKRG 3267
SLG �����XUO �KWWS������������������DSL�Y��LQWHUQDO�DOORZHG�
WLPH �����������7����������������OHYHO HUURU�PVJ �$3,�FDOO�IDLOHG�
ERG\ �^?�PHVVDJH?��?�����,QWHUQDO�6HUYHU�(UURU?�`��FRGH ����PHWKRG 3267
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