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About the Tutorial 

Kali Linux is one of the best open-source security packages of an ethical hacker, containing 

a set of tools divided by categories. Kali Linux can be installed in a machine as an Operating 

System, which is discussed in this tutorial. Installing Kali Linux is a practical option as it 

provides more options to work and combine the tools.  

This tutorial gives a complete understanding on Kali Linux and explains how to use it in 

practice.  

 

Audience 

This tutorial has been prepared for beginners to help them understand the fundamentals 

of Kali Linux. It will specifically be useful for penetration testing professionals. After 

completing this tutorial, you will find yourself at a moderate level of expertise from where 

you can take yourself to the next levels. 

 

Prerequisites 

Although this tutorial will benefit most of the beginners, it will definitely be a plus if you 

are familiar with the basic concepts of any Linux operating system.  

 

Copyright & Disclaimer 

 Copyright 2018 by Tutorials Point (I) Pvt. Ltd.  

All the content and graphics published in this e-book are the property of Tutorials Point (I) 

Pvt. Ltd.  The user of this e-book is prohibited to reuse, retain, copy, distribute or republish 

any contents or a part of contents of this e-book in any manner without written consent 

of the publisher.   

We strive to update the contents of our website and tutorials as timely and as precisely as 

possible, however, the contents may contain inaccuracies or errors. Tutorials Point (I) Pvt. 

Ltd. provides no guarantee regarding the accuracy, timeliness or completeness of our 

website or its contents including this tutorial. If you discover any errors on our website or 

in this tutorial, please notify us at contact@tutorialspoint.com 
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Kali Linux is one of the best security packages of an ethical hacker, containing a set of 

tools divided by the categories. It is an open source and its official webpage is 

https://www.kali.org.  

Generally, Kali Linux can be installed in a machine as an Operating System, as a virtual 

machine which we will discuss in the following section. Installing Kali Linux is a practical 

option as it provides more options to work and combine the tools. You can also create a 

live boot CD or USB. All this can be found in the following link: 

https://www.kali.org/downloads/  

BackTrack was the old version of Kali Linux distribution. The latest release is Kali 2016.1 

and it is updated very often. 

 

To install Kali Linux ─ 

 First, we will download the Virtual box and install it. 

 

 Later, we will download and install Kali Linux distribution. 

Download and Install the Virtual Box   

A Virtual Box is particularly useful when you want to test something on Kali Linux that you 

are unsure of. Running Kali Linux on a Virtual Box is safe when you want to experiment 

with unknown packages or when you want to test a code.  

With the help of a Virtual Box, you can install Kali Linux on your system (not directly in 

your hard disk) alongside your primary OS which can MAC or Windows or another flavor 

of Linux.  

Let’s understand how you can download and install the Virtual Box on your system.  

1. Kali Linux – Installation & Configuration 

https://www.kali.org/
https://www.kali.org/downloads/
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Step 1: To download, go to https://www.virtualbox.org/wiki/Downloads. Depending on 

your operating system, select the right package. In this case, it will be the first one for 

Windows as shown in the following screenshot. 

 

Step 2: Click Next. 

 

 

https://www.virtualbox.org/wiki/Downloads
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Step 3: The next page will give you options to choose the location where you want to 

install the application. In this case, let us leave it as default and click Next. 

 

Step 4: Click Next and the following Custom Setup screenshot pops up. Select the 

features you want to be installed and click Next. 
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Step 5: Click Yes to proceed with the installation. 

 

Step 6: The Ready to Install screen pops up. Click Install. 
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Step 7: Click the Finish button. 

 

The Virtual Box application will now open as shown in the following screenshot. Now we 

are ready to install the rest of the hosts for this manual and this is also recommended for 

professional usage. 
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Install Kali Linux 

Now that we have successfully installed the Virtual Box, let’s move on to the next step and 

install Kali Linux. 

Step 1: Download the Kali Linux package from its  official website: 

https://www.kali.org/downloads/  

 

Step 2: Click VirtualBox -> New as shown in the following screenshot. 

 

 

 

 

 

https://www.kali.org/downloads/
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Step 3: Choose the right virtual hard disk file and click Open. 

 

Step 4: The following screenshot pops up. Click the Create button. 
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Step 5: Start Kali OS. The default username is root and the password is toor.  

 

Update Kali 

It is important to keep updating Kali Linux and its tools to the new versions, to remain 

functional. Following are the steps to update Kali. 

Step 1: Go to Application -> Terminal. Then, type “apt-get update”  and the update will 

take place as shown in the following screenshot. 
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Step 2: Now to upgrade the tools, type “apt-get upgrade” and the new packages will be 

downloaded. 

 

Step 3: It will ask if you want to continue. Type “Y” and “Enter”. 
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Step 4: To upgrade to a newer version of Operating System, type “apt-get dist-

upgrade”. 

 

Laboratory Setup 

In this section, we will set up another testing machine to perform the tests with the help 

of tools of Kali Linux. 

Step 1: Download Metasploitable, which is a Linux machine. It can be downloaded  from 

the official webpage of Rapid7: https://information.rapid7.com/metasploitable-

download.html?LS=1631875&CS=web 

 

 

 

 

https://information.rapid7.com/metasploitable-download.html?LS=1631875&CS=web
https://information.rapid7.com/metasploitable-download.html?LS=1631875&CS=web
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Step 2: Register by supplying your details. After filling the above form, we can download 

the software.  

 

Step 3: Click VirtualBox -> New. 
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Step 4: Click “Use an existing virtual hard disk file”. Browse the file where you have 

downloaded Metasploitable and click Open. 

 

Step 5: A screen to create a virtual machine pops up. Click “Create”. 
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The default username is msfadmin and the password is msfadmin.  
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In this chapter, we will discuss the information gathering tools of Kali Linux. 

NMAP and ZenMAP 

NMAP and ZenMAP are useful tools for the scanning phase of Ethical Hacking in Kali Linux. 

NMAP and ZenMAP are practically the same tool, however NMAP uses command line while 

ZenMAP has a GUI. 

NMAP is a free utility tool for network discovery and security auditing. Many systems and 

network administrators also find it useful for tasks such as network inventory, managing 

service upgrade schedules, and monitoring host or service uptime.  

NMAP uses raw IP packets in novel ways to determine which hosts are available on the 

network, what services (application name and version) those hosts are offering, which 

operating systems (and OS versions) they are running, what type of packet filters/firewalls 

are in use, etc. 

Now, let’s go step by step and learn how to use NMAP and ZenMAP.  

Step 1: To open, go to Applications -> 01-Information Gathering -> nmap or zenmap. 

 

 

 

2. Kali Linux ─ Information Gathering Tools 
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Step 2: The next step is to detect the OS type/version of the target host. Based on the 

help indicated by NMAP, the parameter of OS type/version detection is variable “-O”. For 

more information, use this link: https://nmap.org/book/man-os-detection.html  

The command that we will use is:    

nmap -O 192.168.1.101 

The following screenshot shows where you need to type the above command to see the 

Nmap output: 

 

Step 3: Next, open the TCP and UDP ports. To scan all the TCP ports based on NMAP, use 

the following command: 

nmap -p 1-65535 -T4  192.168.1.101 

Where the parameter “–p” indicates all the TCP ports that have to be scanned. In this 

case, we are scanning all the ports and “-T4” is the speed of scanning at which NMAP has 

to run. 

https://nmap.org/book/man-os-detection.html%202
https://nmap.org/book/man-os-detection.html%202
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Following are the results. In green are all the TCP open ports and in red are all the closed 

ports. However, NMAP does not show as the list is too long. 

 

Stealth Scan 

Stealth scan or SYN is also known as half-open scan, as it doesn’t complete the TCP 

three-way handshake. A hacker sends a SYN packet to the target; if a SYN/ACK frame is 

received back, then it’s assumed the target would complete the connect and the port is 

listening. If an RST is received back from the target, then it is assumed the port isn’t active 

or is closed. 
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Now to see the SYN scan in practice, use the parameter –sS in NMAP. Following is the full 

command –  

nmap -sS -T4 192.168.1.101 

The following screenshot shows how to use this command: 
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End of ebook preview 
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