Internet Security Useful Links Sheet

USSS ECTF locations:
o http://www.secretservice.gov/ectf.shtml

Internet security Tips
o http://www.us-cert.gov/cas/tips/

Identity Theft Resources:
o http://www.ftc.gov/bcp/edu/microsites/idtheft/
o http://www.idtheftcenter.org/
o http://www.consumer.ftc.gov/features/feature-0014-identity-theft

File Complaint about online scam
o http://www.ic3.gov/default.aspx

Information on Current Vulnerabilities and great overall internet security documents
o http://www.us-cert.gov/reading room/

Home WIFI security
o http://www.us-cert.gov/reading room/Wireless-Security.pdf

Information for technology and children
o http://www.netsmartz.org/Parents

Information on credit reports and “security freezes”
o http://www.consumersunion.org/campaigns/learn more/003484indiv.html

Online information Removal
o If you want to remove your listing from the most popular online telephone
directories, here are the links and instructions to do so. Note that this is not an
exhaustive list, but it does cover all the major sources, and most of the smaller
ones are powered by the databases of the ones below.
= Google PhoneBook - Visit
http://www.google.com/intl/en/help/pbremoval.html
= |nfoSpace - You can delete your listing by searching the InfoSpace White
Pages to find your listing. Once you have located it, click the update or
remove link.
= Switchboard.com - To remove your listing, search for it at
Switchboard.com then click the Update your listing link beside it. You can
also send your listing (include name, address, and phone number) to
webmaster@switchboard.com and enter Delete in the Subject field.
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= Yahoo People Search - Visit
http://help.yahoo.com/l/us/yahoo/yps/listings/yps-06.html

= Verizon SuperPages - Visit
http://www.whitepages.com/10866/cust _serv/removal form

= WhitePages.com - To remove a listing, search for it at WhitePages.com.
Then click on Privacy Concerns? Remove this listing from
WhitePages.com at the bottom of the page.

=  AnyWho - Visit http://www.anywho.com/help/privacy list.html

=  Addresses.com - http://www.addresses.com/feedback.php

= |Intelius/Intelifinder - Visit http://find.intelius.com/emailcontact.php or
contact Customer Service at 425-974-6100.

= ZabaSearch - Send an email to info@zabasearch.com and you will receive
instructions on how to remove your listing from their database.

= AOL White Pages - powered by Infospace (see above)

= Lycos WhoWhere - powered by Verizon SuperPages (see above)

= Spokeo — www.spokeo.com —to remove go to privacy settings and follow
guidance

= 123people - www.123people.com — to remove to go privacy settings and
follow guidance

¢ Information on Current Vulnerabilities and great overall internet security documents
o http://www.us-cert.gov/reading room/

e Home WIFI security
o http://www.us-cert.gov/reading room/Wireless-Security.pdf

¢ Information for technology and children
o http://www.netsmartz.org/Parents

¢ Information on credit reports and “security freezes”
o http://www.consumersunion.org/campaigns/learn more/003484indiv.html

e Metadata on GPS enabled camera devices
o http://www.idtheftcenter.org/artman2/publish/v fact sheets/ITRC Fact Sheet
147 printer.shtml

Compiled and published by NY/NJ ECTF, United States Secret Service on 1/3/13.


http://help.yahoo.com/l/us/yahoo/yps/listings/yps-06.html
http://www.whitepages.com/10866/cust_serv/removal_form
http://www.whitepages.com/
http://www.anywho.com/help/privacy_list.html
http://www.addresses.com/feedback.php
http://find.intelius.com/emailcontact.php
mailto:info@zabasearch.com
http://www.spokeo.com/
http://www.123people.com/
http://www.us-cert.gov/reading_room/
http://www.us-cert.gov/reading_room/Wireless-Security.pdf
http://www.netsmartz.org/Parents
http://www.consumersunion.org/campaigns/learn_more/003484indiv.html
http://www.idtheftcenter.org/artman2/publish/v_fact_sheets/ITRC_Fact_Sheet_147_printer.shtml
http://www.idtheftcenter.org/artman2/publish/v_fact_sheets/ITRC_Fact_Sheet_147_printer.shtml

