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1. [9 points] Samantha has published the following RSA public key: her modulus is N = 299
and her verification key is e = 5 (see the summary table at the back of the exam packet for
notation). Victor receives the following three documents and signatures. Determine which
signatures are valid, and which are invalid.

(a) Document D = 90, signature S = 155.

(b) Document D = 153, signature S = 50.

(¢) Document D = 238, signature S = 101.
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2. [7 points] Alice is implementing some code to perform elliptic curve Diffie-Hellman key ex-
change (see the summary table at the back of the exam packet). So far, she has written a
working implementation of a function ecAdd(P,Q, A, B, p), which accepts two points P, @ on an
elliptic curve over F, defined by the congruence Y2 = X3 + AX + B (mod p), and returns
PaoQ.

Write a function ecdh(P, QB, A, B, p) that takes the public parameters and Bob’s point @ g, and
returns both the point Q4 that Alice should send to Bob and the shared secret S. You should
fully implement any helper function you need, except functions that are built-in to Python
and the ecAdd function. For full points, your function should only need to call ecAdd O(logp)
times (you do not need to prove that this is true, however). A less efficient implementation will
receive partial credit.
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3. [7 points] Suppose that Alice and Bob perform Diffie-Hellman key exchange two days in a row.
The public parameters p,g are the same on both days (see the summary table at the back
of the packet for notation). On the first day, Alice and Bob exchange numbers A and B to
establish a shared secret S. On the second day, Alice and Bob exchange numbers A’ and B’
and establish shared secret S’.

Eve intercepts the numbers A, B, A, and B’, as usual. She notices that Alice and Bob are
not generating their random numbers very well, and the following simple relationships hold
between A and A’, and between B and B’.

A = A? (mod p)
B' = ¢'B (mod p)

Show that if Eve manages to learn the first shared secret S, then she can quickly compute the
second shared secret S’ as well. Describe as specifically as possible how she could compute it
from the information she knows.
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4. [8 points| Suppose that p,q are two distinct primes, and N = pq. Suppose that a is an integer
such that a =1 (mod p).

(a) Prove that if a =1 (mod ¢) as well, then in fact a =1 (mod N).

(b) Prove conversely that if a =1 (mod N), then a =1 (mod q).
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5. [8 points] Define p = 1213,q = 1129, and N = pq. Both p and ¢ are primes (you don’t need to
prove this), and p — 1,¢ — 1 have the following prime factorizations.

p—1 = 22.3-101
g—1 = 23.3.47

Suppose that a is an integer that is a primitive root modulo p and also a primitive root modulo
q.

(a) Determine the minimum positive integer n such that
ged(a™ —1,N) = p,

or prove that no such integer exists.

(b) Determine the minimum positive integer n such that
ged(@™ —1,N) =g,

or prove that no such integer exists.
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6. [7 points] Alice and Bob are using the NTRU cryptosystem, with the following public param-
eters.

N=7 p=3 qg=41 d=2

Alice’s private information and public key are as follows.

1+ X+ X3 x4 x6
g = 1-X+XxX?2-X6

F, = —-3+12X+19X% -5X% —2X* 4 8X° 4 13X
F, = X*’+x*-Xx*
h = —204+9X +9X% - 10X> + 14X* — 8X° + 6X°

Bob wishes to send Alice a plaintext m, which he encrypts to the following ciphertext.
e=20—5X +9X%+11x"* - 2X° + 12X°

Alice begins the decryption process by computing the following convolution product.

fxe=239+2X +6X°+38X*+2X5 +40X6

Complete the decryption process and determine the plaintext m. Express your answer as a
polynomial that has been centerlifted modulo p = 3.
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7. |7 points] Samantha is using DSA signatures, with public parameters p,q, g and public ver-
ification key A (see the summary table at the back of the exam packet for notation). She
publishes two documents D and D’ with valid DSA signature (Sp,S2) and (S7,55) (respec-
tively). Unfortunately, she has made a mistake, and used the same ephemeral key k for both
signatures.

(a) How might Eve notice that Samantha has used the same ephemeral key twice, given the
published information?

(b) Write a function stealKey that Eve could use to compute Samantha’s secret signing key
a from the published information. You may assume that Eve has already implemented a
function modInv to compute modular inverses. You may also make the following assump-

tions: Sp # S, (mod ¢) and S; # 0 (mod g).
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8. [7 points] Alice and Bob are using a cryptosystem similar to NTRU, described as follows.

Parameters: N = 107, p = 3, ¢ = 331, d = 20. (Note in particular that the inequality
q > (6d + 1)p from NTRU does not hold, so you should not assume it in your argument).

Key creation: Alice chooses two private elements f,g € 7(d + 1,d). You may assume that
both are invertible in both R, and R,. Alice computes the inverse F; in R,, and publishes a
public key h = F; x g (mod q).

Encryption: Bob’s plaintext is a ternary polynomial m € R. Bob chooses a random (ephemeral)
polynomial r that is also ternary (but not necessarily having any specific number of 4+1’s and
—1’s), and uses Alice’s public key to compute a ciphertext € = h*m + pr (mod q).

(Recall that a ternary polynomial is a polynomial with all coefficients —1, 0, or 1; equivalently,
a polynomial with |m|s < 1).

In this problem, you will work out a decryption procedure for this system.

(a) In decryption, Alice begins by computing fxe and centerlifiting it (mod ¢) to a polynomial
a. In other words (using our notation from class), a = cl,;(f x e). Prove that a is ezactly
equal (not just congruent!) to gxm+p f xr.

Be sure to refer to the specific parameter values stated above. You should carefully state
any lemmas from class that you use in your proof, but you do not need to prove them
from scratch.

(continued on reverse)
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(b) Explain the last step of the decryption process: once Alice has computed a, how could she
compute the original plaintext m?
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Reference tables from textbook:

Public parameter creation
A trusted party chooses and publishes a large prime p
and an element g modulo p of large (prime) order.

Public parameter creation Alice ‘ Bob
A trusted party chooses and publishes a (large) prime p Key creation
and an integer g having large prime order in Fj. Choose private key 1 <a < p — L.
Private computations Compute A = g* (mod p).
Alice Bob Publish the public key A.
Choose a secret integer a. Choose a secret integer b. Encryption
Compute A = g* (mod p). Compute B = g° (mod p). Choose plaintext m.
Public exchange of values Choose random element k.
Alice sends Ato Bob ——F——— A4 Use Alice’s public key A
B +——————— Bobsends B to Alice to compute ¢; = g* (mod p)
- = and c; = mAF (mod p).
Further private computations Send ciphertext (c1,c¢z) to Alice.
Alice ‘ Bob b Decryption
Compute the number B® (mod p). | Compute the number A° (mod p). Compute (2)~1 - ¢; (mod p).
The shared secret value is  B® = (g%)® = g* = (¢%)* = A® (mod p). This quantity is equal to m.
Table 2.2: Diffie-Hellman key exchange Table 2.3: Elgamal key creation, encryption, and decryption
[ Bob [ Alice
Key creation \ Samantha [ Victor
Choose secret primes p and q. Key creation
Choose encryption exponent e Choose secret primes p and q.
with ged(e, (p—1)(¢— 1)) = 1. Choose verification exponent e
Publish N = pg and e. with
Encryption ged(e,(p—1)(g—1)) =1.
Choose plaintext m. Publish N = pq and e.
Use Bob’s public key (NN, e) Signing
to compute ¢ = m® (mod N). Compute d satisfying
Send ciphertext ¢ to Bob. de=1 (mod (p—1)(g —1)).
Decryption Sign document D by computing
Compute d satisfying S = D? (mod N).
ed=1 (mod (p—1)(g—1)). Verification
Compute m’ = ¢? (mod N). Compute S® mod N and verify
Then m’ equals the plaintext m. that it is equal to D.
Table 3.1: RSA key creation, encryption, and decryption Table 4.1: RSA digital signatures

Public parameter creation
A trusted party chooses and publishes large primes p and ¢ satisfying

Public parameter creation p=1 (mod ¢) and an element g of order ¢ modulo p.
A trusted party chooses and publishes a large prime p ‘ Samantha ‘ Victor
and primitive root g modulo p. -
= Key creation
‘ Samantha ‘ Victor ‘ Choose secret signing key
Key creation 1<a<gqg-1.

Choose secret signing key Compute A = g% (mod p).

1<a<p-1 Publish the verification key A.
Compute A = g* (mod p). Signing
Publish the verification key A. Choose document D mod g.

Signing Choose random element 1 < k < gq.

Choose document D mod p. Compute signature
Choose random element 1 < k < p S; = (g* mod p) mod ¢q and

satisfying ged(k,p — 1) = 1. So = (D +aS1)k™! (mod q).
Compute signature Verification

—
S1 =g (mod p) ind Compute Vi = DSy (mod g) and
S = (D—aS1)k™" (mod p—1). Vo = 81851 (mod q).
Verification Verify that 2
Compute A5 Sf’ mod p. (g"* A"> mod p) mod ¢ = S;.
Verify that it is equal to g” mod p.

Table 4.2: The Elgamal digital signature algorithm Table 4.3: The digital signature algorithm (DSA)
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Public parameter creation
A trusted party chooses a finite field Fp, an elliptic curve E/Fp,
and a point G € E(F,) of large prime order g.

‘ Samantha ‘ Victor

Key creation

Choose secret signing key
I1<s<g—-1.
Compute V = sG € E(Fy).

Public parameter creation

A trusted party chooses and publishes a (large) prime p, Publish the verification key V.
an elliptic curve E over Fy, and a point P in E(F,). Signing
Private computations Choose document d mod q.
Alice Bob Choose random element e mod g.
Chooses a secret integer n4. Chooses a secret integer np. Compute eG € E(Fp) and then,

s1 = z(eG) mod ¢ and
s2 = (d+ ss1)e”" (mod g).
Publish the signature (s1, s2).

Computes the point Qa4 = naP. Computes the point Qg = npP.
Public exchange of values
Alice sends Q4 to Bob ————————————— Q4
Qp ¢————— Bob sends Qp to Alice

Verification

Compute v1 = ds;* (mod ¢) and

Further private computations v2 = 8185 " (mod g).
Alice | Bob Compute v; G+v,V € E(F,) and ver-
Computes the point n4Qp. | Computes the point npQ4. ify that
The shared secret value is naQp =na(npP) =ng(naP)=npQa. #(v1G +v2V) mod g = s1.
Table 6.5: Diffie-Hellman key exchange using elliptic curves Table 6.7: The elliptic curve digital signature algorithm (ECDSA)
Public parameter creation
A trusted party chooses public parameters (N, p, g, d) with N and p
prime, ged(p, g) = ged(N,q) =1, and ¢ > (6d + 1)p.
Alice ‘ Bob
Key creation
Choose private f € T(d+1,d)
that is invertible in Ry and R,.
Choose private g € T(d, d).
Alice ‘ Bob Compute Fg, the inverse of f in
Key Creation R,.
Choose a large integer modulus g. Compute F, the inverse of f in
Choose secret integers f and g with f < \/{1/72, Ry.
\/61/7 <g< \/(1/727 and ged(f, qg) = 1. Publish the public key h = F;*g.
Compute h = f~1g (mod g). Encryption
Publish the public key (g, ). Choose plaintext m € R,.
Encryption Choose a random r € T(d, d).
Choose plaintext m with m < \/(1/7 Use Alice’s public key h to
Use Alice’s public key (g, h) compute e = pr«h+m (mod g).
to compute e = rh +m (mod g). Send ciphertext e to Alice.
Send ciphertext e to Alice. Decryption
Decryption Compute
Compute a = fe (mod ¢) with 0 < a < gq. fxe=pg*r+ fxm (mod q).
Compute b= f~'a (mod g) with 0 < b < g. Center-lift to @ € R and compute
Then b is the plaintext m. m = F,*a (mod p).
Table 7.1: A congruential public key cryptosystem Table 7.4: NTRUEncryt: the NTRU public key cryptosystem

Addendum to Table 7.1: The random el- Addendum to Table 7.4:
ement r (in “Encryption”) should be chosen

e In “Encryption,” you should assume that
such that r < \/q/2 as well. ’

m is centerlifted modulo q.

e Recall: the notation 7 (d;,d2) denotes
the set of all polynomials in R with ex-
actly d; +1’s, do —1’s, and all other co-
efficients 0.



