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ELECTRONIC WARFARE in OPERATIONS 
 

1. INTRODUCTION 
 

 

ARMY  
The Army is currently expanding its electronic warfare (EW) capability. It maintains several 
EW systems in its inventory. Currently, all units whose sole purpose is to conduct EW 
operations are assigned to 1st Information Operations Command. When requested, these 
capabilities are provided to combatant commands for employment at corps and lower 
echelons.  

COUNTER-RADIO-CONTROLLED IMPROVISED-EXPLOSIVE-DEVICE EWSYSTEMS  

Counter-radio-controlled improvised-explosive-device EW systems form a family of 
electronic attack systems. Army forces use these systems to prevent improvised explosive 
device detonation by radio frequency energy. The Army maintains both a mounted and 
dismounted counter-radio-controlled improvised-explosive-device EW capability to protect 
personnel and equipment. For a detailed description of these systems, see appendix F.  

AIRCRAFT SURVIVABILITY EQUIPMENT  

Aircraft survivability equipment aims to reduce aircraft vulnerability, thus allowing aircrews 
to accomplish their immediate mission and survive. Army aviation maintains a suite of 
aircraft survivability equipment that provides protection against electronic attack. This 
protection can include radio frequency warning and countermeasures systems, a common 
missile warning system, information requirement countermeasures systems, and laser 
detection and countermeasure systems. For a detailed description of aircraft survivability 
equipment EW-related systems, see appendix F.  

INTELLIGENCE SYSTEMS  

The intelligence community maintains many systems that provide data for use in EW 
operations. Signals intelligence systems provide most of this required data. These assets are 
dual use. Usually the data collected is categorized as signals intelligence. It is maintained 
within sensitive compartmented information channels and governed by the National 
Security Agency/Central Security Service. The data sometimes support EW or, more 
specifically, electronic warfare support. Paragraphs E-5 through E-7 illustrate some 
intelligence systems that (when tasked) can provide electronic warfare support data to 
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support electronic attack and electronic protection actions. For a detailed description of 
other intelligence and EW-support-related systems, see appendix F.  

 
 

Guardrail Common Sensor  

 The Guardrail common sensor is a corps-level airborne signals intelligence collection and 
location system. (See figure 1-1.) It provides tactical commanders with near real-time targeting 
information. Key features include the following: integrated communications intelligence and 
electronic intelligence reporting, enhanced signal classification and recognition, near real-time 
direction finding, precision emitter location, and an advanced integrated aircraft cockpit. 
Preplanned product improvements include frequency extension, computer-assisted online 
sensor management, upgraded data links, and the capability to exploit a wider range of signals. 
The Guardrail common sensor shares technology with the ground-based common sensor, 
airborne reconnaissance-low, and other joint systems. Interoperable data links provide 
microwave connectivity between the aircraft and the integrated processing facility (IPF). The 
GR/CS provides near real-time SIGINT and targeting information to tactical commanders 
throughout the corps area via the Joint Tactical Terminal.  

The thrust of the Guardrail R-TOC initiative is to develop 1) a long-term 
sustainment/modernization program based on a systems perspective; and 2) implementation 
of performance-based agreements with the user, contractors, PM, CECOM, depots, and DLA. 
Expected benefits include: improved operational availability, reduced TOC, streamlined 
acquisition and sustainment, rapid new technology insertion, faster turnaround time for 
repairs, and greater visibility into failures and rapid redesign. The Guardrail approach is planned 
as a prototype for application to other low density, high demand (LD/HD) systems. Figure 1-2 
showing Baseline for all four Guardrail Systems.  
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Figure 1-1 - Guardrail Common Sensor  
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Figure 1-2 - Baseline for Guardrail Systems 
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Aerial Common Sensor  

The aerial common sensor is the Army's programmed airborne intelligence, surveillance, 
and reconnaissance system. (See figure 1-3.) It will replace the current RC-7 airborne 
reconnaissance-low and Guardrail common sensor programs. The aerial common sensor 
uses the operational and technical legacies of the airborne reconnaissance-low and 
Guardrail common sensor systems as well as some technological improvements. This sensor 
will then provide a single, effective, and supportable multiple-intelligence system for the 
Army. The aerial common sensor will include a full multiple-intelligence capability, including 
carrying signals intelligence payloads, electro-optic and infrared sensors, radar payloads, 
and hyperspectral sensors  

 

 

 

Figure 1-3 – Aerial Common Sensor 

Triclops triple-sensor version of the MQ-1C Gray Eagle unmanned aircraft. 
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Prophet  

The Prophet system is the division, brigade combat team, and armored cavalry regiment 
principal ground tactical signals intelligence and EW system. (See figure 1-4.) Prophet 
systems will also be assigned to the technical collection battalion of battlefield surveillance 
brigades. Prophet detects, identifies, and locates enemy electronic emitters. It provides 
enhanced situational awareness and actionable 24-hour information within the unit’s area 
of operations. Prophet consists of a vehicular signals intelligence receiver mounted on a 
high mobility multipurpose wheeled vehicle, plus a dismounted-Soldier-portable version. 
The dismounted Soldier portable version is used for airborne insertion or early entry to 
support rapid reaction contingency and antiterrorist operations. Future Prophet systems are 
planned to include an electronic attack capability.  

 

 

Figure 1-4 – Prophet Mobile System 

Prophet already is part of U.S. operations in Afghanistan. 

Prophet, a project of the Program Executive Office for Intelligence, Electronic Warfare and 
Sensors (IEWS) at Fort Monmouth, N.J., intercepts and locates radio signals while operating on 
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the move; it measures seismic and acoustic changes in the infrared energy, electro-optic, and 
magnetic fields. 

Prophet Block I has an AN/PRD-13(V)2 signal intercept system mounted on a High Mobility 
Multipurpose Wheeled Vehicle or HMMWV, yet is not a significant target on the battlefield 
because it has no unique signature, anti-jam capability will be part of the next Block. 

Prophet information will flow into the joint net over division communications using a digital 
link, as well as near continuous voice communications with the maneuver brigade's operations 
and intelligence elements. Prophet replaces the TRAILBLAZER, TEAMMATE, TRAFFICJAM, 
and MANPACK legacy systems. 

Inside the Prophet vehicle the operator uses a Toughbook Series from Panasonic Personal 
Computer Co. of Secaucus, N.J., to monitor the incoming intelligence. 

Prophet electronics is about 30 to 40 percent commercial-off-the-shelf, or COTS, with most of 
that lying in the computer hardware, The simple Prophet design and Windows-based software 
eases personnel training as well. 

 

MARINE CORPS  
The Marine Corps has two types of EW units: radio battalions (often called RADBNs), and 
Marine tactical EW squadrons (referred to as VMAQs). Paragraphs E-9 through E-24 discuss 
the units’ missions, their primary tasks, and capabilities currently being employed. (For 
further information on the Marine Corps EW units and systems, see MCWP 2-22.)  

RADIO BATTALION  

Radio battalions are the Marine Corps’ tactical level ground-based EW units. During 
operations, teams from radio battalions are most often attached to the command element 
(or senior headquarters) of Marine expeditionary units. Each radio battalion has the 
following mission, tasks, and equipment.  

 

Mission and Tasks  

The mission of the radio battalion is to provide communications security monitoring, 
tactical signals intelligence, EW, and special intelligence communication support to the 
Marine air-ground task force (MAGTF). The radio battalion’s tasks include—  

 
 Executing interception; radio direction finding; recording and analysis of 

communications and noncommunications signals; and signals intelligence 
processing, analysis, production, and reporting.  
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 Conducting EW against enemy or adversary communications.  
 Helping protect MAGTF communications from enemy exploitation by conducting 

communications security monitoring, analysis, and reporting on friendly force 
communications.  

 Providing special intelligence communications support and cryptographic guard 
(personnel and terminal equipment) in support of the MAGTF command 
element. Normally, the communications unit supporting the MAGTF command 
element provides communications connectivity for special intelligence 
communications.  

 Providing task-organized detachments to MAGTFs with designated signals 
intelligence, EW, special intelligence communication, and other required 
capabilities.  

 Exercising technical control and direction over MAGTF signals intelligence and 
EW operations.  

 Providing radio reconnaissance teams with specialized insertion and extraction 
capabilities (such as combat rubber raiding craft, fast rope, rappel, helocast, 
and static-line parachute) for specified signals intelligence and limited 
electronic attack support during advance force, preassault, or deep postassault 
operations.  

 Coordinating technical signals intelligence requirements and exchanging 
technical information and material with national, combatant command, joint, 
and other signals intelligence units.  

 Providing intermediate, third, and fourth echelon maintenance of the radio 
battalion’s signals intelligence and EW equipment.  

 

Equipment  

The following illustrate EW capabilities a radio battalion uses to accomplish the mission and 
perform the tasks in support of the MAGTF:  

AN/ULQ-19(V)2 Electronic Attack Set  
The AN/ULQ-19(V)2 electronic attack set allows operators to conduct spot or sweep jamming of 
single-channel voice or data signals. To provide the required jamming, the system must be 
employed and operated from a location with an unobstructed signal line of sight to the target 
enemy’s communications transceiver. See Figures 1-5 and 1-6. 
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Figure 1-5 – AN/ULQ-19(V)2 EW Mobile 

 

 

 
Figure 1-6 – AN/ULQ-19(V)2 EW System Mobile 
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AN/MLQ-36 Mobile Electronic Warfare Support System  
The AN/MLQ-36 mobile electronic warfare support system provides a multifunctional capability that 
gives signals intelligence and EW operators limited armor protection. This equipment can provide 
signals intelligence and EW support to highly mobile mechanized and military operations in urban 
terrain where maneuver or armor protection is critical. This system is installed in a logistic variant of 
the Marine Corps’s light armored vehicle. It consists of the following:  

 
 Signals intercept system.  
 Radio direction finding system.  
 Electronic attack system.  
 Secure communication system.  
 Intercom system.  

 
 

 

Figure 1-7 – AN/MLQ-36 EW System Mobile 

 

AN/MLQ-36A Mobile Electronic Warfare Support System (Product Improved)  
The product-improved AN/MLQ-36A mobile electronic warfare support system (sometimes called 
the AN/MLQ-36A MEWSS PIP) is an advanced signals intelligence and EW system integrated into the 
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Marine Corps’s light armored vehicle. (See figure 1-8.) This system replaces the equipment in the 
AN/MLQ-36.  

E-15. The AN/AMLQ-36A has the following capabilities:  

 
 Detect and evaluate enemy communications emissions.  
 Detect and categorize enemy noncommunications emissions (such as battlefield radars).  
 Determine lines of bearing.  
 Degrade enemy tactical radio communications.  

When mission-configured and working cooperatively with other AN/MLQ-36As, the system can 
provide precision location of battlefield emitters.  

This system and its future enhancements will provide the capability to exploit new and sophisticated 
enemy electronic emissions and conduct electronic attack in support of existing and planned 
national, combatant command, fleet, and MAGTF signals intelligence and EW operations.  

 

 

 

 

 

Figure 1-8 – AN/MLQ-36A EW System Mobile 
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MARINE TACTICAL ELECTRONIC WARFARE SQUADRON  
Marine tactical electronic warfare squadrons are the Marine Corps’s airborne tactical EW units. Each 
squadron has the following mission, tasks, and capabilities.  

Mission and Tasks  

The mission of the electronic warfare squadron is to provide EW support to the MAGTF and other 
designated forces. The squadron conducts tactical jamming to prevent, delay, or disrupt the 
enemy’s ability to use the following kinds of radars: early warning, acquisition, fire or missile control, 
counterfire, and battlefield surveillance. Tactical jamming also denies and degrades enemy 
communication capabilities. The squadron conducts electronic surveillance operations to maintain 
electronic orders of battle. These include both selected emitter parameters and nonfriendly emitter 
locations. The squadron also provides threat warnings for friendly aircraft, ships, and ground units. 
Squadron tasks include—  

 Providing airborne electronic attack and EW support to the aviation combat element 
and other designated operations by intercepting, recording, and jamming threat 
communications and noncommunications emitters.  

 Processing, analyzing, and producing routine and time-sensitive electronic intelligence 
reports for updating and maintaining enemy electronic order of battle.  

 Providing liaison personnel to higher staffs to assist in squadron employment  
 Providing an air EW liaison officer to the MAGTF EW coordination cell.  
 Conducting electronic attack operations for electronic protection training of MAGTF 

units.  
 

The squadron’s EW division supports EA-6B Prowler tactical missions with intelligence, the 
tactical electronic reconnaissance processing and evaluation system (TERPES), and the joint mission 
planning system. All systems support permission planning and postmission processing of collected data, 
and production of pertinent intelligence reports. Working with squadron intelligence, these systems 
provide required electronic intelligence and electronic order of battle intelligence products to aviation 
combat element, MAGTF, and other requesting agencies. 
 
 

Marine Tactical Electronic warfare squadrons maintain the following equipment: 
 
 EA-6B Prowler.  
 Joint mission planning system  
 Tactical electronic reconnaissance processing and evaluation system 
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EA-6B Prowler  
 

The EA-6B Prowler is a subsonic, all-weather, carrier-capable aircraft. (See figure 1-9.) The crew 
consists of one pilot and three electronic countermeasure officers. The EA-6B has two primary 
missions. One is collecting and processing designated threat signals of interest for jamming and 
subsequent processing, analysis, and intelligence reporting. The other is employing the AGM-88 
high-speed antiradiation missile against designated targets. The EA-6B’s AN/ALQ-99 tactical 
jamming system incorporates receivers for the reception of emitted signals and external jamming 
pods for the transmission of energy to jam targeted radars (principally those associated with enemy 
air defense radars and associated command and control). In addition to the AN/ALQ-99, the EA-6B 
also employs the USQ-113 communications jammer to collect, record, and disrupt threat 
communications. 
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Figure 1-9 – EA-6B  
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Figure 1-10 – EA-6B SEAD EW System - The EA-6B Prowler is a tactical electronic warfare aircraft 

that provides day and night lethal and non-lethal electronic warfare capability for Suppression of 
Enemy Air Defences (SEAD) 
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Figure 1-11 – EA-6B with ALQ-99 and USQ-113 Systems 

 

Figure 1-11A-USQ-113 
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Joint Mission Planning System  
The joint mission planning system helps the EA-6B aircrew plan and optimize receivers, jammers, 
and high-speed antiradiation missiles.  

 

This system allows an operator to—  

 
 Maintain area of operations emitter listings.  
 Edit emitter parameters.  
 Develop mission-specific geographic data and electronic order of battle to—  
 Tailor or create high-speed antiradiation missile direct attack libraries, or manually 

modify entries or new threat cards.  
 Plan target selection.  
 Perform postflight mission analysis to—  
 Identify electronic emitters using various electronic parameter databases and electronic 

intelligence analytical techniques.  
 Localize emitters by coordinates with a certain circular error of probability for each site.  
 Correlate new information with existing data.  
 Gather postflight high-speed antiradiation missile information. This information includes 

aircraft launch parameters, predicted seeker footprint, and the onboard system 
detection of a targeted signal at impact.  

 

 

AN/TSQ-90 Tactical Electronic Reconnaissance Processing and Evaluation 
System  
The TERPES (AN/TSQ-90) is an air and land transportable, single-shelter electronic intelligence 
processing and correlation system. Each of the four Marine tactical electronic warfare squadrons 
includes a TERPES section. The TERPES is capable of identifying and locating radar emitters from data 
recorded on tape by the VMAQs, and isa segment of the Marine Air Ground Task Force (MAGTF) 
Command, Control, Communications, Computers, andIntelligence (C4I) concept and, as such, can 
provide processed intelligence information to the Intelligence AnalysisSystem (IAS) and the Technical 
Control and Analysis Center (TCAC) when required. TERPES has the capability toidentify and locate 
enemy radar emitters from data recorded by the EA-6B aircraft and received from other sources,and to 
provide rapid data transfer to the MAGTF Commander during operations afloat and at Forward 
Operating Bases (FOB)s. 

 

A TERPES section consists of Marines, equipment, and software. The section identifies and locates 
enemy radar emitters from data collected by EA-6B aircraft and those received from other intelligence 
sources. It processes and disseminates EW data rapidly to MAGTF and other intelligence centers and 
provides mission planning and briefing support. Section support areas include operational support, 
intelligence analysis support, data fusion, fusion processing, and intelligence reporting.  
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The TERPES AN/TSQ-90E(V)1 consists of Commercial-Off-The-Shelf (COTS) items, Government-Off-The-
Shelf (GOTS) items, Non-Developmental Items (NDI), and Government Furnished Equipment (GFE) that 
is selfcontained in portable transit cases, which are housed in one 8 ft. x 8 ft. x 20 ft. shelter (AN/TSQ-
90E(V)1), or may be used outside of the shelter as a TERPES Portable Unit (TPU), AN/TSQ-90E(V)2. 

 

The section provides the following operational support:  

 

 
 Translates machine-readable, airborne-collected, digital data into human- and machine-

readable reports (such as paper, magnetic tape, secure voice, plots, and overlays).  
 Receives and processes EA-6B mission tapes.  
 Accepts, correlates, and identifies electronic emitter data from semiautomatic or 

automatic collection systems using various electronic parameter databases and 
various analysis techniques.  

 Provides tactical jamming analysis.  
 

 

Figure 1-12- TERPES (AN/TSQ-90) 

 

 

 

 

 

 



19 

 

 

 

AIR FORCE  

 
The Air Force has two primary platforms that provide EW capability: the EC-130H Compass Call and RC-
135V/W Rivet Joint.  The EC-130H COMPASS CALL is the USAF's wide-area, airborne Command and 
Control Warfare/Information Operations (C2W/IO) weapon system. The employment of this system 
interdicts our adversary's use of the electronic battlespace and is a key active component in the 
information battlespace and prosecution of overseas contingency operations. EC-130H COMPASS CALL's 
sophisticated electronic combat system is capable of surgical denial or disruption of adversary radio 
frequency (RF) communications systems and sensors. The system was fielded in 1983 and to date has 
evolved through the Block 35/Baseline 1 configuration. Due to the rapid advances in electronic attack 
technology, the EC-130H COMPASS CALL was designed to be easily modified and must continue to 
modernize and evolve to keep pace with adversary tactics and emerging technologies. Continuous 
system development is required to maintain battlespace superiority. The EC-130H COMPASS CALL 
program employs an incremental development and fielding strategy IAW AFPD 63-1 that puts capability 
into the warfighters hands as soon as practical and ensures each iteration of the weapon system is 
effective against the highest priority threats. 

EC-130H COMPASS CALL  

The EC-130H Compass Call is an airborne tactical weapon system. (See figure 1-13) Paragraphs E-27 
through E-31 discuss the EC-130H missions, primary tasks, and capabilities.  
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Figure 1-13- EC-130H 

 

Mission and Tasks  

The EC-130H’s mission is to disrupt enemy command and control information systems and limit the 
coordination essential for force management. The EC-130H’s primary task is to employ offensive 
counterinformation and electronic attack capabilities in support of U.S. and multinational tactical 
air, surface, and special operations forces.  

 

Capabilities  

The EC-130H is designed to deny, degrade, and disrupt adversary command and control information 
systems. This includes denial and disruption of enemy surveillance radars; denial and disruption of 
hostile communications being used in support of enemy ground, air, or maritime operations; and 
denial and disruption of many modern commercial communication signals that an adversary might 
employ.  
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RC-135V/W RIVET JOINT  
.  

Mission and Tasks  

 The RC-135V/W Rivet Joint is a combatant-command-level surveillance asset that responds to 
national-level taskings. (See figure 1-14) Its mission is to support national consumers, combatant 
commanders, and combat forces with direct, near real-time reconnaissance information and 
electronic warfare support. It collects, analyzes, reports, and exploits information from enemy 
command and control information systems. During most contingencies, it deploys to the theater of 
operations with the airborne elements of the theater air control system.  

 

 

 

Figure 1-14- RC-135V/W RIVET JOINT 
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Basic roles include:  

• providing indications about the location and intentions of enemy forces and warnings of 
threatening activity  

• broadcasting a variety of direct voice communications. Of highest priority are combat advisory 
broadcasts and imminent threat warnings that can be sent direct to aircraft in danger  

• operating both data and voice links to provide target info to US ground based air defenses  

The RIVET JOINT aircraft are capable of conducting ELINT and COMINT intercept operations against 
targets at ranges of up to 240 kilometers [in contrast to the 280 kilometer intercept range of the higher-
flying U-2].  

The RIVET JOINT aircraft operated by the 55th Wing, Offutt Air Force Base, Neb., provide direct, near 
real-time reconnaissance information and electronic warfare support to theater commanders and 
combat forces. In support of the 55th, the 95th Reconnaissance Squadron operates out of Mildenhall 
and provides pilots and navigators to fly the aircraft. The 488th Intelligence Squadron provides the 
intelligence personnel who work in the back of the plane.  

RIVET JOINT (RC-135V/W) is an air refuelable theater asset with a nationally tasked priority. It collects, 
analyzes, reports, and exploits enemy BM/C4I. During most contingencies, it deploys to the theater of 
operations with the airborne elements of TACS (AWACS, ABCCC, Joint STARS, etc.) and is connected to 
the aircraft via datalinks and voice as required. The aircraft has secure UHF, VHF, HF, and SATCOM 
communications. Refined intelligence data can be transferred from Rivet Joint to AWACS through the 
Tactical Digital Information Link TADIL/A or into intelligence channels via satellite and the TACTICAL 
INFORMATION BROADCAST SERVICE (TIBS), which is a nearly real-time theater information broadcast.  

 




