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INTRODUCTION

[ NTERNET FIREWALLS AND INETWORK SECURITY, SECOND EDITION is designed for system
administrators and interested users who realize the risks involved in connecting a com-
puter system to the Internet.

In days of old, brick walls were built between buildings in apartment complexes so that
if a fire broke out, it would not spread from one building to another. Quite naturally,
the walls were called “firewalls.”

When you connect your LAN to the Internet, you are enabling your users to reach and
communicate with the outside world. At the same time, however, you are enabling the
outside world to reach and interact with your LAN. Firewalls, in their barest sense, are
routers through which the data traffic flows. If intruders attempt unauthorized access
to your network, you stop them at the firewall and do not allow them any further into
the system.
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WHo SHOULD READ THIS BoOKk

Internet Firewalls and Network Security, Second Edition is designed for advanced users and
system administrators. It contains information and procedures for the average networked site
and represents many hours spent troubleshooting and administering that environment.

How THis Book HELPS You

The information presented in Part I provides an overview of security and TCP/IP. Being the
protocol of the Internet, it is important to understand how TCP/IP works and what utilities
are available. It also is important to understand the concept of security and why it is necessary

to limit access to resources.

Part IT covers firewalls and screening routers. Not only are various theories and hypothetical
examples discussed, but real-world examples are given. Over-the-counter products are dis-
cussed, as well as tool kits that enable you to build your own firewall from scratch.

Part I1I, the appendix section, offers a quick way to locate key information. Appendix A lists
the sample worksheets contained in the chapters and where they can be found. Appendix B
lists sources of more information. Appendix C provides a list of vendors. Appendix D pro-
vides the manual pages for OPIE and Log Daemon, two forms of the one-time password
authentication system.

ConNvENTIONS USED IN THIS BOOK

Throughout this book, certain conventions are used to help you distinguish the various ele-
ments of firewalls, system files, and sample data. Before you look ahead, you should spend a

moment examining these conventions.

4 Shortcut keys and key combinations are found in the text where appropriate. In most
applications, for example, Shift+Ins is the shortcut key combination for the Paste

command.
4 Key combinations appear in the following formats:

KeY1+KEY2. When you see a plus sign (+) between key names, you should hold
down the first key while pressing the second key. Then release both keys.

KEev1, KEY2. When a comma (,) appears between key names, you should press and
release the first key and then press and release the second key.
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% Information you type is in bold. This convention applies to individual letters and
numbers, as well as words or phrases. It does not apply, however, to special keys, such
as Enter, Esc, or Curl.

4 New terms appear in izalic.

4 Text displayed on-screen but not as part of an application, such as system prompts
and messages, appear in a special, computer, typeface.

SPECIAL TEXT USED IN THIS BOoOK

Throughout this book you will find examples of special text. These passages have been given
special treatment so you can instantly recognize their significance and easily find them for
future reference.

NotTEs, Tips, AND WARNINGS

Internet Firewalls and Network Security, Second Edition features many special sidebars, which
are set apart from the normal text by icons. The book includes three distinct types of sidebars:
Notes, Tips, and Warnings.

A noteincludes “extra” information you should find useful, but which comple-

ments the discussion at hand instead of being a direct part of it. A note might
describe special situations that arise when you use a firewall under certain
circumstances, and tell you what steps to take when such situations arise.
Notes also might explain ways to avoid problems with your software and

hardware.

- N
A tip provides quick instructions for getting the most from your firewall imple- || \g ¥ ‘{M
mentation as you follow the steps outlined in the general discussion. A tip =

might show you ways to conserve memory in some setups, speed up a proce-
dure, or perform one of many timesaving and system-enhancing techniques.
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A warning tells you when a procedure might be dangerous, that is, when you
run the risk of losing data, locking your system, or even damaging your hard-

ware. Warnings generally explain ways to avoid such losses, or describe the
steps you can take to remedy them.

NEwW RIDERS PUBLISHING

The staff of New Riders Publishing is committed to bringing you the very best in computer
reference material. Fach New Riders book is the result of months of work by authors and
staff who research and refine the information contained within its covers.

As part of this commitment to you, the NRP reader, New Riders invites your input. Please let
us know whether you enjoy this book, if you have trouble with the information and examples
presented, or if you have a suggestion for the next edition.

Please note, though, that New Riders’ staff cannot serve as a technical resource for firewalls,
security, or questions about software- or hardware-related problems. Please refer to the docu-
mentation that accompanies your product or to the application’s Help systems.

If you have a question or comment about any New Riders book, there are several ways to
contact New Riders Publishing. We will respond to as many readers as we can. Your name,
address, or phone number never becomes part of a mailing list or is used for any purpose
other than to help us continue to bring you the best books possible. You can write us at the
following address:

New Riders Publishing
Attn: Associate Publisher
201 W. 103rd Street
Indianapolis, IN 46290

If you prefer, you can fax New Riders Publishing at (317)581-4670.
You can send electronic mail to New Riders at the following Internet address:
edulaney@newriders.mcp.com

NRP is an imprint of Macmillan Computer Publishing. To obtain a catalog of information,
or to purchase any Macmillan Computer Publishing book, call (800)428-5331.

Thank you for selecting Internet Firewalls and Network Security, Second Edition!



