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What is Machine Learning

Machine learning is a method of data analysis that automates analytical model building.



K-Nearest Neighbors

k=3

● Pick a value for k.

● Search for the k observations that are 
nearest to the unknown iris.

● Use the most popular response value from 
the k nearest neighbors as the predicted 
response.



Logistic Regression

● A classification algorithm.

● Used to predict a binary outcome (1/0) given a set of independent 
variables.

● Eg -To determine the likelihood of a patient’s successful response to a 
medical treatment. Input variables - age,weight,blood pressure and 
cholesterol levels.



Decision tree & Random 
forest
● To create a model that predicts the value 

of a target variable based on several input 
variables.

● Random forests operate by constructing a 
multitude of decision trees at training 
time and outputting the class that is the 
mode of the classes (classification).

https://en.wikipedia.org/wiki/Decision_tree_learning
https://en.wikipedia.org/wiki/Mode_%28statistics%29
https://en.wikipedia.org/wiki/Mode_%28statistics%29
https://en.wikipedia.org/wiki/Mode_%28statistics%29


K-Fold cross validation

● A technique to evaluate predictive models by 
partitioning the original sample into a training 
set to train the model, and a test set to 
evaluate it

● Repeated k times.



Problem Statement
Apply ML models to classify a sample as benign or malicious instead of using just 

hashes.



Malware analysis

● What is it?
● Why do we need it?
● That’s so cool! How do I start??



Static Analysis vs Dynamic Analysis
                     Static Analysis

Examines the executable files 
without viewing the actual 
instructions 

                       Dynamic Analysis

Observing the behavior of the 
malware while it is actually running 
on a system



Our Strategy - Static Analysis

● Let’s Use Machine Learning

● Features  matrix

● Target Vector

● Use a model - Train & Predict

● Okay Cool! Let’s get started!



PE File Structure

● That’s so much data!

● How do I pick the correct features??



Boxplots
● What are boxplots?

● Why do we need them?



      ML Models

● Comparison Table

Logistic 
Regression

KNN Decision 
Tree

Random 
Forest

Accuracy 80 94 99.98 96



           So What did we learn ?

● Practical Machine Learning

● Static Analysis 

● Existence of CTF’s



        Current Status - Single ;)

● Working Product

● http://localhost:4555



Future Work

● Explore Neural Networks

● Continue working on our product

● Dynamic Analysis
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