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The Purpose of This eBook
Through conversations with many of you, one thing we’ve heard repeatedly is that you 
need more clarity around your social media record keeping responsibilities.

To that end, we combined research and our institutional knowledge with interviews 
with experts and clerks around the country to create this eBook.

INTRODUCTION

The current state of social 
media and public records laws

The challenges of social 
media records retention

Options for social media 
records management 

Advice from state 
experts and your peers

In this eBook, we’ll cover:
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This eBook wouldn’t have been possible without the input of the 

records management community, so we’d like to extend a special 

thank you to those who are quoted throughout.

We hope this eBook can be a practical tool for you as you 

navigate the social media records landscape. Read on to find 

out how Municipal Clerks around the country are managing their 

agencies’ social media records!

Sincerely,

Robert Wilburn

Director of Marketing 

ArchiveSocial 

robert.wilburn@archivesocial.com

Chris Shalby

Executive Director 

IIMC 

chriss@iimc.com
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SOCIAL MEDIA 
AND PUBLIC 
RECORDS LAWS

SECTION ONE



The Core Issue— 
Social Media as 
Public Record
Social media is one of the latest mediums to create questions around 

public records responsibilities. While this is an evolving area of law and 

practice, there’s a large body of guidance from the states around social 

media and public records responsibilities.

Here are three critical areas where states have 
offered guidance:

1. Social media, like other forms of electronic 
communication, can generate public records.

2. Content generated on social media by constituents 
can create public records.  

3. Your agency (not the networks!) is responsible for 
retaining social media records.  

Everything on social media is 
subject to public records law. We 
started becoming aware of the 
fact that we needed to retain our 
social media records when we 
started becoming more active on 
social media. When that started 
happening in our town, our town 
clerk at the time said, ‘Hey, wait a 
minute, we’re not up to speed on 
our legal obligations on retaining 
that information.

Mary Ellen Dunn, CMC 
Deputy Town Clerk, Clarkdale, AZ
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The original public records laws

While language may vary, all fifty states have wording that broadly defines 

public records as:

 � Writings

 � Sent or received

 � That relate to public business

 � “Regardless of physical form.”

Expansion to electronic communication

In most cases, state open records laws were drafted decades ago, but as 

technology has advanced, so have the laws’ interpretations.  Email, for 

example, is now universally considered public record. Some states specifically 

name electronic communication in their guidance, while others use the original 

open records guidance to apply to electronic records as well.

Social media enters the scene

While many states have guidance specifically pointing this out, 

communications across social media — like email — constitute public record 

under the existing public records laws in each state.

As with all forms of content produced by public agencies, certainly not 

everything on an agency’s social media accounts constitutes long-term record 

requiring retention, but inevitably some of the conversations that happen on an 

agency’s social media must be treated as public record and must be retained.

Social Media Generates  
Public Records

From the Experts 
On Social Media as Public Record

If it’s created in the course of official 
business, then it’s a public record 
just like any other document that 
would be generated in-house.

Luke Britt 
Public Access Counselor  
State of Indiana
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Example: Wisconsin
“If an authority makes use of social media...the authority should adopt 
procedures to retain and preserve all such records.” 
Wisconsin Public Records Law Compliance Guide1

Example: Washington
“…all content published and received by the agency using social 
media in connection with the transaction of the agency’s public 
business are public records.”
Guidelines and Best Practices for Social Media Use in Washington State2

Example: Texas
“...The general forms in which the media containing public 
information exist include...e-mail, internet posting, text 
message, instant message, other electronic communication.”
Texas Open Government Act/SB 13683

Guidance From the States

1https://www.doj.state.wi.us/sites/default/files/dls/2015-PRL-Guide.pdf 

2http://www.governor.wa.gov/sites/default/files/documents/GuidelinesAnd%20BestPracticesForSocialMedia.pdf 

3https://capitol.texas.gov/tlodocs/83R/billtext/pdf/SB01368F.pdf
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One of the major challenges with social media is the fact that constituents 

can create social media records. In the same way that both sides of an email 

conversation are critical to the public record, so too are both sides of a social 

media conversation.

Many states have clarified this through guidance that says that all 

communication, both “sent” and “received” by agencies, is public record.

Sample State Guidance: Arizona

Arizona is an example of a state that has provided clear guidance on 

the issue of user-generated content and public records. The following 

guidance was provided by the Attorney General’s office.

“Electronic messages sent or received by a government-issued 
electronic device or through a social media account provided by 
a government agency for conducting government business are 
public records.”1 

Content Generated by 
Constituents on Social 
Media Can Create Public 
Records

From the Experts 
On content constituents create on 

social media as public record

You are responsible for retaining all 
of the comments you receive and 
people’s interactions with you on 
the platforms you’re communicating 
with them on.

Russell Wood 
State Records Manager 
Washington State Archives

1https://www.azag.gov/sgo-opinions/whether-arizona%E2%80%99s-public-records-law-extends-beyond-its-
terms-and-applies-privately
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Your Agency (Not the Social Networks!) is 
Responsible for Retaining Social Media Records

While not all states have addressed the specifics of how agencies should retain social media records, several states have issued clear 

guidance on actions agencies should take to ensure their social media record keeping is compliant with state regulations.  

Sample State Guidance: Missouri

Missouri offers guidance stating that agencies using 

social media are responsible for keeping social 

media records and should not rely on the social 

networks to perform this function for them. The 

Missouri Secretary of State’s guidance makes it 

clear that social media companies’ Terms of Service 

can be incongruent with public records regulations 

and explicitly says agencies must have a plan to 

retain records independent of the social networks.

The guidance states:

“Social media companies...are not obligated 
to respond to agency requests – only to what 
is agreed upon in the Terms of Use or Terms 
of Service...If the site shuts down, crashes, or 
the vendor arbitrarily changes the Terms of 
Use, those potential records could be at risk...
Agencies must have a plan and process in 
place for how records will be saved.”

Sample State Guidance: Massachusetts

In Massachusetts, the Secretary of the Commonwealth offers 

guidance cautioning agencies that social media content exists on 

servers that are outside of their control and warns that agencies 

can’t rely on social media service providers to retain records in a 

manner that satisfies the Massachusetts Public Records Law

The guidance states:

“Public entities have limited control over the functionality 
or business practices offered by [social media] sites and 
the legal terms to which they are subject. These terms 
may impact adequacy of accessibility for...recordkeeping 
requirements, records management responsibilities, 
and records disposition...While third party social media 
providers will most likely save the public entity’s content 
for some period of time, they generally will not save it 
indefinitely...To the extent that the social media provider’s 
policies are inconsistent with the Statewide Records 
Retention Schedule, the public entity is obligated to take 
affirmative steps to retain copies of social media posts.”
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For municipalities that are just relying on Facebook 
and Twitter as their way of preserving records, there’s 
a legal concern. Those platforms can be erased, or 
there could be issues where those records could be 
destroyed.”

EDWARD PURCELL,  
Attorney and Trustee of the New Jersey 
Institute of Local Government Attorneys
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The issue of social media records management is critical for agencies, as there 

are consequences around the country, ranging from fees to legal challenges.

Example: Social Media Records Lawsuit

In Washington County, FL, a citizen filed a 1st Amendment lawsuit 

against the Washington County Clerk after they deleted her comment on 

Facebook. 

She then filed a second suit when the agency could not produce records 

of her comment.

To settle the lawsuit, the agency decided to pay over $10K.

There Can Be Significant 
Consequences to NOT 
Retaining Social Media 
Records

From the Experts 
On content constituents create on 

social media as public record

It’s just bad business to destroy 
the trail of the job you’re doing 
as a public official. The retention 
schedules are there for a reason, and 
they should be followed accordingly.

Luke Britt 
Public Access Counselor 
State of Indiana
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The Takeaway for Records 
Managers

Social media creates public records—both from your agency, and 
from constituents. Additionally, you as an agency have public records 
responsibilities when it comes to social media, just as with other 
mediums, and there’s an impact if you don’t retain records.

On a daily basis, as your agency uses social media as a key 
communication channel—and as elected officials, constituents, and city 
employees comment and engage—public records are being created.
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THE UNIQUE 
CHALLENGES OF 
SOCIAL MEDIA 
RECORD KEEPING

SECTION TWO



What’s Different About Social Media Records?

Records as we know them include 

things like paper records and 

emails, both of which clerks have 

been retaining and producing for 

years. 

But social media records present 

challenges to record-keeping in 

four key areas:

1. How they’re created

2. How they’re deleted

3. How they’re stored

4. The limitations of the social 

networks

“Traditional” Records Social Media Records
Takeaways for 

Agencies

How they’re  
created

Paper records and emails are 
not instantly viewable to the 
public.

Social media records are 
created by your agency and 
by your constituents, and 
the records they create are 
immediately viewable to the 
public without your review.

The networks are also 
constantly changing, adding 
new features.

The fact that social media 
allows constituents to create 
records that are instantly 
viewable to the public leaves 
agencies more vulnerable to 
records requests than with 
traditional records, which 
agencies can review prior to 
their becoming public.

How they’re 
deleted

Paper records and emails 
can’t be edited or deleted by 
the public once they’ve been 
created.

Social media records created 
by your agency and by your 
constituents can be edited or 
deleted at any time.

Social media gives the public 
the ability to edit and delete 
records your agency is 
responsible for retaining.

How they’re 
stored

Paper records exist in a 
physical location you control, 
and emails live on servers 
you either control or have a 
service agreement with.

Social media records exist on 
commercial platforms owned 
by third-party companies who 
are not obligated to retain 
your content or treat it as 
public record.

Social media records live on 
the social media network’s 
servers, and the networks 
have no obligation to keep 
your records for any length of 
time or to provide you with 
all versions of your records in 
the event of a public records 
request.

Traditional Records vs. Social Media Records
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One of the most critical misconceptions is that agencies can just go to the 

social networks if they need to find and produce records.  

The Challenge: Relying on Facebook and Twitter assumes that the social 

networks will retain all of the content you need, and then provide it to you.  

Agencies Can’t Rely on 
the Social Networks to 
Archive Records for Them

Facebook has no records 
management capability.

Jerry Lucente-
Kirkpatrick  
Formerly State Records Analyst 
State of Arizona

Limitations:

 � No legal obligation. The social networks are not bound to public records 

laws, and have no legal obligation to retain and provide your records.

 � No ability to download critical records. While the social networks 

do offer some semblance of a “download” feature, they intentionally 

exclude critical records such as comments and posts received from 

citizens in an effort to protect user privacy. 

 � No assistance producing edited and deleted content. Citizens are able 

to edit and delete communications sent to you at any time without your 

awareness. The vast majority of social networks have stated that they 

will not assist with producing deleted content.

 � No tracking or reporting of edited and deleted content. Most social 

networks do not provide a history of edits, and none of the social 

networks track or report deletions when content is removed.
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Manual Archiving is Time 
Consuming and Doesn’t 
Capture the Records 
You Need

The Challenge: While it’s better than taking no action at all, manually 

preserving records raises critical challenges.

Limitations:

 � It’s time consuming and inefficient. Can you imagine taking the 

time to screengrab all of your social media pages every time 

someone posts something?

 � It doesn’t capture changes to content over time, such as 

deleted, edited, and hidden content. As your agency and 

constituents hide, delete, and edit content

 � Screengrabs are not searchable. Trying to locate relevant 

records without a search feature is extremely difficult.

 � Often not admissible in legal situations.  Screenshots can be 

edited with image-editing software, making them potentially 

inadmissible in court.

If I’m trying to release something 
for someone who says, ‘I want 
a records request of all your 
social media records pertaining 
to a subject,’ and all I have is a 
screenshot and there were changes 
to the record, then I’m not meeting 
that records request.

Norma Alley, CMC 
City Clerk 
Palmer, Alaska
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Even if a user’s comments are deleted in 
accordance with the agency’s social media policy, 
the records would still need to be retained, based 
on the fact that the agency has dominion over the 
forum.”

LUKE BRITT,  
Public Access Counselor, State of Indiana
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Do the social 
networks have 

your data?

214,841
records deleted in one month 

from the social networks

ArchiveSocial Study 
Conducted 7/1/2017 – 7/31/2017 

Represents a sample of 500 gov’t customers 

95.4% of all customers experienced deletions

Three things to know about 
losing your records

1. It’s a surprising big problem. Government 

agencies are losing an average of 400 records 

per month.

2. It’s not your employees; it’s users. While 

agencies themselves (and their employees) 

tend to avoid deleting content, citizens can 

delete content at any time. And their power 

to make you lose your records goes beyond 

individual comments and posts — users can 

also decide to leave Facebook altogether and 

delete their entire profiles and social media 

histories. Think about what you would do if 

a user whose records you needed for a legal 

challenge chose to “quit Facebook,” and you 

didn’t have their records.

3. It affects large and small agencies. If your 

agency has a social media presence and are 

not archiving, you are likely losing records each 

month that you’re legally responsible for.
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The Takeaway for Records 
Managers

Social media record keeping is challenging, and agencies need to find a 
way to preserve the dynamic and vital conversations occurring on their 
social media accounts.

Additionally:

1. The nature of social media invites frequent changes to public records, 
by individuals who are often not part of your agency.

2. Relying on the social networks and manual archiving are not viable 
records retention options.

On a daily basis, as your agency uses social media as a 
key communication channel—and as elected officials, 
constituents, and city employees comment and 
engage—public records are being created.
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HOW SOCIAL MEDIA 
ARCHIVING WORKS

SECTION THREE



The Benefits: Social media archiving captures more records than any 

other method without requiring any additional effort, and allows records 

professionals to achieve the highest level of compliance possible.

Social media archiving:

 � Captures records continuously.  The solution runs in the background and 

captures records in near-real-time, regardless of how or when content is 

posted

 � Retains changes to content over time.  This includes hidden content, 

deleted content, and edited content.

 � Archives records in their native format.  

 � Makes is easy to respond to records requests through advanced 

searching and filtering techniques

 � Captures metadata to ensure authenticity of records to meet legal and 

compliance requirements.  

Social Media Archiving 
Is Designed to Solve The 
Records Management and 
Compliance Challenge

Quite often, we get asked 
about what we’re using at 
the Secretary of State’s 
office to retain records. The 
answer we give is that we 
use a social media archive.

Russell Wood  
State Records Manager 
Washington State Archives
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A social media archive captures your content across the major social media 

networks, archiving not just the original posts, but changes to the content 

over time (including hidden content and edits to content).

An archive helps you respond to records requests by 
allowing you to:

 � Search and filter by keywords

 � View your records in their original context

 � View changes to social media over time (including edits, deletions, and 

hidden content)

 � Generate PDF reports that accurately reconstruct the entire social media 

conversation surrounding the keywords relevant to the records request

 � Have authenticated records for legal submissions

 � Preserve records for as long as necessary with built-in retention 

schedules

Social Media Archiving 
Makes it Easy to Respond 
to Records Requests
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In the event of a lawsuit involving activity on your social media accounts, it’s important 

to have complete electronic records preserved in an authentic manner. 

Metadata:

 � Is electronic information that contains important details about your social media 

posts, such as user IDs and timestamps

 � Is critical for authenticity in legal situations

 � Contains much more than just the words or images of the posts (126 characters = 

2,308 characters of metadata)

What is Metadata (and 
Why Does it Matter?)

1https://www.azag.gov/sites/default/files/sites/all/docs/agency-handbook/ch06-2013B.pdf

Arizona’s Metadata Guidance:

The Arizona Agency Handbook1 offers specific guidance on 

metadata as public record.

“A public record ‘maintained in an electronic format 
includes not only the information normally visible 
upon printing the document but also any embedded 
metadata... ’”
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How the Santa Barbara 
PD Used Their Social 
Media Archive to 
Respond to a Records 
Request

6 things to look for in an archiving 
solution

1. Direct communication with each of the major 

social networks, ensuring 100% accurate 

electronic records complete with metadata

2. Archiving of both sides of the conversation, 

including comments, replies, and private 

messages

3. Automatic detection of new comments, 

edits, and deletions on old posts, even if that 

information is not provided by the network 

feed

4. The ability to continually re-verify your social 

media history to ensure complete and accurate 

capture, despite network downtime

5. Retrieval of historical records going back to 

the beginning of your social media presence

6. A free trial, so you can confirm that the archive 

is accurately and reliably capturing your social 

media activity, despite the limitations and 

changing nature of third-party social networks.

Remember: Social networks do not have built-

in support for archiving or compliance. No two 

solutions are guaranteed to capture the exact same 

records and level of detail from networks such 

as Facebook and Twitter. Therefore, it’s critical 

that you are confident in your solution’s ability to 

provide the highest level of compliance available.

When the Santa Barbara PD began 
sharing posts about the city’s gun 
buyback program, a controversy erupted 
on social media.

The SBPD happened to be on a free trial of ArchiveSocial at the time, which 

quickly became beneficial after the NRA issued a records request for all 

communications related to the buyback program.

Because the majority of important communications related to the event 

were on social media, the PD was able to use their free trial of ArchiveSocial 

to respond to the records request.

Sergeant Riley Harwood, the PIO for the PD, estimated that ArchiveSocial 

saved him hours of work and made sure he did not miss any relevant 

records. “I just entered the search term ‘buy-back,’” said Sergeant Haywood, 
“and It all popped right up and I was able to print and add it to the rest of 
the materials. It really made it quite easy in that circumstance and sold me 
on the utility of social media archiving.”
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The Takeaway for Records 
Managers

A social media archiving solution gives you the highest 
level of compliance with public records laws.

It preserves changes to content over time, so that you 
have the records you need

It is searchable, making it easier to find relevant records

It makes it easy for agencies to respond to records 
requests
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SIDNEY, OHIO 

SOCIAL MEDIA ARCHIVING IN PRACTICE



As the City Clerk for Sidney Ohio, Kari had 
spent several months struggling with a 
particular constituent’s social media posts.

“This individual,” she says, “had been 
attacking public officials on our city social 
media pages, on county pages...you name 
it.”

One of the targets of the constituent’s 
harassment was a local judge and, 
eventually, the attacks on social media 
were requested as part of a legal case 
brought against the individual.

“We were,” Kari says, “legally required to 
produce all of his social media posts.”

Luckily, Kari and her IT Manager were 
prepared. For the previous six months, 
they’d been digitally archiving all of their 
city’s social media content.

“Every time someone made a 
new comment, it changed what 
we’d originally printed out.” 

“Initially,” Kari says, “our record-keeping 
strategy had been to print out all of our 
posts.”

She quickly found out that that wasn’t 
working. 

Why? To ensure compliance, the city 
needed to make sure it captured all the 
content posted on social media, yet the 
content kept changing over time.

“Every time someone made a new 
comment, it changed what we’d originally 
printed out,” she says.

She and her agency also knew they 
couldn’t rely on the social networks to 
capture and save all of their data.

“There wasn’t any way for us to capture 
deleted or hidden information,” she says. 
“We needed a way to do that because 
there was a general awareness that at 
some point there would be litigation.”

Because Kari and her team had been 
digitally archiving, they were able to 
produce the requested posts and fulfill the 
records request.

“These are public records,” says Kari. “The 
bottom line is, we needed to be able to 
do something to produce them if they 
were requested, and I am glad we had an 
archiving system in place.” 

“Having a social media archive completely 
takes away the possibility that you won’t 
be able to produce a record or that you’ll 
have to pay for public records litigation 
or deal with a fallout from the media,” 
she says. “To other clerks struggling with 
social media record keeping, I’d say, ‘Don’t 
wait to address it. Do it sooner rather than 
later.”

“To other clerks, i’d say: ‘don’t 
wait to address it.’”

In the fall of 2017, Kari Egbert, CMC found herself 
faced with a difficult social media situation
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We’d like to thank This eBook wouldn’t have been possible without the 
input of the records management community, so we’d like to extend a 
special thank you to those who are quoted throughout, including:

Norma Alley, MMC, Town Clerk, Palmer, Alaska

Luke Britt, Public Access Counselor, State of Indiana

Mary Ellen Dunn, CMC, Town Clerk, Clarksdale, Arizona

Kari Egbert, CMC, City Clerk, Sidney Ohio

Edward Purcell, Associate Attorney and Trustee of the New Jersey Institute of Local 
Government Attorneys, New Jersey

Donald Scarinci, Managing Partner, Scarinci Hollenbeck, New Jersey

Russell Wood, State Records Manager, Washington State Archives, Washington

Stephanie Hawkins 
Content Marketing Manager 
ArchiveSocial

Finally, A Thank You!
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To find out more about your state’s public records laws or get started 
with social media archiving, contact us at archivesocial.com.


