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Preface

The field of biomedical informatics is undergoing rapid transformations due to
recent developments in healthcare information technologies (HIT), new healthcare
acts, federal regulations, new healthcare financing model, and the growth of
data science. This is collectively having a tremendous impact on various care
delivery processes, clinical decision-making, and outcomes. Due to the complexity
of healthcare operations, data, and multiple stakeholders (e.g., patient, provider,
payers), the impacts of recent innovations and transformations in this area require
increased systematic study and research.

This volume addresses these issues and contains an important collection of
articles that present recent research in healthcare information technology and
analytics. In particular, the following key thematic areas are addressed.

A well-designed HIT system can have a multifaceted impact on various stake-
holders and can require a deep-dive understanding of behavioral, cognitive, and
perceptual factors. For example, Kato-Lin et al. investigate the impact of technology
failure on electronic prescribing behavior in primary care; Dinev et al., on the
other hand, focus on understanding user attitudes toward electronic health records
from a privacy perspective; Thrasher studies the impact of information technology
integration on integrated delivery systems; and Petter et al. evaluate emergency
response medical information systems.

It is critical to reduce errors and improve patient safety. This can be done through
various mechanisms. One approach is to design new and improved clinical systems
or procedures and validate them. An excellent example of this is the paper by
Myneni et al., which proposes a new risk assessment framework for critical care
units and validates it in clinical settings. Another approach is to improve medical
training through the use of persuasive technologies. For example, Khanal and his
colleagues provide a comprehensive review of the historical work, as well as the
state-of-art virtual world application for improving medical training.

Systematically evaluating various decision outcomes and using modeling
approaches to gain better understanding of different care scenarios also play a
vital role in reducing various medical errors. For example, Frezee et al. utilize a
latent growth modeling approach to understand lifestyle decisions based on patient
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historical data, Ramsey et al. investigate the dynamic decision-making tasks of
primary care physicians treating patients with chronic conditions such as type 2
diabetes, and Bosire et al. design an integrated surgical care delivery system using
axiomatic design and petri net modeling approaches.

Various healthcare processes and operations can significantly benefit from
automated processes. The study by Loy and his colleagues validates the use of
robotic operations for better inventory management and supply chain control in a
health system pharmacy.

Big data and analytic approaches hold great promise for the biomedical field.
The adoption of such approaches should lead to the development of next-generation
innovations in healthcare and technology and serve as a guide to policy making. As
our ability to process complex data increases due to next-generation computational
infrastructure and the field of data sciences grows, we will see increased applications
of real-time applications (such as in stroke) and smart systems such as cognitive
systems integrated seamlessly into healthcare processes and technology. This clearly
warrants a more aggressive research agenda. Montero et al. studied analytics
of decision-support theoretic assistants based on contextual gesture recognition.
This is a good example of integrating affective computing and analytics for
patients requiring rehabilitation. The study by Scotch et al. uses natural language
processing for understanding contraceptive use at the VA and is a good application
of processing unstructured healthcare data. Scalability of such data sets requires
shifting toward big data platforms and will likely facilitate the effective discovery
of patterns.

Papers such as those collected in this volume indicate the kinds of research that
are needed as healthcare transformation continues. Finally, we thank all the authors
for making important contributions to this collection and the large pool of reviewers
who provided valuable time to review the manuscripts.

Chattanooga, TN, USA Ashish Gupta
New York, NY, USA Vimla L. Patel
Scottsdale, AZ, USA Robert A. Greenes
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Chapter 1

The Impact of Technology Failure on Electronic
Prescribing Behavior in Primary Care: A Case
Study

Yi-Chin Kato-Lin!, Rema Padman?, Keith T. Kanel?, and Toni Fera*

'Frank G. Zarb School of Business, Hofstra University, 134 Hofstra University, Hempstead,
NY 11549, USA

2The H. John Heinz III College, Carnegie Mellon University, 5000 Forbes Avenue, Pittsburgh,
PA 15213-3890, USA

3Pittsburgh Regional Health Initiative, Pittsburgh, PA, USA
4Independent Healthcare Consultant, Pittsburgh, PA, USA

Abstract Electronic Prescribing (e-Rx) has significant potential to improve quality
of care and reduce medication errors. However, its adoption rate in primary care has
been slow for a variety of reasons. We examine the adverse impact of an information
technology (IT) failure on the prescribing process as a critical reliability barrier
to adoption. Data from Allscripts TouchWorks® database containing prescriptions
written by six physicians in two primary care settings were analyzed using a statisti-
cal change-point detection algorithm to identify the tipping point in actual usage
and subsequent trends in usage behavior. Physicians overwhelmingly switched
from electronic transmission of prescriptions to print option in the presence of
such a failure. We propose an approach for a control system that will allow for
early detection of system failures and rapid process improvement, and discuss
implications for handling such failures in the rapidly evolving IT-enabled healthcare
delivery context.

Keywords Electronic prescribing ¢ Reliability of information technology e
Change point detection * CUSUM control chart
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1.1 Introduction

Electronic Prescribing (e-Rx) technology enables physicians to transmit prescrip-
tions directly to the pharmacy of choice in electronic form rather than submitting
handwritten prescriptions carried by patients (Bell et al. 2004). It is widely perceived
that this technology reduces preventable medication errors and improves the safety,
efficiency and costs related to medication prescribing and dispensing processes
(Bell et al. 2004; McKibbon et al. 2011; Donyai et al. 2008; Eslami et al. 2007;
Jani et al. 2008; Moniz et al. 2011; Fischer et al. 2008a; van Doormaal et al.
2009; Ammenwerth et al. 2008; Cusack 2008; eHealth Initiative 2004). A study
conducted by SureScripts and Walgreens also revealed that the use of e-Rx increased
medication pick-up rate by 11 % (as opposed to handwritten or fax prescriptions)
(Walgreens and Health Press Release 2007). However, despite these potential
benefits, the adoption rate of electronic prescribing remains low and slow, especially
in outpatient settings, where the bulk of prescriptions are generated. In 2005, 22 %
of physicians were using e-Rx (Grossman and Reed 2006). At the end of 2010, a
half decade later, the adoption rate was at 36 % (Surescripts 2011). After almost 4
years of the incentive program established by the Health Information Technology
for Economic and Clinical Health (HITECH) Act in 2009, the adoption rate among
prescribers, including physicians, nurse practitioners, and physician assistants, has
reached only 54 % (Surescripts 2013).

To understand barriers to adoption, Grossman et al. interviewed current e-Rx
prescribers and concluded that unreliable connectivity between prescribers and
pharmacies is a major barrier to electronic transmission for renewals and mail-
orders, but not for new prescriptions for which transmission failures were rarely
found (Grossman et al. 2012). However, as will be discussed later, the latter
conclusion might still be arguable because opinions from users who opt-out due
to transmission problems were excluded from the study. In addition to underlining
the importance of developing a reliable mechanism to report “adverse effect”,
Miller et al. also advocate strengthened coordination among stakeholders, such
as government, vendors, and providers, to achieve the goal of e-Rx (Miller et al.
2005). However, no actual impact of adverse effect has been demonstrated, and
coordination mechanisms are yet to be developed and implemented.

Other studies have also identified or analyzed the major barriers to adoption,
such as deployment cost, workflow concerns, perceived value, end-user constraints,
organizational culture, and technology reliability and capability (Cusack 2008;
Grossman et al. 2007, 2012; Miller et al. 2005; Friedman et al. 2009; Hollingworth
et al. 2007). Yet too little is documented in the literature about the impact of
technology failures on adoption and continued use to draw this industry’s attention.
Corresponding to the conclusion drawn by Fischer et al. (2008b), this study also
finds slowly increasing pattern and low uptake of electronic prescribing, and further
shows that this uptake is vulnerable to technology failures and could collapse very
quickly.

This case study examines the overwhelming impacts of an actual communication
failure in the transmission of electronic prescriptions on physicians’ usage behavior
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and subsequent technology de-adoption in the ambulatory care setting. We report
insights from a retrospective analysis of e-Rx data to determine when the failure
event could have happened and suggest a process monitoring approach to mitigate
the negative impacts of technology failures on adoption of information technologies.
We anticipate that, by highlighting technology problems and suggesting possible
solutions, this study can contribute to higher adoption rates for electronic prescrib-
ing and a more reliable electronic transmission environment resulting in enhanced
patient safety.

1.2 Case Description

1.2.1 Study Setting

Our study sites were two primary care practices affiliated with a major academic
medical center in Pittsburgh, with a total of six physicians. Both practices deployed
the stand-alone Allscripts TouchWorks™~ e-Rx application in 2005, one on June 4
and the other on July 16. The schematic of the implementation is shown in Fig. 1.1.

Physicians either wrote prescriptions using an HP iPaQ Personal Digital Assis-
tant (PDA) as the client interface to the Allscripts TouchWorks” e-Rx application or
used a paper prescription pad. Furthermore, using the PDA, one of two transmission
options, Send or Print, was executed for each prescription, primarily based on
patient preferences, physician perceptions or technology constraints in the use of
the system. While Send transmits the prescription electronically to the selected
retail pharmacy, Print generates a paper copy of the prescription that patients
can take to the pharmacy. The electronic (Send) prescription is routed from the
wireless PDA via Allscripts’ database to the destination pharmacy via the retail
pharmacy consortium, SureScripts, network. Figure 1.2 depicts the prescribing and
transmission processes in the two medical practices.

Physicians
(via handheld PDAs,
interfacing with local area
WiFi network)

SureScripts®
(National Association of Chain
Drug Stores, National Community
Pharmacy Association)

TouchWorks®
(e-Rx software, loaded on all
office hardware in study

practices)
Office Staff RxHub®

(via desktop PCs) (PBM Interface)

Allscripts®
(Remote database server;
repository for patient clinical
data, drug lists, allergies, etc.)

Fig. 1.1 Implementation architecture in study
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Fig. 1.2 The prescribing and transmission processes at the study sites

1.2.2 The Failure Event

In Fall 2006, a series of patient complaints alerted the practices to a failure in the e-
Rx transmission flow, primarily to a high volume retail pharmacy chain (Pharmacy
A), which handled 38 % of the prescriptions transmitted electronically by the
practices. Interviews of clinicians and staff supported this early anecdotal evidence
that patients had difficulty getting their prescriptions filled at the concerned phar-
macy because their prescriptions were found to be “missing”. However, due to the
absence of confirmed failure reports, physicians continued to submit prescriptions
electronically to Pharmacy A for a while longer, but patient complaints soon resulted
in declining use of the electronic transmissions as physicians switched to either
printing or writing the prescriptions.

1.2.3 Hypotheses

Given the above scenario, we hypothesize three possible effects or user responses
resulting from the connectivity problem (failure mode): (1) decline in the use of
PDA by switching to writing the prescriptions on a paper pad (de-adopt PDA),
(2) decline in the use of PDA-initiated prescriptions for electronic transmission by
switching to printing these prescriptions (de-adopt e-Rx), and (3) decline in the use
of both PDA and electronic transmission (de-adopt PDA and e-Rx). Our hypotheses
regarding the user response to the failure mode is summarized in Table 1.1.

We test these hypotheses to determine the specific scenario applicable to this
case study using data from Allscripts®. We further apply this knowledge about the
scenario to develop our process monitoring approach. We analyzed the changing
trends in the time series using two evaluation metrics, %Send (calculated as the
ratio of number of prescriptions transmitted electronically to a retail pharmacy to
the number of PDA-initiated prescriptions) and #PDA (the number of PDA-initiated
prescriptions).
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Table 1.1 Trend hypotheses and effects of technology failure

Trend hypotheses
User response %Send | #PDA Example effects on prescribing
Scenario 1: De-adopt PDA — X Physician declines use of PDA, but
maintains same % of electronic
transmission
Scenario 2: De-adopt e-Rx N — Physician continues to use PDA to

print and track prescriptions, but does
not transmit electronically to the

pharmacy

Scenario 3: De-adopt PDA and e-Rx b % | Physician manually writes
prescriptions

No change or increase —4 —4 Process in control or increase in

adoption over time

1.2.4 Data

Our data set included 36,352 prescriptions generated via desktop (PC) and PDA
transactions using Allscripts TouchWorks” from June 8, 2005 to J anuary 31, 2007.
Each prescription record included the drug ID, drug name, prescription date,
de-identified physician ID, whether the prescription originated on a PC or PDA,
whether the prescription was sent electronically or printed, and destination phar-
macy ID. Interviews with physicians at our study sites revealed that when writing
electronic prescriptions, they use a PDA for prescribing during the encounters and
a PC for prescription refills signed off at the end of the day. Since our focus is on
new prescriptions, we excluded 21,158 non-PDA generated prescriptions. We also
excluded 76 prescriptions written by physicians who left the practices sometime
during our study period. We aggregated the pharmacy categories from 91 to 5 to
represent the four largest chain pharmacies, named A, B, C, and D, respectively,
and the remaining pharmacies were grouped as Other.! We also aggregated the daily
prescription records to weekly data. Each week in our data set starts on a Thursday
and ends on a Wednesday. Finally, we excluded the weeks in Summer 2005, when
only one practice had implemented e-Rx, eliminating 1049 prescriptions. This data
preprocessing resulted in an evaluation dataset of 14,069 prescriptions written by six
physicians using the PDA over 80 weeks, from July 21, 2005 to January 31, 2007.
Figures 1.3 and 1.4 display this time series data of physician prescribing decisions
at the point of care for #PDA and %Send over the 80-week study period.

"Pharmacy A accounted for 38.0 % of all the prescriptions transmitted electronically to the
pharmacies, with 17.2 %, 11.7 %, 4.4 %, 28.7 % for Pharmacies B, C, D, and Other, respectively.
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1.3 Methods

Physicians and staff at the study sites all agreed that the failure event happened
in Fall 2006 but the exact, or even an approximate, date was not known. We first
estimate this date by applying a statistical breakpoint detection method developed
by Bai and Perron (1998, 2003) to identify the week with the most significant shift
in prescribing behavior using the time series data associated with %Send and #PDA.
Furthermore, using the prescribing process prior to the breakpoint as an “in-control”
process for parameter estimation, we develop a Cumulative Sum (CUSUM) control
chart approach to monitor #PDA and %Send. These control charts are subsequently
used to detect abnormal usage behavior in the two practices in the post-breakpoint
period.

1.3.1 Change Point Detection Technique

We applied Bai and Perron’s model (Bai and Perron 1998, 2003) to determine
multiple structural changes. The original model involves multiple linear regressions
with partial structural change, meaning that only some of the coefficients are subject
to shifts. The model is reduced when we apply it to our data, since we only have
one independent variable in our linear regression. Therefore, with m breaks (m + 1
regimes), the pure structural change model is presented as:

y,:z;Sj—}—u, t=T+1,...,T;, j=1,...,m+1 (1.1)
and the matrix form of (1.1) as
Y=Z§+U

where ¥ = (y1,..., yr), U= (Ui,..., Ur), § = (§,....8,.,), and Z is the

matrix which diagonally partitions Z at (71, ..., T,), i.e., Z= diag (Zy, ..., Zn+1)
with Z; = (zr._,+1, ..., zr;)’- The estimate of §; is then obtained by minimizing the
residual sum of squares (RSS) for each m-partition (T, ..., Tp):
m—+1 T;
(r-z8) (v-z8)=> > v
i=11=T;—+1

Thus, denoting the RSS of the estimated break points (%1,...,%,,,) as
St(Ty, ..., Ty), the overall estimated break points are obtained by
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We apply this model to determine both the number and location of breaks, if
there are any, in the coefficients of linear regression data. However, in this study,
both of the #PDA and %Send time series violated one of the key assumptions of
linear models, that of independent observations. The value of each metric in any
week was correlated with the value in the previous week. Therefore, an AR(/) model
(autoregressive model with order 1) was used to account for autocorrelation before
applying Bai and Perron’s model on #PDA and %Send. Hence, the z; in (1.1) is
substituted with y/_, and Z; represents (y7,_,, ..., yr,—1) -

This model was then used to indicate where to split a series in order to fit
individual AR(/) models in each regime, separated by breakpoints, such that the
RSS can be minimized. By applying the procedure, we first determined the break
point weeks in the entire process by minimizing RSS given each possible number
of break points. Then we chose the optimal number of break points by using the
Bayesian Information Criterion (BIC), which selects the model that best describes
our time series, subject to a minimal number of break points (Ramsey and Schafer
2002).

1.3.2 Cumulative Sum Control Chart

CUSUM is a statistical process control technique that is superior to the original
control chart, such as Shewhart chart, because it improves the sensitivity of detection
by accumulating deviations prior to the evaluated break point (Devore 2003; Page
1961). It is commonly used to monitor a process and send an alert when the process
experiences abnormal patterns, or is out of control. To demonstrate how CUSUM
can be used to prospectively detect the abnormal process of transmitting e-Rx,
we applied the method to determine the out-of-control events over the duration of
the study period, by assuming the process before the breakpoint as the in-control
process.

A process is defined to be out-of-control when an event significantly deviates
from the target mean, po, and the sensitivity of CUSUM is determined by two
parameters, o and §. § denotes the amount of shift in the target mean that we want to
detect as a multiplier of the sample standard deviation, o, and « is the tolerance in
Type I error. Such a scheme is able to raise an alarm when the observed event is §(o)
away from puo, with the probability of a false alert being «v. The more sensitive the
designed scheme, the faster the shifts can be detected, but higher is the occurrence
of false alerts. Therefore, it is a decision makers’ choice to determine the target
mean, or the in-control process, and the two parameters. Finally, a V-Mask was used
to visualize the monitored process (Devore 2003). Observations falling below the
lower arm or above the higher arm of the V-Mask suggest that they are significantly
higher or lower than the target value. Both situations indicate the process is out-of-
control.
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However, the serially correlated #PDA and %Send series both violate the
independence assumption of CUSUM chart. To account for this problem, a residual-
based control chart was used where the serially uncorrelated residuals were
monitored rather than the original observations.

1.4 Results

1.4.1 Prescribing Behavior Change Points

The week of September 14, 2006 was determined by the Bai and Perron model as
the single optimal break pointin %Send time series (BIC = 589.53, RSS = 5779.78),
visualized in Fig. 1.5. The results indicate that electronic transmission of PDA
prescriptions as a proportion of the total prescriptions on the PDA had reached a
high of 50 % prior to the failure, but dropped to less than 30 % after September 14,
2006. This was identified as the most significant decline in electronic transmissions
over the study period.

Using #PDA as the evaluation metric, the change point technique identified two
optimal break points, namely, the weeks of November 17, 2005 and September 14,
2006 (BIC = 844.93, RSS = 124,126.64), as shown in Fig. 1.6. The total number of
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Fig. 1.5 Dotted lines represent the AR(1) model of the %Send time series. The bold solid lines
are models of the two periods, before and after the change point, at week 61 (September 14, 2006),
determined by change point detection technique
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Fig. 1.6 Dotted lines represent the AR(1) model of the #PDA time series. The bold solid lines
are models of the three periods, before and after each of the two break points, at weeks 18
(November 17, 2005) and 61 (September 14, 2006), respectively, determined by change point
detection technique

PDA-initiated prescriptions written by the six physicians was around 275 per week
at the beginning of the study period; it declined to about 180 per week in Fall 2005,
and reached a steady state at the same level until the failure event. After September
14, 2006, it dropped significantly to around 80 per week, which was only 30 % of
the volume in the beginning. Thus there was an overwhelming shift in prescribing
behavior from PDA-initiated to a paper pad in Week 61, indicating a break point
in early September of year 2006. Since records were not maintained regarding all
failure events over the study period, it was not possible to identify the causes of the
first break point, on November 17, 2005. However, in this study, supported by the
same turning point revealed from both metrics, we argue that it is highly likely that
the reason for the change in the week of September 14, 2006 was the technology
failure incident. Furthermore, since the results indicate that both #PDA and %Send
time series declined after the break point, our third hypothesis, de-adopt PDA and
de-adopt e-Rx as a reaction to the IT failure, is validated.

1.4.2 Pharmacy Market Share

Although this communication failure was caused by the server problem of one single
chain pharmacy, the physicians hesitated to submit e-Rx to all of the pharmacies in
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Fig. 1.7 Number of PDA electronic prescriptions to each pharmacy chain, by week (fitted values
by simple linear regressions)

the region. Subsequent inquiry determined that there was a server error at Pharmacy
A that caused the transmission error. As shown in Fig. 1.7, the drastic decline in
the number of electronic prescriptions submitted by physicians after the break point
(the week of September 14, 2006) occurred to not only Pharmacy A, but also to
Pharmacies B, C, and Other. Ironically, when we further examine the e-Rx market
share across the pharmacies, the share of Pharmacy A was not affected but instead,
the shares of Pharmacy B and D slumped (Fig. 1.8). Although the decrease in e-Rx
market share does not necessarily indicate a decrease in revenue, the 11 % additional
revenue normally generated by e-Rx would possibly be lost (Walgreens and Health
Press Release 2007). Thus, although caused by a single pharmacy, the transmission
failure did change the structure of e-Rx market share and potentially diminished
pharmacies’ revenue as a whole.

1.4.3 Monitoring System

For the purposes of demonstrating the methodology, we regarded the period from
March 9, 2006 to September 13, 2006, a 6-month period prior to the breakpoint, as
the in-control process. By taking the process average during the in-control process,
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Fig. 1.8 Pharmacy market share of PDA electronic prescriptions over study period (fitted values
by simple linear regressions)

the target means (of residuals) were found to be 5.14 % for the %Send and 15.74
for the #PDA process. The CUSUM scheme in this study was designed to detect an
abnormal value 30 away from the target mean, while allowing the probability of
Type I error to be 0.01. Figures 1.9 and 1.10 demonstrate the CUSUM V-Masks for
%Send and #PDA, respectively, using this scheme.

We used this approach to detect out-of-control events in the post-breakpoint
period, from September 14, 2006 to January 31, 2007. Out of control events in
%Send time series were detected in the weeks of October 5, 2006, November 23,
2006, December 14, 2006, December 28, 2006, January 4, 2007, and January 18,
2007, and all of them were downward shifts. The #PDA process was out-of-control
only in the week of November 9, 2006, also in a downward shift. This suggested
that the physicians significantly increased the proportion of printed prescriptions in
the week of October 5, 2006, followed by a dramatic decrease in the use of PDA on
November 9, 2006.

1.5 Discussion

Currently, the electronic prescribing process is composed of several data transmis-
sion steps managed by different independent organizations. As shown in Fig. 1.11,
after being prescribed by a physician, an e-Rx needs to be processed by provider’s
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server, e-Rx vendor hub server, retail pharmacy hub server, and the servers of each
individual retail pharmacies before it reaches the patient’s hands. Although these
transaction data are automatically collected in web logs and audit trail databases,
they exist in disparate systems accessible only to the organizations that collect them
and are not easily monitored for integrity across the entire system. Mechanisms must
be in place to ensure reliability and quality of the service locally. Therefore, if one
e-Rx is found to be missing in a pharmacy, it would be very challenging to identify
the problematic step in the process in a timely manner. The organizations may not
even realize this problem if no patient reports such a failure.

This study demonstrates that any e-Rx technology breakdown, even if it is just
a partial technology communication failure, can have an overwhelming impact on
the extent to which physicians utilize the technology subsequently, if no correcting
action is taken to minimize the impact of the failure. As observed in the data,
after being alerted by patient complaint calls, the physicians switched to printing
prescriptions in the week of October 5, 2006. Since there was no way to confirm
where the problem occurred, physicians chose a “safer” way by printing out the
prescriptions. Subsequently, a distrust of electronic prescribing started to grow
and finally, without receiving any information about corrections, physicians’ faith
in electronic prescribing collapsed in the week of November 9, 2006, when they
stopped using the PDA. And without a correction plan, both of the physician offices
completely stopped using electronic prescribing and de-adopted the respective
devices. Resulting from the physicians’ de-adoption of e-Rx, patient safety is
potentially jeopardized and pharmacies’ revenue likely decreased. Consequently,
the lack of appropriate mechanisms to detect and resolve problems with electronic
prescribing technology can significantly affect reliability and performance.

Aligned with the conclusion drawn by Miller et al. (2005), we argue that
unless the data is shared amongst these organizations and combined with a
reporting system to monitor system failures and provide feedback to appropriate
stakeholders, from prescribing clinicians to e-Rx vendors, pharmacy consortia and
information technology support staff, end-to-end quality and reliability of the
electronic prescribing process cannot be ensured. Therefore, if the process can be
integrated or if each of the organizations can create mechanisms to monitor the
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process and detect any exception event before it affects medication dispensing,
health IT adoption can eventually become sustainable. However, such a substantial
change that involves different stakeholders may be very challenging to implement.
A suboptimal alternative would be to let the e-Rx vendor take the role of the
“prescribing process manager” and apply control charts to monitor the key metrics
such as %Send and #PDA. In addition, sufficient documentation of all failure
events must be recorded by providers in order to analyze root causes and prevent
future failures. Although this strategy cannot detect the transmission error before it
affects medication dispensing, it can detect, diagnose, and resolve the error before
medication dispensing is overwhelmingly affected adversely and physicians’ trust
in electronic prescribing is impacted.

This case study has some limitations. The small sample size, limited time frame
of the study and a single instance of failure limit both generalizability and our
ability to draw causal inferences. Given the lack of detailed records, we can only
conclude that it is highly likely that e-Rx de-adoption was caused by the transmission
failure. Additionally, the lack of documented failure events after September 14,
2006 prevents a detailed validation of the accuracy and consistency of the proposed
CUSUM scheme. Nevertheless, we believe that a monitoring system that uses the
detection and feedback methods described in this paper can help re-build clinicians’
faith and boost the adoption rate of electronic prescribing.

1.6 Conclusion

In this study, we investigate the impact of a technology failure on electronic
prescribing as a critical barrier to the sustained use of electronic prescribing in
two ambulatory care practices. Anecdotal evidence from physicians and clinic staff
indicating a failure in prescription transmission to a dominant pharmacy in Fall
2006 is confirmed by a statistical breakpoint estimation method demonstrating
a turning point in prescribing behavior in the week of September 14, 2006.
The downward trends of both %Send and #PDA reveal that after the transmission
failure, physicians’ use of the PDA declined significantly, and even when a PDA
was used, they printed the prescriptions for the patient instead of transmitting
electronically. Without an error report or feedback system in place, physicians de-
adopted the technology entirely, preventing patients, providers, pharmacies, and the
practices from taking advantage of the safety, efficiency, and productivity benefits
of e-Rx applications.

Therefore, this study suggests that the e-Rx vendor employ control charts,
such as CUSUM, to monitor and quickly detect abnormal patterns in the use
of IT interventions and prescribe action plans to mitigate the effects. With a
CUSUM-based approach in use, adjusted for autocorrelation and parameterized for
different application settings, it would be possible to detect and react to the unusual
downward trends of #PDA and %Send, and with a feedback loop in place, prevent
the breakdowns from impacting operations significantly. Statistical process control
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mechanisms, such as control charts and control procedure designs, have the potential
to help identify system breakdowns quickly, provide the necessary feedback to
establish meaningful action plans, and facilitate high technology utilization.

The fragmented nature of the e-Rx transmission process makes it extremely
vulnerable to IT failures. These failures have the potential to impact patient safety
and health, clinician adoption and sustained use of the technology, and benefits for
the pharmacies. As the scope of deployments continues to expand to a large number
of medical practice settings, system reliability will be critical. By incorporating
a failure detection mechanism such as statistical process control, the electronic
prescribing and similar information technology enabled care delivery processes will
be more robust and reliable, and failure may be controlled before it causes provider
de-adoption and loss of potential financial and clinical benefits of the technology,
including patient safety and health outcomes.
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