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Abstract - The article presents a concept of Dezert-Smarandache theory application for enhancing security in tactical
mobile ad- hoc network. Tactical MANET, due to its specification, requires collection and processing of information
from different sources of diverse security and trust metrics. The authors specify the needs for building a node’s
situational awareness and identify data sources used for calculations of trust metrics. They provide some examples of
related works and present their own conception of Dezert-Smarandache theory applicability for trust evaluation in
mobile hostile environment.
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l. INTRODUCTION

The history of mobile ad hoc networks came back to Packet Radio Networking project in 1972 that was done by
DARPA The mobile ad-hoc networks are collections of independent nodes that can communicate via radio channels.
These networks are often developed in conditions of limited or total lack of access to fixed infrastructure.

Mobile Ad hoc Network is an autonomous system of mobile devices that do not relay on any fixed infrastructure
(see Fig.1). On one hand, lack of any fixed infrastructure makes these networks suitable for some critical
applications such as emergency operations, disaster relief efforts, business indoor applications, civilian outdoor
applications, military networks and so on . On the other hand, providing security for MANETSs would be one of the
most significant challenging issues.

Figure 1. A sample mobile ad-hoc network structure
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Security ensuring is particularly difficult for a tactical ad- hoc network, due to the necessity of dealing
with a hostile environment, strict capacity constraints, the requirements for services, very rapid changes of
network topology and dynamically forming groups of common interests, which cannot be pre-defined by trust
relationships [1]. These networks are characterized by simple capability of adding new nodes, which may be of
diverse nature, such as the allies, neutral or hostile nodes.

One method of ensuring the security is user authentication. Only the authorized nodes and those verified as
allies can have access to the network. However, during the mission, a node can be taken over by the enemy, or
change the nature of its behaviour - behaving to the detriment of the mission.

Due to the lack of a central management system it is needed for nodes to cooperate. Each of them is in fact a
router ensuring cooperation between subnets and nodes located at a distance greater than the radio range.

Restrictions on ad-hoc networks contribute to the need of using other means than in wired networks to
satisfy the safety requirements. In addition to authorization and authentication mechanisms, it is necessary for
a node to have the knowledge on the behaviour of other nodes in the network, determining safety routes for
data transfer and knowledge concerning the reaction manners in certain situations. The situational awareness
building method will be complement of standard security mechanisms in mobile ad-hoc networks.

. MOBILE AD HOC NETWORK CHARACTERISTICS

(@ Self-configured: Based on this feature, network functions (e.g. routing) must be done by the nodes, to keep
the network usable.

(b)  Dynamic topologies: Random movements of the nodes make the topology of the network unpredictable
and highly dynamic.

(c) Resource constrained devices: Nodes are resource constrained in bandwidth, battery, memory,
processing capability and computing power.

(d) Poor physical security: There is a possibility that mobile devices being captured or broken by adversaries.

111 SECURITY ISSUES IN MOBILE AD HOC NETWORKS

Mentioned features above can lead to a set of underlying assumptions and performances and security concerns,
which makes the design procedure more challenging. Due to the ability of communication over wireless channels
and rapid growth of mobile devices, lack of widely accepted security solutions for this environment, made the
research over security of MANETS still an active area .
Effective and proven security solutions for traditional networks are not always applicable to MANETS. In fact,
attacks (e.g. identity/address spoofing, message tampering/ forgery/ replay) which may be easily detected and
prevented in the traditional networks could be very challenging in MANETS. Mentioned issues in mobile ad hoc
networks led to the difficulty of achieving security requirements .
Similarly to the traditional networks, MANETS need some security requirements which are described below :

@) Data Confidentiality: keeping data secret from unauthorized entities

(i)  Data Integrity: preventing modification of data by unauthorized entities

(iii)  Data Freshness: Keeping data in the correct order and up-to-date

(iv)  Data Availability: Ensuring that data will be available on request

(v)  Data& ldentity Authentication: Verifying that the data or request is coming from a valid sender

(vi)  Non-repudiation: Ensuring that a node cannot deny sending a message.

V. NODE’S SITUATIONAL AWARENESS

A. Definitions
To identify opportunities of secure cooperation between nodes in ad-hoc networks, it is necessary to collect
information about other nodes in the network. The ability to have accurate information about the surrounding
reality and interpretation of the current situation in terms of the performed tasks is defined as a node’s situational
awareness.
The main product of the node's situational awareness mechanism is information on the node
trust levels.

Trust is an interdisciplinary concept, characterized by a variety of definitions. It is understood as relying
on the integrity, strength and ability of a person or thing. In the case of ad-hoc network it is translated as a set
of relationships between people who use similar communication protocols [1]. These relations are defined based
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on previous interactions of individuals. In [2], trust is treated as the degree of belief about the behaviour of other
entities. Trust can also be understood as reputation, opinion, or the probability of correct behaviour [3].

In MANET, trust is the level of faith, which can be assigned by the node to its surroundings on the basis of
observations and opinions coming from the other nodes in the network [4].
B. Security risk
Security risk and vulnerabilities assessment has many benefits and challenges associated with it. The security risk
assessment should provide complete view of the existing security risk and help provide alternative solution and
changes to the security measures and controls. We propose that an enhancement is needed, which will improve the
security risk assessment
process, and that enhancement can be made to security risk management approach
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Figure 2: Security Risk Management framework

secure framewaork

Secure exchange of information between nodes requires proper selection of the route of data transfer.
Sending data via routes that are not safe may contribute to the leak or acquisition of data by unauthorized persons.

The dynamic process of creating a current situational view of node can be the basis for decisions on how to
control traffic.

C. Datasources

Node’s situational awareness in most cases is built based on direct interactions, indirect observations and
recommendations.Trust determined by the node based on direct interaction and observation of behaviour of
other nodes is called direct trust.

Trust determined on the basis of indirect observations and recommendations is called indirect trust.
Recommendations shall be understood as opinions of other nodes on the node for which the level of confidence is
being specified.

direct trust indirect trust

dlrect- e e |nd|recF
observation observation

recommendation

Figure 3. Direct and indirect trust

In many cases information from various sources may be incomplete, inconsistent or conflicting. This
requires the selection of appropriate methods of inference, which would allow clear and accurate assessment
of the current environment in which network node operates.
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V. CONCEPT DESCRIPTION

Dynamic evaluation of the environment surrounding the node is possible by continuously monitoring
the node behaviour, withthe propsed frame work (Figure 2)

Monitoring Analyze with the Interfere
 —

given framework

Figure 4. Nodes security evaluation process

In many cases, the knowledge acquired by a single node is insufficient to fully assess the current situation,
therefore it must be able to exchange information about situational awareness built between nodes. Nodes can
have different access to data about other nodes, so their passing information may be incomplete or uncertain. In
the solutions described in section Ill, in most cases it is impossible to distinguish ignorance from uncertain
knowledge, taking into account incomplete and conflicted knowledge derived from various sources.

The Dezert-Smarandache theory [12-14] allows combining information from multiple sources. It focuses on the
problems of combining uncertain, conflicted and inaccurate information [15].

A. Eventsmonitoring

Node assessment is made based on direct node observation and information from neighbouring nodes.
Examples of observed events by which nodes can be evaluated are:

e provision of information - some of the nodes in ad-hoc networks are characterized by self-interested
behaviour in order to deprive other nodes of the shares, for example by failing to forward packets for
selfish node to the other nodes. Validation of packet transmission is possible through the analysis of
incoming acknowledgments, when transmission of acknowledgments is enabled in the network or by
tracking the packages sent by the monitoring node.

e compliance of safety rules - in tactical networks information may have different levels of sensitivity,
for example: secret, confidential, non-confidential. Data on a certain level of sensitivity can be sent
only to nodes that have access to information about a specific level or a higher level. Based on
information collected on nodes access levels and data contained in the labels, it can be verified if a
node observes the principles of safety, i.e. whether it has access only to data which is authorized and
makes it available only to the authorized users.

e recommendation correctness - in the case when trust level is determined by recommendations from
other nodes in the network, it is necessary to provide protection against “liar” nodes. A “liar” shall
construe nodes, which transmit incorrect recommendations on other nodes, the objective of re-routing
packet forwarding, intercepting or preventing delivery to the destination node.

The observed events can be evaluated as 0, 1 - using the classical theory of probability. However, in
many cases, the observed behaviour provides some indication of both hypotheses, which would require
omitting the evaluation of the event or a need to assign two assessments - which would misrepresent the two
behaviours. Each behaviour is treated equally and the designated level of trust makes it impossible to identify
the appropriate response to behaviour.

IV.CONCLUSION

Ensuring security in tactical MANET requires gathering and processing information about the node
surrounding reality. Information from various sources, however, is often uncertain, incomplete and even
conflicting. The method ensuring coverage of all of this information is Dezert- Smarandache theory, which
allows representing of imprecise hypotheses. By applying the Dezert-Smarandache theory it is possible to
identify specific and general hypotheses, which can combine data from different sources with access to
information on the behaviour of nodes.
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