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N&* Int main(){
!()@f$% . printf(“l love you\n!!”);
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=fh —
AR /=3 ° 817C24 08 1101>CMP DWORD PTR SS:[ESP+8],111
75 74 JNZ SHORT ncrackme.004010CE

8B4424 0C MOV EAX,DWORD PTR SS:[ESP+C]
66:3D EAO3 CMP AX,3EA

w 75 42 JNZ SHORT ncrackme.004010A6
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s Adobe Photoshop CS3
File Edit Image Layer Select Filter View Window Help

Adobe Photoshop CS3 Extended : Phone Options

Phone Activation

S 1. Call the phone number for your location

[ Philippines

Toll-free: 1800 1441 0126
Direct (toll number):  (65) 641550536

Mote: See www,adobe.comfactphone for a full list of phone numbers.

2. When prompted, provide the following information:
Serial Number: 1330-1607-0154-6551-7050-9145

Activation Numbe

Activation Type: Normal

3. When you hear the Authorization Code, enter it here:

= | _—, | )

4. Click the Activate button below.

‘4 Start ) Friendster - Logaut - ... fdo 0 4 untitled - Paint

7 | Adobe.Phatoshop.
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File Edit View Resource Strings Help
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= Menu

#- = Dialog

“[=» String Table
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[ Accelerator

[ leon Group

B [ Wersion

= #P Theme Manifest

Id | String
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3 Backspace

4 Sta
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7 Or
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14 Mod

15 Y

&



1 B PN RV NEERE ¢

mairsireirs

[
=

.1.,.{3. ._..:..E..:




Lab O

« FAXN Resource Editor¥] F”Lab 0”& &M
E’Jcalc exe [File] = [Open]
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« ZILRIZEkEE: if-else

int main(){

unsigned int age;
printf("Please enter your age: ");
scanf("%d", &age);

rintf("\n");
PrintiCin) Actionl |}HE ﬁﬁ{lﬁ
if(age <ght
il C:\Documents and Settings\Administrator\52
} \Hitcon_girls\Lab>age.exe

@ Please enter your age: 18
il Let's have a crazy party ! :D

} _ .
) C:\Documents and Settings\Administrator\s& [H

\Hitcon_girls\Lab>age.exe

Please enter your age: 12
I'm sorry, deer cutie, you are not allowed to drink beer :(
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prlntF
esp, 4
ea eax, [ebptuvar_4]
ush eax
ush offset aD 11
all _scanf
esp, 8
[ebp+uar_u], 12h
: Action [t :
W= = W= =
push offset aIWSorryDeerCut ; “I'm sorry, deer cutie, you are not allo™...
call _printf loc_401837: ; "Let's have a crazy party 't Diwn”
add esp, 4 push offset aletSHaveACrazy
jmp short loc_LA1844 call _printf
— add esp, 4
]
(A ]
T
loc_4o1044; ACt|0n2
mnov esp, ebp
pop ebp I
retn
e

printf("Please enter your age: ");
scanf("%d", &age);
if(age < 18){
printf("I'm sorry, deer cutie, you are not allowed to drink beer :(\n");}
else{
printf("Let's have a crazy party !! :D\n");}
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EBX
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EDI

PUSH

[{&KERNEL32 . Gej

DUORD PTR DS

ZOR EDX.EDX
MOU DL.AH

. 8915 53794068 MOU DWORD PTR DS

. 8BCE

PUSH

[487258 1. EDX
[48792541. ECH
[48792581. ECX
[48794C]1. EAR

-EAR
-BFF
-8
-EDA
-18

age . BB4A2ESF

POP ECX

%

. 898D 58774888 MOU DUORD PTIR DS

- C1E8 18

MOU DWORD PIR DS
PUSH @
TEST EAX.EAR

MOU E

- 81E1 FFAHBAHA AND E

. 898D 54774888 MOU DWORD PIR DS
SHL E
ADD E
SHR ER

- A3 4C794800

aa

. 6A
- E& 71DAB8A

. C1E1 &3
. B3CA

SHORT age.B84618FB

PUSH 1C

age . 18401194

POP ECX
AND

[{&KERNEL32 . Gej
[4ABE64 1. ERX

age . 08402 CB4
DUORD PTR DS
MOU DUORD PTR DS

. E8 BA1EAABA
- FF15 B06A4008
. A3 643E4H8A
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. [R#E28 — Debugger 1853 :

o hiERRS © cpuRYsFFkinstruction - EfERZET
AR TE % JE TP

— bp xxxx: TEAIHEXXXXER B EX Be T B
- F9: M1 - BEFIEBREF AL
—F8: M1TE—15%

« Debuggeri®{E
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Al481 HAH
Al4A1 A1
Aa4010883
401484
Al4A1 807
AA401 AAE
AA401011
Aa4091414
Al4A1 815
Aa40181A
AA40141F
Al4A1 822
AA4010826
Aa401028
Aa408182D
Al4A1 @32
AR40a1A35
AA401437
8481430
Al4A1 A41
Aa401 0844
8401446
Al4A1 847

T\ A

BN EN A RERR®

"1 8 S0 8 %41 @ o @ 1 @ @ 1§ ® @ @1 ® ® 1 &®

Lt

8BEC

51

68 38784
E8 51084
83C4 a4

8045 FC

58

68 48794
E8 29084
83C4 @3

837D FC

73 8F

68 4C784
EE 2DB8ad
83C4 B4

EB 8D

68 8C784
EE 1EB84
83C4 B4

8BES

R

Al

PUSH age . AB487830
age . 0481 H5F

PUSH age . AB4H7H48
age . 00481848

SHORT aoce .  AR4A1 AT
USH age.BB48784C

age . 33481 B5F
DD ESP.4

DA TIT — e A A GhA A
LN RTHI NS AL Ji-r « TACF AEF L EF & &

USH age.BB48788C
ALL age.B848185F
DD ESFP.4

—'— ) i 4

JAHE

1Y

RATER TR

ASCII "Please enter your age:

ASCIT "Med"

ASCII “I'm sorry, deer cutie,. you are not

Action 1
ASCII “Let's

:DE"

have a crazy party 11t
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» Weten=s WEIEF " RED S 1 IR ¢

Al481 HAH Lt PUSH EEFP
AR4A18A1 | . SBEC MOU EBP.ESP

AA4a1883 | . 51 PUSH ECAH
401484 68 38784 PUSH age.BB487838

AR4R ASCII "Please enter your age:
HEEIROX12(18)R A/ NE

0840 ttﬁs& """" e J\NB: Jmp if Not Below
PUSH EAA

Aa40
. 38784 PUSH age . AB487H48 ASCIT "Med"
cmp. compare G515 age . BA481-H48
Aa40141F | . 18 ADD ESP.2
EA1016822 | . 837D FC™ CMP _BHWORD PTR SS5:[EBP-41,12
AA481826 | . 73 @F SHORT age .AB401437

AA4P18:28 | . 68 4C784 PUSH age . 98487040 ASCII “I'm sorry, deer cutie,. you are not
Bl4A182D | . EB 2DUBA age . 3481 85F .

#8401832 | . 83C4 64 ADD ESP.4 Action 1

AR4A1835 | . EB @D SHART _ame ARAA1 A44

AA4a14a37 68 B8C7H4 PUSH age.dB4@07@3C ASCII “Let’'s have a crazy party 't DR
#940183C | . E8 1EABAA CALL age . 0401 A5 F

AR4A1A41 | . 83C4 B4 ADD ESP.4
Aa401 0844 8BES Mol ESF,. EBP
8481846 | . 5D POP EBP
Al4A184? L. C3

MIRAGEHECR /N ) AT - 22502k EI0x401037(Action 2)F=$177
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Lab 1

Z - B EA E’J?T‘E‘Eage exe ' EBHER
%‘u]\ri,\ﬂy /D EfEE R “Let's have a crazy
party !l :D”

C:\Documents and Settings\Administrator\5=2 [E\Hitcon_girls\Lab 1>noage.exe
Please enter your age: 10
Let's have a crazy party !! :D

C:\Documents and Settings\Administrator\5=2 [E\Hitcon_girls\Lab 1>noage.exe
Please enter your age: 99
Let's have a crazy party !! :D
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— nop: No Operation, A{E{E{a] 5
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Lab 1

= A,
|:||:||:||:| H <.

— jmp XXxXx: H%’r%%_bmﬁﬁﬁ%l Bk 2 AIEXXXX ST

or to nop.

That is the
Question!



Lab 1

JdebuggerfF B{FMHY age.exe:
[File] = [Open], ZiEage.exe

OREE ax p 1l Wi lia)J+ 1l emtwhcPkbzr.s ?]|

Dpen 32-hit executable

FESIED: | Lab 1

BFLBED): |Executable file (*.exe) | EiH

Arguments; |




Lab 1

FcodefRK(Z LA)  fFL M8 - BEFK
2]0x401000 — F:{fIAYmain function FTTEA

I

I)

LF (B Ctrl+G - & A0x401000HE # 2 5Z I

“.| Immmnity Debngger - age exe - [CPI - main thread, modnle age]

File ¥iew Debmg FPluging [mmlib Optons Window Help  Jobs
OB EE Mxp N WHEEY=2 1l emtwhcPkbzr. s

Bi48186A 55 FUSH EEFP

B@481 6681 8BEC MOU ERF_.ESP

@a4816a3 51 FUSH ECH

B8481 84 68 38784000 PUSH age . B8487830 "Pleasze enter your
aa481 609 E8 510888088 age . 8481 A5F

BR481 BBE 83C4 B4 ADD ESP.4

da48i1611 LEA EAX.DWORD PTR S55:[EBP—41

BR481 6814 PUSH EAX

#R4816815 68 487840808 FUSH age.BB407848

#R48161A E8 298000808 age . AB401 848

8348181 F 83C4 @g ADD ESP.8

Ba481622 837D FC 12 CHMF DWORD PTR S5:-[EBP-41.12

83481626 73 @r JHB SHORT age.B84081037

AA481 828 68 4C7A40800 PUSH age.@8@048784C "I'm zorry, deer cut
BA481 682D E8 2DBABdABA age . AB481@5F

Ba481632 83C4 B4 ADD ESFP.4

#8481 6835 EB ab SHORT age.BB401044

aA481837 68 8CYA40800 PUSH age.@8487E8C "Let’z have a crazy
#R48183C E8 1EABAAAA age . AB48185F

BR481 841 83C4 B4 ADD ESFP.4

BR481 844 8BES MOU ESP.EBP

#A481 846 5D FOP EEFP

BR481 6847 c3




Lab 1

* To jmp or to nop, that's the question:
FAIBFEMTER - B2l A @75
BT F—ERESHIT(ARNmp)
. UT\_JZE)@UOX401037$M‘I

A481884
a8481 6881
AR4H1 883
ABR4810884
A848108%
Al481 HAE
And4Ba1A11
AR4B10814
a84810815%
AlR4H181A
An48181F
AB481022
a8481 0826
AR4A1 828
AR4B182D
#84810832
AR4H1 835
An4B1a37
AR4B183C
a84810841
Al4A1 844
AR481 046
ABR481847

ASCII "Please enter your age:

ASCIT "I'm sorry,. deer cutie, you are not

ASCII "Let’'s have a crazy party ** DE"

PUSH EEP
51 PUSH ECH

68 38784 PUSH age.BB487830

83C4 B4 ADD ESP.4

8D45 FC LEA EAX.DWORD PTR S35:[EBP-4
68 48784 PUSH age.BH487848

Ed 290804 age . A8481 848

837D FC [CMP DHOHD PTR S5:[EBP-41,12
73 BF : am

E8 20088 age . 38481 85F

83C4. 844 ADD ESP.4

68 8CYe "PUSH age.BB4B788C

E8 1E08H age . 38481 85F

8BES MOU ESP.EBP

5D POP EBP

EBEE MOU EBP.ESP

E8 510068 age . 90481 A5F

LA PUSH EfX

83C4 48

68 47«4 PUSH age Eﬂ4ﬂ?ﬁ4é.

EE 8L SHORT age.B8481844
83C4 84 ADD ESFP.4

c3
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SIRFBEL D IRFAIR -

EEHS

— #jnbg
= TF}an?

#8481 884
H84H1 A1
AR481683
A8481 084
Al481 8689
AB481 ABE
AB481611
H8481014
Al4R1 815
AB4a1681A
A848181F
a84816822
Al481 826
84081628
84816820
Al4H1A32
AB481 @835
AB48103%
H848183C
Al481 841
AB481044
A8481 0846
A64681 847

Eon s o %' @ B 1 @ @ = 3@ @ ® 1 @ ® ® 1 1

PUSH EBP
EBEG MOU EBP.ESP
51 PUSH ECZH
68 38784 PUSH age.BB4B07838
Ef 510804 age . AB401 ASF
83C4 B84 aDD ESP.4
8D4% FC LEA EAX.DWORD PTR 55:
58 PUSH EAZ
68 43784 PUSH age .BB487848
E8 298084 age . HH401 A48
83C4 B8 HDD ESP. B
837D FC
73 @F

DUORD PTR SS:[EBP-41.12
JMP SHORT age.00401037
68 4C784

L WAkl Ay G o BRI § B K

E8 2DBag age . B848185F
83C4 B4 3DD ESP.4

EB ED Duﬂ'l]"l" e r Tr . IrT W W]
=am o r

Ly Tigir mAiFLF RAFELF & 4

68 8CY784 PUSH age. BB40708C
E8 1E8HH CALL age .B848185F
83C4 B4 ADD ESP.4

8BES Mol Esl . BEBF

gg POP EBP

[EBP-4

EIEILKEZEH

L Anop-> K iz fFaction 1
LR jmp-> K= {Faction 2

ASCII “Please enter your age:

ASCII "zd"

ASCII "I'm sorry, deer cutie,. vou are not

Action 1
ASCII “"Let's

have a crazy party 1

:DEH
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e F)FHFM[E — 10 mins — EEEBIUIES ?
- W BEEEHREREIKEH {Taction 2 -
AL Z A nbFr RIS < i 4mjmp

- B EREZIET EHENE
o =]

— #"Assemble”

— R

« ”JNB SHORT 00401037”, Zmk~>
« “Jmp SHORT 00401037”

- ZFI9NITIET - BAER
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BRI EB — FH5| R

- BBET  BENFEREREI
« EVIRIEREE
« BEREIURIRE

— :8%reg name # reg key

— i¥reg name, reg key21F£E - BABCHIE
8% BREEAIEE e ot o)
—- EREE R - PR R B BN EE AR

¥

B . 251 HE)"Registration fail” BRRIIZ TS -
O e RIFIERZNZENB (R PEE L E)




NSz /2 , NS 2 e
iz- 1__ ﬁ Z'j:ln\ \ LEI:% - %E% j i

[

- ENBRAEE :

L |
bl i B9 [ U |
call sub_4812348
test eax, eax loc_4B810A6
push a : uType cmp ax
offset Caption ; "ncraclmes jnz sh
short loc 40108F 5. O — \ S —
- Bz 2V AEEkEE RS

bl e B Ml e =
mou eax, hlnd O —b —
push offset Text ; "Hegistratinn successful." | |loc_40108F: _*EEEEF'E}EH%'%'
push eax : hind mou eCx, nund
call ds:MessageBoxn push offset aRegistrationFa ; "Registration Fail."|
call ___setargu push ecx ; hind
xor eax, eax call ds :HessageBoxA
retn 18h Xor Pdx, eax

retn 18h




) . 4

B EERRRY

- REEEZRAE
7T E ( Windows
API )

— Windows 2 a9 ER =
—- AREFEHZEREN
LR ERIFE

— PRI ER R A ERY
PR T EE(DLL)

112

78 IS

TﬁZ

- Windows API

User Mode
System
Processes

Session

Winlagon

LCache
Manager

HM Wi
Daviea Drivers

A/

Managar

I Manager

" HMS].rs.rem )
Ma'nage.r

User Applications

Win32
Win3Z AP

japi

NTOLL.OLL

| ern%.‘!ﬁ&eri?ﬂ!i GD32 gl
EMvintfnmtaht i S

User Mode
Kernel Mode

Kerngi'wiode System Process Systam Sgrvices

Win32K svs

FOCass
ano’ Onjgey Vil

Library Mamary
Thraad  Mansger
Functigns Minager Maagar

Runtimeg

Kernal
Hardware Abstraction Layer (HAL}

inalow
Adansager

Graphical

Diigftal
Interface

Graphics
Dewica Drivers

\J




SR R ER AV B 1S - Windows AP

« 2IRFEEWindows API, of DI EBh IR IE
KRB (IR ARRD) -

BB R e
i AUFRAIRAPI EAE NS
SRS T ch BB SR AR m

L
[y il e S
call sub_481230
test eax, eax loc_4B108A6
push a . : uTypE cmp ax
offset Caption ; " — jnz sh
l short loc 48188F E;‘;ﬂf %Efbﬂ)lsﬁﬁﬂﬁ
T n
il s = il s =
mou eax, hind
push offset Text ; "Registration successful."f|loc_L4@8188F:
push eax ; hind mou ec®, h o
call ds:HessageBoxA push offset $£fbu¥uuMessageBox AP||>_T<|
call setargu ok X
®or eax, eax call ds:HessagoaBoxA
retn 18h ot -
retn 18h
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o

Z . FHDebuggerkiE fitncrackme.exe -

KRRV EFRIRIEENIE TR

{Debuggerf Rincrackme.exe:
[File] > [Open]

OB EE Mxp I w2l lemtwhcPkbzr.s?

EERTED: || Lab 2 ~| @ & £k EE-

BEREEHEW: [nerackme exe
BFIBANT: |Executable fils (*exe)




Lab 2

E— - MHAFE5|HRER

HHE>

“Search for”

“All referencec
text strings”

AA481368
AA401 369
AR401 368
AR401 36D
AR4@81 372
AA4@81 377
AR4@81 37D
AR4@81 37E
AR4@1 385
AA4891388
AA481389
AA4@1 380
AA4@91 388
AA481 38 E
A401 374
A401376
AA401378
AA401 37E
AR4A13A8
AR4813A6
AA4@81 3AC
AA4@81 3AF
AA4@81 3B1
AR4@1 3B7
AR481 3BA
AR4@1 3BF
AR4@813C1
AR4@813C2
AR4@81 3C7
AR4@813C8
AA4@13CA
AA4@813CC
AA481 3CE
AA4813D3
AA4813D4
AA4@813D7
AA4@13DC
AA4@13E2

LR T T T T T T T T T R T S T R S T T R S S T S R R

55

8BEC

6A FF

68 EB484008

68 9C1E4000

64:01 AHIOBRAAL

58

64:8925 O0BAAL
EC 58

E8

44484808 g

34554808
M

FFaaBana
3a554808
a8

2C554808
i8 8

C1E8
A3 28554808
33Fe6

56
E8 A1870000
59

E8 BEOAABBEA
59

8975 FC

E8 E1870088
FF15 4840840008
A3 385A4008

JSH_EBP

EBP,ESP
-1

ncrackne . 0048408
ncrackme . AB4@1 H
EA¥ . DWORD PTR FS
SH EAX
DWORD PTR FE:[81]
8

: F

EBX
ESI

EDI
DWORD PIR SS5:[EB
DWORD PTIR DS:I[<
EDX . EDX
DL.AH
DUORD PTR DS:[40
ECX.EAX
ECX . AFF
DUORD PTR DS:[46
ECX.8
ECH,EDX
DUORD PTR DE:[46

EARX.18
DUORD PTR DE:[48
ESI.ESI
E&1
ncrackme .A84@A1 0D
FOF ECH
TEST En¥._ EAd
SHORT ncrackme.H
PUSH 1C
ncrackme . 80481 4
PFOFP ECH
MOU DUORD PIR 55:[EH
ncrackme . 80401 K

PUSH

Backnp
Copy
Binary
Lzemble
Lahel
Conument
Add Header
Modify Variable
Breakpoint
Hit trace
Run trace

Gofo
Follow in Dump

Tiew call tree Cil+E

Find peferences to
View

Copy to executable
Analysiz
Boolimark

Appearance

DWORD PTR DS:[{&KERMEL32.GetCommant
MOU DUORD PTRH DE:[485A381.EAX

[ AA4R1 0810

EBP-G01 2FFTA

Address

AA4A5808 BA O AR BA B8 BO BE A6 BA O B8 BA
AR4R5818 AR O AR BA BAA BO BE A BA O BA BA
AR405820 AR O AR BA BA B0 BE A0 OO OA BA BA
AA405838 67 6F 6F 64 28 66 75 6E 63 74 69 GF

B9 A6 RANE O35 e

6?7 good funct

ernelld2._ GetlUerzion

Wame {Jabel) in current module
Warne in all modules

AT Commands in all modules
All squences in all modules

Comrnand
Sequence of commends
Constant

Binary string

AT intermod ular calls
AN comumands

A1 sequences

ATl constants

A1 switches

AN referenced text 3

M-E handler installation

Ctltli




T:I_:M

#848186D
AB401079
#8481895
#0401 ABD
B848168C2
AB401140
AB401176
AB461178

Aa48282n
AB40206C
gB4020808
AR4020%E

MOU DUWORD PTR SS:[ESP+581.ncrackme .B8818¢

PUSH
PUSH
PUSH
PUSH
PUSH

ncrackme . 90485888
ncrackme . B0485 86 4
ncrackme 30485858
ncrackme . B04@5880
ncrackme 0485838

ncrackme 048588 C
ncrackme . 38484808

ncrackme . 904843 CC
ncrackme . B84043C8
ncrackme . 98484300
ncrackme . B846043A8
ncrackme 90484388
ncrackme . B@4@8441 4
ncrackme . A8404408
ncrackme . 334843 F8
ncrackme . 904843 E4

ncrackme . AA4A5888
ncrackme . HH4A586 4
ncrackme . AA4A5858
ncrackme . AA4A588 8
ncrackme . 8848568308

Lab 2

AR F RS

"ncrackme "

"Registration successful."
"Regiztration fail. "
"necrackme '

"good function,
"mylindowClass"

i wasz cracked"

"Neuhle smallzize crackme — wl®

"mylindowClass""

" program name un knoun>""

""Run time Errort[EProgram:

"Microzoft Uisuwal C++ Runtime Lila
"uzeprdZ2.dll"

""MessageBoxA""

"GetActiveWindow'
"GetLaztActivePFPopup'

It HYstring 1% A ##->"Follow in
dissembler”

ASGII
ASCII
ASGII
ASCII
ASCII

MOU DUWORD PTR SS5:[ESP+581,.ncrackme.B@48< ASCII

PUSH
PUSH

PUSH
PUSH
PUSH
PUSH

ncrackme . A848588C
ncrackme . A84848D8

ncrackme . AA4843CC
ncrackme . AH4843C8
ncrackme . AA4843AC
ncrackme . AB484308

ASCII
ASCII

ASGII
ASCII
ASGII
ASCII

"myllindowC .

"ncrackme''
"Registratq
"Registrat
"nocrackme'

Search for text

Toggle breakpoint
Conditional breakpoint
Conditional log breakpoint

"{ pl‘ﬂ gram

Zet breakpoint on every command

Enter

F2
Shift+F2
shift+F4




Lab 2
e BlojxZREEIZETGERIRE

AA401 858 81°7C24 B8 1181 CHF DUWORD PTR S5:[ESP+81.111

88401858 75 74 SZHORT ncrackme .B88481A8CE

BA4A18B5A 8B4424 @C MOU EAX . DUWORD PTR S5:[ESP+C1]

88401 B5E 66:3D EnB3 CHP AX.3EA

BA4A1 862 75 42 SHORT ncrackme . 84601006

88401 86 4 Ef CY7810006 ncrackme . 88481238

BA401 6867 85CcA TEST EAX.EAX

88401 86 B oA Ba PUSH @ ~Eityle ME_OK IME_APPLHODAL
401 86D 68 BALA4008 PUSH ncrackme . AB485088 Title "necrackme '
88401872 75 1B ZHORT ncrackme.BB8481088F
401874 Al BAS640008 HOU Ef¥.DWORD PTR DS:[485%6B81
a8461677 68 6458480008 PUSH ncrackme . 884856864 Text = “Registration successful."
401 87E La PUSH EAZX hOuner = MULL

a@48187F FFi5 CBA4@4868 DUORD PTR DS :[<&USER32.MessageBoxA. LHesszageBoxA

AB40A1 885 EE AnB2000A ncrackme . AB481338

BA4A1 B8R 33CA #0OR EAX.EAX

AA48188C C2 1888 18

Aa401 B8 F GBAD BES64BHA HOU ECH .DWORD PTR DS:[485%6B81
AA481 875 68 5S5H584806 PUSH ncrackme . AB4A5A58 Text = "Registration fail."
Ba4A187A L PUSH ECH hOuner =» NULL

AA401 878 FF1i5 CA484868 DUORD PTR DS :[<&USER32 _.MessageBoxA. LMHezzageBoxA

aa4A1 81 33CA #0OR EAX.EAX

aB4A18A3 C2 1888 18

BA481BA6
aB4a18AA
aa4a18aCc
AA4A1BB1
BA4A18HB3
BA40A1 AR5
#4831 ABB
#4081 AED
aa4A18C2
aA4a18Cc7?
aa4a18Ca

66 :3D EBBA3 CHMP nx.3EB

7?5 22 SHORT ncrackme . AB481ACE

Al CAS64A88 HOU EAX . DWORD PTR DS:[4856CA1

85Cca TEST EAX.EAX

74 19 SHORT ncrackme .AB481ACE

8815 BES6486@ HMOU EDX . DUORD PTR DS:[485%6B81

6GA @A FUSH @ Style MB_OK iME_APPLMODAL
63 985848686 PUSH ncrackme . AB4058808 Title "ncrackme "

68 3IB584886 PUSH ncrackme . BB4A58308 Text = “good function, i was cracked"
L2 PUSH EDZ hOwuner => HULL

FF15 CBA484888 DUWORD PTR DS :[<&USER32.MezzageBoxA. LMeszageBoxA

Ba481 ACE 33CA HOR EAX_.EA¥

aa4@a1 808 G2 1888 18

AA4a1 803 78 HOP

AA4@a1 804 NOFP

>
>
>




Lab 2

— — FFEAPI MessageBoxAZEE &
R =

1% FCtr|+ N , debugger&3|HErBSIF

I sr; 2 BAa48482C Import {KERMNEL32.HeapAlloc
\ l/ \I I Ba4n4@38A Import +KERMEL32 _HeapCreate

Ba48487C Import  KERHEL32 .Heaplestroy
aa4n4iag 8 Import «KERNEL32 _HeapFree
Ba404@32 4 Import «KERNEL32_.HeapReAlloc
BA4184181 4 Import +KERMEL32.LCHapStringh
BA4A481 A Import {KERHEL32.LCHapStringll
Ba404@?C Import ‘USER32.LoadCurzorf
Ba484i378 Import (USER32.LoadlconA
B348481C | . Import el el £
BA4n4ACH | . Import
#8401 368 Export Mode e ot ubo iy
Ba4n4818 . Import «KERNEL32 _HultiButeToWideChar
Ba4B848CC | . Import «USER32.PosztQuitMessage
aa4n4anA Import (USER32_RegiszterClaszExA
BA48483C Import {KERMEL32.RtlUnwind
Ba404@37a8 Import «KERNEL32_.SetHandleCount
Ba4848aC Import USER3Z2.ShowWindow
aa4n4@a4Cc Import KERNEL32 TerminateFProcess
B84104AB8 Import <USER32.TranslateMeszage
B3484085 4 Import «KERMEL32.UnhandledExceptionFilter
B34B848BA Import (USER3Z2.UpdateWindouw
Aa4n4@328 Import HKERNEL32 . UirtualAlloc
Ba404i8 4 Import «KERNEL32_UirtualFree
B3484884 Import « KERMEL32 .WideCharToMultiByte
BA4A486A Import {KERMWEL3Z_WriteFile




- 1%

JL

B

I AR

AN

L

AFY

— =

T ==

—_

name”, “Reqg key" {11

"Register”

Lab 2
VT - BFHAREEREReg

T

A

o j:ﬁulzgu

o o )
= !

= = =
= =

= o = g o5 a

7]
H = = -
= =
=
= []
¥ ) i = ==
= =) =] = =]
= =5 2 2 E
= = = o o =
& &
[&]
oo 5 Ly = )
= = 2 | = =)
- o = o = £ &
= = =5 ] = =)
= = B | 2 S
e | = i =]
[} (| (L] [} - [} =&
— [ = = =
o . S B o o o
-uw.. 0 =
= = = i =
ﬂ = = a = = 5] = = =)
= m ] == =
L= = ==
—) o o
- [} LE} LE} [
i -] -] -] -] oo O
mman
= = = = = =
= = = = =
- = = a5 = & [ wv) = = =5 =
=i = & S&m A= = 3 = 5
& = & SE o 1= & B =1~
= [ = 3 3 o 3 3 ==
= SIS S EoaE & s o EE & &
3 = & &m0 = = =
- = = & e s B & & EEcE o = & =
5 5 00w B WO T 5 - = = & & =
X S
B W3 L 0 L £ oo (5 iy 0 ==1-= = =R ==1== = =
4]
=}
Al o= LTk o = - == = £ L3 B0 S gy D 0o 130 o ]
E P L LY LT R 0 5 == JETEIEI=T-T-T=
A




Lab 2

FEAPIR I iz /82, 1EF=E'Find reference
to import”

AR4R409C
HA404078
HR4R401C
HA4R40CA
HA481368
HA4R4018

HA4R40CC
HA4R4000
HA4R408C
da4p4078
da4840aC

- FEREIE

PREEEE

Import
Import
Import
Import
Export
Import
Import
Import
Import
Import
Import

HIHFENF A5 B L APIRY AL

1USER3Z . LoadCurzorf

1UEER32 _Loadlconf

1 KERNEL32 . LoadLih»aryf

1 USER32 _MeszageBoxA

seanimiilont .

' ~HultiByteToWi - .
{USER3I2 _PostQuitMes=zage Follow import in Disassembler
1USER3Z2 _RegisterClazsEx Follow i Do

+ KERNEL32 . Rt 1Unwind ind Teferenis b n
« KERNEL32 _SetHandleCoun dhiaioren Vo
'USER32 Ehuuulnduu

RN AL F3R7enter”

Address Dizassembhly
#8481 87F CALL DWORD PTR DS:[<&USER32. HeesageBuxH}] USER32 .MessageBoxA
#8481 898 CALL DWORD PTR DS:[<&USER32. k ageBoxf>] USER32 .MessageBoxA
#8481 6C3 CALL DWORD PTR DS:[<&USER32.MesiageBoxfi>] USER32 .MessageBoxA

Comment




Lab 2

Bl o] # 21 NH"MessageBoxA’AI T2 = A

A@4@10358
B@4@105A
BB40105E

75 74
8B4424 OC
66:3D EAB3
75 42

E§ C7010808

SHORT ncrackme .B0481B8CE
MOU EAX,.DWORD PTR SS:[ESP+CI]
CHP A¥.3EA
SHORT ncrackme .B884018A6
ncrackme . 884601230
TEST EAR.EAR
PUSH B
PUSH ncrackme . 38465608Q
SHORT ncrackme .8840188F
MOU EAA . DWORD TINR Da- 19950050 1

PUSH ncrackme 84685064

B04601862

aa
868584000
1B
B856<uw
6458: BOA

2 Pk e,

NETEFIEEN L

PUSH EAX
L5 “Ce 104000

AGB2L BAA ncrackne . 38461 33A

XOR EAX,EAX
A040108C 14
l@4@1ggF

. G2 1988
> BBED B8 MOU BECA . DWORD PTR DS:[4U56B8 1
PUSH ncrackme . 08405658

PUSH ECX

HOR EAX.EAX
G2 1088 i8
LA H&-.JEH
SHORT ncrackme . 38401R0CE
HOU EaX,.DWORD PTR DS:[4856CH1
TEST EnX.EAX
SHORT ncrackme . 88481 ACE

Ol EDX.DUORD PTR DS:[4856B81]
a

ncrackne . AR405080
ncrackne . 38465634
ED¥

75 22

Al CAS64B00
85Cca

74 19

8B15 EB8564880
G6A B8

68 8A5A4804
68 30584000
52 5
FF15 CB4848808
33Ca

L )

P T T

A0R EAX.EAX
18

NOP
NOP
NOP

DWORD PTR DS: [{BUSER32 .MessageBoxA:

DUWORD PTR DS:[{BUSER3I2.MeszageBoxA:

DUWORD PTR DS:[{BUSER3Z2.MessageBoxA:

MB_OK !MB_APPLMODAL

"ncrackme '’

Style
[Title

Text = "Begistration successful."
hOwner => B13202BC ('MNewbhie szmallsize crackme — vl’,
MessageBoxA

Text = "Begistration fail."
hOuner => B13282BC {’'Hewhie smallsize crackme — vil’,
MessageBoxA

Style
Title
Text =
hOuner => B813282BC {’Hewbie smallsize crackme - vl’,
MessageBoxA

MB_OK iMBE_APPLMODAL
"ncrackme "
"good function, i was cracked"

EFE%?EZ nit ﬂﬁzE5Z1%E-_t

BRMRERANEFS - EBSRETEMAYN O
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.« E)=

FAS S — 10 mins

o IFMIH0X401072MVIES HHIRAH
— JNZ SHORT 0040108F - 44
— NOP

o IZFOH 1T @ BRZHAR
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Lab O

EURS IR BE R RN RN B =5
Lab 1

AN R R RV B BS — Strings B2 API
Lab 2

B LAY 2 E B Demo — 010 Editor



* 010,

% o

A—PAY
B 25

demo

IR AR (212

HY)



o ZHIHILabERFESC IEEEP{EISE , ToRESR

HB5 4
58
884424 B8
52
51

32 — T S
] ' /’\A' - - =

g 51 H OU EDR D
0401018 PUSH EnX
R4@1A19 MOU EAX . DY
AR4A1 01D PUSH ED¥ Bi
AR101A1E PUSH EC¥ Aty
AR4A1A1F 5@ PUSH En¥ Undo selection
AR401 028 FF15 4404060 DUORTRY
AR4A1 826 Cc2 1698d 18 £
AR401 029 8R4C24 B4 MOU ECX . DUEESRYS
AR401 02D

51 PUSH ECR )
AB4G1AZE Comment ;

FF15 CB404A00 DYORI
AB4G1a34 . 3308 R0R EnX, ENTLR:
ARAG1A36 18 N
AB4A1 B39 PUSH @ Modify Fariable
e i -
AB4A1 43 18 Hit trace
ARAG1B46 NOP Run trace
AB4G1A47 NOP
AB4G1 A48 NOP
ARAG1 @49 NOP
AB4G1B4n NOP
ARAG1 A4E NOP
ABAA1A4C NOP
AB4G1A4D NOP
NOP

He461 B4E
28 NOP
817C24 B8 1181 CMP DWORD
75 74 SH

SN2

¢
Backup
Copy

1Param
wParam

Alt+BESp

Space dowPr LDefWindowProci
: Case 18 of
hiind

yHind([DestPuyuindnu

switch BA481806

ExitCode = B; Case 2 of

[ switch B84818686
itMes: LPostQuitMessage

T N Y e R

New origin here
o fo
Follow in Duimp

Chl4Gray *

Search for
Find references to
ORT Wiew

AR4A1 B4F
AA461 858
AA4081 858

AR4A185A
AA481 85 E
AA4@1 862
AR4A1 864
A481 869
AR4A1 868
AA461 86D
A481872
AR4A1 873
A481 874
AA4A1 879
AR401 A7E
A48187F
AR4A1 885
AA461 880
R4@188C
AR4A1 B8 F
AA481875
HA4A187A
AR401 87 B

FrirPIrfBr:

T I T R T

8B4424 BAC
66:3D EAB3

75 42
E8 C7010880
85Cca
6A 8@
68 805040600
28
28
Al
68

BE5S648688
645848688

58
FF15 CHA4841086868

E8 A6BZAABR
33Ch
C2 1848

aaa
8BAD BES648PA

68 58504888
51

FFi5 CA484000

MOU EAX . DL

Selection

CHMFP AX.3EA
SHORT
ncrag
TEST EAX.H
PUSH A
PUSH ncrad
NOP

NOP

Anabysis

Boolkmeark

Style
Title

MB_OK IMB_APPLMODAL

A ppearance "nerackme®

MOU EA¥.DWORD PTR DE:[4856B8 1]
PUSH ncrackme . 83485864 Text = "Registration successful."
PUSH EnX hOwner =>» HULL
DWORD PTIR DS:[<&USER32.MessageBoxA. LMessageBoxA
ncrackme . A8481338
AOR E?E,EHH
MOU ECX.DWORD PTR DS:[4B56B81
PUSH ncrackme . 084858508 Text = "Registration fail."
PUSH ECH hOuner = NULL
DUWORD PTR DS:[<&USER3Z2 _MessageBoxA: LHessageBoxA
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Special
A ppearance

v Dizsaszemble

o A BE> “Backup” > “Save data to file”
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