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Abstract- This research method demonstrates a study about
personal verification and identification using handegmetry. The advantages of a hand geometry system aret tisad i
Hand geometry used in this research consists of teegths and  re|atively simple method that can use low resohufimages

widths of fingers and the width of a palm. Users calage their : ; - ; )
hands freely without the need for pegs to fix the laplacement. E_ng] provides high fficiency with great users’ acceptance.
d )

In this method, six dfierent distance functions were tested an
compared. Test data obtained were from differenerss Among
the six different distance functions, Sgives the best results in
both verification and identification.
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I. INTRODUCTION

The need to identify people is as old as humankind.
People have used some various systems to identify a
individual. Conventional identification systems &@sed on
knowledge that people have to memorize some padswor
and the systems that the people have to own soote fibs
or coded cards

The important drawbacks of these methods are as
follows: (i) possessions can be lost, stolen orileas
duplicated; (ii) knowledge can be forgotten; ang @oth
possessions and knowledge can be shared or stolen. N ]

Biometric is gaining more attention in recent yedisere ~ 1raditional hand geometry system always uses pefs t
characteristics and fiérent parts of the human body. EactPf using pegs are that pegs will definitely defdime shape
biometrics has its strengths and weakness depemndiritgs  ©f the hand silhouette and users might place theirds
application and use. A system that uses hand argbffi incorrectly as shown in Fig. 1. T_hese p_roblemsamltamly
geometry is one of the effective ways for idengifion reduce the performance of the biometric system.
purposes. The physical properties of a human hantan Many researches about perspnal recognition ba_sed on
some information that is useful for authenticatiige hand geometry have been examined and studiedetizah
identity of an individual. Each human hand hasdten [7] developed a hand geometry based verificatiostesy
characteristics and unique. Finger length, widttistte @nd used it for a prototype web security systenmcBez-
fingers, palm width, thickness or locations of fing Re|IIO et. al. [8] selec.ted fmg.er widths at _dlﬁer( latitudes,
distinguish a human being from the others. finger and palm he|gr_1ts, finger deviations as atgﬁgﬁ
Biometric recognition systems can eliminate thesblems. Vvector. Oden et. al. [9] implemented a system usimglicit
Biometrics deals with identification of individuatmsed on Polynomials. Sidlauskas [10] discusses a 3D harudilr
their biological or behavioral characteristics. Amber of identification apparatus used for hand recognitiiomar
biometric characteristic exist and are use in \aio €t al [11] uses both hand geometry and palm pointthe
applications including hand and finger geometryjcep Other hand, Han et. al. [12] used only palm pmfbimation
face, fingerprint, iris, gait, DNA, retinal scan,dar, for p_erson_al authentlcathn_. In_thls research, _plhap_o_sed
keystroke, signature, and infrared facial and haeih @lgorithm is based on digital image processing udilg

Fig 1: Incorrect placement of a hand

thermo grams. hand segmentation, feature extraction, and redognit
IIl. METHODOLOGY
_ _ Hand geometry features are extracted from amgéntgy 3
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surface with the back of the hand touching the dilaface.
The user can place a hand freely since there fgegao fix
the position of the hand. Then an image is acquisedsing
a CCD digital camera.

Fig.2: Example images from image preprocessinggss

1)
Fig.3: Example images from Image Acquisition.
Users are only requested to make surethat theierngo
not touch one another and that the back of the haadlat

and stays on the flat surface. In our experimenty; the
left hand images of the users are acquired.

B. Image Preprocessing

Since the acquired image is a color image, it isveated
to a grayscale image. Median filter is applied tmaoee
noise in the image. Because of the black backgrotimte
is a clear distinct in intensity between the hamdl @ha

background. Therefore, the histogram of the image i

bimodal. The image can be easily converted to pimaage

by thersholding. The threshold value is automdiical

computed using Otsu method [13,14]. Then the bovfidre
hand silhouette is smoothed by using morphologipahing
and closing. The result is shown in fig. 2.

Firstly, the reference position on a wrist, as shawFig.
4, must be found. By scanning the pixels at théoboof the
image from left to right, the left-most pixel ofethhand
image, S1, and the right-most pixel, E1 are located

Fig.4: Example images from image preprocessinggs®c

The reference point is simply the middle pointween S1
and E1. The next step is to find all the fingertipd walley
points of the hand. The distances between the emeter
point and each contour point of the hand , fromdH1, are
measured by Euclidean distance as defined in equatio

D=y(x—xr)P + (v —yr)?
Where (x, y) is a point in the contour and,, () is the
reference point.

Comparing the distances with those of other neighbo

points’ on the hand contour in some distancesfittgertips
are the points that have the most distances, amdadhey
points, the least. The result positions of fingerapd valley
points are marked as circles and shown in Fig. 4.

The extracted features used in our research arerléhs
of each finger, the widths of each finger at 3 |laceiand
the width of the palm. This results in 21 featuras
together. These features can be found as follows.

r‘._-‘\'l-'-.u'.'\_:trlip
|
".':1|il.'_1. podimt (
Referonce

i

Fig.5: Fingertips and valley points of a hand.

l Fingerlengihs

point Er

Fig.6: Definitions of finger lengths and widths.

mn

Fig.7: Definitions of finger baselines.
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B. 1 Finger Baselines

The finger baselines of a middle finger and a ringefin
are obtained by connecting the valley points wracé on
both sides of that particular finger. However, faghamb, an
index and a little finger; each has only one adjawvaiiey
point. Thus, in our research, the other valley fmiare
assumed to be on the opposite side of the fingdr thig
same distance from the fingertip to the existindgeyapoint.
For example, the located valley point of an indexom the
right of the index contour with a distance D1 frtime index
fingertip as shown in Fig 5.

Therefore, the assumed other valley point ofitdex must
be D1 distance on the left of the index contouwadi. All
valley points are located and shown in Fig. 5. Bass are
the lines connected between two valley points, slgiwn in
Fig. 5 as dashed lines.

Fig.8: Definitions of a palm width.
B.2 Finger Lengths
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Fig.9: Hand geometry features
The matching process can be divided into two tyjesed
on the application. They are verification and id@ation.
Distance functions are utilized in the matchinggass to
help diferentiate the authorized and unauthorized persons.
More details of this process are described indaigion.

B.1 Verification and Identification

For a verification system, an individual claims & of
the authorized users previously registered to yiseem. The
system confirms or denies the claimer by matching th
individual's extracted data with those of the cladmerson
which is stored in a database. Therefore, a vetifica
system does a one-to-one matching process. For an
identification system, the claimer's extracted datee
matched with those of all registered persons. Tystem
then establishes or recognizes the identity ofindévidual.
Identification is therefore a one-to-many matchingcpss.

B.2 Distance Functions

As mentioned earlier, a personal verification systmd
an identification system compare the claimer’s l@tadvith

The *finger lengths” are obtained by measuring thghe templates in the database. Distance functionsised to

distances from the fingertips to the middle pointstte
finger baselines. These finger lengths are showigirbF

B.3 Finger Widths

In this research, the “finger widths” are the Wwgliof a
finger measured at 3 locations as shown in Fig.@ firist
one is measured at the middle of the finger lentib,
second one, at the one-third, and the last on&heatwo-
third of the finger length. All the finger widths aleown in
Fig. 6.

B.4 Palm Width

The “palm width” is the distance from bl to b2 in
database. The matching process can be divided timbo
types based on the application. They are verifinatod
identification. Distance functions are utilized irhet
matching process to help ffiirentiate the authorized and
unauthorized persons. More details of this procass
described in this section.

[Il. PERSONAL VERIFICATION AND
IDENTIFICATION
A biometric system is like other authenticatiorsteyns in
that an authorized user has to register onesdleaystem
before verification or identification can be accosipdid.
The extracted bio data of the registered perssioied as a
template in a database. In order to authorize dividual,

the system matches the claimer’s bio data with the

template(s) in the database.
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decide whether the claimer is the claimed persoraor
whom the claimer is recognized. In this researctiséance
functions are experimented as follows

1. Distance Function -I

D :E§=i 1.1:_- bl G‘-:_- (1)

2. Distance Function-ll
D=y £5.; Cug—dy)? )

3. Distance Function-Il|
D= Zi. Wt g ®)

4. Distance Function-IV

1 . minlogdp)

Dy T, Tt (@)

where U ={u,U,,Us,.....,44} is the feature vector of an
unknown individual or a claimer, arial = {d;,d,,ds, ...,d.}is
the database vector.

Including the variances of the database vectos®
additional functions are also examined as follows:

5. Distance Function-V
lup-ci |
D=L ——— (5)
Distance Function-VI
D= T = (6)
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Where V={vivovs
the entries of the variances of each featuresendttabase
vector. To measure the similarity and find the bmatch, a
statistical method correlation is also used. Catieh is an
effective technique for image recognition. This host
measures the correlation coefficient between a munalb
known vectors with the same size unknown vectoth thie
highest correlation coefficient between
producing the best match. There are two forms
correlations: autocorrelation and cross correlatiduito-
correlation function (ACF) involves only one vectand
provides information about the structure of thetoeor the
data. Cross correlation function (CCF) is a measidrthe
similarities or shared properties between two wect8ince
there are two vectors as unknown input featureoveshd
known database vector in this study, cross-coroglats
used. In the simplest form, the correlation betweéx y)
andw(x, y) is as the following:

c(xy)=L. L. f(shwx +s y+t) (7)

IV. EXPERIMENTS AND RESULTS

the vector S ) ) _
of In verification, the process involves matching aegi

Distance-IV function and the algorithm using theretation
have better correct identification rates. If these functions
can be combined with their weights, this new fumettan
give better result. The performance of this matghin
algorithm is %97.44.

@- Experiments and Results from Verification Mode

hand to a person previously enrolled in the dambabe
claimer feature vector is then compared with thatuee
vector stored in the database associated with ldiened
identity and the system decides that the claimerigist or
not. Verification performance is measured from the
types of errors; False Rejection Rate (FRR) andsd-al
Acceptance Rate (FAR). FRR is the measure of the
likelihood that the system will incorrectly rejectlaimer. A
system’s FRR simply is stated as the ratio of thealmer of
false rejections divided by the number of verifioat
attempts. FAR is the measure of the likelihood ttie
system will incorrectly accept a claimer. FAR iatetl as
the ratio of the number of false acceptances divid the

In our research, we divide the tests into 2 opemati number of verification attempts. The optimal penfiance of

modes, a verification mode and an identification m&ir
different distance functions, as shown in section &r2,
used in the feature matching process. The data instuk
experiments are described in section 4.1 and tperawents
and results of a verification mode and an identificatnode
are illustrated in sections 4.2 and 4.3 respedgtivel

A. Data Used in Our Experiments

the system is obtained when the FRR equals FARhdf
threshold that the system decides according telected as
FRR is equal to FAR, then the system’s correctfication

rate is obtained. The proposed algorithm was testith

eight matching algorithms. The results are sumredrin

Table-2.

TABLE-II
Verification Performance Test Results

_ There are 96 test users in our experiments. Tde_mdﬂfd Matching Algorithm Verification Error
images are acquired from each user. These images [af Distance-| % 97 23
divided into 2 groups. The first group consistghef images Distance-ll % 96-06
of all 96 users, 5 images from each user. Theyaeel for e 5 .
the enrolment process to define the users’ templabe D!stance-lll % 95.88
feature vectors. The features are extracted asioneqt Dl_stance-IV % 97.07
earlier in section 2.2. Five hand images from easér are Distance-V % 82.46
used for forming the database feature vectors. aMezage Distance-VI % 71.18
values of each feature are kept as the databaserseand Correlation % 95.85
also the variances of each extracted featuresemjistered Sum of weighted % 98.72
for recognition purposes. The other hand imagesised for Distance-VI and
testing the performance of the proposed algoritfihe weighted-correlation
algorithm has been tested on both identificationd an I
verification tasks. FRR==—1

In identification, an unknown individual featurecter is 1.0.(F :J_
matched with all the vectors registered in the biaga and f(x,)= [ R (8)
the algorithm determines or makes a decision that L
claimer is one of the registered users or not amdsystem 0, otherwise

identifies the claimer. The performance of the athm is
evaluated by the system’s percent error or by theect
identification rate. The algorithm used six dis&ffignctions
and correlation function defined on the recognitgmttion
for matching the claimer vector with the vectors e
database. The results for identification task aireerg in
Table-1.
TABLE-I
Identification Performance Test Results

Matching Algorithm Identification Rate
Distance-I % 94.68
Distance-Il % 93.94
Distance-ll| % 92.02
Distance-IV % 94.04
Distance-V % 56.64
Distance-VI % 55.15
Correlation % 91.71

Where Fi is the feature vector of the test ienafjthe ith
user. FCi is the feature vector template of thdancia
identity that, in this case, the same person asldimer.T is
a predefined threshold. f (xi) is the function teguals one
when the distance is higher than the threshold(FDXYCi )
is the distance measured from matching the feataotor
with the template YCi .N is the total number of ttes
claimers’ images. In contrast with the FRR, the FAR
obtained by testing the system by matching theaetéd
features of a claimer with the templates of othesgistered
persons’. In this research, the templates of othgistered
users’ are randomly selected for matching. Distafioe)
from the matching process is measured and compedthd
predefined threshold. In order to make the FAR BRR
comparable, the predefined thresholds used foptheesses
of finding FRR and FAR must be set equally. The FAR
calculated by equation (9) as follows:
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T flxg) [12]

L¥F ] [13]
(9)

(14]

Error (%)
=

20 4

Threshold

Fig.10: Graph FAR and FRR with vary threshold.

VII. CONCLUSIONS

In this study, we presented an algorithm for reizigg
the individuals using their hands automatically. We
proposed a new thresholding algorithm for sepagathre
hand from the background image. It gave betterltredie
compared and tested eight different functions fatahing
algorithm. In identification and verification prases, the
weighted-combination of distance-IV and correlation
functions yields the best performance. The idey#tfon rate
for this algorithm is % 97.44 and verification rése%98.72
giving the least error.
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